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BBEAEHUE

HNudopmanmonHas 6e30MacHOCTh 03HAYACT BHINOTHEHHE TpeboBa-
HUHM K HHOOPMALMH B BUAC KOH(MUACHIIMATIBHOCTH, LICTIOCTHOCTH, aBTOP-
CTBA U OpaBHI J0MycKa. s cobMmoaeHNs 3THX CBOHCTB HCIIONB3YIOTCS
COOTBCTCTBYIOLIME 3aKOHBI, TIOJIOKCHUS, HHCTPYKLUMH U Kpunrorpadgude-
cKo€ mporpamMMHoe obecnieucHue. s 3amutel HHpOpMaIMK B KaHATAX
nepeaavyy B cucreMe MHTEpHETA HCOMB3YETCs, HATPUMED, MPOEKT C OT-
KpBITEIM Ko0oM (Tuna OpenVpn u HE TOIBKO), KOTOPBIH (hYHKIHOHUPYET
B PEXKHUME «KIHCHT-CCPBEP», HO 3a COXPAHHOCTh MH(poOpMAIMN BHE KIIH-
CHT-CCPBCpa TMOCICIHUNA HEC OTBCUAcT. B cmcTeMax mepemadyu JaHHBIX
JABHO IIHPOKO HMCIOMb3YETCH B 00NacTH MHGOPMALMOHHON Oe30macHo-
CTH TEPMUH «HocyeaHss Munsy . Ha Ham B3rnsa, sanbonee nmprueMiaeMbIM
BapPHAHTOM 3aI0UTHI HHOPMALUH SIBJSLICS Obl CHMOMO3 3aK0JUPOBAHHON
MapOBEHOH 3aIlUTHl MANOK, MU(POBAHKE HAXOAIICHCS B HUX HH(pOpMa-
umu Ha 6ase WIinApi ¥ HCHONb30BAHNE 3AIMUINCHHBIX KAHAJIOB [ICPSAAuH
manaeix Ha ocHoBe OpenVpn. Takum oOpaszom, mpeanaractcss JBOWHOE
mu(ppoBaHUHBCE: BCE, YTO XPAHUTCA B Mankax, MHPpPyeTcs ¢ MOMOIIBIO
mpoeckta WINApi, B OpenVpn ucnonesyercs cBoe mupoBaHHUE, MOCIE
nony4yeHus nakerta OpenVpn NMpoOMCXOANT €ro BHYTPEHHEE paciuudpo-
BaHHC, W B TalKH MONyYaTeNnsd pa3Memactcss MH(POBAHHBIA TEKCT
WinNApi. Cam npoektr WinNApi cozman B Delphi, aBroper umeror 3Ha-
YUTCNBHBINA OMBIT nporpammuposanus B Delphi, # moToMy cam mpoekT
coznan B cpeac nporpammvupoBanus Delphi. OcHoBHBIC amropuTmbl
MOKHO Halitn B Windows/System 32/, 0HM UMEIOT HECKOIBKO HA3BAHHIA:
cryptnge.dll, CryptoWinRT.dll, cryptsp.dll u T.a. JocTym x HUM BO3MO-
JKCH TONbKO uepe3 WinNApi., 4TO U BBIIIOTHEHO B JAHHOM MPOCKTE.



1. MPOBJIEMbl UHOOPMALIMOHHOW BE3OMACHOCTU
«MOCNEOHENA MUMW»

«[locaeanstst MUIS» — KaHAI, COCOUHSIOMNNA KOHCYHOS (KIIMCHT-
CKOE) 00OpyI0BaHKUE ¢ Y3/IOM AOCTYMA IMpoBaicpa (omeparopa CBSI3H).
Hampumep, mpu mpenocrasieHnn yeiayru nogkmodeHns k Mateprery
MOCJICAHHH KHIOMETP — 3TO YIAaCTOK OT MOPTa KOMMYyTaTOpa ImpoBaiiaepa
Ha €ro0 Y3/I¢ CBSI3H A0 MOPTa MApIIPyTHU3ATOPa KIHCHTA B ero oduce. s
yenyr komMytapyemoro (dial-up, malnamHOro) moaKIIOUCHHUS MOCICA-
HUH KHJIOMETP — 3TO YYaCTOK MEXKIY MOJCMOM IOJIB30BATEIS U MOJAC-
MOM (MOAEMHBIM MyJIOM) mpoBaiicpa. B mocaeaHrow MUII0 0OBIMHO HE
BKJIFOYAETCS Pa3BoJKa IIPOBOAOB BHYTPH 34aHUA. TepMUH HCIIOIB3YETCA
B OCHOBHOM CIICLIMATMCTAMH U3 OTpaciu cBs3u. K TexHomorusm nocuea-
Her vuam oObiuHO oTHOCAT XDSL, FTTx, Wi-Fi, WiMax, DOCSIS,
cBsa3p o JIDIL K oGopyaoBaHuiO MOCICAHCH MUIM MOKHO OTHECTH
xDSL-mMoaeMEBl, MyJIBTHILICKCOPH OCTYNA, ONTHYCCKUEC MOJEMBI U Ipe-
o0pazoBaTeny, PaIHoMyIbTUILICKCOPHI. [IpuMenuTensHO Kk uHpOpMAaIH-
OHHOM 0€30MaCHOCTH NOJ TMOCIACAHCH MUJICH MPEAnaracTcs NMOHUMATh
yuacTok oT manku ¢ daimamu OPenVpn no Remote <IP aapec cepeepa>
KJIMCHTA U OT TYHHEITBHOTO 1LTI03a ceprepa <172.16.0.1umu 10.8.0.1> mo
TIAII0OK C paCH.II/I(prBaHHbIM NaKCTOM IMOJTYUCHHBIX JAHHBIX.

IIpoGnema mocneaHEro KUIOMETpa BCeTaa ObLia aKTyaIbHOM 3a1a-
qel A1 CBA3HUCTOB. K HACTOAIIICMY BPCMCHU TNOABWIOCH MHOXKCCTBO
TEXHOJIOTHH MOCTICIAHCH MU, H NIEPE THOOBIM OIIEPATOPOM CBA3H CTOUT
3a71ada BEIOOpA TCXHOJOTHMH, ONTHMATIBHO PELIAOIICH 3a1a4dy Mpeaoc-
TABJICHUS CBSI3H JJIsI CBOMX a0OHCHTOB. Y HUBCPCAIBHOTO PELICHUS 3TOH
3a1a4M HE CYIUCCTBYCT, V KOKIOW TCXHOIOTHH €CTh CBOHM PCLICHUS IPO-
OIeMBI TOCIICAHCH MUJTH.

CTaTbH O MOBCCMCCTHBIX BBIYHCJICHHUAX, B KOTOpOI\/'I BIICPBBIC 6LI.]'I
MOJHAT BOMPOC 00CCICUCHUS KOH(PHICHINUATBHOCTH CJIOXKHBIX CHCTEM,
ObL1a omyOMkoBaHa 00J16E ASCATH JACT TOMY Hazand [1], HO €¢ OCHOBHBIC
nuacu BHOJHE npuMeHuMbI U K MHTepHeTY Bemei cerogus. Ilpu pabote
CO CBOMM KOMITBIOTEPOM V HAC CO3AACTCS HILTIO3HSI KOHTPOJISI, TIOCKOJIBKY



B MPHHLMIIC MBI MOXXEM OIPEIACTHTh, KAKHUE MPHIOKCHUA Ha HEM pado-
TAIOT W KaKHe JaHHBIC OHU coOuparoT. A B MHTepHeTe Beliel Tpaauii-
OHHBIC METO/IBI KOHTPOJISI MPAKTHUCCKU OSCrOae3Hbl. MOKHO Jaske Mpu-
BCCTH MPHUMEPBI CUTYALHHA, KOTAA JTIOAH SBJSIOTCSA V3KE HE MOIb30BaTC-
aamu ceperuca MHTepHeTa Belnel, a HCCICAYEMBIMH UM OOBCKTAMH —
CKaXKEM, CCJIM PeUb HIET O CUCTEME MOHHUTOPHHIA VPOBHS IIYMa B «YM-
HOM» ropoze. pyroi npumep — nyOnnuneie cetu Wi-Fi, mons3oBarenu
KOTOPBIX B OOJBLIMHCTBE CBOEM JAKC MOHATHSI HE MMEIOT O PEaTbHBIX
napameTpax X KOHQUICHIHATBHOCTH.

OnHa w3 raaBHBIX mpobneM mpuBaTHOcTH MHTepHeTa Bewei# co-
CTOUT B TOM, YTO MOJb30BATEIH HE BCETAA 3HAKOT, KOTJA TO WK HWHOE
VCTPOHCTBO COOUPAECT WX MEPCOHABHBIC JAHHBIC, & CCIHM TAKHE YCTPOi-
CTBA MOBCEMCCTHBI, TO (DAKT HAMUYNA WIH OTCYTCTBHS JATYMKOB MOYTH
HE TOAzacTcs mpoeepke. BmecTe ¢ TeM, cOrmacHo OCHOBOMONATAIOIINM
MPHUHLMNAM NPHBATHOCTH, COOP MEPCOHATBHBIX JAHHBIX JOJKCH MPOUC-
XOJUTh TOJBKO NMPH VCIOBUH COOTBETCTBYIOIIETO yBeAoMieHHd. Kakum
JKe JOJDKEH OBITh «CTCK MPUBATHOCTH» — CUCTEMA MEP AN PELICHUS 3a-
Jad, CBA3aHHBIX C M3BCIICHUCM MOJb30BATCICH OTHOCUTEIBHO HaMepe-
HUH OKpY’Karomux ero ycrpoiicts MHTEpHETA BEme .

Crex npuBaTHocTH. MHOTHE aCNEKTHI CIOXHBIX CHCTCM, HAIPH-
Mep, OOHapykeHHE, yA0OCTBO HCMONB30BAHUS U IMPHUBATHOCTh, HEIO-
CPEACTBCHHO KacaroTCsi KOHCUHBIX mMoib3oBatenci. Kak mveHHO mromu
JOJDKHBI Y3HABaTh O MPUCYTCTBHH CCPBHUCOB B MyONTHYHBIX MECTaxX, Ha
padore, qoma? Kak OHH MOTYT BRISICHATH XapaKTCPHCTHKH NMPUBATHOCTU
3THX CEPBUCOB O€3 meperpy3ku TexauaecknMu tepmuHamu’? [lokaskem va
MpUMepax, Kak MOKHO ObLIO OBl MPEIOCTABIATh VBEIOMICHHS O TIPUBAT-
HoctH MuTepHETa Bemeit. JomycTuM, Ha MApKOBKEC TOPTOBOTO IICHTPA
VCTAaHOBUJIN KaMephl cHCTeMBl OesomacHocTH. Ho Bmecto Tabmmdex
C ONUCAHUCM HA3HAUCHHS KaMEp MPUMCEHAIOTCS PAaJHOMAasuKH, B3aHMO-
JSHCTBYIOIIUE CO cMapT(OHAMHU MPOXOKUX. MasuoK mepeaacT WACHTH-
(HuKaTop, Mo KOTOPOMY MOKHO BBITIOJHHUTH IMOUCK B 00NAKE ¢ MOMOLIBIO
MOOWJIPHOTO MPHIOXKCHUA. TakuM oOpazoM NONb30BATCIH IOIYYAIOT
VBCIOMIICHHE O MPHUCYTCTBUH KaMep, IPHYCM 3TO HE TOIBKO HEOOXOIH-
MOE IPeayNpe:KACHUE, HO U CIOCOO CO3AaTh V JTIOACH OLIyILICHUE Ge30-



MAacHOCTH MpeObIBaHus HA TCppuTopun. KOHUEHIMS CTeKa MPUBATHOCTH,
MPU3BAHHOTO TIOBBICHTh CTCIICHR KOMQOPTA MOJB30BATCIICH MPH KX
B3aUMOJACHUCTBHH ¢ cucTeMamMu MHTepHEeTa BEIICH.

CTeK NPUBATHOCTH MOKHO PEATHU30BATh C MOMOIIBI) CUCTEM «yM-
HOTO» JOMa — HANPUMEP, ¢ MOMOINBID KOJOHKH Hamoaodue Amazon
Echo, obecneunBaromeli BO3MOXKHOCTE T'OJIOCOBOTO YIIPABICHUSA MY3bI-
KOM, ocBemeHHEeM | T.11. ['0CTsIM 10Ma MOKET ObITh HE KOM(DOPTHO H3-32
HAJIMYUS B JOME CHCTEMBI, HCIPSPBIBHO 3aMTUCHIBAIOIICH MX BBICKA3HIBA-
HUSI, U €CJIM TOCTU YKAXKYT, YTO XOTEIU OBl MOAyYaTh OPEIyIPSHKIACHUS
0 3aIKiCH 3BYKA B MECTC MX MPEOBIBAHUS, TO X035€BA MOTYT MOMPOCUTH
paspeuICHHs UCTIOIB30BATh TAKOH CEpBUC. B 3aBHCHUMOCTH OT MPEAIIoU-
TCHHI TOCTCH OHH MOTYT JIMOO MOJIYYUTh HPSAYNPESHKIACHUS MPU BXOJC
B J0M, JUOO CHCTEMAa MOKET BPEMCHHO HJIM YACTUYHO OTKJIFOUHUTH CEP-
BHUC. BCe 3T0 MOKET MPOUCXOAUTh ABTOMATHYCCKH HJIH B HHTCPAKTUB-
HOM pexume. B 3Tux mpuMepax noJb30BaTe/Iu HE 3HAOT, KAKUE HIMCHHO
CCPBHUCHI M3 UX OKPYKCHHUS AKTHBHBI, HO MOXKHO OITHUCATh CICHAPUHU
MPUMCHCHHS CTCKA MPUBATHOCTH, 33JyMAHHOTO KAK MCXaHHU3M yBCIOM-
JCHHUS, OCHOBAHHBIM HAa CYLICCTBYIOIMMX CETOAHS MPOTOKOjax MuTep-
HETA BCIICH.

OcBeaomuennoctb. Yacte crexa mox HassanmeM «OcCBeIOMIICH-
HOCTB» OTBEYACT 32 TO, YTOOBI MOJIB30BATCIH (MIH COOTBETCTBYHOIINC
AreHTCKUE CPEICTBA) MOIIH BBISICHUTh XAPAKTCPUCTHKH MPHUBATHOCTH
cepBucoB. CIOKHOCTB 3aKIIOYACTCS B TOM, 4TO (akT cOopa AaHHBIX B
Hareprere BeiieH HE3aMETCH, MOJIB30BATC/IM OOBIYHO HE 3HAKOT, YTO
CBEJACHUS O HHUX COOHPAIOTCS, MOITOMY MPH MPOCKTUPOBAHHH CHUCTCM
HY)KHO MPEAYCMOTPETh BO3MOXKHOCTh OMNPCACINTh, B KAKOW CTCIICHH
MPUBATHO TO WM MHOE MPOCTPAHCTBO, YTOOBI 3HATH, HACKOJBKO OTKPO-
BCHHO MOJKHO B HeM ceOs Bectu [2]. B ¢Bsa3m ¢ 5THM HAmO caemarh Tak,
4TOOBI, BXOS B MOMCIICHHUE, YCIOBCK MOT B TeucHHE 30 CCKYHI AOCTO-
BEPHO OMPCAC/ITh HAIMYHE BCEX JATIYUKOB M MOTOKOB AaHHBIX. OCBe-
JOMJICHHOCTh B OCHOBHOM KacacTCs BOIPOCA O TOM, MO KAKUM KaHAJIaM
cepsuchl MHTEpHETA BEIICH MOTYT BBIXOAWTH HA CBSI3b C MOJIb30BATE/IS-
MU 1 00BEKTAMHU aHamu3a. Hanpumep, MOKHO TOJIb30BATHCS BHU3YAJIb-
HBIMH CHTHAJIAMU O COOPE AAHHBIX WJIM CCTCBBIMH MPOTOKONIAMH JJISI TIC-



peaaduH CBSACHUH OT CEPBHCA K MOJIB30BATCIBCKUM ycTpoiicTBam. Cero-
OHS B paMKax psga  OTpaciaeBeiX HHUIMAaruB, Hampumep Open
Connectivity Foundation, uner pabora Hax craHmapraMH HHTEpoONCpa-
oenpHocTH MHTEpHETA BeleH, 00SCIICUUBAIOIUME BO3MOKHOCTH OOHA-
PYKEHHSL YCTPOHCTB M HATKUBAHUS CBSI3H MCXKY HUMH.

Apple iBeacon — oavH U3 NPUMEPOB TEXHOIOTUH OOHAPYIKEHHS
verporicts. Masuok mepeaaet mo Bluetooth maenTudukarop, kotopsiit
COBMECTHMOC YCTPOWCTBO MOJKET HCIIOIB30BATh IS TOJYUCHHS acco-
LUUPOBAHHOU ¢ UAcHTH(PHKATOpOM HHGOpPMALUHU (HAIPUMED, A MO3H-
LIHOHHO-3aBUCUMBIX VCIYT). Masuku TaKKe MO3BOMIOT ONPEACIIUTD Me-
CTOHAXOKACHHUC YCIOBCKA BOIU3M YCTPOHCTB HAa KaKOH-THOO TCPpUTO-
pun. Ha ceromnsa paspaborka mporoxonos WMHTepHeTa BeleH eiue He
JOIILTA [0 dTara CTAHAAPTU3ALNH MCTAIAHHBIX O MPUBATHOCTH, KOTOPHIC
OBl IO3BOJIMIIH CCPBHCAM YHHBEPCAIBHBIM 00pa3oM OOBSIBISITE COOTBET-
cTByIOUMC NOMUTHKU. [IpenMyInecTBoM MOXOGHOTO MOAXOAA B MHPE
MOBCCMCCTHBIX CEPBUCOB CTAIO OBl TO, YTO PCIICHHMS, CBI3AHHBIC C MPH-
BaTHOCTHIO, MOKHO OBLJIO OBl MPUHHUMATh IPH MHHUMAJIbHOW KOIHUTHB-
HOU Harpy3ke. CTaHIAPTOB METAIAHHBIX MPUBATHOCTH IO PSAY MPUYHH
moka HeT aaxke Amst WWW. B npunimne MoxHO ObI0 Obl 000OHTHCH
1 0€3 CTaHAAPTH3ALNH, HATPUMED, PCATU30BAB CPEACTBA 00PabOTKU €C-
TCCTBCHHOTO SI3bIKA, CHOCOOHBIC «IIOHHMATh)» MOIUTHKY KOH(HICHIH-
ANBHOCTH, M TAKUE MPOCKTH yike ecth. OxHako B mMupe MuTepHeTa Be-
ek pucku cbopa uHdopmanmu 0e3 BeAoMa CYOBEKTOB CEPBUCOB BBILIIE,
MO3TOMY CTAHAAPTHBIH «SI3BIK» MPUBATHOCTH HECOOXOIUM.

Ymozakawouennsi. C MOMOINBIO NPOTOKOIOB OCBEIOMIICHHOCTH
cepBucel MHTCpHETA BEICH MOTYT OOBSBIATE O CBOHX JCHCTBHSX, HO
YTO UMCHHO BKJFOYATh B Takue OObsBICHHUSN? MOXKHO ObLIO OBl MPOCTO
COOOLINTh, KAKUEC MOKA3aHHS COOMPAIOTCA M AN YEro OHU OVAVT HC-
MOJIb30BATECS, HO 3TOrO MOKET OBbITh HemoctarouHo. Iloms3oBatenu He
BCEra MOHUMAOT, KAKHC BBIBOJBI MOYKHO CACIATh W3 TAKUX JAHHBIX,
a CIOCOOHOCTH CHUCTEM K BBIBOAY YMO3AKIIOUCHHH CO BPEMECHEM OyayT
CTaHOBHUTHCS Bce coBepiucHHee. CeroHs, HANPHUMED, «IAKTHIOCKOITHD
YCTPOHCTB U Opay3epoB (MACHTHDHKALMS MO HAOOPY XaAPAKTCPHUCTHK)
cTana oObeKTHBHOH peanpHOCTEI0 WWW, 1 acHO, uto B Mupe UHTCpHE-



Ta BEIICH MOAOOHBIN COOp WUACHTH(DHIUPYIOIIMX CBECACHHH BEACTCS HE
MCHEC aKTHBHO (HAMPUMEP, YCTAHOBJICHHUE 3aKOHOMCPHOCTCH B MEpeMe-
IICHUN YCJIOBCKA WJIM 3AHMCh €r0 rojioca ¢ LCAbK ayTCHTH(HKALNH).
VMO3aK/IIOUCHNS HAMPSIMYKO BIUSIOT HA [PUBATHOCTh, HO HCMOHSITHO,
KaK UMCHHO YBEIOM/IITh O HUX, B YACTHOCTH, O BCPOSTHOCTHBIX U CJC-
JAHHBIX C TIOMOINBI0 KOCBCHHBIX JAHHBIX. MOKHO MPEIIoKUTh cOATaH-
CHUPOBAHHBIA TOJXOA. MOCKOJNBKY TMOJb30BATCIH HE BCErJa MOHHMAIOT
LETHA HCTIOJIB30BAHUSA COOPAHHBIX JAHHBIX, CEPBHUCHI OOS3aHBI OTKPHITO
co00maTe 00 OCHOBHBIX YMO3AKIIOUCHHSIX, KOTOPbIC OHM aenart. B To
K€ BpeMsl HY>KHO HMETh B BHUAY, YTO BO3MOYKHOCTH JACIATh BBIBOIBI TO-
CTOSIHHO PAacTyT — HE TOJBKO M3-3a POcTa 00bEMa AOCTYITHBIX JAHHBIX,
HO ¥ Onarojapsi pa3BUTHIO METOJ0B MAIMHUHHOTO 00yucHus. CepBUCH
HHurepueTa Bewmei Morau Obl YBEAOMISIT 00 YMO3AK/ITFOUCHHSIX B PaM-
Kax IMOJIMTUKH MPUBATHOCTH, K MMPUMEPY, CCPBUC, COOMPAOIIUI TAHHBIS
GPS, nomxeH OOBIBUTH, YTO MO HUM MOKHO YCTAHOBUTH JIUIHOCTD,
a YCTPOHCTBO, PETUCTPHUPYIOIICE CBESACHHUS O PACXOC JACKTPOIHCPIHH,
00sI3aHO yKa3aTh, YTO OHO CIOCOOHO JCNATh BBIBOJABI O MPUBBIYKAX
aboHEHTA.

3Hast BEPOATHBIC YMO3AKIFOUCHUS, MMOJb30BATCIIA CMOTYT HE TOJTb-
KO MPOSICHUTD, KAKUE CBEICHUS CUCTEMA O HUX COOUPACT, HO U MOBBICHTD
MMPUBATHOCTh, YCTAHOBHUB COOTBETCTBYIOIIME OrpaHuucHus. Jlomycrum,
CHUCTEMA BBITIOJHICT BHACOCHEMKY, MAPATIICIBHO PETHCTPUPYS OTMETKH
BPEMEHH U cBeJcHUA B ceTax Wi-Fi, B 3TOM clyuae monbp30BaTesib MOT
OBl JaTh COTJIACHUE BECTH CIACIKCHUE HA padote, HO HEe AoMa. MOKHO ObLIO
OBl peanu30BaTh MOJUTHKUA OC30MACHOCTH IS UCXOAHBIX MAHHBIX, HO
TOJIBKO TOCJIE TOrO, KAK CHCTEMA M0 HUM MOWMET, KAKUE U3 HUX OTHO-
coaTcs K paboTe, a KaKUe — K A0MY. ITOT HPUMEP XOPOIIO HILTFOCTPUPYET
JUCTAHIIMIO MEXKAY CHIPHIMH JAHHBIMU U SI3bIKOM MPEAMIOYTCHUMA, BhIPa-
JKACMBIX C MOMOIIBIO 00JICe BBICOKOYPOBHEBBIX MOHITHH BPOAC «IOM).
VY MO3aKIIIOUCHUS TO3BOSIOT YCTPAHUTh 3TOT Pa3PhiB, MOMOTAS YBCIH-
YUTh MOJIC3HOCTh CUCTEMBI TIPU COONMIOACHUH €€ APYKETFOOHOCTH.

Ipeanourenus koH(puaeHuHanbHOCTH. [Ipeamonoxmm, y cuc-
TEMBI €CTh JOCTATOYHOS MOHUMAHUE TOTO, KAKHE JAHHBIC COOUPACT cep-
Buc MHTepHETA BEINCH M KAKKE BHIBOABI OH MOXKET M3 HUX caeiarh. Uro
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KOHKPETHO IMPH 3TOM BOJIHYET 00BEKT cOOpa JaHHbIX (uenoBeka)? Baus-
€T JI1 TOT WIH MHOU CligHapuii cOOpa MaHHBIX HA MPHUBATHOCTD, 3ABUCHT
JU OT KOHKPETHOTO YECIOBEKA, HO M KOHTEKCT mMmeeT 3HaucHue. Hampu-
MEp, MPOTUB 3aIMCH 3BYKA B PECTOPAHC MOKET HE OBITh BO3PAKCHHIMA
B 3aBUCHMOCTH OT TOTO, KTO MMCHHO €€ BBIMIOJHICT (PECTOPAH WK Balll
JIPYT), U OT TOTO, C KEM Bbl HAXOAWUTCCh B 3aBCACHUU (C APY3bSIMH HITH
Jea0BbIMH mapTHEpaMu). KOHTEKCT Takke MOKET OMPEALIsITh, YTO BOC-
MPUHUMACTCSI HCOKUIAHHBIM, a uT0 — 00bryHbIM. Hampumep, BuacoHatd-
aroacHue Ha (yTOOJBHOM CTAIUOHE MOKET MPSACTABISATHCH HOPMOH,
a B pecropane — HeT. [lockonpKy Ha peleHHe O MPUBATHOCTH MOTYT IO-
BITUSITh OUYCHb MHOTUE (haKTOPHI, TJIABHBIH BOMPOC COCTOUT B TOM, KAKHE
M3 HUX JACHCTBUTCIBHO MMCIOT 3HAUCHHE IS JIOACH B KOHTCKCTEC MH-
TepHeTa Bewel. [lornvanue Bcex 3HAUUMBIX (DAKTOPOB MOMOXKET paspa-
0OTYHKAM CHUCTEM MPESAOCTABILITE CBEACHUS, HCOOXOUMBIC Il MPUHS-
THS PCIICHUH O KOH(PUICHIIHATPHOCTH. JHAHUE (PAKTOPOB, KOTOPHIC MO-
ryT OBITh BAKHBIMH TS TE€X WM MHBIX TOJB30BATCICH, TAKKE MOMKCT
MOBJIUATE HA apXUTEKTYPy cuctembl. K npumepy, cepsuc MuatepHeTa Be-
el B Oape AJ YCIIOKOCHHS MTOCETUTEICH MOKET COO0IIATh MM, YTO BH-
JE0CHEMKA BBITIOTHICTCS TOMBKO B LEIAX MPOBEPKH BO3PACTA.
Yeenomnenne. [locacaanii ypoBCHb CTCKA OTBCUACT 3a YBCIAOM-
JICHHE KOHEYHOro mosb3oBarensd. llpexocraBicHue yBeIOMICHUN 3aBH-
CHUT OT OCBEJOMJICHHOCTH O HAJTUYUH CEPBUCOB B KOHKPETHOM CPEJE, BhI-
BOAMMBIX YMO3AKIIOUYCHUH U MPEAMOYTCHHUM MOJB30BATCIIA. Y BEIOMIIC-
HUEC — OTHOCHUTEIIBHO PEIKOC COOBITHE, TAK KAaK TONb30BATCIH HMCIOT
JEJI0 TUINB ¢ MaJIOW 4YacTeio cepBucoB MHTepHeTa Belel; KpoMe Toro,
MOCJIC TEPBUYHOTO MPEAYIPEKICHHS MOBTOPATH €r0 HYXKHO HE BCETAA.
Hampuwmep, nns Boauteneil OyaeT MONEC3HBIM MPEAYNPEIKACHHE O TOM,
YTO aBTOMOOHIIb BBEIKACT HA TCPPUTOPHIO, TAC 32 Cro MEPEMEIICHHEM
MOTYT CICAUTh, HO TOAYYATh KAKABIH ICHR VBCAOMJICHHE OO0 OJHOH H
TOM K& YIMIHOU Kamepe cMmbicia HeT. [lo moBoxy yBexoMiIeHNN BO3HH-
KalOT CICAVIOIHEC BOMPOCHL KaK CUCTEMa JOJDKHA MPEIOCTABIATH Ipe-
OYTPEKICHUS, KaK MOIb30BATC/IIO YKA3bIBATh CBOU MPEIMOYTCHUS OTHO-
CUTENIBHO NPSAYIIPCIKIACHHUN U KaK BBISICHITH 3TH npeAnodreHus. B vact-
HOCTH, B2)KHO OTMCTHUTB, YTO €CIH NPEAYIPEKICHUEC OTIPABICHO HE
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MPHUBATHO, TO 3TO MOXKET IMO3BOIUTh MOCTOPOHHHUM JAETATh HEXKCIATCIb-
HBIC BBIBOJBI 00 HCTOPHH ACUCTBHN HIH MPCANOYTCHHAX MMOJIb30BATEIS.
Kpome Toro, TeXHONTOrMM WM aarOPUTMBEI YMO3AKIIOUCHUH OVAYT COBEp-
LICHCTBOBATBCA, B CBA3H C UEM TCX, KTO YIKE MONYYaN COOOIICHHUS O Ka-
KOM-TTHOO CEepBHCE, BO3MOKHO, MPUICTCS YBCAOMIATH MOBTOPHO. YBe-
JOMJICHHE — MOCIEIHUH YPOBCHb CTCKA MPUBATHOCTH, U UMCHHO 34ECh
MPOUCXOUT PEANbHOC B3aWMOJCHCTBHE C TONB30BATCISIMH, KOTOPOE
MOJKET HpUHUMAaTh pazHeic ¢Gopmbl. C OZHOW CTOPOHBI, VBEAOMICHHE
TpeOYET NPEPhIBAHUS TCKYLICH ACATCIBHOCTH MOIB30BATENS, C APYTOH —
0omce aKTHBHBIC MOJIb30BATCIM MOTYT ObITh 3aHHTCPCCOBAHBI B HATTISAI-
HOM OTOOPaKCHUU NapaMETPOB NPHUBATHOCTH Omkaimux cepsrcos MH-
TepHeTa Bemel. Kak nMeHHO MOKHO OBIIO OBl BU3YAITU3HPOBATH OKPY-
JKAFOIIUC CEPBUCH, HX XaPaKTCPUCTHKH NPUBATHOCTH U HAAECKHOCTH?
Peanuzanus crexa. Onmmiem, kKak MOKHO OBLIO Obl peau3oBaTh
CTCK HA YPOBHE «IOCPCIHHKA» WA ACCHCTCHTA MO OOCCIICUCHHUIO IPH-
BaTHOCTH, paboTaroIIero Ha Mok30BaTeNbCKOM yerpoiictee. Ha ypoHe
OCBCJOMIICHHOCTH PabOTarOT MPOTOKOIbI, MO3BOMAIOIIUE MOIYYATh ME-
TAJAHHBIC MPUBATHOCTH OT OmkaWimux cepBucoB MHTepHETA BEUICH.
Taxuie MeTagaHHBIC MOTYT B YHCIE MPOYETO COACPKATh OA30BBIC CBEAC-
HU 00 ymoszakmroueHusx. Kpome Toro, mocpegHHK MOXKET caMm o cebe
0o0nagaTh aHATHTHYCCKUMH CHOCOOHOCTSMH, MO3BOJIIOIUMH €MY Je-
JaTh BEIBOJABI HA OCHOBE MeTaaaHHbIX. [locpeaHrk oTBeuacT 3a yopasie-
HUE JIMYHBIMU HACTPOHKAMH MPHUBATHOCTH, MPEIOCTABIIS MOIb30BATEITIO
BO3MOXKHOCTb VKa3bIBATh COOTBCTCTBYIOIIUE MPECANOUYTCHUS WIH ACTas
BBIBOJABI O HHUX € YYCTOM MPOILIBIX PEIICHHH M JeMorpaduieckux xa-
paxrepuctuk. CoxpaHsas NPCAMOYTCHHS W PCLICHMS IMOJIB30BATEIIS
U IPUMCHSSL CPEICTBA AHANUTHUKH, TOCPCIHUK MOXKCT BBIJABATH IPERY-
MPEKICHUS TOJIBKO TOTAA, Koraa 3To ymectHo. COOp MUYIHBIX JAHHBIX
BO3MOXCH TONBKO INPH VCIOBHU NPEAOCTABICHUS COOTBETCTBYIOLICIO
MPCAYIPEKACHUS U TMONYUCHHS COTJAcHsi — 3TO OCHOBONOJATAOIIHN
NpHHLMN obccneueHus koHduacHuuamsHocTH. Ho peamuzoBate 3TOT
MPHHLMI CIOKHO Jaxke A TpaauuuoHHBIX UT, He roBops yxke o Mupe
HHTepHeTa BeweH, yauThIBas OTCYTCTBUE YHUBEPCATBHOTO KaHama CBA3U
¢ monb3oBarenceM. YenoBeK NErko MOXKET 0Ka3aTbCs B CPEAe, TAC €ro
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MICPCOHANBHBIC JAHHBIC 00Pa0ATHIBAIOTCS HCKHMH CCPBHCAMU, KOTOPHIC
OH HE YCTAaHABJIMBAI M 00 aKTHBHOCTH KOTOPHIX HE momo3pesact. [Ipex-
JOCHHBIH KOHICUTYAJIbHBIH CTCK MPUBATHOCTH OCHOBAH HA TCKYIIUX
3HAHUAX O B3AMMOJACUCTBUU pazpabaThiBaCMbIX CEroAHs cuctem MuTEp-
HETa BCIICH C MOJIB30BATE/IIMHU, U UCC/ICAOBAHMS, HAPABJICHHBIC HA pea-
JAU3AIHUIO 3JCMCHTOB TAKOrO CTEKa, Ve BeayTces. K takum snemeHTam
OTHOCSTCS TOb30BATCABCKUC UHTCPCHCH JIs YKa3aHUsI U BBISICHCHUS
MPEANOYTCHHUH, YBSIOMJICHUS W OTOOPAKCHHS MAPAMETPOB MPHUBATHO-
ctu. Takke uccneayercs npodjeMa mpeodpasoBaHus CBSACHUN 0 COOH-
PacMbIX JATIYUKAMHU CHIPBIX JAHHBIX B MH(OPMALHIO 00 YMO3AKITFOUCHH-
ax. Eme ogna oOnacTe W3V4CHHS — NMPUHLMIE ONMUCAHUS MApaMeTPOB
MPUBATHOCTU M PEMPE3CHTAIMH BCEBO3MOMKHBIX CepBUCOB MHTEpHETA
BCIICH W UX TOJUTHK KOHQHUACHIMAIRHOCTH. 10 M APYroe BAXKHO SIS
aBromarndeckon (unprpanuu Aanaeix. Q0ccneucHue KOHQUACHIMATb-
HOCTH Ha «IOCJICAHCH Muiie» MHTepHETA BEIICH — OHO U3 CAMBIX AKTY-
ATBHBIX CCTOMHA HampasicHHU ucciacaopanwil. [lomckm pemeHms 31oi
3aMa4d BEAYTCS HA MEPSCCUCHHUH MAIIMHHOTO OOYUYCHHSI, YCIOBCKO-
KOMITBFOTCPHOTO B3aUMOJCHCTBHS H CUCTEM O¢30macHOCTH. JlaHHbIi Ma-
TCpHa 3aMMCTBOBAH U3 MPUBCICHHOTO B KOHIIC M3JAHUS CIHCKA JINTCPa-
Typbl. PeinmeHue mpoOaeMbl MOXKET 3aKIFOUATHCS B MHU(POBAHUN JAHHBIX
PaA3IUYHBIX KYPHATIOB COOBITHIA, U 3TO OTHOCHUTCS K (DYHKI[HOHAJIHHBIM
BO3MOYKHOCTSIM aIMHHHUCTPATOPOB CUCTEM.
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2. DELPHI U WINDOWS API ANA 3ALLNTbI CEKPETOB

2.1. ObwMe nonoxeHus

[IpuBeacHHEIC HIKE ANTOPUTMBI HNPECIHAZHAYCHBI TSI O3HAKOMIIC-
HUS CTYACHTOB ¢ OCHOBHBIMH IMPHHIMIIAMH, COCTABISIOLIUMH SIIPO Me-
TOA0B 3amuThl uHpopMaruu. OHH ke 0 CBOUM (YHKIHSIM OIMPSICISIFOT
po)eCCHOHANBHEIC CHCTEMBI 3aIIUThl HHPOPMAIMH, HA OCHOBAHHHU KO-
topeix peamuzobanbl ['OCTer, mpunsareie B Poccun. K Takomy makety
otHocuTcs mpuiaoxkeHue GryptoApi, Bxomimee B COCTaB OHOIHOTEK
Windows.. B cemeiictee Windows, HaunHas ¢ Windows 95, obecnicunBa-
eTcs peanuzanys Mu(ppPoBaHus, TCHEPALTHH KITIOUCH, CO3AaHNA U MPOBEP-
KA OUQPOBBIX HOAMUCCH M APYIHX KPUNTOrpadUueCKUX 3aJad. JTH
(GVHKIHH HEoOXOOuMBI Ans pabOTHl OMEPAHOHHOH CHCTEMBI, OJHAKO
UMM MOXCT BOCIIONB30BATHCS M Mr00as MPHKIAJHASA MPOrpamMMa — A
3TOTO MPOTrPaMMUCTY AOCTATOMHO OOPATHUTHCA K HYXKHOM MOANIPOrpaMme
Tak, KaKk MPEANMCHIBACT Kpunrorpaduueckuii uatepdeiic NpHKIaIHbIX
mporpamM (CryptoAPI).

Pasymeercs, mo mepe coseprucHcTBOBaHUS Windows pacimupsiicst
U coctaB ¢¢ kpuntorpaduueckoil moacuctemsl. [lomumo GazoBbIX OTIE-
pauuii B Hacrosimee Bpems B CryptoAPI 2.0 momaepxusactes pabota
¢ ceprudukaramy, mudpoBaHHEIME coobmennsmu B opmate PKCS.
Onwuiem kpyr 3aaad4, Ha pemeHne KoTopex opucHtHposaH Crypto APL:
CYLIECTBYIOIMUEC CHUCTEMBI 3ICKTPOHHOTO JOKYMEHTooGopoTta «Bepba,
Omega, CurHarypa» B Ka4eCTBE OCHOBHOTO SIpa 3aIUThl HHPOPMALIUH
ncnoib3yioT CryptoAPL. OcHoBHbIC ¢yHKIMH 3TOH HOACHCTEMBI

® HAJCKHOC COKPBHITHE JAHHBIX;

* BO3MOKHOCTb MEPEAAYHN COKPHITHIX JAHHBIX TPCTHUM JIHLIAM;

* HAJCXKHAI CHCTEMA MPOBEPKH JOCTOBCPHOCTU MPHUIICIIICH OT
TPETHHUX JIUL HHPOPMALTHIH;

¢ pacmu(pPOBBIBAHUE MOTYUCHHBIX KOHPHACHIMATBHBIX JAHHBIX;

e paboTa ¢ «MACHTU(PHUKALMOHHBIMU YAOCTOBCPEHHAMI» TPETh-
WX JTHLI;
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e ofecnicucHue padOTHl C MPU3HAHHBIMH KPHUOTOrPadUICCKUMU
CTaHJAPTAMH;

* BO3MOKHOCTb PACIIUPCHHUS U paboThl C TOKA CLIC HEU3BECTHBI-
MU aNrOPUTMAMH.

Peanuzanusa Bcex anropurmos (wudgposanus, HUGPOBOH MOAIHCH
U T.I1.) IOJHOCTBIO BhIBEACHA U3 cocrasa camoro Crypto APl u peammzy-
€TCS B OTACNBHBIX, HE3aBUCHMBIX JHUHAMHUYCCKHX OMOIHOTEKAX — «KPUII-
tomposaiiaepax» (Cryptographic Service Provider — CSP). Cam ke Crypto
API mpocto mpeapsBasSeT OnMpeAcacHHbIC TPpeOoBaHMsI K HA0OPY (BYHKIUI
(uHTepdeiicy) kpunTonpoBaliaepa M NPeIOCTABIICT KOHCUHOMY MOJB30-
BaTeMO YHUGHUUpoBaHHBIH UHTEpdeiic padotel ¢ CSP. Koneunomy moms-
30BATEIIO A5 MOJHOLCHHOTO MCIONB30BAHHUS BCEX (VHKLMH KPHIITOIPO-
Baiizepa AOCTATOYHO 3HATH €TO CTPOKOBOC UMSI 1 HOMEP THIA.

B nporpaMMHBIX peIICHHSX PAaHO WIH TMO3IHO BCTACT BOMNPOC
CTaHJAPTH3ALUH IEPCIABACMBIX MEKAY NPUIOKCHUIMHU AaHHBIX. B cde-
pe kpunTorpaduu AN PELICHHS AAHHOTO BOMNPOCa NMPUMEHSIOT Habop
cragmaproB «PKCS», npeamoxkennsiii komnanuecii RSA Security. B nan-
HOM KOMIUICKTE CTAHAAPTOB YVIUTBHIBAIOTCS BCE BO3MOXKHEIC CIYVYaH, BO3-
HUKAIOIE B KPHUOTOrpaUueCKUX MNpUIOKEeHUIX. IlpeaycMoTpeHsl
CTaHIapTHl Al oOMeHa ceprudukaramy, 3amu(pPOBAHHBIMU H ITOITH-
caHHBIMH JaHHbIMH B MHoroe apyroe. Crypto API xax ocnoBHas Oub-
JAMOTEKa I O0cCIeucHUs paboTHl ¢ KPHUOTOrpaguiIeCKUMH JAHHBIMU
B Windows Takke JOCTATOYHO MOJHO HOAJCPKUBACT JAHHBIH KOMIUICKT
CTaHJAPTOB M MO3BOMACT (POPMHUPOBATE KPUNTOTPAPHICCKHE MPHUIIONKE-
HHS, KOTOPBIC MOTYT OBITh 0OpadoTaHbl B JaNbHEHIIEM TIOOBIMH MPO-
IPaAaMMHBIMH TPOIYKTAMH.

Takum 00pa3oM, MBI MOXKEM pasaenuts Bech uHTEpdeiic Crypto
API va 5 pyHKUHNOHANBHBIX TPYIIIT:

1. bazoBbie kpunrorpaduueckue QyHKIHH:

e (vHKIMH U poBaHmsl/paciiPPOBEIBAHUS JAHHEIX;

e (QVHKOMM XCINUPOBAHUSA M NONYYCHHS HU(POBOH MOAMMUCH
JAHHBIX;

e (QVHKIMHM WHULIHATH3ALIMN KPUIITONpOBaigepa u paboTHl ¢ mo-
JTYYICHHBIM KOHTCKCTOM;
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¢ (VHKIHUH IeHEepaLvy KII0UeH;

¢ (QyHKIHH OOMCHA KITFOYaMH.

2. ®yukimu koaupoBaHust/qekoauposanus. Ilog xomupoBaHueM
B JAHHOM CIIy4ac MoJpa3yMeBacTcs MOIYICHUE HA BRIXOAC HHPOpMAaLHH,
koauposaHHoi B opmare ASN.1 (Abstract Syntax Notation One).

3. dyuxyu padoTel ¢ cepTHUKATAME.

4. BoicokoypoBHEBbIC (QVHKIHH 0OPa0OTKH KPHITOrpadhIecKux
COOOIIEHUH.

5. HuzkoypoBHEBEIE (YHKIMH 00pa0OTKH KPHITOrpadHIecKux
COOOIIEHUH.

2.2. Baanmogeiicteue ¢ CryptoAPl. KpuntonpoBaigepbl

Oyakimn CryptoAPI MOKHO BBIZBATh U3 IPOrPaMMBbI, HATTHCAHHOH
Ha Delphi, Ha a3p1ke C++, MS Visual C++.

Kox ¢yHkuuii kpunrorpaduaeCKodl TMOACHCTEMBI  COACPKUTCS
B HCCKOJIBKHX JUHAMUYCCKU 3arpyxaeMbeix Oubmmotekax Windows
(advapi32.dll, crypt32.dll). s obpamieHust k Takok (GyHKIMH U3 MPUKIAI-
HOM TPOrpaMMBI CICAYET OOBSIBUTD €€ KaK BHEIIHIOK. 3aroj0BOK (DyHKIMH
B HHTCPECHCHON YacTH MOYJISl OVIET BBINJIAACTh, HAPHUMED, TaK:

function CryptAcquireContext (phPROV: PHCRYPTPROV;

pszContainer: LPCTSTR;pszProvider: LPCTSTR;dwProvType: DWORD;
dwFlags: DWORD): BOOL;
a B MCTOJIHICMON YacTH BMECTO Teia (PYHKLMH HYKHO BIHCATH TUPCK-
THBY €Xtern ¢ ykazaHueM OHONHOTEKH, B KOTOPOU coaepKUTCH (PyHKIIHS
M, BO3MOYKHO, €€ UMCHH B 3TOH OMOIHOTEKE (CCAH OHO OTIMYACTCS OT
UMCHHU (QYHKIIHH B CO3aBACMOM MOJYIIC), HAPUMED:

function CryptAcquireContext; external ‘advapi32.dll’

name 'CryptAcquireContextA';

Taxum obpazom, umes onucanve pynkumii CryptoAPI, MoxHO co-
Opark 3aro0Bku QYHKIKH B OTACIPHOM MOJYJIC, KOTOPBIH OyaeT obec-
MCYHBATh B3AMMOACHCTBUC MPUKIATHOW MPOrpaMMEl ¢ Kpunrorpadute-
ckoli moxacuctemoi. Pasymeercs, Takas pabora Oblia mpoAaciaHa Mpo-
rpammuctamu Microsoft, U COOTBETCTBYIOINME 3aroOBOYHBIN (A
(wincrypt.h) Owin BrmroueH B moctaBky MS Visual C++, B Delphi-
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BepcHio (werypt2.pas). [logxarouns MOAYIb K MPOCKTY, BBl CMOXKETE UC-
nmone30Bath He Tomeko QyHkuuu CryptoAPl, HO m MEEeMOHUUECKHE KOH-
CTaHTHl PEIKUMOB, HACHTU(UKATOPHI AMTOPUTMOB U NPOUYHX MApaMETPOB,
HEOOXOUMBIX HA TIPAKTHKE.

Oyakiun CryptoAPl obecnieunBaloT NPUKIAIHBIM IPOrPaMMaM
Joctyn K kpunrorpaduueckum Bo3moxHOCTIM Windows. OgHako oHH
SBIISIFOTCSL JIMIOb «ICPESAATOYHBIM 3BCHOM» B CIOKHOW LIeH 00paboTKH
nHpopmanuy. OCHOBHYIO padOTy BBINOTHSIOT CKPBITBIC OT I[NIA3 MpO-
rpaMMHUcTa (YHKLUH, BXOAALINC B CIICLIMATN3HPOBAHHBIC POrPAMMHBIC
(WM mporpaMMHO-aNNAPATHRIC) MOAYIH — MPOBAHACPH! (MOCTABIIHUKH)
kpunrorpaduueckux yeayr (CSP — Cryptographic Service Providers),
WM Kpunronposaiaepsl. [lporpamMvaas yacTs Kpunronposaiaepa npea-
craBaser coboii dll-daiin, mommucanneiii Microsoft; nepuomudecku
Windows mpogepsiet udpoBYO NOAMUCH, YTO HCKITIOYACT BO3MOKHOCTh
MOAMEHBI Kpunronposaiinepa. KpunronposaiinepoM Ha3bIBAIOT HE3ABH-
CHUMBIH MOAYNb, 0OCCIECUUBAIOLINN HENIOCPEACTBCHHYIO PabOTy € KpHII-
TorpadpuueckuMi anroputMaMu. Kakaplii KpHnTOnpoBalacp AOMKCH
o0ecreurnBaTh:

* peanH3alMIo CTAHAAPTHOrO UHTEPdEica KpHITONPOBAHACPa;

e paboty ¢ kmoyamMud MH(POBAHMS, MPCAHAZHAYCHHBIMH IS
obecrieucHUs paboThl ANTOPUTMOB, CIICIM(HUHBIX I JAHHOTO KPHUIITO-
npoBaiizepa;

® HCBO3MOXKHOCTh BMCIIATEIBCTBA TPETHHX JIHL B CXeMY paOOTHI
aJITOPUTMOB.

Kak yke mamaraioce BhIIIE, CaMH KPHITONPOBAHACPHI peamuly-
IOTCSl B BHJAEC JUHAMUYCCKH 3arpyxacMeix Oudnmnorek (DLL). Takum 06-
PasoM, AOCTATOYHO TPYIHO MOBJIHATE HA XOJ AITOPUTMA, PCATU30BAHHO-
0 B KpPUOTONPOBAaWACPE, MOCKONBKY KOMIOHCHTH KPUIOTOCHCTCMBI
Windows (Bce) 10KHBI UMETh HU(DPOBYIO MOAMUCH (T.€. TIOAMHUCHIBACTCS
u DLL xpuntonposaiigepa). Y KpHITONPOBAHICPOB JOKHEI OTCYTCTBO-
BaThb BO3MOXXHOCTH H3MCHCHHS ANrOpPHUTMa 4Yepe3 YCTAHOBKY €T0 mapa-
MeTpoB. Takum obpazoMm permaercs 3axada oOCCICUCHHS LICTOCTHOCTH
AJIrOPUTMOB KPUNTONPOBaiAepa. 3ajada OOCCICUCHHS LEIOCTHOCTH
KIoucH mu(poBaHUsA PEIIAacTCs ¢ HCHOJb30BAHHEM KOHTCHHEpa KITHO-
4el, 0 KOTOPOM PacCKa3bIBACTCH HUKE.
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@dyakupn paboTel ¢ KPUOTOMPOBAWACPAMH MOXKHO Pa3AC/IUTh HA
CICAVIOLINE TPYIIIBL:

¢ (YHKIMM HHALMATA3ALMNA KOHTCKCTA M MOJIYUCHHS MapaMeT-
POB KpUIITONpOBaiAepa;

e (VHKIHH IeHepalyy KIoUueH U paboThl ¢ HUMHU;

e (yvHKUHH muhpoBaHms/paciinQPOBEIBAHUS JAHHBIX;

¢ (YHKIMM XCIIMPOBAHUS W TOMYYCHHUS LHU(PPOBOH MOANHMCH
JAHHBIX.

B rpymmy ¢yHKUME HHALMATH3ALAE KOHTEKCTA BXOIST CICAYIO-
e QYHKIUH:

¢ CryptAcquireContext. C noMoImp0 AaHHOW (YHKIMH B TEp-
BVIO OYEPEAb MPOU3BOAMTCS HHHULHAIM3ANMA KOHTCKCTa KPUITOIPO-
Bariaepa (monyuenue ccbinka Ha HANDLE, xotopyio B manmpHeHmem
MOJKHO HCIIOJIb30BaTh B APYIHX QYHKIMAX). Tawke ¢ MOMOIIBIO MO-
CICOHETO MapaMeTpa NAaHHOUW (YHKIHHM MOXKHO CO3JaTh WM VAAITUThH
KOHTEHHEP KIOUEH;

¢ CryptContextAddRef. [lannas QyHKIMS CIYKUT LI YBETHUC-
HUSl BHYTPCHHETO CUCTYMKA CCHLIOK KPHOTOMpoBakaepa. DTy (PyHKIHIO
PEKOMEHIYETCS UCHOb30BaTh MPH NEPelaie KOHTCKCTAa KPHUIITOMPOBAii-
Jepa B KAYCCTBE WICHA PA3IMYHBIX CTPYKTYP, ICPEAABACMBIX (DYHKLISIM;

o CryptReleaseContext. JlanHas ¢(yHkuus npeaHazHaduCHA s
0CBOOOKACHUS KOHTCKCTA KPUITONPOBaHAEpa, MOIYYCHHOIO C TOMO-
upio Qyskiun CryptAcquireContext. DakTUIecKu TPOU3BOIUTCS TOb-
KO YMCHBIICHHE BHYTPCHHETO CUCTYHKA CCHIIOK KPUNTOMpoBaiiaepa (He-
4T0 BpoAc Mexanm3Ma mojcueta ccbuiok y COM-o0bekra). Korna BayT-
PCHHHI CUCTYHMK CCBUTIOK CTAHOBHTCS PABHBIM HYIIIO, JAHHBIH KOHTCKCT
KPUITONPOBAHAEPa MOTHOCTHEO OCBOOOKIACTCS H HE MOXKET OBITh Gonee
HUTJC UCTIONb30BaH;

¢ CryptGetProvParam. C nomomuipio 31oH GYHKIHH MOXKHO IO-
JYYUTh 3HAYCHUS PA3TUYHBIX MApPaMeTPOB Kpumromposaiiaepa. HyxxHo
3aMETHUTh, YTO IS BCEX KPHITOMPOBAHACPOB CTAHAAPTOM ONPEACICH
JWIIb OTPaHUYCHHBIN Habop mapamerpoB. HaGop mapamerpoB kpunro-
mpoBaicpa MOKET CHIBHO BapbUPOBATHCS B 3aBUCHMOCTH OT peanu3a-
LMY KPHOTOIpOBalaepa.
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B rpynmy renepaimu u paboThI ¢ KIOYaAMH BXOIAT CICAYIOLINC
(VHKLIUH:

o CryptGenKey. [annas pyHkums npeaHasHAuCHA A TCHEpa-
LMA CCCCHOHHOTO KIroua (KU, UCIOIb3YEMBIH TOJBPKO B TCUCHHC TC-
KYIICH ceccuu paboThl), a TAKKES IS TCHEPALUK Hap KIUCH At oOMe-
Ha (nyOIUYHEIN U 3aKPBITHH KITI0Y) U HH(POBON HOAMUCH;

o CryptDuplicateKey. @yukuus npeaHazHaueHa A1 KOIHPOBA-
HUSL KITIOYA;

o CryptGetUserKey. ®yukius npeaHasHaueHa IS HOIYUCHHS
3HAYCHHUS NYOIUYHOTO KITIOYA [T VKA3aHHOTO KOHTEHHepa kmoueih. Hc-
MONIB3YETCS IS TIOYUCHHST 3HAYCHUH MYOIUYHBIX KITIOUCH, NpeIHa3Ha-
YCHHBIX U1 OOMCHA KITF0YaMHU ¥ TUPPOBOU MOIMTUCH;

¢ CryptDestroyKey. ®vHkimg npemHazHaueHa I 0CBOOOMXKIC-
HHSL PaHEe MOJIYYCHHOrO XdHIna Kiaroda. DYHKIHIO CICayET BBI3BIBATH
BCEIAa JUTs MPEAOTBPALICHHUS YTCUCK MAMSITH B PUIOKCHUH;

o CryptGetKeyParam. ®yHkums npeaHasHadCHA IS Oy YCHHS
Pa3IHYHBIX MAPaAMETPOB KiM0Ua. B kauecTBe mapamMeTpoB HCIONB3YIOTCS
anroput™ Kiroda (ero nudposod obo3HAUCHHE B cucteMe), (aaru pas-
PCLICHHS HCIONB30BAHUS KJIOYA (HAIPHMEP, CCIH OTCYTCTBYET YCTa-
HoBieHHBIH (iar kmroua CRYPY ENCYPT, ganHeIM KITHOWOM HEBO3-
MOxHO Oyzaer samugpoBarh JaHHBIC), AAHHBIC O JJIUHE ONOKa KITHOYa
U MHOTOC Apyroe. B mpakrudeckux peanusaiusx JaHHOH QYHKIHMH Crie-
OVET YACTATh JOCTATOYHO OOJBLIOC BHUMAHUC, TAK KAK 3a4acTyHO HMCH-
HO OT MapaMeTPOB KIIIOYa 3aBHCUT PadOTa HCIOIb3YEMOrO aJrOpUTMa
KpUIITOIIPOBaaepa;

o CryptSetKeyParam. ®ynkius, oOparHas mpeasiaymei. Hc-
MOJIB3YCTCS U1l YCTAHOBKH MAPaMETPOB KITFOUA;

o CryptDeriveKey. ®yHkuus mnpegHa3HAYCHA M TCHEPAL[UH
CCCCHOHHOTO KJTIOYA HA OCHOBE XCILIA AAHHBIX, T.C. AaHHAs (yHKUHS re-
HEPHPYET OJHMH M TOT K& CCCCHOHHBIN KITFOU, €CITH CH MePeaatoTCs Oau-
HAKOBBIC 3HAYCHHs Xeura JaHHbIX. DyHKIMS Moe3Ha B Caydac reHepa-
LUK CECCHOHHOTO KITI0Ya HA OCHOBE MapOJIs;

¢ CryptGenRandom. ®yHkims HCHOMB3YETCS /I 3AMOJTHCHHS
MEPeAAHHOrO ¢ii Oydepa cnydaiiHpiMu TaHHBIMU. VICIOIB3YETCS, HAPH-
Mep, JJ1s TeHEPALMH HOBOTO UMEHH KOHTEHHEpA KIIOUEH;
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o CryptExportKey. ®yHKIWs 3KCIOPTa KIHOYA IS €TI0 MCPSAAuH
10 KaHaJIaM I/IH(I)OpMaLII/II/I. BoamMosxHbI PA3IMIHBIC BAPHUAHTHI MICPCAATH
KJII0Ya, BK/IOYAs Mepeaady MyOJHIHOrO KI0Ya Mapbl KIIOUCH, a TaKKe
Nepeaady CEKPETHOTO HITH CECCHOHHOTO KITIOUA;

o CryptlmportKey. ®yukuwms, oOparnas npeasiayieii. [lpenta-
SHaUCHAa AJIA TOJYUCHUA U3 KaHAJIOB I/IH(I)OpMaLII/II/I SHAYUYCHHUA KIK04Ya.

B rpymny ¢yvHkumit mmgposanus/paciinpoBEIBAHN  JAHHBIX
BXOJISIT:

¢ CryptEncrypt. OcHoBnas 6azoBas GyHKIUS MUPPOBAHU JAH-
HeIX. B kauccrse napaMeTpPoOB UCHOJIB3YCT PAHCC MOJJIYUCHHBIC KOHTCK-
CTBI KPHIITONIPOBAaHEpa M CECCHOHHOTO KiTto4a. JlaHHEIE, TeHEPHUPYEMBIS
Ha BBIXOJC 3TOH (YHKUHH, HE SBILIIOTCS (OPMATHPOBAHHBIMHU U HE CO-
JEepXKaT HUKaKkoH apyroil mH(opManuy, MOMHUMO IH(PPOBAHHOTO KOH-
TeHTa (B oTnmume oT, Hampumep, cranaapta PKCS #7, ucnoneayromero
COBMECTHYIO Hepeaady KOAUPOBAHHBIX AAHHBIX U 3KCHOPTHPOBAHHOTO
CECCHOHHOTO KITIOYA);

¢ CryptDecrypt. OcHoBHas OazoBas QyHKUMS pacIn(pPOBHBAHUSI
JaHHBIX. B kauecTBe mapaMeTpPOB HCIOJB3VIOTCS PAHES MOTYUCHHBIC
KOHTCKCT KPUIITOMPOBAWACPA M XIHT CECCHOHHOTO KITHOUA.

B rpyony ¢yHkumii XemupoBaHHS ¥ NOIYYCHUS UUPPOBOH moa-
ITHCH BXOOAT:

o CryptCreateHash. ®ynkius, cozparomas Xem-o0beKT, IpeIHa-
3HAYCHHBIN A TCHCpaU XCIM-3HAYMCHUA AJAHHDBIX. B kauccTBe OCHOB-
HBIX MapaMCTPOB NPUHUMACT PAaHCC MOTYUCHHBIC KOHTCKCT KPUIITOIIPO-
Baiinepa u anroput™ GOPMHUPOBAHMS XCIIA AAHHBIX;

o CryptHashData. OcHoBHast (pyHKIHS XCIIMPOBAHUS JAHHBIX.
CaMbIM BaXKHBIM HapaMeTPOM STOH (YHKLUH SBIICTCS CChLUTKA Ha XCIIHU-
PYEMBIE JAHHBIC,

o CryptGetHashParam. ®@yHkuums HCIONB3yeTCs: B OCHOBHOM TSt
MOJIYYCHUS 3HAYCHUS C(POPMHUPOBAHHOTO Xemmia AaHHBIX. DyHKIUsA
CryptGetHashParam 3aBeprmaet nporeaypy Co3gaHusi XCII-3HAUCHUS,
u panpHeiimue Be3oBel (yHkimu CryptHashData Oyayt Bo3zBpamats
OLTHOKY
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o CryptSetHashParam. ®yHkums ucnonp3yeTcs Ads YCTAHOBKH
napamMeTpoB xema. MokeT ObITh HCIOIb30BAHA, HAMPUMED, Al U3MEHE-
HUS aIropuT™Ma GOPMHUPOBAHUS XCIIa;

o CryptDestroyHash. ®@yHkuumst ucnosbs3yercs st 0CBOOOKIC-
HHS XCII-00BCKTA,

o CryptDuplicateHash. ®@ynxkius nmoayueHuss xomuu xemma. Mc-
MOJIB3YCTCSI MPH MEPEAAuC Xeuia MSKAY OYHKIHSIMHE,

¢ CryptSignHash. OcuoBHas OazoBast GhyHKIHS MOTyUCHUS Lud-
poBoii moamucu maHHbIX. HykHO oTmeTtuth, uro B Crypto APl mmsa
YMCHBILICHUS JUIHHBI LU(PPOBOH NMOAMUCH (M YCKOPCHHUsI PadOTHI acCH-
METPHYHBIX QJITOPHTMOB, UCTIONB3YEMBIX 1t hopmupoBanust LudpoBoit
MOAIKCH) B KAuCCTBE BXOAHBIX JAHHBIX HCIONB3YIOT xeul. DyHKIWMI,
HCTIONB3YIOIUX Al TOMYYICHUS UU(PPOBOH MOANMUCH CaMH JAHHEIC,
B Crypto API Her;

e CryptVerifySignature. OcHoBHas 6a3oBast (QVHKLIHUS NPOBEPKH
udpoBoi moanucH. B kauecTBE BXOIHBIX JAHHBIX OIITH-TAKA HCIOJb-
3VeTCA 3HAUCHUE XCIIA.

B Crypto API kpunronpoBaiizepsl NPUHATO IPYIIITHPOBATH MO HX
Ha3BaHUSM (CTPOKOBBIC BEJIMYHMHBI), & TAKXKE [0 HOMEPaM UX THIOB. Tun
KpUOTOmpoBakaepa B OOILIEM CIIydae HHUYCTO HE COOOIAST OOBIYHOMY
MONTB30BATCII0 M CIAVXKUT JIHIOb I BCIOMOTATCIbHOU TPYIIHPOBKH
mposaiiaepos. Uckmouenue cocrasasier tim PROV_RSA FULL (ero
HOMEp — 1), KOTOpbI NPUCBANBAIOT cEOE TONBKO TE KPUITOIPOBANHACPHI,
KOTOPBIC TIOTHOCTBIO MOAACPKUBAIOT padboTy co cranaaptom RSA. Cha-
Yasa MoJTyYuM MOIHBIN TEPEUCHb CTPOKOBBIX HMCH KPHIITOIPOBANHICPOB.
Haubonee npocteiM cnoco0oM U1 3TOTO SBJSICTCS HCIOJIBb30BAHHC
dyukimu CryptEnumProviders. [linst mepeuncieHus THUIOB KPUIITOMPO-
BaHACPOB, YCTAHOBICHHBIX B CHCTCME, MOYKHO HCIONb30BaTh (PYHKLIUIO
CryptEnumProviderTypes. Ho, k coskaacHHIO, HCIONB30BAHHE MAHHBIX
(VHKUMH WHOTAA BBI3BIBACT TPYIAHOCTH, Tak kak B Windows 98 st
¢yHKUMK He paboTtaroT. B kadecTse BEIXOJA M3 CHUTYALMH HCIOIb3VIOT
MpSIMOE O0PAICHHE K PEECTPY A MEPCUHCICHUS KaK BCEX KPUITOMPO-
BaIEPOB, TAK U HX.
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2.3. lUndppoBaHme ¢ ucnonb3oBaHueM naponeit

Hna mudposanns gaHHeX B CryptoAPl mpumensrorcs cuMMeT-
puuHbie anroput™Mbl. CHMMETPHYHOCTh O3HAYACT, YTO A IH(POBAHUS
U pacin(pOBKH JAHHBIX UCTIOIB3YSTCS OAMH M TOT XKE KJIFOY, H3BCCTHBIH
Kak mwudpyromei, Tak u pacmudposbiBatomeii cropone. Ilpu s3tom mno-
XO BBIOPAHHBINA KIIFOY IIH(POBAHUS MOMKET JaTh MPOTHBHHKY BO3MOXK-
HocTh B3noMath mmgp. [lostomy oxHol u3 QyHKUMH kpunrorpaduye-
CKOH MOACHUCTEMBI JO/IKHA OBITh TCHEPALMS «XOPOIIMX» KIOYCH OO
cnydaiiHeiM  0Opaszom, THOO HAa OCHOBAaHHHM HEKOTOPOH HH(popManmy,
HPEIOCTABIIEMON MOIB30BATENIEM, HATPUMED MAPOJIL.

B cayuae cozmaHus kiaoua Ha OCHOBAHHH MAPOJIS JOTDKHO BBIIOJN-
HATBbCA CACAVIOmEe 00s3aTeNbHOE YCIOBUE: MPU MHOTOKPATHOM IMOBTO-
PCHHH MPOLICAYPH! TCHEPALIUH KITI0Ya Ha OJHOM M TOM K€ MApOJIe AOJK-
HBI TOJYYAThCS UACHTHYHBIC Kaoud. Kiarou mmdpoBaHHs HMEET, Kak
MPABIIO, CTPOTO ONPEACICHHYIO ATHHY, OIPEACIIEMYIO HCIONIb3yEMBIM
aJATOPUTMOM, & ATHHA MApOII MOXKET ObITh MPOU3BOIBHOU. Jlaske HHTYH-
THBHO HOHATHO, YTO U OAHOZHAYHOW TCHEPALMU KITIOYCH HYXKHO MpH-
BECTH pa3HOOOpAa3HbIC MApOIH K HEKOTOPOH ¢AMHOH dopme. ITO JOCTH-
racTcs € TIOMOIIBIO XCITHUPOBAHHUSL.

[Ipu coOnroaeHUN MPUBCACHHBIX YCIOBHH XCII-3HAYCHUC CITYKHT
KOMIAKTHBIM LU(POBBIM oTreHaTkoM (matimkectom) coolmmenus. Cyre-
CTBYCT MHOKeCTBO anropurMos xemmposanus. CryptoAPI nognepxusa-
et, Hanpumep, aaroputMel MDS (MD — Message Digest) u SHA (Secure
Hash Algorithm).

Wrax, uTobbl co3nare k04 mMUQpPOBaHUI HA OCHOBAHHWH HApOI,
HaM HY’KHO BHAUaJle MOMYYHUTh Xew 3Toro mapons. Jag storo ciaenyer
cozaate ¢ movowpio CryptoAPI xem-o0bekT, BOCHONB30BaBIINCE (HYHK-
uuel CryptCreateHash (nposaiinep, ID_anropurmva, kmtou, daaru, xem),
KOTOPOH HYKHO TIepelaTh ACCKPUOTOPY KpUOTOompoBadaepa (morydeH-
Hell ¢ momombio CryptAcquireContext), 1 uaeHTH(HKATOP anropurMa
XCIIHPOBAHUS (OCTANBHEIC TAPAMETPhl MOTYT ObITh HyIsMH). B pesyib-
TaTe MBI MOIYYHM JECKPUNTOP XCIM-00BEKTA. ITOT OOBEKT MOKHO MPEa-
CTaBuTh ccOC Kak YCPHBIH MUK, KOTOPBIH HMPHHAMACT JIFOOBIC JAHHBIC
U «IEPEeMaTbIBACT» HX, COXPAHsIS BHYTpH ceds M xem-3HaueHue. [o-
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JaTh JAHHBIC HA BXOJX Xelr-o0bekTa no3somsieT QpyHkius CryptHashData
(meckpunTOp, AAHHBIC, pa3Mep_AAHHBIX, (JIaru).

HenocpeacteenHo cozmaHme  KIr0Ya  BBIMOMHACT — (QYHKIWSA
CryptDeriveKey (mposaiizep, ID anropurma, xem-o0wext, ¢uary,
KITF04), KOTOPas MPUHUMACT XCII-O0BCKT B KAYCCTBE MCXOAHBIX JAHHBIX
U CTPOHUT MOAXOISIINHA KIOY I anrOpuT™Ma IMHQPOBaHUS, 33AaHHOTO
ceouM ID. PesynpraTtom GyaeT JeCKpUOTOP KIIIOYA, KOTOPBIA MOXKHO HC-
MOJTB30BATh A1 MH(PPOBAHUSL.

Creayer oOparuthk BHHMaHHE, uTo npu padote ¢ CryptoAPI mer
BCE BPEMS MMEEM JENIO0 HE ¢ CAMUMH OOBCKTAMH HIH HX aIPECaMH, a C
JCCKPUNTOPAaMH — LIEJBIMU YHCTAMH, XaPaKTCPU3YIOIIUMH ITOJIOKCHHE
00BEKTa BO BHYTPCHHHX Tabiuuax kpunronposaiacpa. Camu Tabmuipl
pacronararoTcs B 3allMIICHHON 00NaCcTH MAaMATH, TaK YTO MPOrPaMMBI-
«IIMHAOHBD) HE MOTYT MOIYYHUTh K HUM JOCTYIL.

AnroputMmel mudposanms, nogaepkusacmbeie CryptoAPL, moxkHO
paszenuTh Ha ONOYHBIC M MOTOYHEIC. MEPBBIC 00PabATHIBAIOT JAHHBIC
OTHOCHTEIIFHO OONBIIUMH MO pa3Mepy Onokamu (Hanpumep, 64, 128 6u-
TOB WK 00JEC), a BTOPhIC — MOOUTHO (TCOPETHUCCKHU, HA MPAKTUKE KE —
nobaiiTHO). Eciau pasMep maHHBIX, MOAICKAIIUX IHU(PPOBAHUIO, HE Kpa-
TCH pasMepy OI0Ka, TO MOCICAHUHN, HETIONHEIN ONOK JaHHBIX, OVAET 10-
MOJHEH HEOOXOTUMBIM KOJIHYECTBOM CIVYAWHBIX OHTOB, B PE3yIbTATE
yero pasMmep s3amuppoBaHHON HH(OpMAIMH MOMXET HECKOIBKO YBCIH-
quthes. PasymeeTcs, HpU HCNONB30BAHMM MOTOYHBIX MIH(POB pazMep
JAHHBIX NPH MU(POBAHUM OCTACTCS HEU3MEHHBIM.

udposanne Bommonusercs pyuknuent CryptEncrypt (xirou, xenr,
¢dunan, draru, JaHHBIC, paMep JaHHbBIX, pa3mep Oydepa):

* Yepe3 mapameTp KoY MepeacTes ACCKPUNTOP KiIro4a mudpo-
BaHUS,

* [apaMeTp Xel HCHONB3YETCS, €CIH OAHOBPEMCHHO C IIH(po-
BaHUCM HYKHO BBIUHCIUTh XCII-3HAYCHUE MH(PPYEMOro TeKCTa,

e mnapamMeTp «(pUHAY PaBeH true, ecmu mWHPPYEeMBId OIOK TEK-
CTa — MOCTCAHUN WM CIUHCTBCHHBIH (IIH(POBAHHE MOXKHO OCYILECTB-
74Tk yacTsMu, Be3eiBas QpyHkuuo CryptEncrypt Heckomnbko pas);

e 3HaycHHE (rara JOMKHO ObITh HYJICBBIM;
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* mapaMeTp «JaHHBIC» MPEACTABIICT cOOOH aapec Oydepa, B KO-
TOPOM TPH BEI30BE (PYHKLHMH HAXOTUTCS HCXOAHBIM TEKCT, a MO 3aBEp-
LICHUH paOoThl (PYHKUNH — 3aInH(pPOBaHHbIN;

* CICOVIOIIMHA MapaMeTp, COOTBETCTBCHHO, OMHCHIBACT PasMep
BXO/HBIX/BBIXOJHBIX JAHHBIX,

* TOCICAHUI mapaMeTp 3aJacT pasmep Oydepa — eciau B pe3yiib-
Tate WU poBaHns 3amu(pPOBaHHBIH TEKCT HE yMecTUTCA B Oydepe, BO3-
HUKHET OLIHOKA.

Hs pacumdposku ganHbix ucnosp3yercs Gyukuus CryptDecrypt
(xnmrou, xemn, ¢puHam, jiaru, JAHHBIC, paMEP AAHHBIX), OTJTHYAIOMIASNCH OT
mugpyromed (YHKIHH TOTBKO TeM, 4TO pasMep Oydepa ykaseiBaTe He
CIICAYET: MOCKOJBKY Pa3Mep AAHHBIX MPH pacmr(PpoBKE MOKET TOJIBKO
YMCHBIIUTHCS, OTBEACHHOIO moJ HuX Oy(depa HaBepHska OyJeT A0CTa-
TOYHO.

Koneuno, mm¢posanue Bcex (aiiioB OTHHM U TEM Ke HapoieM
00JIer4aeT «IPOTUBHUKY» 33aJady WX PacliU(pOBKH, 3alOMHHAHHE OT-
POMHOI'O YHCJIA MAPOJCH CHIBHO YCIOXKHACT JKH3Hb, & UX 3aITUCHIBAHNC
B HE3aIIU(POBAHHOM BHUIEC CO3AACT OMACHOCTh PACKPBITHA BCEH cHCTE-
ML CryptoAPI MoxeT npeAnoKuTh HA 3TOT CIYUaH PsI PEIICHHH.

2.4. Npobnema pacnpeaeneHns Knoven

B apcenane 3aimursl JOKHBL OBITh HE TOJBKO METOABI, OOCCICUN-
BAIOIHE CCKPETHOCTh Nepeiadn uHpopMmanuu (0 HHUX MBI [HUCATH
B IICpBOH vacTH cTateH). He MeHee BayKHBIMH HHCTPYMEHTaMH Oe3omac-
HOCTH SIBISIOTCS MPOLICAYPHI, TIO3BOJSIIOMHE VOSIUTECS B LICIOCTH U ay-
TCHTHYHOCTH JaHHbIX. Kpome Toro, HeoOXoamMo permars mpoOieMEl
0c30MacHOr0 XpaHeHHs U pacupenciacHus kiaroucii. Konrteinepom wimo-
4ueH HA3BIBAIOT 4YacTh Oa3bl JAHHBIX KIJIFOUCH, KOTOpas COACPIKUT mapy
KITIOUeH 11 oOMeHa KIrouaMH U popMupoBanus HU(pPoBoH MoanuCH.

B kauecTBe KOHTCHHEPOB KIIOUCH (XPaHWIHIN Map KIro4eH) uc-
MOJB3YIOT, HampuMep, oOMacTe BPEMEHHOH MaMATH, YYacTOK PeecTpa,
datin Ha aucke, cMapT-kKapThl. KOHTCHHEPHI KIKOUCH B CHCTEME MOTYT
ObITh ABYX THIIOB. TOJIB30BATCIBCKHE W VPOBHA cHcTeMbl. [loip3oBa-
TENBbCKUE KOHTCHHEPBI CYIIECTBYIOT B KOHTCKCTC PabOThl TCKYIIETO
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nons3oBares. [1o yMom4aHuio JoCTyma K HUM OOIBIIE HUKTO HE UMECT
(mpaBaa, CyIIECTBYIOT BO3MOMKHOCTH BBLAAYHM JOCTYNA K KOHTCHHEpam
I IPYyTUX Honb3oBareicii). KoHTelHephl KIroue YpOBHS CHCTEMBI HC-
MOJB3YIOTCS B OCHOBHOM HE B IOJB30BATCIBCKHX MpOrpamMmax, a, Ha-
MpHUMED, B CEpBUCAX (JOCTYI K KOHTCHHEpaM KITHOYCH YPOBHS CHCTCMBI
BO3MOXCH 03 WHTCPAKTUBHOH WACHTU(UKAIINM MMOJB30BATENS B CHCTC-
Mme). KoHTeliHeph KIF0UeH HE CYIISCTBYIOT CaMu 1O ¢e0€, a CYIIECTBYIOT
TOJBKO B KOHTEKCTE KPUIITOIIPOBalacpa.

J1s kaKIoro KpUNTOMPOBakAepa CYIISCTBYET CBOM COOCTBCHHBIN
HabOp KOHTCHHEPOB KIOUCH. IT0 OOBACHICTCS TEM, UTO PA3HBIC KPHII-
TONPOBAUACPHI MOTYT MO-PA3HOMY PCATH30BBIBATE JAXKE OJHH H TOT XKE
matemarmdeckuil amropurm. Crea0BaTebHO, W CHOCOOBI XPAHCHUS
KIIIOYECH MOTYT TaKXKE CHIBHO BapbHUPOBATBCA OT KPHUITOIpOBaHacpa
K KPHNOTOIIPOBAMAEPY.

OCHOBHBIMH OTIEPALTHAMH C KOHTCHHEpaMH KITIOUCH MOYKHO CUUTATB!

* CO3JaHHC HOBOTO KOHTCHHCpA KIOUCH. Brimomngercs mocpea-
ctBoM ¢yHkuun CryptAcquireContext, OnMcaHHON paHee B pasiene
o kpunrronposaigepax. Mg co3maHMa HOBOTO KOHTEHHEpa KITIOUCH
B Ka4ECTBE MOCICIHEIO MapaMeTpa JaHHOH (PYHKIHH MEepPeaacTcs 3Hade-
uue CRYPT NEWKEYSET. HeoGxonumMo Takxke 3aMETHTh, UTO UCXO-
HO B HOBOM KOHTCHHEpE KIIOYCH HHUKAKHX JAHHBIX HE COACPIKUTCA,
U mapbl KII0YeH He0OX0IUMO TEHEPUPOBATh CAMOCTOSTEIBHO MOCPEACT-
BoM Bb3oBa ¢yHkuuH CryptGenKey wim uMnopTupoBarts;

* VIAICHUC CYMECCTBYIOIIECTO KOHTCHHEPA Kirouch. Bermonasgeres
nocpeactsoM BeizoBa QyHkiuH CryptAcquireContext ¢ mocaeaHum ma-
pameTpom, ycranosieHHsiM B CRYPT DELETEKEYSET;

¢ TCHEPAUHIO HOBOH Mapsl KiIoueH. BreimomHseTca nmocpeacTsoM
Bbr3oBa ¢yvHkmu CryptGenKey. Ilpu reHepamun napsl KirodeH amst 00-
MEHA KIHOYaMH TPETHH MapaMeTp AAHHOH (PYHKIMH YCTAHABIHBAIOT
B AT KEYEXCHANGE, a pu resepariuu napsl Kiouei 1is hopMupo-
Banwms nugposoi nognucu — B AT SIGNATURE. HyxHo 3ameTuTs, 9T
MHOTHE KPHITONPOBAHACPHl MO3BOJIIOT HCIOIB30BATh TNApy KIIOUCH,
CO3JaHHYI0 Ansd OOMEHa, Takke H I8 opMupoBaHus LUPPOBOU
MO TIVCH;
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* [OJYUYCHHC 3HAYCHUS Maphl KMoucH. BeimomHsgeTcs mocpeact-
BoMm BhI3oBa ¢Qyukimu CryptGetUserKey. ®naru, nepegasacmeie B qaH-
HYI0 (PYHKLIHIO, COOTBETCTBYIOT (hiiaram I TCHEPaLHH aphl KIIOUCH;

® VYCTAaHOBKY MapaMeTpoB. BBIMOTHIECTCA MOCPEACTBOM BBI30BA
¢dyukimu CryptSetProvParam. B ocHOBHOM yCTaHaBIHUBAIOT TOJIBKO OJHMH
mapameTp — ACCKpUNTop OS30MaCHOCTH KOHTEHHEpa Kiouci. JlanHbii na-
paMeTp UCTIONb3YETCs, HAPUMED, A BBLAAYH JOCTYIA K KOHTCHHEPY HE
TOJBKO TOJB30BATEINIO, CO3AaBIIEMy KOHTeHHEP. OcTalbHBIE MapameTphl
KOHTEHMHEpa KUY MOTYT CUJIBHO BapbUPOBATHCS OT KPUIITONPOBaacpa
K KPUOTOMPOBAUACPY W OOBIYHO XOPOLIO PACIHHCAHBI B JOKYMCHTALWH,
HNOCTABIICMON HEMOCPEACTBCHHO ¢ KPUNITONPOBAWACPOM;

* [OJYUCHHC MapaMeTpoB. BBIMOMHICTCA MOCPEACTBOM BBHI30OBA
¢vuakuun CryptGetProvParam. HaGop monyuaembIx mapameTpoB Takxke
MOXET CHJIBHO BapbUPOBATHCSA B 3aBHCHMOCTH OT KPHITONpOBaiacpa.
B kavecTBe MHTEPECHOrO CTAHAAPTHOTO MapaMeTpa MOKHO HA3BaTh Ia-
pametp PP_UNIQUE CONTAINER. B ka4ectse BO3BpamaeMoro napa-
METpa IepelacTcs YHUKanbHAs (B MacmrTabax BCCH CHCTEMEBI) CTPOKA,
nAcHTHQHULIMpYIOmAA KOHTCHHEP Kiarouci. B wacTHOCTH, 1O 3TO# cTpOoKe
YacTO MOXKHO Y3HaTh (PU3HYECKOE PACIOIOKECHHE KOHTCHHEpa KIodeH
(HanpuMep, AN KOHTCHHEPA KIIOUCH, PACTIONIOKECHHOTO B PETHCTPE CHC-
TEMBbI, B Hauane Bo3ppawacmoi ctpoku Oyaet «REGISTRY »);

* [CPCUYHCICHUEC KOHTCHHEPOB Kiroucei. BrimomHsgeTcs oTAEnbHO
JUTS KQXKOOTO KPHUNTOMPOBAaiAepa B CHCTEME ¢ IMOMOLIBIO BbI30Ba (DYHK-
muu  CryptGetProvParam ¢ mapamerpom dwParam, ycraHOBICHHBIM
B PP ENUMCONTAINERS.

[Ipeanonoxxum, YTO OTHPABHUTENb W MOMYYATENb NPH JIMYHOH
BCTPEUC OOTOBOPHIINCH HCIONB30BATh Il KOH(PHACHIMANBHOW mepe-
MUCKH OmpeacacHHbIH napois. Ho ecin onn 6yayT mudposars BCe CBOH
COOOIICHUS OJHUM U TEM KE KITIOUOM, TO BOBMOKHBIH IPOTUBHHUK, IEpPe-
XBATUB KOPPECIOHACHLMIO, OYACTP MMETh XOPOLIME LIAHCHI B3IOMATh
mudp: Ipu COBPEMEHHBIX METOAAX KPHUITOAHATIN3A HATTHYHE HECKOTBKHUX
MH(PPTEKCTOB, MOAYUCHHBIX MYTEM HCIOIb30BAHUS OJHOTO U TOTO JKE
KIIFOYa, MOYTH TapaHTUPYeT yememHsld pesynprar. [lostomy mpu uc-
MOJB30BAHUN CHMMETPUYHBIX AJITOPUTMOB LTH(PPOBAHHUS HACTOATCIHHO
PEKOMEHAYETCS HE IPUMCHSATh OAWH H TOT JKE KITIOY JBAKIbI!
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OnxHako MOMHHUTH OTACIBHBIN MAPONb A KKIOTO 3amngpoBaH-
HOTO COOOIIEHUS — 3aJada AOCTATOYHO TPVIOEMKas. A ISl KOPPECIIOH-
JCHTOB, HC NMEIOIUX BO3ZMOXKHOCTH BCTPETUTBCS JTHYHO IS COTIacoBa-
HUsl KIoueH 1mmdpoBanus, KOHDUACHIUATPHBIN OOMEH COOOINCHUSIMHU
BOOOIIEC CTAHOBHUTCS HEAOCTYNHBIM. Takas mpakTHYecKas TPYIHOCTb Ha-
3BIBACTCS MPOOIEMON paclpeACACHUS KITIOUCH.

CrnacutenpHBIH €NOCO0, MO3BONSIOMMN MH(PPOBATE COODLICHN,
OOMCHHMBAICH KITIOYAMH IO OTKPBITBIM KaHAIAM CBS3H, OBLT HPHIYMAaH
B cepeame 70-X TOOOB MPOILIOTO CTOMCTHA, a B Hadane 80-X MOSBHIC
nepBbIi peamusyromuii ero anroput™ — RSA. Tenepr mons3oBatens Mo-
JKET CTCHEPHPOBATh JBA CBIA3AHHBIX MEXKIY CODOM KI0Ya — KIIOYCBYIO
napy. OOUH K3 STHX KIFOUYCH MO HECCKPETHBIM KaHAIaM PacChLIACTCS
BCEM, C KEM TOIB30BATCIIb XOTET Obl OOMCHUBATHCS KOH(UACHIIMATbHBI-
MH COOOLICHISIMH. DTOT KIII0Y HA3BIBAIOT OTKPHITEIM (aHrt. public key).
3Has OTKPBITHIH KJIFOY MOJIB30BATES, MOXKHO 3aIIU(ppOBaTh aAPCCOBAH-
HOC €My COOOIICHHE, HO BOT paciindpoBarh €ro Mo3BOSICT JIUIIb BTOPAS
YacTh KIIOYCBOH Mapsl — 3aKphITHH K04 (aHr. private key). [Ipu stom
OTKPHITHI KITIOY HE JACT «IIPAKTUYCCKOH» BO3MOJKHOCTH BBIYHCIUTb
3aKpBITHIN: Takas 3a4ava XOTs U paspelinMa B MPHHLUIC, HO IPH A0CTa-
TOYHO OONBIIOM pazMepe KIr4a TPeOYeT MHOTHX JET MAIIHHHOTO Bpe-
MeHH. [ coxpaHeHns KOHPHACHIHATBHOCTH NIOIYIATETI0 HEOOX0IUMO
JUIIb XPAHUTh B CTPOTOM CEKPETE CBOM 3aKPBITBIH KIHOU, 4 OTIPABUTEIIO
— yOSAUTHCS, YTO UMCIOIIMICS Y HETO OTKPBITHIHA KIIFOU ACHCTBUTEIBHO
MPHUHAIJICIKUT aApecary.

[Tockoneky ans mudpoBaHus W PacIU(POBKH HCIOIB3YEOTCS
Pa3NMHYHBIC KITIOYH, AITOPUTMBI TAKOTO POJA HA3BATH aCHMMCETPHIHBIML.
Haunbonee cymecTBeHHBIM UX HEAOCTATKOM SIBISCTCS HU3KAs MPOU3BO-
JUTEIBHOCTh — OHM npumepHO B 100 pa3 MeyieHHEE CHMMETPHYHBIX ajl-
roputmoB. [losTomMy OBUTH cO3maHBl KpHNTOrpadHYecKHE CXEMBI, HC-
MONB3YIOINE MPEUMYIICCTBA KAK CUMMETPHUYHBIX, TAK W ACHMMETPUY-
HBIX alITOPHUTMOB:

o s mudpoBanus Gaitia Wik COOOUICHHUS HUCTIOIB3YCTCS OBICT-
PBHIH CUMMCTPUYHBIA aITOPHUTM, HPUYEM KIHOUY MHU(POBAHUS TCHEPUPY-
€TCS CIYYaWHBIM 00pa30M ¢ 00CCIICUCHHEM «XOPOLINX» CTATHCTHUECKUX
CBOWCTB;
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e HEOOMBIION MO pazMepaM CHMMETPHYHBIN K04 Mu(poBaHUS
mudpPyeTes MPH MOMOIIHA ACHMMETPUYHOTO aiTOPUTMA C UCTIONb30BAHHM-
€M OTKPBITOTO KJTFOYA aJpecara U B 3ami(ppOBaHHOM BHIC TICPECHLIACTCS
BMECTE ¢ COOOIICHHUEM,

* TOIYYHB COOOINCHHE, aapecar CBOMM 3aKPBITHIM KJIFOUOM pPac-
mH(pPOBHIBACT CUMMETPUYHEIN KITIOY, & C €r0 OMOIIBIO — M €CaMO C000-
MICHUC,

2.5. LlenocTHOCTb M ayTeHTUYHOCTb MHOpMaLMK

Kak yzocToBepuTbes B TOM, UTO MpHIIcAIICe COOOLICHUE ACHCT-
BUTCJBHO OTIPABICHO TEM, YbC HUMs CTOUT B rpadie «OTHPABHTCIIB?
ACHMMETPHYHBIC CXCMBI IMU(POBAHUS AT HAM JJICTAHTHBIA CIIOCOO
ayreHTu(ukamu. Ecnn ornpasurens 3ammdpyer cooOIneHHE CBOMM
3aKPBITEIM KIIOYOM, TO VCHCLIHOE pacmu(poBbiBaHHE YOSAUT MOTyIa-
TES B TOM, YTO MOCTIATh KOPPECIIOHACHIIUIO MOT' TONBKO XO3SUH KITIOYe-
BOW mapel 1 HUKTO uHOH. [Ipu 3TOM pacurudpoBKy MOKET BBINIOIHHUTH
1000, KTO UMECT OTKPHITHI K04 oTnpasutessi. Beap Hama neiap — He
KOH(UACHIUAIBHOCTD, & Ay TCHTH(DHUKALHSL.

UroObr m30ekare mudpoOBaHUS BCETO COODIICHHUS MPU MOMOIIN
ACHMMETPUYHBIX AITOPUTMOB, HCIIOIB3YIOT XCIIHPOBAHUC, BBIYUCISCTCS
XCII-3HAYCHHUE UCXOTHOTO COODIICHHUS, H TONBKO 3Ta KOPOTKAS MOCIEA0-
BATCIBHOCTh OAfTOB HIM(PYETCS 3aKPBITHIM KJIFOYOM OTrnpasutess. Pe-
3yJBTAT OPEACTABISCT COOOH 3neKkTpoHHY mudposyio noamuce. Mo-
0aBICHUE TAKOH MOANICH K COOOIIECHHIO TIO3BOJISICT YCTAHOBHTb:

® ayTCHTHYHOCTh COODINCHMS — CO3JaTh MOANKCH HA OCHOBC 3a-
KPBITOI'O KJTF0Ya MOT TOJIBKO €TI0 XO3SIHH;

® LCIOCTHOCTh JAHHBIX — JICTKO BBIYHMCINUTH XCUI-3HAUYCHUC MOITY -
YCHHOT'O COOOILICHHS U CPABHUTD C€rO C TEM, KOTOPOE XPAHUTCS B ITOIIIH-
CH. €CITHM 3HAUCHHS COBMAJAIOT, 3HAYUT, COOOILICHUE HE OBLIIO M3MEHCHO
370y MBILIICHHUKOM MOCIIE TOTO, KaK OTHIPABUTENb €TI0 MOMIMTHCAT.

Takum 0Opa3oM, aCHMMETPUYHBIC ANTOPUTMBI MO3BOJLIIOT PCLIMThH
JBC HCMPOCTHIC 33Ja4i: OOMCHA KIFOYaMH IIH(POBAHMUS O OTKPBITHIM Ka-
HallaM CBS3U U MOATUCH COOOIICHHUS. UTOOBI BOCTIONB30BATHCS ITUMHU BO3-
MOKHOCTSIMH, HYKHO CTCHCPHPOBATh M COXPAHHTH JBC KIFOUCBBIC Mapbl —
Jutst oOMEeHa KiTrodamMu 1 utst moanuceit. B atom Ham momosket CryptoAPI.
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2.6. CozpaHue KnioYeBbIx nap

[ocne coznanus KOHTEHHEpa KIHOUCH HEOOXOIUMO CICHEPHPOBATD
KIIIOUeBbIC Mapel 0OMEHA KMIOYaMu U noAmucu. Ity pabdoty B CryptoAPI
Beimomaset Gyukimsa CryptGenKey (mposatiaep, anroputy, pnary, Kinou):

* [MpoBaliep — ACCKPUOTOP KPUNTONPOBAWACpPA, NOMYUYCHHBIN
B pe3yabptare oopamnenus Kk pyukuuu CryptAcquireContext;

® QIrOPUTM — VKAa3bIBACT, KAKOMY anroputMy mmugpoBaHus Oy-
JET COOTBETCTBOBAThH cozaaBacMulll kirou. Mudopmanmsa o6 anroputme,
TakuM 00pa3oM, SBIACTCS YaCThIO omucaHusd Kmroda. Kakasii kpunro-
MpoBaiJep HCIONB3YET A 0OMEHA KIOYaMH M MOAIHCH CTPOTO OIpe-
JgeneHHele amroputvbl. Tak, mposaiizepsr tunma PROV_RSA FULL,
K kotopeiM otHOcuTcs u Microsoft Base Cryptographic Provider, peanu-
aytor aaroputv RSA. Ho mpu renepaumu kmoueii 3HATh 3TO HE 00s13a-
TENBHO. JOCTATOYHO YKa3aTh, KAKOW KIIOY MBI COOMpacMcs CO3AaTh —
o0OMCEHA KITIOYaMH HITH MOANHCH. [T 3TOro Mcmone3yioTes MHEMOHUYC-
ckue koHcTanTel AT KEYEXCHANGE u AT _SIGNATURE;

e (Quarn — mpH CO3AaHUU ACHMMETPUYHBIX KIIOUCH 3Ta (yHK-
LU YIPABIET UX pazmepoM. Mcmonp3yeMelii HaMu KpUNITOIIPOBaiacp
MO3BOJIIET TCHEPHUPOBATh KIKOY OOMEHa KIIOYaMHu NIHHOH oT 384 mo
512 our**, a xmrou moamucu — oT 512 mo 16 384 Gur. Uem Gonbie
JAMHA K044, TEM BBIIIC €TI0 HANCKHOCTh, MOSTOMY TPYIHO HAWTH
MPUYUHBL A5 UCIIOJNB30BaHUs KI0Ua 0OMCHA KIHOUaMHU JJIMHOH MCHEe
512 6ur, a qUHY KJIOYa DOAMKUCH HE PEKOMCHIYCTCS ACIATh MCHBINC
1024 6ur**. Tlo yMom4aHHIO KPUNOTONPOBAHACP co3dacT oba KIoda
mmuHott 512 Our. HeoOxoaumyr JIvHY KIKOYa MOXKHO MEPEAaTh
B CTapLICM CIOBE NapamMeTpa ¢ary;

* KIIOY — B CJIyYac YCICIIHOTO 3aBEPLICHUS (DYHKIMK B 3TOT Ma-
paMeTp 3aHOCUTCS ACCKPHIITOP CO3MAHHOTO KITHOUA.

2.7. ObMeH Kntovamu

OCHOBHBIMH OTIEPALTHAMH C KOHTCHHEpaMH KITIOUCH MOYKHO CUUTATB!
* CO3JaHHC HOBOrO KOHTCHHCpaA KIOUcH. Brimomngercs mocpea-
ctBoM ¢yHkuun CryptAcquireContext, onmcaHHON paHee B pasicine
o kpunronposaiaepax. Mias co3maHMa HOBOTO KOHTEHHEpa KITIOUCH
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B Ka4€CTBE MOCICIHErO napaMeTpa JaHHOHW (PYHKIHH MEepPeaacTcs 3Hade-
uue CRYPT NEWKEYSET. HeoGxonumMo Takxke 3aMETHTh, UTO UCXO-
HO B HOBOM KOHTCHHEPE KIIOYCH HHUKAKHX JAHHBIX HE COACPIKUTCA,
U mapbl KII0UYeH He0OX0IUMO TEHEPUPOBATh CAMOCTOSTEIBHO MOCPEACT-
BoM Bb3oBa ¢yHkumH CryptGenKey, nim uMnopTupoBars;

¢ VIAICHUC CYMECTBYIOIIECTO KOHTCHHEPA KiTrouci. Bermonasgeres
nocpeactsoM BeizoBa (pyHkmmn CryptAcquireContext ¢ mocieaHuM ma-
pameTpom, ycranosieHHsiM B CRYPT DELETEKEYSET;

¢ TEHepauus HOBOW Mapbl KIouei. BBIMOMHAETCS mOCpEeACTBOM
Ber3oBa ¢yukpu CryptGenKey. Ilpu reHepaunu napsel kioden g 00-
MCHa KIIOYaMH TPETHH MHapaMeTp AAHHOH (PVHKIMH YCTAHABIHMBAIOT
B AT KEYEXCHANGE, a mpu resepatuu naper kinrouch st Gopmupo-
Banus uudposoit noamicu — B AT _SIGNATURE. Hyxno 3ametuts, 4T0
MHOTHE KPHIITOMPOBAHACPHI MO3BOLIIOT HCIOIB30BaTh Napy KIFOUCH, CO3-
JAaHHYIO [T OOMEHA, Takoke U A1 GopMHUpPOBaHUs HU(POBOH MOANMNUCH;

* [OJYYCHHE 3HAYCHUS Maphl KmoucH. BeimonHseTcs mocpeact-
BoM BbIzoBa pyHkmu CryptGetUserKey. ®narn, nepenaBacmbic B JaH-
HYIO (DYHKIIHIO, COOTBETCTBYIOT (hnaraM A7l TCHEPALUH Naphl KIFOUCH;

* YCTAaHOBKA NapaMeTpoB. BHIMONHAETCS MOCPEICTBOM BBI30BA
¢vuakuun  CryptSetProvParam. B 0OCHOBHOM yCTaHaBIHBAIOT TOIBKO
OJUH HapaMeTp — ACCKpUNTOp O€30MacHOCTH KOHTeHHepa KiroucH. Jan-
HBIU TIApaMeTp UCTIONB3YETCS, HAMPUMED, IS BBIJAYH AOCTYNA K KOHTCH-
HEPY HE TOJBKO MONB30BATEIIO, CO3AaBIIeMy KoHTeHHep. OcTtambHbie na-
paMeTpbl KOHTEHHEpa KITFOUSH MOTYT CHIIBHO BapbHPOBATHCSA OT KPHIITO-
MmpoBalizcpa K KPUOTONMPOBAHACPY W OOBIMHO XOPOIIO PACIHCAHBI
B JOKYMCHTALIIH, TIOCTABIISICMOM HEOCPEACTBEHHO C KPUIITONPOBAWACPOM;

* [OJYUCHHC MapaMeTPOB. BBHIMOMHIACTCA MOCPEACTBOM BBI30OBA
¢vuakumn CryptGetProvParam. HaGop monyuaembIx mapameTpoB Takxke
MOXET CHUJIBHO BapbUPOBATHCHA B 3aBHCHMOCTH OT KPHITONpOBaiacpa.
B kauecTBe HHTEPECHOTO CTAHAAPTHOrO MapaMeTpa MOXKHO Ha3BaTh Ma-
pametp PP_UNIQUE CONTAINER. B kavectse BOo3BparmaeMoro napa-
METpa mepeacTcs YHUKanbHas (B Macmitadax BCCH CHCTEMBI) CTPOKA,
uACHTHQUIHUPYIOMAsI KOHTCHHEP Kimouel. B wacTHOCTH, 1O 3TOM CcTpOKe
YacTO MOXKHO Y3HaTh (PU3HYECKOE PACIOIOKCHHE KOHTCHHEpa KIodeH
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(HampuMep, A KOHTEHHEpa KIHOUCH, PacONoKEHHOTO B PETUCTPE CHC-
TEMBI, B Hauase Bo3sparmacMoi ctpoku OyaeT «REGISTRY »);

* [CPEUHCICHUE KOHTCHHEPOB Kirouei. BrimonHseTcs oTaenpHO
IS KQXKIOT0 KPUITONPOBaiAcpa B CHCTEME C IMOMOIIBIO BbI30Ba (PYHK-
mun  CryptGetProvParam ¢ mapamerpom dwParam, ycraHOBICHHBIM
B PP ENUMCONTAINERS.

Tenepr MBI pacnionaracM HaOOPOM KIFOUCH, OTHAKO BCE OHH OCTa-
HYTCS MEPTBBEIM IPY30M A0 TEX IMOP, MOKa MBI HE MOIYYUM BO3MOKHOCTU
o0OMEHa ¢ APYTHMH MOJb30BATCISIMHA OTKPBITBIMH Kmouamu. s 3toro
HEOOXOAMMO HM3BICYb MX M3 Oa3bl JAHHBIX KIFOUCH M 3amucath B (aiii,
KOTOPBIH MOKHO OVAET mepesarb CBOMM KoppecnonaeHTam. [Ipu sxcrmopre
JAHHBIC KITFOUa COXPAHSIOTCSI B OXHOM H3 TPEX BO3MOXKHBIX (JOPMATOB:

e PUBLICKEYBLOB - ucnoneszyercs A COXpaHCHHS OTKpPbI-
TBIX KIroucH. [ToCKOIBKY OTKPBITHIC KITIOUH HE SIBISIOTCSA CCKPETHBIMH,
OHU COXPAHSIOTCS B HE3AIN(DPOBAHHOM BUAC;

e PRIVATEKEYBLOB - ucnone3dyercs aisi COXpaHEHHs KITFO-
YCBOM Mapbl HCTUKOM (OTKPBITOTO U 3aKPHITOTO KIHOUCH). DTH AAHHBIC
SBISIFOTCS. B BBICHICH CTEIICHH CCKPETHBIMH, [O3TOMY COXPAaHIIOTCS
B 3alIM(POBAHHOM BUJIE, MPUYEM T MH(POBAHMS HCIOIb3YETCI CCaH-
COBBIH K04 (M, COOTBETCTBEHHO, CHMMCTPHYHBIH aNTOPUTM);

e SIMPLEBLOB - wncnone3yercs Asl COXPAaHCHHS CEAHCOBBIX
kmoueh. Jna obecneueHus CEKPETHOCTH JAHHBIC KIHOUYa IMUPPYIOTCS
€ UCIIONIb30BAHUEM OTKPBITOTO KITEOUA MOMYYaTeNsT COOOIICHHSL.

Okcmopt  kmouedi B CryptoAPl  Bemmomnsercs  ¢yHkuuen
CryptExportKey (axcmoprupyembiii kar04, K04 aapecara, ¢opmar,
daaru, Oydep, pasmep Oydepa):

® SKCIOPTHPYEMBIH KITIOY — JSCKPUITOP HY>KHOTO KIIFOUA;

* IIOY agpecara — B COVYAC COXPAHCHHS OTKPBITOTO KIIOYA
JOJKCH OBITh PABEH HYIIO (ZaHHBIE HE IMUPPYIOTCS);

e (opmaT — yKa3bIBACTCS OJAMH M3 BO3MOXKHBIX (POpMaroB 3KC-
nopra (PUBLICKEYBLOB, PRIVATEKEYBLOB, SIMPLEBLOB);

e (hmaru — 3apescpBupoBaH Ha Oyayiiee (JOMKCH OBITH PaBEH
HYITO);

o Oydep — comepxur agpec Oydepa, B KOTOpbIH OyJeT 3amucaH
kmouesoit BLOB (Binary Large OBject — GonpInoii 1BOMYHBIH 00BEKT);
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e pasmep Oydepa — npu Bb3oBe GYHKLUUH B 3TOH NMEPEMEHHOMN
JMOJKCH HAXOAUTHCS JOCTYIHBIN pa3Mep Oydepa, a mo okoHYaHuH pado-
Thl B HCC 3allUCBIBACTCA KOJIUYCCTBO JSKCIOPTUPYCMBIX AAHHBIX. Ecnu
pasmep Oydepa 3apaHee HE H3BECTCH, TO (IYHKIHUIO HY’KHO BBI3BAThH
¢ mapametpoM «Oydepy», paBHBIM NYCTOMY VKAa3aTelio, TOTAA pasMmep
Oy(epa OyaeT BHIMUCICH U 3aHECCH B IEPEMECHHYIO «pazmep Oydepar.

IKCHOPT KIOUYCBOH MAPBI LCTUKOM, BKIFOUAS U 3aKPBITBIA KITIOU,
MOKET HOHa,Z[O6I/ITbCH UL TOTrO, IITO6I>I HUMCETh BO3MOXKHOCTE IIOAIIUCHI-
BAaThb AOKYMCHTBHI Ha PA3INMIHBIX KOMIIBHOTCPAX (HaHpI/IMCp, A0Ma U Ha
pabote), WM U COXpPAaHCHHS CTPaXOBOUHOM komuu. B atom ciyuae
HYXXHO CO34aTh KO H.II/I(prBaHI/IH Ha OCHOBaHHUU MAPOJIA U NCPCAAThb
JCCKPHUITOP 3TOTO KIOYA B KAYCCTBE BTOPOrO mapaMeTpa (yHKLHMH
CryptExportKey. 3anpocurs y kpurnronpopaiepa ASCKPHITOP CaMOro'
skcnoprupyemoro kioua nospomster Qyurius CryptGetUserKey (mpo-
Balcp, OMUCAHHUE KU, ACCKpunTop Kiroua). OmUcaHue KIrda — 3TO
m6o AT KEYEXCHANGE, mu6o AT _SIGNATURE. Jxcnoptuposas-
HBIC TAaKHUM o6pa30M OTKPBITBIC YaCTH KITFOUCH HOHa,Z[O6$ITC$I HaM 11
MPOBCPKHU MOAIKCH U pacurn)POBKH CCAHCOBOTO KIIFOUA.

Nmropt kI104YEBBIX Map BO BHOBb CO3JaHHBIN KOHTEHHEP — 3TO
caMocTosTepHas nporeaypa. HeoOxoqumo 3ampocHTs y HOIB30BATEIS
HA3BaHHC KOHTCHHEPA M MAPOJIb, IOAKIIOUUTECS K MPOBAHIACPY, CO3AATh
Ha OCHOBAHUH MApOJsl KIIY, CUUTATh W3 (aiia UMIOPTHPYEMBIC NaH-
Hbi¢ B Oydep, nocie yero Bocmonb3oBathes dyurmuei CryptlmportKey
(npoBaiinep, Oydep, mmua Oydepa, karod mas paciudpoBry, (uard,
uMnoptupyeMeii kmod). Ecim Hy»)HO 00ecreYuTh BO3MOMXKHOCTB 3KC-
HNOPTa UMIOPTHPYEMOH KIOUEBOM NMapel BIOCICACTBHY, TO B IapaMeTpe
«pnarw» HeoOxommmo mnepexats 3HaucHue CRYPT EXPORTABLE;
B IPOTHBHOM CIIy4ac BBI30B JJI JAHHOW KJIIOUEBOU mapbl (pyHKIMH
CryptExportKey npusener k omuodke.

[Tpu pabote ¢ aCHMMETPUIHBIMU ANTOPUTMAMH BXKHO YOCIHUTHCSL,
qToO OTKprTbII\/'I KITIOY ,Z[CI\/'ICTBI/ITCJ'ILHO OPUHAIICKUT TOMY, KOTO BBl CUU-
TaCTC €r0 XO3AHMHOM, U HC 6LI.]'I NOAMCHCH 3JIOYMBINIJICHHHUKOM. HpO-
CTCHIIMM CcOCOOOM OOECIICUHTh AyTCHTHYHOCTh KITIOYA SIBISCTCS MMO-
OaliTHast CBEPKA ¢ OPUTHHAIOM, XPAHSIIUMCS V €ro xo3stuHa. st atoro
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MOXKHO IMPOCTO MO3BOJIUTh MONb30BATEII0 MPOCMOTPETh SKCIOPTHPOBAH-
HBIC JAHHBIC B MICCTHAIUATCPHIHOM BHJEC — HAIPUMEP, OTKPHITH (afin,
B KOTOPBIN OB 3aIHCAH OTKPBITBIA KITFOY, U BEIBECTH €TO.

2.8. AneKTpoHHaa uucpposasn noanucb

Hna coznanus 3neKTpoHHOH u(poBOH MoATHCH HEOOXOIUMO BhI-
YUCIUTE XS 3aAaHHOor0 (haiina u 3amudpoBaTh 3TOT «UUPPOBOIH OTIIC-
YaTOK COOOIICHUS» CBOMM 3aKPBITBIM KIHOUOM — «IOAMHCAThY. UTOOEI
MOJNHCH BIIOCJICACTBUH MOYKHO OBLIO MPOBEPHTH, HCOOXOANMO yKa3aTh,
KaKoH anropuTM XCLIMPOBAHHS HCIOIB30BAICA Mpu ce cozaanuu. [lo-
3TOMY MHOANMUCAHHOE COOOILICHUE AOJDKHO UMETh ONMPEICICHHYIO CTPYK-
typy. oamucare Beraucnenusii xem B CryptoAPI mozsonser ¢pynxums
CryptSignHash (xem, onucanue kiro4ua, KOMMEHTapuH, (jiary, IOAIHCh,
JiuHa ~moxmucu).  BropeiM  mapamerpom  Moxer  ObITh OO
AT KEYEXCHANGE, muto AT SIGNATURE (B nHamem cnyvae mo-
THYHEE MCIOJB30BATh KIIOY moAnucH). Tpetuil mapamerp B ueisax 0e30-
MACHOCTH HACTOSTE/IBHO PEKOMEHIYCTCS OCTABISATh mycThiM (nil). daaru
B HACTOSIICE BPEMsI TAKKE HE UCTIONB3VIOTCSA — HA MECTE OTOTO apryMCEH-
Ta JOMKEH OBITh HYNb. | OTOBYIO 3JCKTPOHHYIO MOAMHCH (QYHKIIUS 3aITH-
met B Oydep, axpec KOTOPOro COACPKUTCS B MPEANOCICIHEM NapaMeT-
pe, mocIeAHUH ke mapameTp OyIeT CoAepKaTh JINHY NOANKCH B GalTax.

UroOrl mpOBEPHUTH MPABUIBHOCTh MOAMHCH, NMOJIYYATEIb ITOIH-
CaHHOTO COODIICHUS TOJDKECH HMETh (Paliil ¢ OTKPBITBIM KIFOUOM IOIHCH
otmpasuTensd. B mponecce mpoBepKy MOANKUCH 3TOT KIKOY UMIOPTHPYET-
ca BHYTps KpunrtompoBaiinepa. [Iposepka BrimonHsercss (QyHKUMCH
CryptVerifySignature (xemn, TOAMHCh, JJIHUHA MOAMUCH, OTKPBITHIH KK,
KoMMeHTapui, ¢aarn). O mocneAHHX ABYX apryMEHTax MOXKHO CKa3aTh
TO K€, YTO M O MapaMeTpax «KOMMCEHTapui» u «drarm» QyHKIHH
CryptSignHash, HazHa4ueHHE e OCTAIBHBIX JOKHO OBITh MOHATHO. Ec-
7Y MOAIUCH BepHA, QyHKIMS Bo3ppamact true. 3HaucHue false B kauect-
BE pPE3yJbTaTa MOXKET CBHICTCIBCTBOBATH ITHOO O BO3ZHHUKHOBCHHHU
OIIUOKH B IPOLIECCE MPOBEPKH, THOO O TOM, YTO MOIMKCH OKA3aIach He-
BepHoi. B mocneanem cimyuae ¢yskius GetLastError BepHeT ommudky
NTE_BAD SIGNATURE./
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2.9. Co3naHue ceaHCOBbLIX KtoYei

CryptoAPI mo3BoIsieT TEHESPUPOBATh CCAHCOBBIC KIIFOYH CIIydai-
HbIM 00pazom — oty padoty eeimoauset ¢yukius CryptGenKey, o korto-
poti 1ia peus panee. OgHAKO NPU HCMOIB30BAHUH 3TOH BOZMOKHOCTH 32
npeaenavu CIHA n KaHagsl npuxoQuTcst VUUTEIBAT AMEPHUKAHCKHE OT-
PaHHYCHUS HA SKCIOPT CPEACTB «CHIBHOHN Kpunrtorpadum». B vactHo-
cru, A0 saBaps 2000 roga ObLT 3aMPeIICH SKCIOPT MPOrPaMMHOTO 00eC-
MEYCHU I H(POBAHUI ¢ HUCIONB30BAHUCM KIIOUSH JIHHOU Ooree
40 6ut. dTiM 0OBsCHACTCS paspaboTka Microsoft 1Byx Bepcuil cBoero
KpunTonpoatiaepa — 0a30B0i u paciupeHHoi. bazosas Bepcus mpegHa-
3HAYAJIACh HA DKCIIOPT U MOAJCPIKUBATA CUMMCTPUYHBIC KITFOUYH JITAHON
40 Owur;, pacmupenHas k¢ Bepcus (Microsoft Enhanced Cryptographic
Provider) paGorana ¢ «moaHo#» amuHOM karoua (128 Gur). [lockoapky
aNropuUT™M IMUQPOBAHMS, KAK HPaBHUJIO, TPEOVET HCMIONb30BAHUA KITHOUA
CTPOTO OIPEACICHHOHN IIMHBI, HEAOCTAOLIECE KOJUYECTBO OUT B Ype3aH-
HOM «3KCIIOPTHOM» KITFOUE MOTJIO OBITh 3aIOJHECHO JHOO HYJAMH, THOO
CITyYaHBIMH JaHHBIMHU, KOTOPHIE MPEATIAraaoch NepeaaBaTh OTKPHITO.

B kpunrorpaduueckoil npakTUke BHCCCHHE B COCTAB KIIFOUYA OIpE-
JECJICHHOH 4acTH HECEKPETHBIX JAHHBIX, KOTOPHIE CMCHSAIOTCSI HECKOIBKO
pas B xoae 0O6paboTKH UCXOAHOTO WK IMU(P-TEKCTA, UCIIOIb3YETCA LIS
TOTO, YTOOBI BOCIPEMIATCTBOBATh B3JIOMY IH(pa aTaKOH «IO CIOBAPIOY.
B anrnwmiicko# TepMHUHOIOTHH TAKHE BCTABKH HA3BIBAKOTCH salt values: ux
HA3HAUCHHUE — «IOJCONUTHY KU (C YYETOM HAIICH MCHTAIbHOCTU
MOJKHO TICPEBECTH KaK «HACOJMTHY MPOTHBHUKY). [lockombky 3TOT TEp-
muH ucnonb3yercs u B CryptoAPI, Oyaem ynotpebisars ero B TpaHciu-
TCPUPOBAHHOM BUAEC — CONT-3HAUCHHSL.

Urax, CryptoAPI B 3KCIOPTHOM HCHOTHEHHH NPAKTHYCCKH BEIHY-
JKIACT HAC HCIONB30BATh CONT-3HAYCHUSA, cocraBiomue O0Qmpmyio
yacte Kaoua — 88 out u3 128 ansa cummerpryHbX anroputMos B RC2;
u RC4. Koneuno, npu takoii 3ppekTHBHON ATHHE KIFOYA KPUNTO3ALINTA
HE MOKCT CUHTATHCS AOCTATOYHO HaaekHOU. B peanpHOM cuTyanuu BHI-
XOJ OJMH — BOCIOJb30BAThCA KPHITONMPOBAHACPOM, HC OTPaHHYUBAIO-
M ey kaoda. Ooaanarenu Windows XP mMoryT mpuOerayTh K yc-
JAyraM pacIIMpeHHBIX Bepcui nposariaepa Microsoft (Enhanced wmm
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Strong). I[loap30Baressm Oosiee crapeix Bepcuit Windows, mo-BUANMOMY,
NPUACTCS BOCIONB30BATHCS IMPOAYKTAMH CTOPOHHHX Pa3pabOTUHKOB.
Hampumep, cBom BepcHn KpUNTONPOBAMAEPOB MPEAIAral0T POCCHHCKAL
xomnanus «Kpunro-Ilpo» u meeackas «StreamSec». B Ykpannue, na-
CKOJIBKO HM3BECTHO aBTOpaM, pa3paboTKOil HALMOHAIBHOrO MpoBaiiacpa
KpunTOrpadHueCKuX YCIyT 3aHUMACTCS KOJUICKTHB XapbKOBCKHX VUe-
HBIX TIOJ pyKoBoAcTBoM mpodeccopa ['opbeHko, oqHAKO A0 MIMPOKOTO
BHCIPCHMS A0 TOKa HE aounto. Tem He MeHee O1aroaaps apXuTeKType
CryptoAPI npuxiagHeie mporpaMMel MOTYT pa3pabaThBATHCA U OTIAKHU-
BaThca U ¢ 06a30BRIM mpoBaniaepoMm Microsoft, Tak kak uaTepdeiic B3an-
MOJCHCTBHSI OCTAaCTCsl HCM3MCHHBIM. [103TOMY BEpHEMCS K 0OCYKACHHIO
BOIPOCA CO3MAHMS CAYUANHHBIX CCAHCOBBIX KITFOUCH.

Cont MOXKET OBITh CICHEPHPOBAH BMECTE C KITFOYOM: IS 3TOTO
HY’KHO B KauectBe ¢hmara nepexars ¢yukuuu CryptGenKey (unm
CryptDeriveKey) koncranty CRYPT CREATE SALT. Ilpaena, mpu
coxpanennu kmoua (¢ momompro QyHkmun CryptExportKey) cucrema
yKe HE 3a00THTCS O CONT-3HAYCHHH, MICPEKIAIbIBAS OTBCTCTBCHHOCTD HA
NPUKIAIHYO Tporpammy. Takum 00pa3oM, KOPPEKTHAs MpoLEeaypa co3-
JAHUS U COXPAHCHHSI CAMMETPHYHOTO KITFOUa MPEANOIAracT:

1) npu cozmannu kmoua pyukuun CryptGenKey nepegactes 3Ha-
yenue ¢nara CRYPT EXPORTABLE or CRYPT CREATE SALT;

2) ¢ momompio ¢yHkiuu CryptGetKeyParam ¢ mnapametpom
KP_SALT crenepupoBaHHOE CONT-3HAUCHUE COXPAHICTCS B Oydepe;

3) xar04 B 3amu$ppoBaHHOM BHAS COXpaHseTcst B Oydepe mpu mo-
morun pyakuun CryptExportKey, KoTopoii mepeaaeTest OTKPBITHIH KIHOY
oOMEHA K/IF0UaMH aIpecaTa;

4) 3aumppoBaHHBIC KIIOUCBBIC NAHHBIC COXPAHSIOTCS WIH IEpe-
JAIOTCS aAPecaTy BMECTE ¢ SKCIOPTHPOBAHHBIM HA BTOPOM IHAre COJIT-
3HAYCHUCM.

C apyro# CTOPOHBI, CONT-3HAYCHHE MOKET OBITh CTCHCPHPOBAHO
W OTACAbHO OT Kiaroua. Jmg ostoro  ucmomedyercs — (pyHKums
CryptGenRandom (mposatiaep, aiuna, Oydep). 3aech mapaMeTp «ITHHA»
330aCT pasMep TCHEPUPYEMOU CIIyYaiHOW MMOC/ICAOBATCIBHOCTA B Oaii-
Tax, a MOCIEIHUH apryMEHT 3a1act agpec Ovepa, B KoTopsd OyaeT 3a-
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nucaH pe3yaptar. [lomydaeHHOE TakuM 00pa3oM CONT-3HAYCHHE MOXKET
OBITh BHECCHO B KJIF0U ¢ moMotpio pyukimu CryptSetKeyParam (kiarod,
napameTp, AanHele, (aarn). Ef BTOpBIM apryMEHTOM HYKHO IEPeAaTh
KP_SALT, a tpeteum — aapec Oydepa, CoaepKaIiero Cre HePUPOBAHHY FO
nocnenosarenbrocTh. ([locneauuii aprymeHT QYHKUHK 3ape3cpBUPOBAH
Ha OYAYIICE U AOKSH OBITh PABCH HYJIIO.)

2.10. BnoyHble wudpbl

baounsie mudper cuutarorcs Oonee HAACKHBIMU, HEKETH TIOTOY-
HBIC, TIOCKOJBKY KaXIBIH OJIOK TEKCTa MOABEPracTCs CIOKHBIM Ipeodpa-
30BaHIAIM. TeM HE MEHEee OTHUX TOJBKO 3THUX MPeoOpa3oBaHUl OKa3kIBa-
€TCS HEeIOCTATOYHO A1l 00CCICUCHHS AODKHOTO YPOBHS O€30MacHOCTH —
BAXKHO, KakuM O0pa3oM OHH MNPHUMCHAIOTCS K HMCXOZHOMY TEKCTY
B MPOLIECCE THU(PPOBAHMS.

Haubonee mpoctoli U MHTYUTHBHO TOHATHBIA CIOCOD COCTOHUT
B TOM, 4TOOBI PazOUTh UCXOTHBIH TEKCT HA ONOKH COOTBCTCTBYIOLIETO
pasMepa, a 3aTeM OTACIBHO KKIBIH ONOK MOABEPTrHYTH MIH(PPYIOIIEMY
npeodOpasoBanui0. Takol PeKUM HCMOIb30BaHMS OIOYHBIX MIH(POB Ha-
3BIBAIOT 3jICKTPOHHOM kKoA0BOHM kuHuroui (ECB - electronic codebook).
Ero rmaBHBIHI HEZOCTATOK COCTOUT B TOM, YTO OJWHAKOBBIC OJIOKH HC-
XOJHOTO TCKCTa MpH MWU(PPOBAHUN JaIYT OAWHAKOBBIC Jk¢ ONoKH mudp-
TEKCTA, & 3TO MOXKET CYIIECTBEHHO 0OJICTYUTh MPOTUBHHKY 3371a4y B3JIO-
Ma. [Tosromy pexnm ECB He pexomeHayeTcs UCHONB30BaTh MpH Mu-
POBaHUM TEKCTOB, MO AJHUHE MPEBBIIAIIINX OJUH OJIOK, B TAKHX ClyYa-
X JIYYLIEC BOCMOIb30BATHCI OJHUM U3 PEKUMOB, CBA3BIBAIOIINX Pa3IH-
Hele Omoxu Mexay coboit. [lo ymomuanmio B CryptoAPl Gnounsie
mu}pe UCTIONB3VIOTCS B PEXKHUME CLEIUICHHS OJOKOB IIH(P-TEKCTA
(CBC - cipher block chaining). B stom pexkrve npu mudpoBaHnu ove-
peaHOM ONMOK HCXOAHOTO TEKCTA BHAYANC KOMOWHHPYETCS € TPEABITY-
myM OnoxoM mudp-TekcTa (Ipy MOMOLTH HOOHTOBOTO HCKIIOYAOIICTO
WNJIN), a 3arem mony4deHHAs MOCICAOBATEIBHOCTh OHTOB MOCTYIIACT HA
Bx0J Omounoro mugpa. OOpasyiomuiics Ha BbIXoAe OJ0K IH(pP-TEKCTa
WCTIONB3yeTCH Aist mudpoBanus craeayromero Omoka. Cambiii mepBbii
OJIOK UCXOJHOTO TEKCTA TAKKE AOKCH OBITh CKOMOHHHPOBAH ¢ HEKOTO-
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POl MOCNEeIOBATENBHOCTRIO OHTOB, HO «mpebplayIiero Omoxa mmgp-
TCKCTa» €IS HET, MOJITOMY PECKHUMBI MTH(PPOBAHUS ¢ OOPATHOH CBSI3BIO
TpeOYIOT UCTIOIB30BAHMS SIIE OJHOTO MapaMeTpa — OH HA3BIBACTCS] HHHU-
nuanusupyromuM BektopoM (IV — initialization vector).

Nunnpanus3upyoniii BEKTOP A0DKEH TCHEPHUPOBATHCS OTACIBHO
¢ noMompo yxke m3BecTHOM Ham ¢yHkumu CryptGenRandom wu, xak
U CONT-3HAYCHHUEC, TMCPECAABATHCS BMECTE C KIFOUOM B OTKPBITOM BHJC.
Pasmep IV pasen anune 6moka mudpa. Hampumep, ama anroputma RC2,
MOAACPKUBACMOro 0a30BeiM Kpunronposaiinepom Microsoft, pasmep
Omoka cocrassier 64 Oura (8 GalToB).

2.11. bazoBble hyHKLMM

2.11.1. Wudpposarue

baszosag ¢yHkUmMA mmdpoBaHNS JAHHBIX UMEET CICAYIOIEE 00b-

SIBIICHHC
BOOL CryptEncrypt(HCRYPTKEY hKey,
HCRYPTHAS hHash,
BOOL Final,
DWORD dwFlags,

BYTE* pbData,
DWORD* pdwDatalen,
DWORD dwBuflen);

ITepBriM mapamMeTpoM AaHHOH (PYHKUIHHU MEPEIACTCS XCHT CECCH-
OHHOTO KJIIOYa, mpumeHsieMoro qus tmdposanus. Bropoii mapametp
JOCTaTOYHO PEAKO HCIOIb3YETCH U MPEIHA3HAUCH IS TOTYUCHHUS XeIia
JAHHBIX OJHOBPEMCHHO C UX miugpoBaHueM. Takas BOZMOKHOCTb JOCTa-
TOYHO TOJIC3HA TPU (POPMHUPOBAHUK OJHOBPEMEHHO KaK HIH(PPOBAHHBIX
JAHHBIX, TAK U HUPPOBOI MOANMUCH 3THX JKC TAHHBIX.

Jta GyHKIUA MOKET 00pabaTHBATh JAHHBIC OIIOKaMH, T.€. HET He-
00X0JUMOCTH Cpa3y 3arpyskath B MaMSTh LICIHKOM BECh MACCHUB JAHHBIX,
a JHIIb TOTOM MEPSIABATH CCHUIKY HA HEro Kpunrorpaduyeckoi QyHK-
uwmu. JloctaTouHo mepenaBaTh MacCHUB JAAHHBIX MOOI0YHO, CIICIHATBHBIM
0o0pa3oM OTMETHB JIHINE MOCACAHUN OI0K JAHHBIX (3TO OOBIMHO HY3KHO,
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4TOOBI KPUMITONPOBAKIACD MPOBET HEKOTOPBIC JCHCTBUS NOCIE UCIIOMb30-
BaHHUI CCCCHOHHOrO Kimoua). s ykazaHHS TOro, YTO 3TO MHOCIEIHUH
ook saHHbX, B pyHKnun CryptEncrypt ncnone3yercs Tpetuii napaMeTp
Final. YerBepTrlli mapamMeTp CIYXHUT YKa3areleM Ha MAacCHB BXOJ-
HBIX/BBIXOJHBIX JAHHBIX. 3[ECh HYKHO Cpa3y OTMETHTh HEKOTOPYHO 00-
myr cxemy pabotel ¢ maHHeiMH B Crypto APL. Ecmu Bo3Bpamacmbie
JAHHBIC MOTYT OBITh JIFOOOTO pazmepa (a 3T0 BO3ZMOKHO, BEIb, HAIIPUMED,
B QITOPUTME MOXKET MPOUCXOIUTh MPOCTAs 3aMCHA, KOTAA OJHA OyKBa
KOAHMPYETCS YeThIpbMs LUdpamu), To padorta ¢ PyHKUHEH COCTOHUT U3
aByX aTanoB. Ha mepsom stane B pyHKUMIO miepeaacTcs oOIuil pasMep
BxoaHbIX naHHBIX 1 NULL B xauecTBE CCHITKH HA CaM MACCHB BBIXOHBIX
JaHHbiX. DyHKIMS BO3BpaIacT IIMHY BBIXOJHOTO MAacCHBA JaHHBIX,
MOJIb30BATEIE HHULUATU3UPYET MaMATh HEOOXOAMMOTO pasMepa U JIHIIb
3aTeM 3aHOBO MepelacT (PYHKUMU CCBUIKY Ha 3TOT MaccuB. Takas ke
cxeMa ucnonedyercs u B padbore ¢ ¢ynkuuerd CryptEncrypt. Ilapametp
pdwDatalen cnyxuT Iy Bo3Bpara pa3Mepa AaHHBIX, BO3BPAIIACMBIX
¢yukuueii. [Tapamerp dwBuflen cayxur g ykazaHusa JIHHBI BXOJHO-
ro oydepa ganneix. [lapamerp dwFlags o6prHO He Hcnonb3yeTcs U yc-
TaHaBiauBaeTcs B (.

2.11.2. 3kchopm ceCCUOHHBIX Knroyell

[Tocne BrImonHEHUS onepanuy HPPOBaHUS BCTaCT npodieMa me-
peraun mudposaHHEX AaHHBIX. Camu no cebe TaHHbIC, KOHCYHO, Tepe-
JaBaTh MOXKHO BCJICACTBHC HMX 3amuineHHocTH. Ho HamoMHuM emue pas,
yto B Crypto API ncnone3yiorcst CHMMETPUYHEIE ATTOPUTMEI IHGPOBA-
HUS, U CCJIH Ha MPHHUMAIOLICH CTOPOHE HE OYAET HCIOIB30BAH TOT JKE
CaMblif CECCHOHHBIN K/IIOY, KOTOPBIHA ObLT MCHOB30BAaH I 1Iudposa-
HHS, TO pacmudpoBaTh JAHHBIC HA NPHHUMAIOIIECH CTOPOHE HE YAACTCS.
B camux mmgposanneix ganaeix Crypto APl camoctostenbHO ceccHoH-
HBIC KITIOYH TaKOKe HE nepeaaet. Bmecto aroro Crypto API mpenocrass-
€T Pa3BHUTHIC MCXaHU3MBI SKCIOPTA 3HAYCHUS CECCHOHHOTO KIIOYa BO
BHCIIHUI MacCHB JaHHBIX.

bazosasg QyHKUIM 3KCIIOPTA KITFOUEH UMEET CICAVIOIIEE OMHUCAHHC!
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BOOL CryptExportKey(HCRYPTKEY hKey,
HCRYPTKEY hExpKey,
DWORD dwBlobType,
DWORD dwFlags,
BYTE* pdData,
DWORD* pdwDatal.en);

[lepBbiM mapaMeTpoM JaHHOW (PYHKIMHM MEPEAACTCS XCHAT KII0Ya,
KOTOpbIH OyaeT skcnoptupoBad. DakTHUECKH 3KCHOPT KIH0YA MOIKHO
MPEACTABUTh KaK OTACABHYIO onepauuto mudposanus kiwoda. Ciaenosa-
TEJIBHO, A/l TAKOH OTCpaIiii HEOOXOIUM CIIC OAUH KJIFOY MH(PPOBAHUSL.
O6b1uno B Crypto API ceccroHHBIH KiTH0Y IUPPYIOT ¢ HOMOIIBI aCHM-
MeTpuuHoro amropurMa. Ilapamerp hExpKey B GonpmmuCTBE ciayuacs
WHHULHATH3APYIOT KOHTEKCTOM MyONMYHOro Kiaroua nomyuatens. [lapa-
metp dwBlobType ompenenser popmar nmonayuacMoro 010ka SKCHOPTA.
BozmorkHO, HampuMep, yKazaTh, YTO SKCHIOPTY OVAET NOIEKATh TOTBKO
auine nyOauuaHerid kmod. B atom cayuae mapamerp hExpKey momxen
ObITh paseH 0 (mmppoBaHue MyONHYHOTO KITIOYA HE HYXKHO), H Ha BBIXO-
ge VHKUMH MOMYy4YacTCs MPOCTOC B3HAUCHHE MyOIHYHOTO KITIOYA.
I rakoro cnyuas mapametp dwBlobType nomken OwiTe paBeH
PUBLICKEYBLOB. OObMHO k€ HpU 3KCIOPTE CECCHOHHOIO KIHOUA
ucnonpayercs 3HaucHue SIMPLEBLOB. OcranbHbie 3HAUCHHUS JAHHOTO
nmapamMeTpa JOCTaTouHO crneun(uyIHEl U OpuMeHstoTcd penko. [lapamer-
pr! pbData u pdwDatalen yka3eiBaroT Ha MacCUB, BBIJCICHHBIH AT T1O-
JYYCHHUS SKCIIOPTHPYEMOTO KITIOYA, M Ha €r0 pazmep.

2.11.3. imMnopm ceccUoHHbIX Knroyell

bazosag pyHKIMS UIMITOPTA KITIOUEH HMEET CIICAYIOIIEE OMHUCAHHC:

BOOL CryptlmportKey(HCRYPTPROV hProv,
BYTE* pbData,
DWORD dwDatalen,
HCRYPTKEY hPubKey,
DWORD dwFlags,
HCRYPTKEY* phKey);

39



B kauectBe mepBoro mapamerpa B JAaHHYIO QYHKLHUIO NIEPEIACTCS
MHHULHMATU3HPOBAHHEIN KOHTCKCT Kpumnrtonposaiigepa. Creayer orme-
TUTh, AJIs ycnemHoro 3asepieHus padors Qyukimu CryptlmportKey
HEOOXOIUMO, YTOOBI MPH MHHIMATH3ALUN KPUOTONpOBaiaepa ObLT yKa-
3aH KOHTEHHep kmoueh. B wacTHOCTH, 3TO HEOOXOAUMO IS YCICIITHOTO
MMIIOPTAa CEKPETHBIX KIIOYCH B KoHTeHHEp wimrouch. [lapametp pbData
MPEACTABISICT CODOM CCBUIKY Ha HMIIOPTHPYEMBIC AAHHBIC, MapameTp
dwDatalen — pnmuny stux gansaerx. B mapamerpe hPubKey yxaswiBator
XCHA KIH0Ya, MPUMEHACMOTO MpH UMIopTe (AN paciuugpOBBIBAHUS
ceccuonHoro kmouva). lapamerp dwFlags oOpiuHO HE mpuMEHSETCS U
MokeT ObITh ycraHoBneH B (. B mapametpe phKey Bosppamacrcs um-
HOPTHPOBAHHBIM KITFOU.

2.11.4. PacwiucpposbieaHue

bazoBas ¢yHKLMS pacinpOBEIBAHUS HMEET CIIEYIOIIEE ONHCAHHE:

BOOL CryptDecrypt(HCRYPTKEY hKey,
HCRYPTHASH hHash,
BOOL Final,
DWORD dwFlags,
BYTE* pbData,
DWORD* pdwDatal.en);

[lepBbiM mapamMeTpoM JaHHOH (GYHKLIUH NEPEIACTCS HHULHATH3H-
POBaHHBII KOHTEKCT CECCHOHHOTO KIIIOUA, MPHUMEHAEMOro A pacuivd-
POBBIBAHHUS JaHHBIX. BTOpOoW mapaMeTp, Kak U B MPEABIAYIIEM MIPUMEPE,
CBsI3aH M0 0OJIBINCH YaCTH ¢ (PYHKIUCH MOJIYUCHHS U MMPOBEPKHU uppo-
BoH noamucu. OGBIMHO OH HE HCIONB3yeTcs U yeTanasiusaeTes B 0. Ia-
pametp dwFlags yaine BCcero He HCMONB3YETCS U TAKIKE YCTAHABIHUBACTCS
B 0. Ilapametper pbData u pdwDatalen ncnonp3yroTcs TOYHO Tak ke,
kak u y CryptEncrypt, u mpeacraBiasror coOOH CCBUIKY Ha BXOJ-
HOﬁ/BbIXOﬂHOﬁ MAacCCUB JAHHBIX U AJIUHY 3TOTO MAaCCUBA JAHHBIX.

2.11.5. Xewuposarue

[Tox xemupoBaHreM MOHHMAIOT MPUMECHEHHE HEKOTOPOH Marema-
THUCCKOW (PYHKIMK (HA3bIBACMOU XelI-(PVHKIMEH) K HEKOTOPHIM JaH-
HeIM. [Ipy mprveHeHnH Xenm-QyHKUUH K MPOU3BOIBHOMY OOBEMY JaH-
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HBIX BCETJA MOJYYacTCd MAacCHB JAHHBIX (PUKCHPOBAHHOrO pazMepa.
K xem-3HaueHHIO npeabsaBsieTes TPeOOBAHHE «YCTOHYMBOCTH K KOJUTH-
3mIM». DTO 3HAYHUT, YTO XCHI-DYHKUIS TEM JIYUIIC, UM TPYIHEC HANTH
JBA TAKHUX CIYYAHHBIX BXOJAHBIX MACCHBA JAHHBIX, JJI1 KOTOPBIX COBIA-
Jamy Obl reHepupyeMble xem-3HaueHus. [Ipu 06paboTke oTHUX U TeX ke
JAHHBIX XCHI-DYHKIUS O0sM3aHa BO3BpallaTh OAHO U TO 3KE XCII-
3HAYCHHUE. JITO CBOMCTBO XeHI-(DyHKLUHN HCIIONB3YETCS MPEHKAC BCETO LIS
KOHTPOJS HaJ LEJIOCTHOCTBIO AaHHBIX. Beap ecmu MBI M3MEHHM XOTh
oIVH OUT BO BXOJHOM MacCHBE WH(POPMALMH, TO PE3YJIbTaT PabOTHI
xe1-QYHKINH (¢ BEICOKOU BEPOSATHOCTBIO) Oy ACT APYTUM.

B Crypto API ais MaHMIySIIMM ¢ X3IIEM HCHOIb3YETCS CIICIH-
aapHBIN X311-006eKT. B3anMoACHCTBIE C 3TUM OOBEKTOM OCYIICCTBIISICT-
€S C MOMOIIBIO CICAYIOIUX TPEX (PYHKIIHI:

¢ CryptCreateHash;

¢ CryptHashData;

¢ CryptGetHashParam.

Jns mepBUYHON MHULMATH3ALMN X3II-00BCKTa IPHUMCHAIOT (PYHK-
uuro CryptCreateHash. JlanHas dyHKIUMS UMECT CACAYIOIICS OMUCAHUE:

BOOL CryptCreateHash(HCRYPTPROV hProv,
ALG ID Algld,
HCRYPTKEY hKey,
DWORD dwFlags,
HCRYPTHASH* phHash);

B xauecrtBe mepBoro mapaMeTpa AAHHOW (YHKIMH MCPECAACTCS
VHHUIMATH3MPOBAHHBIN KOHTEKCT KPHUIITOMPOBaiepa. BropeimM mapamer-
POM YKa3bIBACTCS ATOPUTM MOy ueHus 3HadcHus xewma. [lapamerp hKey
HCOOXOAWM JIHIIb B CIy4as MPUMCHCHHS CICLUATUIUPOBAHHBIX AJIrO-
purmos Tuna MAC n HMAC.

IMapametp dwFlags 3apesepBupoBan moa BO3MOXKHOE Oy ayIIEe HC-
MOJIb30BAHUE U MOJKeH ObiTh Beeraa paseH 0. Uepes mapamerp phHash
(VHKLHS BO3BpAINACT XCHAN CO3AAHHOTO €10 Xem-oOobekTa. [locne Toro
KaK XCIHI-OOBCKT CTAHCT HCHYKHBIM, HYKHO OCBOOOIUTH XCII-OOBEKT
¢ nomotneio Beizosa pyukuuu CryptDestroyHash.
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IMocne wHMIU@aTH3AMK XCIM-0O0BEKTa MOYKHO HAYaTh MEPeAady
JaHHbIX xem-(pyHkmu ¢ nomoinpd BeizoBa CryptHashData. Jlanuas
(YHKIIS IMEET CIACAYIONICS OMUCAHUC:

BOOL CryptHashData(HCRYPTHASH hHash,
BYTE* pbData,
DWORD dwDatalen,
DWORD dwFlags);

B kadecTBe mepBoro mapamerpa JaHHOH (QYHKIMH MEPEeIacTCs pa-
HEC WHHUIHMATU3UPOBAHHBIN XCHII XelI-00bekTa. BTopeiM mapamerpom
nepeaacTcs nopuus JaHHBIX Ans xem-¢yakiwu. Ilapamerp dwDatalen
npeacTasisieT cobol anuHy nepeaasacMbix AaHHbIX. [lapameTtp dwFlags
OOBIHO PaBCH HYJIIO.

[Tocne nonHOM mepeaayn BCEro MaccHBa BXOTHBIX AAHHBIX (DYHK-
mun CryptHashData Bo3HukaeT HEOOXOIUMOCTh B MOMYUYCHHUN 3HAYCHHUS
xew-pyHkuy. JlaHHas 3amava pemactcs ¢ MPUMEHCHHEM (DYHKIHMH
CryptGetHashParam. Jlanuas (yHKIUS UMECT CICAYIOIICE OMUCAHHUE !

BOOL CryptGetHashParam(HCRYPTHASH hHash,
DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatalen,
DWORD dwFlags);

B kauecTse nepBoro napamerpa JaHHOH (YHKIMH [ICPSIACTC PAHCS
VHHUIMATH3UPOBAHHBIN XCHAT Xei-00bekTa. Bropoii mapametp, dwParam,
(GYHKLIHK ONMPEACSACT TUIl 3alpaluuBacMoro 3HadcHws. Jms momydeHus
XCLI-3HAYCHHUS HEOOXOAUMO MEpeJaTh BTOPHIM aPryMEHTOM 3HAUCHHUC
HP HASHVAL. Ilapametps! pdData u pdwDatal.en oteeuaror 3a 6710k na-
MSITH, HUCTIONB3YyEeMbIH 10oj Bo3Bpamacmoe 3HadcHue. Ilapamerp dwFlags
3ape3ePBUPOBAH [Tl OYAVINETO HCTIOIb30BAHUS M JODKCH ObITh PABCH HY-
0. [l mpoOBEPKH MPABHIBHOCTH XCLI-3HAYCHMS HY)KHO TOIYUHTh XOII-
SHAYCHUC JAHHBIX U CBCPUTH CI'O € MPOBCPACMBIM X3IIT-3HAYUCHUCM.

2.11.6. ughpoeas nodnuck

[Tox udpoBoil NOAMICHIO MOHUMAIOT HEKYIO NPOM3BOJHYIO JaH-
HBIX, [0 KOTOPOM OJHO3HAYHO MOKHO OHPEACIHTh LEJOCTHOCTh U OT-
MPaBUTENs MPUCIAHHBIX JaHHBIX. B mpocTelimem ciayuae mon uudposoi
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MOJMHCHI0 MOXKHO MOHUMATh JAXKE COOCTBCHHO IMU(POBAHHBIA KOHTCHT
B CIy4ae, KOraa K4 IH(POBaHUS HE CKOMIIPOMETHPOBAH U OJHO3HAY-
HO HPHHAIIC)KAT U3BECTHOMY OTIpaBUTEI0 HHpopmaruu. Ha npaktuke
K€ HCIIONIB3YIOT ropa3ao 6051ee HHTEPECHBIM METOJ: MEPBUYHO HCIIOIb-
3VIOT MOJYYCHHE XCIIa JAHHBIX, 4 3aTeM MH(QPYIOT MOIYUCHHOC XCII-
3HAUCHHE C MOMOINBIO AITOPUTMA € OTKPBITBIM KIMOYOM. Takum oOpa-
30M, TIO HOMYYCHHOH LU(POBON MOAMUCH MOXHO CYIHUTh KaK O LIEIOCT-
HOCTH JaHHBIX (pacmmdpoBaB HUPPOBYIO MOAMUCH, MBI MOMKEM 3aTEM
MPOBEPUTD MOIYUCHHOS 3HAYCHHE XCIA), TAK ¥ 00 OTHPaBUTENC JAHHBIX
(ansa monyueHus uuPOBON NOAMUCH HCTIONB3YETCS HE MyOIHYHBIH KT
OTIIPABUTEIS, & CCKPETHRIN, KOTOPBIH MOKET OBITh HCIIOIB30BAH TOJIBKO
CaMHM OTHPABHUTEIEM ).

Nmenno Takolt noaxon k GopMUpOBaHNIO HU(PPOBON MOAMKUCH UC-
none3yercs B 0a3oBbix QyHKIuIX Crypto AP ams paGoTel ¢ MOANKCEIO.
bazosag QyHKIMS MONYICHNS NOANUCH XeIla JAHHBIX UMECT CICAVIOIEE
OIIHUCAHUE!

BOOL CryptSignHash(HCRYPTHASH hHash,
DWORD dwKeySpec,
LPCTSTR sDescription,
DWORD dwFlags,
BYTE* pbSignature,
DWORD* pdwSiglLen);

B xadectBe mepBoro mapaMeTpa HCIOJb3YETCS 3HAUCHHUC XCHAIA
XCUI-O0BCKTA, VIKE HHHLHATU3HPOBAHHOIO JAHHBIMH (C TOMOIIBIO
¢yukuun CryptHashData). Ilapamerp dwKeySpec omnpeaensier, xakas
HMCHHO Mapa KIouei OVAeT HCIoMb30BaHa At OPMHUPOBAHMUS TOANHCH
(AT KEYEXCHANGE (mapa ama oOMeHa — KIOWaMM) — HITH
AT SIGNATURE (mapa nnsa popmuposanus undposoii moamnvcu)). Eme
pa3 xouercss 0OpaTUTh BHUMAHHE YUTATENS, YTO BO MHOTHX KPHIITOIIPO-
Baliacpax mapa KIroucH, MPeIHAHAMCHHAS UTs OOMCHA, KITFOUaMU, MOKET
TaKXKE HCIONb30BaThes U AN GopMupoBanus U(POBOI moamucH (HO He
BO Bcex kpunronposaiiaepax). [lapamerp sDescription Gonee He MCTONb-
3yeTCs B JAHHOW (PYHKIMH, U €r0 3HAYCHHUEC MO/UKHO BCeria ObITh yCTa-
HoeneHo B NULL. IMapamerp dwFlags oOpiHO ycTaHaBIHBAIOT TaIOKe
B 0. INapameTprr pbSignature u pdwSiglen ncnonb3yioT A KOPPEKTHO-
r0 YKa3aHUS CCHUTKH HA MACCHB BBIXOJHBIX JAHHBIX U €T0 pa3Mepa.
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2.11.7. Mposepka yughpoeolii nodnucu

Jis npoBepku 1uhpOBOM MOAIUCH XCII-3HAYCHHUS HCIIOJIb3YETCS
OazoBast PyHKLMS, UIMEIOLIAS CIICAYIOICE ONUCAHNE!

BOOL CryptVerifySignature(HCRYPTHASH hHash,
BYTE* pbSignature,
DWORD dwSigLen,
HCRYPTKEY hPubKey,
LPCTSTR sDescription,
DWORD dwFlags);

B kadectse mepBoro mapamerpa B (VHKLHIO MEPESAACTCS XCHAT
XCII-00BEKTA, MPEIBAPUTCIEHO HHULHATM3HPOBAHHBIN JaHHBIMH OCPE-
ctBoM ¢yHkuun CryptHashData. Bropoii n TpeTuii mapamMeTphl OTBEYAIOT
3a mepeaady 3HaucHUs mposepscmoi noamucH. Ilapamerp hPubKey wc-
MOMB3YETCS IUTsl YKA3aHUS XCHUTA MyOIHYHOTO KIF0YA OTIPABUTEIIS MOA-
mucH (Toro, K10 coOCTBEHHO copmuposan mubpoyo noamucs). Ilapa-
meTtp sDescription B HacTosmee BpeMs O0siee HE HCIIONABb3YCTCS, U €ro 3Ha-
ueHne A0kHO ObiTh yeraHoBiaeHo B NULL. Tlapamerp dwFlags taxoxe
OOBIYHO HE HECET MOJIC3HOM Harpy3Ku U ycTaHaBmuBactcs B 0.
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3. UICMNOJIb3OBAHUE MHCTPYMEHTOB KPUNTOIPA®UH
B DELPHI-NPUNOXEHUAX

3aimquTa nHOOPMAIIUH OT HECAHKLIMOHUPOBAHHOTO TOCTYIIA U Pac-
MPOCTPAHCHHUS UTPaCT BCE 00JICC BaKHYIO POJIb B COBPECMCHHOH JKH3HH.
3agaua kpunTorpaduu — obecneuuth 3TV 3amuty. O TOM, YeM MOTYT
OBITh TIOJC3HBI JTOCTHIKCHHUS OTOH HAYKW JUIS TIPOTPAMMHCTA M KaK HMX
KCIO/Ib30BATh, OYACT U3I0KCHO AA/ICC.

3.1. OcHOBHbIe NoHATUA

IIpeskae Bcero BBEAECM HECKONBKO TMOHITHH U TCPMUHOB, YTOOBI
B JaTbHEHUIIEM HX CMBICI HE BBI3BIBAT Y BAC BOMPOCOB HIIH HEAOMOHUMA-
Hust. QOTKPBITHIN TEKCT — COOCTBECHHO, 3TO U €CTh Ta UHGpOPMAILIHS, KOTO-
PYIO MBI OVIEM HBITATHCS 3AIMUTHTE OT HECAHKLMOHUPOBAHHOTO JOCTY-
na. «OTKPBITBIH TEKCT» — 3TO BOBCE HE 0043aTEIIEHO UMEHHO TEKCT, 3TO
TaKXKE MOTYT OBITh JBOMYHBIC JAHHEIC, TPOTPAMMHBIN KO U T.J.

Hugpposannuviii mexcm — pe3yabTaT NPeoOPA30BAHUA OTKPBITOrO
TEKCTa, C HCMOJB30BAHUCM KPUNTOTPA(QUUECCKUX AITOPHTMOB M AOMOJ-
HUTEIBHOTO MapameTpa (KIro4a), HEAOCTYITHBIH 1T BOCIIPUATHSL.

Hugpposeanue — mpouecc co3maHus MHU(POBAHHOTO TEKCTA MPH
HAITUYHH OTKPBITOTO TEKCTA U KIIFOUA.

Jewugpposanue — mporecc BOCCTAHOBICHUS OTKPBITOTO TCKCTA M3
mH(pPOBAHHOTO MPU MOMOLIH KITFOUA.

Kniou — mapametp mudpa, HeoOXOAUMBIH 11 MU(POBaHUS W/ HIH
JemugppoBaHUsL.

lugper noapaszensroTcss HA JABC TPYNIBL  CHMMCTPHYHBIC
U ACHMMETPHYHBIE.

Hna mudposanus u aemugpoBaHUsI UCTIOIb3YETCS OOUH U TOT JKE
km04. OUEBUAHO, YTO «CEKPETHOCTD) MHU(POBAHHOTO TEKCTA 3aBHCHT OT
«CEKPETHOCTH» KITIOYA, MO3TOMY TAKHC KIFOYH TaK M HA3BIBAKOTCS «CEK-
petHBIMIY. TYT ecTh oaHa mpobnema: mpH mepenade coodmeHns code-
CCAHUKY HEOOXOIMMO, YTOOBl YV HEro OBLT TOT KE KIIOY, YTO H V Bac.
A rie rapaHTHi, YTO MpPH MEpeiade KIro4da COOSCCTHUKY €ro HHUKTO HE
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nepexBaTuT? Jta mpodreMa PeIacTes ¢ MOMOIIBI ACHMMETPUYHBIX al-
roputMoB mwudposanmsl. CHMMETPHYHBIE ANTOPUTMBI MOTYT OBITH OJI04-
HbIMH (COO0IICHUE pa3duBacTCs Ha ONOKU (PUKCUPOBAHHOM JJIHHBI, KaXK-
OBl M3 KOTOPBIX IMU(PYETCS OTACIBPHO) U MOTOKOBBIMH (COOOIICHEHE
mudpyvercs nocumBoneHO). Ilpu wcnonp3oBanum OnouHBIX MH(POB
pasMep cooOIIECHHS AODKCH OBITh KPaTeH pa3Mepy OJ0Ka, B IPOTHBHOM
CAy4ae MOCACAHUE ONOK MOMOIHICTCS A0 HEOOXOAUMOM JivHbL. baou-
HBIC IUQPHI CYUTAOTCS O0JICE HAACKHBIMH.

3.2. AcUMMeTpUYHbIe Wndpbl

Hna mudposanns U AcmugppOBaHUs HCIIOIB3YIOTCS PA3HEIC KIKO-
yn. QOQUH U3 KIIOYCH ACPKUTCS B CTPOXKANIIEM ceKpeTe (OH Ha3bIBACTCS
«3aKpBITBINY), Apyrod — mybmukyetcs («oTKpbIThii»). Temeps mpen-
CTaBbTE, YTO BBl XOTHTE NICPEAATh KAKYHO-THOO CCKPETHY K HH(OPMALIUIO
BaIlleMy APYTY WK KOIere. Bbl BO3BMETE €ro OTKPBITEIA KITIOY (KaK ViKe
OBUTO OTMCUECHO, OH HE SBISCTCS CEKPETHBIM, U Y3HATH €r0 MOMET KTO
VIOZHO) M 3ammdpyeTe ¢ €ro moMompl cBoe coodmenue. Ilomyuus
mr(pPOBAHHBIN TEKCT, OH MOMBITACTCSA PAcCIIU(POBATh €0 € MOMOLIBIO
CBOCTO 3aKPHITOr0 Kmova. Tak Kak 3aKphITBIA KIFOY KPOME HErO HE H3-
BECTCH HHKOMY, TO TMOJIYYCHHOC COOOIICHHE HE CMOXET BOCCTAHOBHTH
HHUKTO IOCTOPOHHUH.

l'oBopst 06 acuMmeTpHyHBIX MmMHU(paxX, HCOOXOIUMO YIOMSHYTh
CIIE OAHY 3aMCUATEIBHYIO BO3MOXKHOCTE. IIpeacrasere, uTo BhI 3ammg-
pyeTe cOOOIIEHUE HE OTKPBITHIM KITFOYOM TMOIYYATEs, & CBOUM 3aKphI-
TBIM KII04UOM. PacmmgpoBarh Takoe cCOOOIICHHE MOXKHO C TTOMOILIBIO
BaIlICTO OTKPBITOTO KJIOYA, TO €CTh BCe HaoOopot. Temepr momyuaercs,
YTO pacimudpoBaTe MOXKET KTO YIOAHO, a 3amu(ppoBaTh — TOIBKO BHI.
Kpome Toro, BHECTH OCMBICTICHHOE H3MEHECHHE B COOOLICHHE (HAMIPUMED,
MPUITACATE HOMUK K JCHC)KHOW CYMME) HHUKTO TIOCTOPOHHHUE HE CMOXKET.
Takum 00pazoM, MOSYUIATEIE CMOXKET Ay TCHTU(UILIUPOBATH OTIPABUTE]IS,
T.€. OH OVAET VBEPCH, UTO OTIPABUTEIL COOOIICHUS HMECHHO BBl U HUKTO
JAPYToi. ITO Ha3bIBACTCS BNCKTPOHHO-LM(poBol noamuceto (ALIT), nmn
mpocTo HU(PPOBON HOAMUCHIO.
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Kakumu Obl 3amMcuaTeIbHBIMH ACHMMCTPHUHBIC AJITOPUTMbBI HH
OBUTH, Y HUX €CTh OJMH CYINCCTBCHHBIH HEAOCTATOK. MO OBICTPOACHCT-
BUIO OHH VCTYNAIOT CHMMETPHYIHBIM Pa3 B CTO M UCTIONIB3YIOTCS B OCHOB-
HOM TONBKO 1And mudpoBanus Hebompmmx coodmenuil. [losTomy Ha
MPaKTHKE Yalle BCETO MPUMEHSIIOT CXEMBL, COUCTAIOINUE B cebe BCe J0C-
TOWHCTBA U CHMMCTPHYHBIX, U ACHMMCTPHYHBIX aITOPUTMOB, HAPUMED:

1. CexpeTHbBIH KITHOY, ¢ MOMOIIBI KOTOPOro OyACT 3amudpoBaHO
coOOIICHNE B JAHHOM CEaHCE CBA3H (STOT KIIOY HE PCKOMCHAYIOT HC-
MOJIb30BATh MOBTOPHO M HA3BIBAIOT «CECAHCOBBIMY), MIU(PPYETCS aCHM-
METPHYHBIM AITOPUTMOM C MIOMOIIBIO OTKPBITOTO KIHOUA MOTYYATEIIS.

2. CooOricHne mudpyeTcs CUMMETPUYIHBIM AJTOPUTMOM € TTOMO-
B0 CEAHCOBOTO KITHOYA.

3. 3amungpoBaHHBIA CCAHCOBBIM KITI0Y U COOOLICHHE OTIPABIIIIOT-
4 MOy UATENIO.

4. Ilonyuartens cHavana paciiu@poBBIBACT CCAHCOBHIN KITHOY C TMO-
MOIIBIO CBOETO 3aKPBITOTO KIIIOYA, & IOTOM U CaMO COODIICHHUE.

A xak ke ObITh ¢ IU(POBOH MOJNUCHIO, BEAb, KAK VKE ObLIO H3-
JI0’KEHO paHee, JJTMHHBIC COOOIICHHS MU(POBATh C MOMOIIBIO ACHMMET-
pUYHBIX anroputMoB Hepasymuo? [lpeskae dem OTBETHTh HA ITOT BO-
MPOC, MO3HAKOMHUMCSI € €IS OAHUM MOHITHEM — X3I-(DyHKIHS.

3.3. Xaw-chyHKumA

Xour-yHKiws — 310 Takas GyHKUUS, 3HAYCHUS KOTOPOU SIBISICTCS
HCOOpaTUMBIM MPEOOPA30BAHUEM HCXOAHOTO 3HAuUCHUs. Jpyrumu cio-
BaMU, MyCTh V HAC €CcTh 4ucio 4. Beruncaum Y=H(A4). ®yukuus H Oyaet
HCOOPATUMOM, ©C/M, 3HAsl 3HAYCHUC Y, BOCCTAHOBUTh A OVICT HEBO3-
MOKHO. TakoMy yCIOBHIO VIOBICTBOPSICT, HAMPUMEP, MPOCTCHINAS KOH-
TPOJbHAS CYMMA, OJHAKO K X3I-(YHKIUSIM €CTh €IIC OJAHO CECPhE3HOC
TpeOOBAHUE, OYCHb CIIOKHOM 33JauCh JODKHO SIBISTHCS HAXOXKICHHUC
Takoro uucnaa B, e pasHoro A, uro H(B) takxke OyaeT paBHsThCs Y (Ta-
KHE CJIyYad HA3BIBAKOTCH KOLTH3usAMu). Hucao ¥ HasbiBarOT AalKeCcTOM
WJIH OTIICYATKOM COOOIICHHUS.

I'ne sto moxker mpuroanteca? Hamprmep, xopowmuM pereHHeM
OvaeT XpaHuTh B 0a3¢ AAHHBIX MAPOJCH HE CaMU MAPOJIH, a UX OTICYAT-
KH, MPU BBOJAC MOJIH30BATSICM MAPO/IS, BBHICUUTHIBATH €rO OTICUYATOK
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W CPaBHMBATEH CO 3HAUCHHUCM B 0a3e maHHbX. ECTM 3M0yMBINIICHHUK TT0-
JYYAT TOCTYI K 3TOM 0a3ze, TO MapojM OH y3HATh HE CMOXET, TaK Kak
xom-pyHKIHUS HeoOparuMa. Takke OH BPsA JH CMOKET MOA0OpaTs apy-
roi Mapoib ¢ AHAJTOTHYHBIM OTICYATKOM.

A Tenepb BepHeMcs K mudposeM noanucaM. Kak yxe Ovlio 3ame-
YCHO, MOAMKCHIBATH 1IEJIOC COOOICHHE HepasyMHo. B umdposoii moxmu-
CH IVIABHOC — HE CCKPETHOCTh CAMOT0O COOOIICHMUS, a TAPAHTHS TOTO, UTO
OTMPABUTEIIb TOT, 34 KOTO CEOSI BBIAACT, U TEKCT COODMICHUS HE OBbLIT H3-
MeHeH mocjie moanucaHus. OOBYHO MOCTYNAOT TAK. BBICYUTHIBACTCS
OTIICUATOK cOOOIIeHU (0OBYHO OH cocTaBmieT 16—64 Oaiir), mudpyer-
€A 3aKPBITHIM KJIFOUOM OTIIPABUTEIA M MEPEAACTCS BMECTE ¢ CaMHUM CO-
obmienneM. [lonyuare;ip BEIYKCSIET OTICUATOK COOOMICHMS, paciuudpo-
BBIBACT TIOAMHCH OTKPBITBHIM KITFOWOM OTHPABUTEIIA W CPABHHUBACT TIOJY-
YCHHBIC 3HAYCHUA, DTa TPOLICAYPA HA3BIBACTCA BEPHU(DHKAIMCH.

3.4. MonynapHbIe anropuTMbl

Jo 3TOro MBI paccMaTpUBAIN KaKHE-TO abCTPAKTHBIC AITOPHUTMBL,
a Termepb HACTANO BPEMs Ha3BaTh WX Mo uMeHaM. Cpeau CHMMETPUYHBIX
aNrOpPUTMOB MOKHO BbLACTHTE anroputM DES (paspaGortannerii dupmoit
IBM u ytBepxkacHHbIH B 1977 rony npasureascteoM CHIA kak odurm-
a’mpHBIA craHaapt. brounwléi amroput™. HecMorps Ha momymspHOCTS,
AJITOPUTM VSI3BHUM, B HCTOPHUH W3BECTHBI Ciydan B3noma), 3-DES, korto-
pBIli HA CaMOM JEJIC MPESACTABISCT COOOM HE YTO MHOC, KaK TPOHHOS
mrudposanue DES tpems knrouamu, RC2 (Gnounsiit), RC4 (motokossiii),
IDEA (OmouHsi#). ¥ KaKIOr0 M3 HUX CBOM JOCTOMHCTBA M HEJOCTATKH.

Cpean acHMMETPHYHBIX aIrOPUTMOB CICAYET BeLACTUTE RSA, Ha-
3BaHHBIN B uecTh PoHa Pusecra, Anu Lllamupa u Jlena Aaensmana, pas-
paboraBmmx amroput™ B 1977 roay. Hmes anropurma 3akIrovacTcs
B CIICAVIOIIEM. MEPEMHOKUTh JBA YHCIA HAMHOTO MPOLIC, YE€M Pasno-
JKUTBb TIPOU3BEACHUE HA MHOXHTCIN. DTOT AJATOPUTM Oy ACT OIHMCAH HUXKE
O TCKCTY.

1. Jlng Havana HY»KHO CTCHEPUPOBATh ABA OONBIIUX MPOCTHIX UHC-
Tapugq.

2. Hatitm n = pq.

48



3. Bribpatp urcno e (o6brano mopsaka 10 000) BzaumHO mpocToe
¢ phi=(p-1)(¢-1), T.c. uncna e u phi He IMECIOT HUKAKUX OOIIHX OCITHTC-
aci, kpome 1.

4. I'enepupyerca uncno d Takoe, 4yto ed = 1(mod phi) — 3anuce 03-
Havaer, uto (ed—1) aeaurcs Ha phi.

5. UYucma 7 ¥ e myOJIMKYIOTCA KaK OTKPBITBIA KIHOY, & YUCIO d
JEPKUATCS B CTPOKAUIIEH TalHEe — 3TO 3aKPBITHIM Kimrod. Yncna p u g ske-
JaTebHO MO0 YHHUTOKHTE, THOO TAKKE XPAHUTH B TAWHE.

CooOmmenure 3amudposeiBactes no dopmyie y = xe(mod #), rae x —
HUCXOAHOC coo0ImeHne, a y — 3amubpoBanHoe. PacirudpossiBacTcs
¢ IOMOIIBIO 3aKPHITOrO KITtoYa d ciaeayroimmmM obpaszom: x = yd(mod 7).
HazmexHocTh anropuTMa 3akimovacTcs B TOM, YTO U BOCCTAHOBICHUS
3aKPBITOrO KII4a d HEOOXOAUMO 3HATh uucaa p u ¢. MIx MoxkHO momy-
YHUTb, PA3TI0KUB HA MHOXKHTEIH YHCIO /2, HO €CJIH YHCTA P U ¢ AOCTATOY-
HO OOJBIIHE, TO 3Ta 3a4a4a CTAHOBUTCS NMPAKTUYCCKH HEPa3pPELIMMOM.
B HacTosmuii MOMEHT PEKOMEHAVIOT BEIOMPATE P U ¢ TaKWe, YTOOBI Ipo-
u3BeACHHUE # ObLTO HE Kopoue 1024 Our.

Hy u cpean anropurMoB XCIIUPOBAHUSA MOXKHO HAa3BaTh CICIYEO-
mue: MD4 (128-paspsaaneiii orneuatok), MD3 (paspaGotan B 1991 roay,
128-pazpsaauenii otriewarok, npummen Ha cMeny MD4, B 2004 roay B an-
ropuT™Me OOHAPYIKCHA VI3BUMOCTb, MMO3BOJIIOIIAS JOBOJBHO OBICTPO Ha-
xoauthk kousuu), SHA-1 (paspabGotan B 1995 roxy, 160-pazpsanbiit
OTIICYATOK, JONT0e BpeMs ObLT HaHOOIee MOMYIPHEIM, OJHAKO B HaYae
2005 roga ¢ HUM MPOU3OULIO TO KE camoe, uto u ¢ MDS3. bproc [xaiiep
sagsBua:. «SHA-1 has been broken»), SHA-224, SHA-256, SHA-384,
SHA-512.

3.5. CryptoAPI

Kpunrorpaduueckne QyHKIMH SBISIOTCS YacThIO ONEPALIMOHHON
cucrembl Windows, 1 06paTUTBCS K HUIM MOYKHO TIOCPEACTBOM HHTEpdCii-
ca CryptoAPI. OcHoBHBIC BO3MOKHOCTH AOCTYHHBI eiie ¢ Windows 95, Ho
co BpeMeHeM onu pacummpsituck. Omvicanne gyakumii CryptoAPI moxxHO
Haiiti B MSDN, B pabote [2] unu B cipaBouHoM daiine k Delphi. ®yhk-
uun coaepkarcs B oubmmorekax advapi32.dll u crypt32.dll. MIx mosxHO
HMIIOPTHPOBATE CAMOCTOSITEIIFHO, 4 MOYKHO BOCIIOIB30BATBCH (haiinom
Werypt2 .pas, KOTOPHIN NpHIaracTcs K JAHHOH CTaThE.
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IMoxxmouenne x kpunronposaiaepy. KonTelHeps! KItoueH.
IepBas GyHKUMS, KOTOPYIO MBI PACCMOTPHUM, OYACT CJICTY FOLIHEA;

function CryptAcquireContext(phProv  :PHCRYPTPROV;
pszContainer :LPAWSTR;
pszProvider :LPAWSTR;
dwProvType DWORD;
dwFlags :DWORD) :BOOL; stdcall;

B OGonpmuncTBe ciyuace paboTta ¢ KpunrorpaduUecKuMH BO3-
MOKHOCTIMH Windows HAauMHACTCS ¢ BBI30BA UMCHHO 3TOH (VHKLMH,
KOTOPasi BHIMIOTHICT NOAKITIOUCHNEC K KPUNTOIIPOBAMACPY M BO3BPALIACT
ero aeckpurrop B mapamerpe phProv. Kpunronposaiinep nmpeacrasnset
coboii dll, He3aBUCHMBIA MPOTPAMMHBIA MOAYIIb, KOTOPHIN (PaKTHUCCKH
UCHONHACT Kpunrorpaduueckue amroput™sl. Kpunronposatizepsl Obi-
BaIOT PA3MUYHEIC H OTJIHYAIOTCH COCTaBOM (YHKIMH (Hampumep, HEKO-
TOPBIC KPUIITOMPOBAHACPE! OTPAHHIUBAIOTCS THIIb LUAPPOBBIMH [TOIIIH-
CAMH), UCMOMB3YEMbIMU AITOPUTMAaMH (HCKOTOPHIC MH(PPYIOT aaropur-
mMom RC2, apyrue — DES) u gpyrumu Bo3moxkHOcTsAMH. B kakaoit
ONECPALMOHHOM CHCTEME CBOH COCTAaB KPUNTONPOBAWACPOB, OJHAKO
B kaxkgon mpucyrcrByer Microsoft Base Cryptographic Provider v1.0.
ITpu BezoBe dyukimu CryptAcquireContext, HCOOXOAUMO yKa3aTh HUMS
mpoBaiizepa u ero THO (COOTBETCTBCHHO B mapamerpax pszProvider
u dwProvType). Tun nposaiinepa onpeaesier coctaB PpyHKIUNA U MOA-
JCPKUBACMBIC KPUIITOAITOPUTMBI, HATIPUMED:

Tun PROV_RSA FULL

¢ OOMeH kirouamu — anroput™ RSA

¢ Lludposas moxmicek — anropurm RSA

¢ [udposanue — amropurm RC2 u RC4

o Xosmmposanue — anroputMel MD5 u SHA

Tun PROV_RSA _SIG

o OOMEH KIFOUaMU — HE TIOAACPIKUBACTCS,

¢ 1udposas moanuck — anroput™M RSA,

¢ mudpOBaHUE — HE MOAICPKUBACTCS,

e xsmuposanue — arroputMel MD3 u SHA.
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Microsoft Base Cryptographic Provider v1.0 otHocuTcs k THITY
PROV_RSA FULL wm ams 3TOro THIA HCHOIB3YETCH MO YMOITIAHUIO
(ecau B mapametpe pszProvider ykazats nil). B mapamerpe pszContainer
HEOOXOIUMO yKa3aTh UM KOHTCHHEPA KITIOUCH, KOTOPBIH MbI COOHpacM-
€5 UCTOTB30BaTh. JIeo B TOM, UTO KKABIH KPUITOIPOBAMAED COACPIKUAT
0a3y JaHHBIX, B KOTOPOW XPaHATCS KIIOYH MOIB30BATCICH. ITH KIIOUN
IPyNImIpyioTcs B KoHTeiiHepax. COXpaHsMIOTCS TONBKO KITIOUCBBIC MAPhI
ISl ACHMMETPHYHBIX ATTOPUTMOB, CCAHCOBBIC KIIOYH HE COXPAHSIOTC,
TaK KaKk UX HE PEKOMCHAYIOT HCIOJb30BaTh MOBTOPHO. Takum oOpasom,
KaXKIBIH KOHTCHHEP NUMECT UMS U COACPIKHUT MO OJHOMY KITIOUY (TOUHEE,
MO Mape — OTKPBITHIH-3aKPBITHIH KIE04) Ans HudpoBoii noamucu u obme-
Ha KIOYaMHu (IOMHHUTE, YKE OTMEYATIOCh, UTO HM3-3a HU3KOrO OBICTPO-
JCUCTBUS ACHMMETPHYHBIC ANTOPHUTMBI HCIIOIB3YIOTCS B OCHOBHOM
TONBKO 71 [HU(POBAHHUS CCAHCOBEIX KIIOYCH M moanucH xaima). B zasu-
CHMOCTH OT KPUINTOIpoBaiaepa 0a3a JaHHBIX MOXKET XPaHHUTHCA B (aii-
Jax, PEecTpe HIH B KAaKHUX-THOO aNmapaTHbIX CPEACTBAX, HO 3TO HE BIIHS-
€T Ha PaboTy MPOrpaMMHUCTa ¢ KOHTCHHEpaMu Kitouek. ECiiu B KauecTBe
napamerpa pszContainer ykasats nil, To OyAeT HCITOIB30BATHCS KOHTCH-
HEp KIIOUCH, HAa3BaHUE KOTOPOTO COBMNAAACT C MMEHEM IOJIB30BATEI,
MoJ KOTOPbIM OBLT OCYINECTBICH BXOA B cucteMy. Ho Tak aenare He pe-
KOMCHIYETCS: JEJIO B TOM, UTO €CJIU JBA MPHIOKCHUS UCTIONB3YIOT OJHUH
U TOT E KOHTCHHEP, OJHO W3 HUX MOMKET H3MCHUTh WM YHHUYTOXHTh
KIIIOYH, HCOOXOANMBIE OIS KOPPEKTHOU paboThl APYroro MpPUIIOKCHHS.
[TosTOMY PEKOMEHAYIOT HCHONB30BATh KOHTCHHEPHI, HMEHA KOTOPBIX
COBIIAAAIOT C UMCHEM MPHIOXKCHH.

[NapameTp dwFlags MoxeT ObITE HYNCBBIM WM MPHHHAMATE OJHO
U3 CICAYIOIINX 3HAYCHUU:

CRYPT_VERIFYCONTEXT - stor ¢nar npexHaszHadeH A
MPHIOXKCHUH, KOTOPHIC HE AOJDKHBI UMETh AOCTYI K 3aKPBITHIM KITIOUaM
KOHTelHepa. Takue npumokeHHS MOTYT 00paIlaTbes TOMBKO K (PYHKIH-
M XCLIMPOBAHHA, MPOBEPKU LHU(POBOH MOANMUCH WIH CHMMETPUYHOTO
mudposanud. B atom cnyuae mapametp pszContainer JomkeH ObITh pa-
BeH nil;

CRYPT NEWKEYSET — co3aaeT HOBBII KOHTCHHEP KIIOUCH, HO
CaMH KITFOUH HE CO3AA0TCS;
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CRYPT DELETEKEYSET - yaanser koHTCHHEp BMECTE C Xpa-
HAmuMuCA TaM kiarodamu. Ecnu 3aman 3tor ¢ar, To MOIKIOUCHHE
K KpPUNITONPOBAaWACpPY HE mpoucxoaut u mapamerp phProv Heompe-
JEICH,

CRYPT MACHINE KEYSET - mo yMOm4aHHIO KOHTCHHEPHI
KITIOUCH COXPAHAIOTCS KaK HOIb30BATCABCKHUC. 1T OCHOBHBIX KPHIITO-
HNpPOBAMAEPOB 3TO O3HAYAECT, YTO KOHTCHHEPBI KJIIOUEH COXPAHSAKOTCS
B MOJIb30BATCIBCKUX MpoduIsax. ITor ¢uar MOKHO YCTAaHABIUBATH
B KOMOMHALMH C APYTHMH, 9TOOBI yKa3aTh, YTO KOHTCHHED SIBISCTCS
MaIIMHHBIM, TO ecTh XpaHurca B npodune All Users. B ciyuae yemexa
¢yHKUms Bo3Bpamact true, B mpotusHoM ciyuac — false. GetLastError
BEPHET KOJ OIIHOKH;

function CryptReleaseContext(hProv :HCRYPTPROV;
dwFlags :DWORD) :BOOL; stdcall;

Ona 0cBOOOXKIACT KOHTCKCT KPHNOTONPOBAMAEpa W KOHTCHHEpa
kroucii; hProv — aeckpunrop kpunronposaiiaepa, MOMYUCHHEINA PU BhI-
30Be CryptAcquireContext; dwFlags — 3ape3epBupoBaH U JOKCH paB-
HTBCS HYJI10. B crydae yemexa (yHKIHs BO3BpamacT true, B MPOTHBHOM
cnyuae — false. GetLastError BepHer ko ommbku.

[TpuBeaem npumep paboThI ¢ 3TUMH (QYHKLFIMH:

uses Werypt2;

procedure CryptProc;
var
Prov: HCRYPTPROV;

begin

CryptAcquireContext((@Prov,nil nil, PROV _RSA FULL CRYPT VERIFY
CONTEXT);
// Pabomaem ¢ pynryuamu CryptoAPI
CryptReleaseContext(Prov,0);
end;
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[Ipexne yem mepedTH HEMOCPESACTBEHHO K KpUNTOrpaduyeckumM
dvHKIHAM, ynoMsHy eme o Takux (yHkmpax, kak CryptSetProvider,
CryptGetDefaultProvider, CryptGetProvParam, CryptSetProvParam,
CryptEmunProviders, CryptEnumProviderTypes, onucanue KOTOPBIX BbI
HaWJeTe CaMH.

3.6. XawwmpoBaHue N aneKTpoHHO-LMdpoBas noanuchb

function CryptCreateHash(hProv HCRYPTPROV;
Algid ALG ID;
hKey HCRYPTKEY;
dwFlags :DWORD;
phHash :PHCRYPTHASH) :BOOL; stdcall;

Ita GyHKIUS CO3AACT B CHCTEME X3II-00BCKT U BO3BPAINACT B Ma-
pameTpe phHash ero aeckpunrop. JlaHHbIC, HOCTYHAKOIIHE HA BXOA X3II-
00BeKTa, TaM MPeoOpa3vIoTCa, U HX OTHCYATOK COXPAaHICTCS BHYTPHU
xam-o6bpekTa. B mapamerpe hProv Hy»kHO ykazate aeckpuntop mposaii-
aepa, nonyueHHbIH ¢ momompio CryptAcquireContext. [Tapamerp Algid
YKa3bIBACT HA TO, KAKOH AITOPHTM X3UIHPOBAHUS OYICT HCIOIb30BATHCS.
Hns Microsoft Base Cryptographic Provider mMoeT npuHuUMare ciic-
oyiomme  sHavenus: CALG MAC, CALG MD2, CALG MDs,
CALG SHA. Cwmeict 3Tux 3HaueHud, HaBepHoe, monsteH. [lapamerp
hKey moapobHo paccmarpuBaTh HE OYIEM, BBl MOKETE MOYHUTATh O HEM
cavu. OTMETHM JIHIIB, YTO OOBIYHO (SCIAM HE HCHOIB3YETCS ANTOPHTM
¢ ceKpeTHBIM K1rouoM, Takoi kak MAC) ero yka3pIBaloT paBHBIM HYJIIO.
IMapamerp dwFlags 3apesepBupoBan Ha OVAyIICe U AOKCH OBITh PABCH
Hymo. B ciyuae ycnexa ¢yHkums BO3Bpamact true, B MPOTHBHOM CIIy-
yae — false. GetLastError BepHeT K04 OIIHOKH.

function CryptDestroyHash(hHash :HCRYPTHASH) :BOOL;
stdcall;

Jta QYHKIMS VHHUTOXKACT X3MI-00BCKT, CO3AAHHBIN € MMOMOIIBIO
CryptCreatceHash. B mapamerpe hHash ykasesiBacTcst aeckpumrop Xaii-
oObekTa. B ciyuae ycmexa ¢yHKUMS BO3BpamacTt true, B MPOTHBHOM
cayuae — false. GetLastError BepHeT kox ommOKy.
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function CryptHashData(hHash ‘HCRYPTHASH;
const pbData  :PBYTE;
dwDatal.en :DWORD;
dwFlags :DWORD) :BOOL; stdcall;

VkazanHas (YHKIUS MO3BOMSICT J00ABIATh NAHHBIC K OOBCKTY
x3ur-OyHKIMH. OYHKIUS MOKET BBI3BIBATBCSI HCCKOJIBKO pa3, U JaHHEIC,
OT KOTOPBIX MBI BBIYHCISCM X3II, pasdoutsel Ha mopuud. B mapametpe
hHash yxa3ssiBactcs AeckpHOTOp X3II-00BEKTA, CO3AAHHBIH C MOMOIIBIO
CryptCreateHash; pbData comepxut ykazatenas Ha aanubie, a dwDatalen
COACPKUT pa3mep 3Tux JaHHbix B Oadrtax. [Jas Microsoft Base
Cryptographic Provider mapametp dwFlags nomkeH ObITh paBeH HYIIIO.
B ciygae ycemexa ¢yHkums BO3BpamiacT true, B MPOTHBHOM CIIyYae —
false. GetLastError BepHeT ko1 OIIMOKH.

function CryptSignHash(hHash :HCRYPTHASH;
dwKeySpec DWORD;
sDescription :LPAWSTR;
dwFlags :DWORD;
pbSignature :PBYTE;
pdwSiglen PDWORD) :BOOL; stdcall;

Hauuast GyHKUMS BBUHCISICT 3HAYCHHUE JIICKTPOHHO-LIU(POBOIH
MoANKCcH oT 3Ha4ueHus x3ma. B mapametpe hHash yxaseiaercsa aeckpun-
TOp X31-00BeKTa, co3aannsbiii ¢ nomoripio CryptCreateHash; dwKeySpec
VKa3bIBACT, KaKOW KIKOY OVACT HCMOIb30BAH IS CO3MAHMS IOIIHCH.
Kak yxe ykas3plBanoch, B XpaHWIHINE KIIOUEH COASPIKATCSA OBE KITIOUC-
BBIC MapbI: [T TOANUCH U At oOMeHa KirouaMu. COOTBETCTBEHHO 3TOT
mapamerp Moxket npuauMmark 3HaucHHS AT SIGNATURE wmm
AT KEYEXCHANGE (moruunee wucmosne3oBare AT SIGNATURE).
Kmroun gomkuasl cyiiectBoBate B kouTeiHepe. [lapamerp sDescription
MOKET COJACPKATh MPOU3BONBHYIO CTPOKY OIMHCAHMS. JTa CTPOKA OyAeT
J00aBICHA K XY U J0/DKHA OBITh U3BECTHA NPHEMHON cTopore. Mcnoms-
30BaTh STOT MAPaMETP HE PCKOMCHIYETCS, TAK KaK 3TO CHIDKACT Oe3omac-
HocTb cucteMmsl. [lapameTp dwFlags ve noaaep:xusaetcsa B Microsoft Base
Cryptographic Provider, u Ha ero mecrte cneayeT ykasarb Hoib. [lapameTp
pbSignature ykassiBaeT Ha Oydep, kyaa Oyaer nomemeHa pdposas moa-
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muck, a pdwSiglen — pa3mep storo Gydepa. Eciu pasmep zapance He u3-
BECTCH, TO MOXKHO yKazarhk pbSignature paBHbIM nil, u Toraa B napamerpe
pdwSiglLen mer mostyunm HeoOxoauMBIH pazmep Oydepa. B cnyuae ycnexa
¢yHKumsa Bo3Bpamact true, B mpotusHoM ciyuac — false. GetLastError
BEPHET KOJ OIIHUOKH.

function CryptVerifySignature(hHash ‘HCRYPTHASH,;
const pbSignature :PBYTE;
dwSiglen DWORD;
hPubKey ‘HCRYPTKEY;
sDescription :LPAWSTR;
dwFlags :DWORD) :BOOL; stdcall;

Jrta (QyHKOMS OCYLICCTBISICT MPOBEPKY LU(PPOBOH IOIIHCH.
hHash — meckpunrop x31m-00beKTa, 3HAYCHUE KOTOPOTO SIBIIICTCS OTIIC-
YaTKOM COODINCHMS, MOJANMCh KOTOPOrO MBI mposepsieM; pbSignature —
ykazatesip Ha Oydep, coaepxkamuii noamuck;, dwSiglen — pasmep 3Toro
Ovepa; hPubKey — neckpunrop OTKpHITOro Kito4a, ¢ HOMOIIBI) KOTO-
poro Mel OyAeM TPOBEPsITh MOAMHUCh. OTKPBITHIH KITFOY JOKEH COOTBET-
CTBOBATh 3aKPBITOMY, KOTOPBIM OCYINCCTBISLIACh NoAmuch. O TOM, Kak
MOJIYYHUTh 3TOT K04, y3HaeTe nosxe. [ lapamerpsr sDescription u dwFlags
JOJDKHBl COOTBETCTBOBarTh mapameTpaM ¢yHkuuu CryptSignHash npu
OCYILECTBICHNH moAmucH. B ciyuae yemexa QyHKUMS BO3Bpallact true,
B potuBHOM cay4uae — false. GetLastError BepreT xox omuOku. [Ipuse-
JeM mpuMep padoThl ¢ STUMH (YHKIUAMH, VIPOLICHHO, 0€3 KOHTPOJIS
BO3MOJKHBIX OMIMOOK (B PCATbHBIX MPHIOKCHHUSAX HA 3TO HEC CTOMT 3a-
KPBIBaTh [1A3a):

1. Co3manue noamucy.

uses Werypt2;
function SignMessage(Message: String): String;

var
Prov: HCRYPTPROV;
Hash: HCRYPTHASH;
BufLen: DWORD,;
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begin
Result:=";
CryptAcquireContext((@Provnil.niLPROV_RSA FULL,0);
CryptCreateHash(Prov,CALG_MD?5.0,0,(@Hash);
CryptHashData(Hash, PByte(Message),Length(Message),0);
BufLen:=0;
CryptSignHash(Hash,AT SIGNATURE,nil,0,nil,@BufLen);
if BufLen>0 then begin

SetLength(Result,Buflen);
CryptSignHash(Hash, AT SIGNATURE  nil,0,PByte(Result),
(@BufLen);
end;
CryptDestroyHash(Hash);
CryptRelease Context(Prov,0);
end;

2. Ilpoeepka noanucu. B koae OyayT ynymeHsl HEKOTOpbIC dpar-
MEHTHI, O KOTOPBIX COOOIINM MO3KE.

function VerifySign(Message, Sign: String): Boolean;
var
Prov: HCRYPTPROV;
Hash: HCRYPTHASH;
PublicKey: HCRYPTKEY
begin
CryptAcquireContext(@Prov,nil.niL,PROV_RSA FULL,0);
CryptCreateHash(Prov,CALG_MD?5.0,0,@Hash);
CryptHashData(Hash, PByte(Message),Length(Message),0);
// 3aech MOMKEH OBITh HMIOPT OTKPHITOTO KIIOYA A HMPOBEPKH
HOIIUCH

Result:=CryptVerifySignature(Hash,PByte(Sign),Length(Sign),
PublicKey,nil,0);
// 3aeCh AOMKHO OBITH YHUUTOKECHUE OTKPBITOTO KITIOUA
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CryptDestroyHash(Hash);
CryptRelease Context(Prov,0);
end;

PexomeHayeTcs O3HAKOMHUTBCS CAMOCTOSTENBHO € (PyHKIMAMU
CryptHashSessionKey, CryptGetHashParam u CryptSetHashParam.

3.7. ludpoBaHne Ha ocHoBe
nonb3oBaTesIbCKUX AaHHbIX UK napons

Hna wmudposanns B CryptoAPI ucnone3yioTcs CHMMETPHYHBIC a71-
TOPUTMBI, KITFOY AN KOTOPBIX MOXET OBITh MONYYCH ABYMS MYTIMH:
CIyJalHBIM 00pa3oM HIM HA OCHOBE KaKUX-THOO IOJIb30BATEIBCKHX
JaHHBIX, HanpuMep napos. [IpryueM k mociaeqHeMy BapHaHTy IeHEpavn
KITIOYa €CTh OJHO BAXKHOE TPCOOBAHHUE: MPH UCIOIb30BAHUM OJHUX H TEX
JKE€ mapojed JODKHBI MOIYYAThCS HACHTHYHBIC KTIOYH. Takas BO3MOXK-
HocTh npeaycMotpeHa B CryptoAPL

function CryptDeriveKey(hProv ‘HCRYPTPROV;
Algid :ALG_ID;
hBaseData :HCRYPTHASH,;
dwFlags :DWORD,;
phKey  :PHCRYPTKEY) :BOOL; stdcall;

B mapamerpe hProv HyxkHO ykasaTe JeckpHOTop mposaiinepa, mo-
ayuenHbeli ¢ nomombio CryptAcquireContext. Algid — maenTudukarop
ajaroputMa, I8 kotoporo reHepupyercs kmou. ms Microsoft Base
Cryptographic Provider MokeT NpUHHMATh CICAVIONIHEC 3HAYCHUS:
CALG _RC2 u CALG_RCA4. Ilonp3oBarensckue AaHHbIE (APOJb) Mpe-
BapPUTCIBHO XOIUUPYIOTCS, W ACCKPUOTOP XJUI-00BEKTA MEPEAACTCS
B ¢yHKuMO B kKauectse mapamerpa hBaseData. Crapmme 16 Gur mapa-
metpa dwFlags moryT comepskare pasMep Kio4a B OuTax Wid ObITh HYy-
7eBEIMH (B 3TOM ciy4ae OyJeT CO34aH KUY C PasMepoM MO yMoJrda-
HU10). Mnagmme 16 6ur MOryt GbITh HYJICBBIMH WM HNPHHHMATh CJIC-
AYIOIUC 3HAYCHUA UJIN UX KOM6I/IHaLII/II/I:

CRYPT EXPORTABLE, CRYPT CREATE SALT,
CRYPT USER PROTECTED, CRYPT UPDATE KEY.

K NCPBBIM ABYM MBI CHIC BCPHCMCA, 4 CO CMBICJIOM OCTAJIbHBIX BbI
MOKETE O3HAKOMHUTBCS caMocTosTenbHo. B mapamerpe phKey Bozspara-
€TCS ICCKPHITITOP CO3AaHHOTO KIIFOUA.
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B cayuac ycmexa GVHKIMS BO3BPAINACT true, B MPOTHBHOM CIy-
qag — false. GetLastError Bepret ko ommbku. Korga ko4 ectb, MOKHO
MPHUCTYIIATh HEMOCPESACTBCHHO K mndpoBanuto. st 3Toro Ham moHazo-
oarcsa dyvukumn CryptEncrypt u CryptDecrypt.

function CryptEncrypt(hKey ‘HCRYPTKEY;
hHash :HCRYPTHASH;
Final :BOOL;
dwFlags :DWORD;
pbData :PBYTE;
pdwDatal.en :PDWORD;
dwBufLen :DWORD) :BOOL; stdcall;

B mapamerpe hKey nepenaercs aeckpunTop Kiro4a, HEOOXOJUMBIH
st tudpoBaHus. ITOT KIIKOY TAKKE OMPSACTACT aIrOpuT™M mudposa-
uug. [lapametp hHash wcnomne3yercs, ecnm JaHHBIE OJHOBPEMCHHO
mupyIOTCS U X3MUPYIOTCeA (IUpPOBATBCA U X3UIHPOBATECH OYIAVT HC-
xoaHbIC AaHHBIC). B 3TOM ciyuae B mapamerpe hHash mepenactcst aeck-
PHOTOp 3apaHee CO3AAHHOIO X3MI-00BEKTA. DTY BO3MOXHOCTB yAO0OHO
HCTIOb30BaTh, €CIH HEOOXOAUMO OJHOBPEMCHHO 3aInnudpoBaTh H MOX-
nucath coobuenne. MHaue 3TOT mapameTp CieayeT YCTaHOBHTE B HOJb.
IMapamerp Final cieayer ycraHOBUTE B true, el mepeaaHHbId B (YHK-
M0 OOK JAHHBIX SIB/SICTCS CAWHCTBCHHBIM WM HOCICIHMM. B sTOM
cnydac OH OyJaeT JOMOMHEH A0 Heodxoammoro pasmepa. Ilapamerp
dwFlags ve ucrons3yercs B Microsoft Base Cryptographic Provider, u Ha
€ro Mecre cieayeT ykaszars Homb. [lapameTp pbData — ykaszarens Ha Oy-
dep, B KOTOPOM COAeprKaTcs JaHHbIe Ans 3amudpoBanus. 3amudposaH-
HBIC JaHHBIC MOMEINAKTCS B TOT )¢ Oydep. Ilapamerp pdwDatalen —
pasmep JaHHBEIX, KoTopwle Oyayt samudposansr, dwBufLen — pasmep
BBIXOZHOTO Oy(epa, mnga O6104HBIX MHPPOB MOxET OBITh OOMIBIIE, HYEM
pdwDatallen. Y3nate HCOOXOAUMBIH pa3Mep MOXKHO, MEPEAAB B mapa-
MeTpax pbData nil, pdwDatal.en pa3vep AaHHBIX, KOTOPEIE HEOOXOIUMO
samugposats, a B napamerpe dwBuflen nmepegare uto yroaHo, Hampu-
mep Houb. [locre Takoro BbI3oBa HEOOXOTUMBIN pasmep Oydepa OyaeT
coaepxkarecs B mapamerpe pdwDatalen (umenno pdwDatalen, a ne
dwBufLen, HeMHOTO HEJIOrHYHO, HY A2 AaaHO). YTOOH HEe OBLIO MyTaHH-
Lbl, OPUBEAEM MPOCTOU MPUMED:
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var
Message: String;
BufLen, DatalLen: DWORD:;

begin

Message:=Hello World!";

BufLen:=Length(Message);

Datal.en:=Length(Message);

// Beraucasiem HeOOXOUMBIH pasMep BRIXOIHOTO Oydepa
CryptEncrypt(Key,0,true,0,nil,@BufLen,0);

// Beigensem namsrte A Oydepa u mudpyem

SetLength(Message,Buflen);
CryptEncrypt(Key,0,true,0,PByte(Message),@Datal.en, BufLen);

Tenepb, paccMOTpuUM (PYHKITHIO, KOTOPas MO3BOJACT pacirudpo-
BaThb COOOIIEHHUE.

function CryptDecrypt(hKey ‘HCRYPTKEY;
hHash ‘HCRYPTHASH;
Final :BOOL;
dwFlags :DWORD;
pbData  :PBYTE;
pdwDatalen :PDWORD) :BOOL; stdcall;

Haxe HE HaZO MOAPOOHO OMHCHIBATE BCC MAPAMETPBI — TYT BCC
OuCBUAHO. Y TOYHHMM Jiuilb, YT0 B mapametp pdwDatalen HyxHO mepe-
Jath yucio Oait mudpoTekcTa, a mocie BhI30Ba B HEr0 OVAET MOMEIICHA
JrHA OTKpBITOro coobineHust. Ecnu ucnonesyercs mapamerp hHash, o
JAaHHBIC NOCIC Pacin(POBKH XIIMHPYIOTCS. ITO YIOOHO HCIOIb30BATh,
€CIIM HY’KHO OJHOBPEMCHHO pacum(poBarh COOOIICHHUEC W IMPOBEPHUTH
noanuck. [locie toro kak padoTa ¢ KIFOUOM 3aKOHUCHA, HEOOXOIUMO
0CBOOOIUTH ASCKPHUIITOP:

function CryptDestroyKey(hKey :HCRYPTKEY) :BOOL; stdcall;
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Ecnu hKey oTHOCHTCS K CCAaHCOBOMY KIKOYY WM HUMIIOPTUPOBAH-
HOMY OTKPBITOMY K04y (00 3TOM HIDKE), TO ACCKPHUIITOP OCBOOOKAACT-
cqa, a wimou yHmuroxkaercsa. Ecmm hKey otHocuTes k mape OTKpHI-
TBIH/3aKPHITHIN KITIOY, TO JCCKPHITOP OCBOOOXKIACTCS, a KIIOUCBas mapa
COXpaHACTCA B KOHTCHHEpe Kmrouci. Hipke maH ACMOHCTParIMOHHBIN
npuMep paboTHl ¢ STUMH (PYHKISIMH.

3.8. l'eHepauua cny4aiiHbIX Kntovell. MMnopT/akcnopT Kntoven

TonapKO YTO MBI PACCMOTpPENH CIy4Yai, KOrAa I 3amnpoBKU
U paciiPOBKH COOOIICHHUS OTHPABUTENb M MOMYYATENb HCHOIb30BATN
Mapoiib, U3BSCTHHIH Tonbko uM. Celvac paccCMOTPUM APYroi: OTHpaBH-
TETb TCHEPHPYET KITIOY CIYIAHHO U MEPEAACT €ro MOMy4YaTeiro B 3amud-
poBaHHOM BHAE BMecTe ¢ coobmenneM. [Ipu sTom mms mudposanus ce-
AHCOBOTO KJIIOUa UCHONB3YETCS OTKPBITHIM KU moxydareias. A rae ot-
mpaBuTelb ero Bo3pMeT? Kak yike OBIIO H3MOXKEHO, NMPH CO3JAHHUU
KIIFOYCBOrO KOHTeHHEpa ¢ momompio (yakumu CryptAcquireContext
KIIIOYH B KOHTCHHEPE HE CO3AAIOTCS, WX HY)KHO CTCHEPUPOBATH OTACTb-
Ho. PaccMoTpuM QyHKUHIO:

function CryptGenKey(hProv :HCRYPTPROV;
Algid ALG_ID;
dwFlags :DWORD;
phKey PHCRYPTKEY) :BOOL; stdcall;

OyHKIMA nperHa3HAYeHA M1 TCHEPALMH CIYYalHBIX CCAHCOBBIX
karouci u kmoueBbix map. [lapameTprr 310l QYHKUMHM aHATOTHYHBL OX-
HonMeHHBIM mapametpaM ¢yukumu CryptDeriveKey, 3a uckmroucHneM
toro, uro  Algid Moxer Takke ~ OpPUHUMATh  3HAYCHHSA
AT KEYEXCHANGE u AT SIGNATURE. B stom ciydae OyayT cre-
HCPUPOBAHBI KIIOUCBEIC Mapbl COOTBETCTBCHHO I OOMEHA KITHOUaMH
u uugposoi noamucu. Co3aaHne HOBOTO KIFOUCBOIO KOHTCHHEPA JOJIK-
HO BBITTIAACTE IPHUMEPHO TaK:

uses Werypt2;

var
Prov: HCRYPTPROV;
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ExchangeKey, SignKey: HCRYPTKEY
begin

CryptAcquireContext(@Prov,'My_Container',nil,PROV_RSA FULL,CR
YPT NEWKEYSET);
// Co3maeM KITIOUCBBIC TAPEI

CryptGenKey(Prov. AT _KEYEXCHANGE,0,@ExchangeKey);
CryptGenKey(Prov,AT_SIGNATURE,0,@SignKey);
// Pabotaem ¢ ¢pynkumamu CryptoAPI

/I OcBoOO)AaEM ACCKPUNITOPHI KIroueBhIX map. CaMu KIro4uu co-
XPaHSIOTCSA B KOHTCUHEPE
CryptDestroyKey(SignKey);
CryptDestroyKey(ExchangeKey);
CryptRelease Context(Prov,0);
end;

Co3manHbIc TAKUM 00pPa3oM KIIFOUCBBIC MAPHI BIIOCICICTBUH MOXK-
HO U3BJICYb U3 KOHTCHHEPA, BOCMOIb30BABIIKNCEH (DYHKIIHCH:

function CryptGetUserKey(hProv ~ :HCRYPTPROV;
dwKeySpec :DWORD;
phUserKey :PHCRYPTKEY) :BOOL; stdcall;

[Mapamerp dwKeySpec MoxkeT mnDpuHHMaTe JABa 3HAYCHHS:
AT KEYEXCHANGE u AT SIGNATURE, xotopsie oucBuansl. Jeck-
punTop Kioua Bo3eparnactes B mapametpe phUserKey.

TCHCpb OTBCTUM Ha BOIIPOC, KAaK OTIIPABUTCIIE CMOXKCT MCPCAATh
MOJYYATET0 CBOIO OTKPBITYIO YaCTh KIFOUA.

function CryptExportKey(hKey = :HCRYPTKEY;
hExpKey :HCRYPTKEY:
dwBlobType :DWORD;
dwFlags :DWORD;
pbData  :PBYTE;
pdwDatal.en :PDWORD) :BOOL; stdcall;
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OVHKIMA HO3BOJMET 3KCIOPTUPOBATE KIIHOY B JBOMYHBIN Ovdep,
KOTOPBIA BIOCICACTBHA MOXHO OVACT COXpaHWTh B (haiti U mepeaarsb
komy-1u00. B mapamerpe hKey nomkeH coaep:kaThCs ASCKPUIITOP IKC-
MOPTHPYEMOrO KITIOYa. DKCIOPTHPOBATE MOXHO HE TOJBKO OTKPBITHIC
KIIFOYH, a TaKXKC KITHOUCBBIC MAPbI NCIUKOM U CCAHCOBBIC KITHOYH. B mo-
CICAHUX ABYX CIAy4YAAX KIHOYH U KIHOUYCBLIC APl JOJIKHBI 6I>ITI> co3aa-
Hel ¢QyHkumwivMa CryptGenKey wmn CryptDeriveKey ¢ mapamerpavu
dwFlags, pasasivu CRYPT EXPORTABLE. OTkpBITBEIC %K€ KITIOYH BCC-
raa SKCIIOPTHUPYCMBIL. CCaHCOBbIe KIIFOYU U KJIIOYCBBIC IIAapbl SKCIIOPTHU-
pyrorca Tonpko B 3ammgposanHoM euae. [lapametp hExpKey onpeaemns-
€T KIIY, KOTOpeIM OHH OvayT 3ammdposansl. Ecmu skcnoprupyercs
OTKPBITAA YaCTh KJIIOUYAd, TO 3TOT MapaMeTp CIACAYCT YCTAHOBUTH B HOJIb,
CCITH IKCIIOPTUPYETCS KIIFOUCBAs Mapa LCIHKOM, TO 34¢Ch OOBIYMHO mepe-
JAIOT JSCKPHUIITOP CCAHCOBOTO KTF04a (OOBIYHO MOIYUCHHBIN C MOMOLIBIO
CryptDeriveKey), xotopeim mapa OyaeT samudpoBaHa, eCiad 3KCIOPTH-
PYETCS CCAHCOBBIU KIIOY, TO OOBIYHO OH IIH(PYETCS OTKPBITHIM KIHOUOM
noay4aressl (0OBIMHO HCIONB3YETCs KU 0OOMEHA, HO HUKTO HE 3ampe-
IIACT UCTO/b30BaTh Kimou moanuck). [lapamerp dwBlobType ompenerns-
CT TUII SKCMOPTUPYCMOT'O KIHOYA U MOXKCT NPUHUMATH CIICAYIOIIUC 3HA-
yennss: SIMPLEBLOB - ceancossiii kmrou, PUBLICKEYBLOB - or-
kporteiii ka4, PRIVATEKEYBLOB - kimroucBas mapa ICTHKOM.
CyIIeCTBYIOT U APYTHC 3HAUCHUS, HO OHH HE MOAACPKHUBAKOTCS CTaH-
JaptHeIM KpuntonposaiaepoM. apamerp dwFlags ana Microsoft Base
Cryptographic Provider nomken GbiTh paBeH Hy.110; pbData — Oydep, ky-
ma 6yayt ckomupoBanbl gaHHeie; pdwDatalen — pasmep atoro Oydepa.
Ecnu on 3apaHee HE M3BECTCH, TO MOKHO YKa3aTh B KAYCCTBE MapaMeTpa
pbData nil, u B pdwDatalen OyneT monyueH HeoOXOAUMBIN pazMep.

Bot nmpuMmep 3kcnopra OTKPHITOro KITH04a:

procedure ExportPublicKey(FileName: TFileName);
var

Prov: HCRYPTPROV;

SignKey: HCRYPTKEY

Stream: TMemoryStream;

BufSize: DWORD;

62




begin

CryptAcquireContext((@Prov, My _Container',ni, PROV_RSA FULL,0);

CryptGetUserKey(Prov,AT_SIGNATURE,@SignKey);

Stream:=TMemoryStream.Create;

CryptExportKey(SignKey,0,PUBLICKEYBLOB, 0,nil,(@BufSize);

Stream.SetSize(BufSize);

CryptExportKey(SignKey,0,PUBLICKEYBLOB,0,PByte(Stream.
Memory),@BufSize);

Stream.SaveToFile(FileName);

Stream Free;

CryptDestroyKey(SignKey);

CryptReleaseContext(Prov,0);

end;

Hmnopt ki1roua OCyIecTBIBIETCS € MOMOIIBIO ()YHKLHH:

function CryptlmportKey(hProv  :HCRYPTPROV;
pbData PBYTE;
dwDatalLen :DWORD,;
hPubKey HCRYPTKEY:
dwFlags :DWORD;
phKey ‘PHCRYPTKEY) :BOOL; stdcall;

TyT NPAKTHICCKU BCC TIOHATHO. Toscunm JIUIb, YTO B NIApaMCTpPC
hPubKey HeoOxoaumMo mepenate ASCKPUITOP KIKOYA, KOTOPHIM OYICT
pacmudpoBaH nMOOpTUpoBaHHEINA Kiod. Eciu ummoptupyercs kirode-
Bas mapa uemukoM, To mapamerp dwFlags MoxHO ycTaHOBHTBH
B CRYPT _EXPORTABLE, Torga uMmopTHpoBaHHas mapa MOXKET OBITh
BIIOCJICACTBUH TaIOKe dKcnoptuposana. B mapamerpe phKey BepHercs
JCCKpUNTOp moyydeHHoro kiroda. Ecnu 310 kmoueBas mapa, To ona Oy-
JIET COXpaHEHa B KOHTEHHEpE.

Bot npuMep uMnopTa OTKPEITOrO KITHO4A!

function ImportPublicKey(FileName: TFileName): HCRYPTKEY;

var
Prov: HCRYPTPROV;
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Stream: TMemoryStream;
begin
Stream:=TMemoryStream.Create;
Stream.LoadFromFile(FileName);
CryptlmportKey(Prov,PByte(Stream. Memory),Stream . Size,0,0,(@Result);
Stream Free;
end;

Teneps, BOCMOJB30BABIIMCE 3TOH umHpOpMAIKCH, BbI 03 Tpyna
CMOJKETE BOCCTAHOBHUTBH NMPONVINECHHBIC (PparMeHTH B (PYHKLUH HPOBEP-
ku udpoBoit moamicu, onucanHou panee. Mrak, kak ke mepenats code-
CCAHMKY 3amuppoBaHHOS COOOIICHHE? ITO MPOUCXOAUT CJICTYEOIINM
obpasomM:

1. TTonyuaTenp 3KCHOPTHPYET CBOW OTKPBITBIM KIOY OOMEHa
B (halin v mepeaacT ero OTIPABUTEIIO COOOLICHUS.

2. OTnpaBHTENE TEHEPUPYET CIAVYAHHBIA  CEAHCOBBIA  KIIHOU
U IWudpyeT UM COOOLICHHE.

3. OTmpaBUTEeTs UMIOPTHPYET OTKPBITHIH KITIOY OOMEHA MOTyva-
TEJI1, SKCTIOPTHPYET CCAHCOBBIH KIMOY, MHUPPYS €ro MOIYUCHHBIM KO-
qom oOMeHa (kirou oomena B mapametpe hExpKey).

4. 3amupoBaHHOS COOOIICHHUE MEPESIACTCS BMECTS C 3aImudypo-
BaHHBIM CCAHCOBBIM KIIIOYOM — TaK Ha3BIBACMBIA ITUPPOBOI KOHBEPT.

5. Iony4arenp UMOOPTUPYET CCAHCOBBIN KIIOY, paciingpoBbIBasL
€ro CBOMM 3aKPBITBIM KIIOYOM OOMEHa (€r0 MOXKHO TMOJIYYHUTH, BHI3BAB
CryptGetUserKey) u ¢ momMompro ceaHCOBOrO KIOYa pacmu@poBBIBACT
cooOlIIcHHUE.

Paccy:kgas o ceaHCOBBIX KIIOYax, UCHONB3yeMbix B Microsoft
Base Cryptographic Provider, HykHO ynomsiHyTh 00 OJHOH HEIPHUITHO-
ctu: 1o Hadana 2000 roxa AeficTBOBA 3alpeT HA IKCIIOPT MPOrPaMMHOTO
00eCTeUCHUS, HCIOMb3YIOMICIO CPeACTBA «CHIBHOW Kpunrtorpadum» 3a
npeaenavu CIHA u Kanazpr. Tlo 3toit npuurae B 6a30BOM KPUIITONPO-
BalAEpe HE MOJACPKUBAOTCS KITIOYH U1 CHMMETPHUYHBIX IITOPUTMOB
aauaoi 6omee 40 Our. Kimroun pavnON 56 OuT pasperiasioch UCIOIb30-
BaTh TOIBKO 3arpaHUYHBIM OTACICHHAM aMEPUKAHCKHX KOMIaHHH. Il
anmroputMoB RC2 u RC4 pexomenayemas AmuHa KT04Ya JOJDKHA COCTAB-

64




asa71h 128 OUT, MO3TOMY HEAOCTAOIICE KOJIMYCCTBO OUT 3aIOHSICTCS HY-
JTIMHA THOO CITYyYaHHBIMU 3HAYCHUSAMHM, KOTOPBIC JOJDKHBI HEPEIABATHCS
oTkpbiTo. HameHOCTh 3alIuTHl H3-3a 3TOTO, Pa3yMEeTCs, CHIBHO CTpa-
pact. B cocraB Windows XP Bxoaur Microsoft Enhanced Cryptographic
Provider, B koTopoM 3T0# mpoOnEMBI HET, HO IPH HUCIONB30BAHUN 0a30-
BOTO KpHIOTONpOBakaepa HEOOXOAMMO IOMONHATh KIIOY X0 HYKHOU
JUTHHBI, UCTIONB3YsI TAK HAa3bIBacMbIC conT-3HaucHus (salt-values). Crene-
pupoBathk salt-value u BHECTH €ro B KIF0Y MOXKHO HECKOIBKHMH CIIOCO-
Oamu, HO caMbléi TPOCTO U oucBuAHBIN — mpu BezoBe CryptGenKey
nnmu CryptDeriveKey mepemate B mapamerpe dwFlags 3sHaucHme
CRYPT _CREATE _SALT, npumepHo Tak:

CryptGenKey(Prov,CALG RC2,CRYPT EXPORTABLE or
CRYPT CREATE SALT,@Key);

Ipu 3xcropTe KiIrOYa CONT-3HAUCHHUE HE COXPAHIETCS, O HEM JOII-
JKCH TI03a00TUTBCS CaM IPOTPAMMIICT.

var
SaltLen: DWORD;
Stream: TMemoryStream;

begin
/I Onpeaensiem pazmep Oydepa st CONT-3HAUCHUS

CryptGetKeyParam(Key, KP_SALT nil,@SaltLen,0);

// CoxpansieM ero B (aiin

Stream:=TMemoryStream.Create;

Stream.SetSize(SaltLen);

CryptGetKeyParam(Key, KP_SALT,PByte(Stream Memory),(@SaltLen,0);
Stream.SaveToFile('Salt.dat");

Stream Free;

CoxpaHEHHOE TaKUM 00pa30M COIT-3HAMCHHE HEOOXOIUMO Mepe-
JaTh BMECTE ¢ CCAHCOBBIM KITFOYOM, 4 Ha MPUECMHON CTOPOHE «BXKUBHUTHY
€ro TyJa CHOBA.
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var
Stream: TMemoryStream;

i)“egin

“ Stream =TMemoryStream.Create;
Stream.LoadFromFile('Salt.dat");

CryptSetKeyParam(Key, KP_SALT,PByte(Stream Memory),Stream Size);
Stream Free;

Hns paboTl ¢ CONT-3HAYCHUSIMH MBI BOCIIONB30BAINCH (DYHKIIH-
mu CryptGetKeyParam u CryptSetKeyParam, ogHako ux BO3MOXKHOCTH
Ha 3TOM HC 3aKAHYHBAKOTCI. PCKOMCHAYEM O3HAKOMHTBCS C HHUMH
CaMOCTOSTETIBHO, & TAKKE C APYIUMH (PVHKIMAMH, KOTOpBIC B AAHHOK
padore He vmnomuHamuck: CryptGenRandom, CryptDuplicateKey,
CryptDublicateHash.

3.9. lipyrune cpyHKUUM

K panHOoMy Matepuany eie npuIararTcs HEKOTOPBbIC OSCIIaTHEIC
OHOIMOTCKM W OPOrpaMMbl, KOTOPBIE HE HMCKOT  OTHOIICHUS
k CryptoAPL, Ho Takke paboTaroT cO CpeaAcTBaMH KpHNTOrpaduu U MO-
I'VT OBITh OUCHB MTOJIC3HBIL:

1. HashLib! 1.03 (C) Alex Demchenko, 2002, Moldova, Chishinev —
OYCHb XOpomas u yAoOHas OHONMHOTCKA, B KOTOPOH PEaTH30BaHO MHO-
JKECTBO aiaroputMmoB xammuposBanus: MD4, MD5, CRC32, HAVAL-128,
SHA-1, SHA-256, TIGER-128, GOST, RIPEMD-128 u mp.

2. FGInt copyright 2000, Walied Othman — oTiuunas 6uOnuoTeka
U pabOTHl ¢ THTAHTCKAMU LIETBIMH YHCIaMH, HCOOXOIUMBIMHU T pa-
ooter anroputma RSA u ¢ camum RSA.

3. DCPCrypt Copyright (c) 1999-2003 David Barton — orpomnas
OUOIMOTEKA KOMITOHEHT A1 paOOThI ¢ KPUNTOrpadhuueCKUMHU (DYHKIFSIMH.

4. RSATool2v17 — renepatop uucen p, ¢, e, n, d A1 anropur-
Mma RSA.
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4. KPATKOE OMUCAHME MPOEKTA

Ckavarite  (Qaifin  «setup.exe», JOCTYNHBIH N0  CCBLIKE
https://disk yandex.ru/d/sXgZ3eqX4ksDCQ. 3anycrure ero.

Heo6xoxumo mpoussecty 3anyck npoekra. B Programfile u Ha pa-
oouem crome mosieutcs manka PSTU ¢ HEoOXoauMoHl JOKYMEHTALMCH
(GriptoApi_Ilanxw).

BaxxnpiM coaeprkaHueM SBIIOTCA Nanky mpoekra (OTmpaBUTens —
A, Toayuarens — B):

o Filetext.txt — datin ams XpaHeHus He3aU(PPOBAHHOTO TEKCTA |;

¢ FileHesh txt — ¢atin Hesha;

¢ FileQum.txt — daiin noxmicu Hesha;

¢ Filezash.txt — datin mudposanms Tekcra u Hesha;

¢ Filerac.txtr — ¢aiin pedyprara pacmmpoBaHus;

e Kcc — ceccHOHHBIN pa3oBbId K04 MUGPOBaHUA U paciingpo-
BaHU, CO3JACT OMPABUTEID 0 YTBEPKACHHON HHCTPYKLIUH,

¢ Klkcco — [Nomyuarens resepupyet anroputMoM RSA nBa kiro-
ya: otkpeITeid Klo, moceimaeMelii OTKPEITOBIM 00pa3oM OTHPABHTEIIO,
u 3akpeiThiii Klz, xpannmeiii y ce6s, OtnpaBuTens NOTYICHHBIM OTKPBI-
oM KirouoM Klo mudpyer Kee, monyuaer mudp ero Klkeco u momec-
THT €T0 B ICPCAABACMEBIN MAKET MOTYYATEIIO;

e OrnpaBuTens HMEET OT LEHTpPA CepTHPUKALMU JOBA KIHOUYA
OUIT - otxperteiii klzpo, mockrnaeMelll ONMYYATCIIO OTKPBITO, U 3aKPHI-
ThIH K1r04 klzpz, XpaHuMeri y ceds;

e OrnpaBuTens AaNTOPUTMOM  XCIIMPOBAHHS  (IPEAMTONOMKHM
MD5) moaywaect Hesh w3 Texcra Filetext.txt u mnomemaer ero
B FileHesh.txt, nanee 3akpeiteim kmouom klzpz noanuceiBacr, mudpyer
u nomemaet B klzpz;

¢ OrnpaButens kmouoMm Kcc Mo COrIacoBaHHOMY aIrOpHUTMY
mugpyer teket ux Filetext.txt, momemaet Bnepean I Hesha B manky
Filezash txt;

e Otopasurenap GOPMHUPYET MAKET-3APEC OTIPABUTEISA, AAPEC
MONYYATHIS, BPeMEHHOH Onok, mHpopmaruonHsii 6nok, mudp KCC,
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sammdposansbii 1 noanucanueiii HEsh, cam mudp texcta v otnpasis-
€T HOJTyYaTeIo;

¢ [loayuarens, momyduB makeT, 3akpeiThiM KimouoMm Klz pac-
U(POBEIBACT CECCHOHHBIN KJIIOY, Paciin()POBHIBACT TCKCT, MOIYYACT
mo Hemy cBod Hesh, nposepser nonyuennyro UL, t.e. Heshl, u ecin
OHHU COBNAJAIOT, TO MPOLECC AOCTOBEPEH U MAKET NPUHUMACTCI. JITUM
caMbIM 00CCIICUHNBAIOTCS KOHPUANIHMATBHOCTD, LICIIOCTHOCTh, ABTOPCTBO
u poctyn K uHbopMmaumu. Pesynprar pazmemacrcs B manke Filerac.txtr.
Huave maket OpakyeTcst.

4.1. Baanmogencteue ¢ CryptoAPI

Oyakimn CryptoAPI MOKHO BBIZBATh U3 IPOrPaMMBbI, HATTMCAHHOH
Ha TIOOMMOM MHOTMMH (B TOM 4HCIC U aBTopamu) si3bike C++. Tem He
menee Pascal ge-haxTo mpuzHaH CTAaHAAPTOM B 00JACTH OOYUCHHUS MPO-
rpamvupoBanno. (He OyaeM Coputh O TOM, XOPOLIO 3TO HIH ILIOXO,
yToOBI HE BBS3BIBATHCA B OPaKy, MyCTh AaXKE W BHUPTYanbHyIO.) Kpome
TOTO, B PAAC OTEUCeCTBCHHBIX Kommanui Delphi siBnsercs 6a30BrIM cpea-
cTBOM paspadotku. [TosTroMy Bce mpuMepsl OBLTH PeaIH30BaHbl B CPEIe
Delphi, xoTs B KadecTBe HHCTPYMEHTA MOXHO ObII0 ObI BHIOpaTe 1 MS
Visual C++.

Kon ¢yHknmii kpunrorpaduveckoil MNOACHCTEMBI COACPIKUTCS
B HCCKOJBKMX JUHAMHYCCKH 3arpykaembix Ounbmuotekax Windows
(advapi32.dll, crypt32.dll). Ana obOpamenns k TakoW (QYHKIHH U3 MPH-
knaaHou nporpammel Ha Object Pascal ciaeayer oObsiBUTh €€ Kak BHEIII-
HIOK. 3arojoBoK (QyHKIMH B UHTEPEHCHOH 4YacTH Moyl OYJET BHI-
IS ACTh, HAPUMED, TaK:

function CryptAcquireContext (
phPROV: PHCRYPTPROV;
pszContainer: LPCTSTR;
pszProvider: LPCTSTR;
dwProvType: DWORD;

dwFlags: DWORD): BOOL; stdcall;

A B UCHONHAEMOH YacTH BMECTO Tela ()YHKUUU HY>KHO BIUCATD
JUPCKTUBY eXtermn ¢ yKa3zaHHeM OHOIMOTEKH, B KOTOPOU COACPIKUTCS
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(GYHKIHS, 1, BO3MOKHO, €€ UMCHU B 3TOH OMOIHOTEKE (CC/TM OHO OTIIH-
YACTCA OT UMCHH (DYHKIIMK B CO37aBACMOM MOJYJIC), HATPUMED:

function CryptAcquireContext; external ‘advapi32.dll’
name 'CryptAcquireContextA';

Taxum obpazom, umes onucanve pynxumii CryptoAPI, MoxHO co-
Opath 3arojoBKU QYHKIUHI B OTACIBHOM MOJAYJE, KOTOPHIU OyaeT odec-
MEYNBATh B3AUMOJACHCTBHEC MPUKIATHON MPOrpamMMbl ¢ KpunTorpadude-
ckoii moxcuctemoi. Pasymeercs, takas pabora Oblia mpojaciaHa Mpo-
rpammuctamu Microsoft, U COOTBETCTBYIOINMI 3aroioBOYHBIN (hakim
(wincrypt.h) 611 BrroueH B moctasky MS Visual C++. K cuactero, mos-
Bruiack u Delphi-Bepeus (werypt2.pas). [logknouns MOAYIE K TIPOCKTY,
BBl CMOKETE HCIONB30BaTh He Tompko ¢GyHKmuu CryptoAPI, HO u mHe-
MOHHYECKHUE KOHCTAHTBI PEKUMOB, HICHTU(QHKATOPHI AITOPHUTMOB
U IPOYHX MapaMeTpoB, HEoOXoAUMBIX Ha mpakTuke. M mociennee 3ame-
yaHue nepea M, kak onpodosate CryptoAPI B nene. Psaa dyHkimii Obiia
peanuzoBan Topk0 B Windows 2000. Ho u Ha crapymky Windows
98 moxkHO Haiitn ympaBy: npu yctaHoBke Internet Explorer 5 untepe-
cyromue Hac OMOMUOTEKH OOHOBILIIOTCS, MO3BOJIS HCIOIb30BaTh HO-
BeHIMe KpunrtorpadguuecKiue BO3MOKHOCTH. Hy»HO Juiub 3agate A
Delphi-mpoekra napametp ycnosHol kommuisiuua N'T3, mocie gero Bbi-
30BbI (pyHKUHIH, mosBUBLIHXCs Jnib B Windows 2000, OyayT HOpMaTbHO
paboTarth.

4.2. 3HaKOMCTBO C KpunTonpoBaiiaepam

Ovakiun CryptoAPl obecnieunBaloT NPUKIAIHBIM IPOrPaMMaM
Joctyn K kpunrrorpaduueckum Bo3MoxHOCTIM Windows. OgHako oHH
ABILIIOTCS JTHIOb «IIEPEAATOYHBIM 3BCHOM» B CIO0XKHOM Lienm oOpaboTku
nHpopmanur. OCHOBHYIO padOTy BBINOTHSIOT CKPBITBIC OT INIA3 MHpO-
rpaMmucTa (PYHKLHH, BXOJIIUC B CICLHAIM3UPOBAHHBIC POrPAMMHBIC
(W1u mporpaMMHO-ANMAPATHRIC) MOAYIA — HpoBAHACPs! (IOCTABIIUKH)
kpunrorpaduueckux yeayr (CSP — Cryptographic Service Providers),
WIN KpunTonposakaeps! (puc. 4.1).

[IporpammvHuas wacte kpunronposaiiaepa npeacraensiet coboii dll-
¢aiin, moxnucanueii Microsoft; mepuoamiaeckn Windows mposepseT
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IU(POBYIO MOIMKCH, YTO HUCKITIOYACT BO3MOXKHOCTh IOJAMCHBI KPHIITO-
mposaiiaepa. Kpunrorposaiiaeps! oOTIHM4aroTes APYT OT APYTa!

e cocTtaBoM (YHKIHHA (HAPUMEP, HEKOTOPBIC KPHUITOIMPOBAHIC-
Pbl HE BBIIONHAOT IHQPOBAHUC AAHHBIX, OTPAHUYUBAACH CO3AAHHEM U
MPOBEPKOH TUPPOBBIX IOAMUCEH);

e TpeOoBaHMAMH K OOOPYAOBAaHHIO (CICLMATIM3HPOBAHHBIC
KPHITONPOBaHACPHl MOTyT TpeOOBaTh yCTPOicTBa A paboThl CO CMapT-
KapTaMH JJ1s BRIIOTHCHUS ay TCHTH(DHKALINH MOIb30BaTEN);

® QIrOPUTMAaMH, OCYINECTBILIIOIINMHU Oa30BBIEC ACHCTBHA (CO31a-
HHUE KIIIOYCH, XCITHPOBAHUE U TIP.).

IIpoexT (HanpuMep B
mporpamMme Delphi)

i
S

advapi32.dll, crypt32.dll

Kon dyurmit kpuntorpadiraeckoil moacHcTeMBI

e

TpurnanHas nporpamma 1 Kpunronpoeatinep 1

., ot

e e

Ilpnknanxas nporpamma 2 I
IIpnrnansas rmporpamma 3 /

Puc. 4.1. CrpykTypa Kpunromposaiaepa

— Kpunronpoeaiinep 2
~———

\

Kpunronpoeaiigep 3

o S

Ilo cocraBy dyHKUMI U 0OSCIICUMBAIOLINX UX ATOPUTMOB KPHII-
TONpOBARACPHI MOAPA3ACIIIOTCs Ha Tubl. Hampuvep, mrodoit CSP tuna
PROV_RSA FULL noaaepxuBacT kak muppoOBaHHUE, TaK H LUPPOBHIC
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MOAIMKUCH, UCIIONB3YET MMl OOMCHA KITFOYaMH M CO3AAaHUSI MMOJINCCH aji-
roput™ RSA, nma mudposanus — anmroputmsel RC2 u RC4, a nng xemm-
posanus — MD5 u SHA.

B 3aBHCHMOCTH OT BEPCHH ONCPALMOHHON CHCTEMBI COCTaB yCTa-
HOBJICHHBIX KPHITONPOBAHACPOB MOXKET CYIUCCTBCHHO M3MEHAThCa. On-
Hako Ha modoM komnbrotepe ¢ Windows mMoxkHO Haiitn Microsoft Base
Cryptographic Provider, oTHOCAIIHMICS K YK€ WM3BECTHOMY HAM THITY
PROV_RSA FULL. MvenHO € 3TUM NPOBAaHACPOM MO YMOTYAHHIO OY-
JyT B3aUMOJCHCTBOBATE BCE MPOTPAMMBI.

Hcnonp3oBanne kpunrtorpaduueckux BozMoxHocTed Windows
HAIIOMHHACT PadoTy MPOrpaMMel ¢ rpaduueckuM ycrpoiictBoM. Kpum-
TorpoBaiizep noAoOeH rpaduuccKoMy OpaiBepy: OH MOXKET 00€CIeUH-
BaTh B3aWMOJCHCTBHC NPOrPAMMHOTO OOCCIECUYCHHS ¢ 0OOPYAOBAHHEM
(VCTPOWCTBO YTCHHUSI CMapT-KapT, allapaTHbIC JATYUKUA CIYYaiHbIX Yd-
cen u mp.). Jng BeiBoga nHpoOpManuy Ha rpadpUIecKoe YCTPOUCTBO MPH-
JIO’KCHHE HE JOJDKHO HEMOCPEACTBCHHO OOPAINATHCS K APAHBEPY, BMECTO
3TOrO HY’KHO TOJYYIHTh Y CHCTCMBI KOHTEKCT YCTPOMCTBA, MOCPEACTBOM
KOTOPOTO M OCYIICCTBISIFOTCSL BCE OMNCPALMH. JTO MO3BOJSCT MPHUKIAI-
HOMY MNPOTPAMMHCTY HCIOJIB30BaTh TPadHuecKOC YCTPOHCTBO, HUYUETO
HC 3HAas O €ro ammaparHON peanuanyu. TOYHO Tak e sl HCIOIb30Ba-
HUS Kpunrorpadhuaeckux (QYHKIUN OPUIOKEHHE 00palnacTes K KPUITo-
npoBaiiaepy He Hanpamyto, a uepe3 CryptoAPIL Ilpu stom BHauane He-
00XOJMMO 3alpPOCHTh V CHCTCMBI KOHTCKCT KpHUNTOIpoBakacpa. Bersc-
HHUM, KaKHC JKC KPHUIITOIPOBAHICPHI YCTAHOBICHH! B cucTeMe. Jiist 3Toro
HaMm noHano0sarcs yetbipe GyHkpm CryptoAPI:

o CryptEnumProviders (i, peseps, daaru, TuHn, uMs, AIH-
HA_MMCHH) — BO3BPAINACT UMsI M THII /-T'0 MO MOPSIAKY KPUIITOMPOBaiac-
pa B cucTteMe (HyMeparus HAYUHACTCA C HYA);

o CryptAcquireContext (mposaiiaep, KOHTCHHED, uMs, THIl, (Ja-
1) — BBIMOJIHSICT MOJK/IIOUCHNC K KPUITONPOBAWACPY C 3aTaHHBIM THIIOM
U UMCHEM M BO3BpALLACT ero aeckpunrop (kourekcr). [lpu noxxmoucHnn
Mbel Ovaem mnepemasate (yakumn dumar CRYPT VERIFYCONTEXT,
CIY)KaIUHA TS TIOTYYCHHSI KOHTCKCTa O€3 MOAKIIOYCHUS K KOHTCHHEPY
KITIOUCH;
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o CryptGetProvParam (mposaiigep, mnapaMeTp, AaHHBIC, pas-
MEp_JAaHHBIX, (naru) — BO3BPAINACT 3HAYCHHEC YKA3AHHOTO MapaMeTpa
mpoBaiaepa, HanpuMep, BEPCUH (BTOPOH mapameTp MpH BbhI3OBE (YHK-
uun — PP_VERSION), tuna peanuzammy (mporpaMMHBIHA, arapaTHBIH,
cvmemanubii  — PP _IMPTYPE), mnoaaepxuBacMBIX  aIropUTMOB
(PP_ENUMALGS). Crnucok moaacp:KUBacMbIX aJTOPUTMOB MPHU TTOMO-
11U 3TOH (HYHKI[HH MOXKET OBITh HOIYUCH CJCAYIOLIUM 00pa3oM: MpH Of-
HOM BBI30BE (PYHKIMH BO3BpaIlacTcs HHGOpMALHI 00 OJHOM aIrOPHUTME;
NMpU TEPBOM BbI30BE (VHKLUH CJICAYET Mepeaarh 3Ha4YcHue (Quara
CRYPT _FIRST, a mpu nocneayromux (rar nomkeH ObITh paseH 0;

¢ CryptReleaseContext (mposatizep, ¢uaaru) — 0CBOOOXKIACT JC-
CKPHUIITOP KPUITOIPOBaHaepa.

Kaxgas n3 3tux QyHKUMH, Kak # GONBIIMHCTBO APYIUX QyHKIMN
CryptoAPL, Bo3BpamaeT JOrHUecKOe 3HAUCHHE, PABHOE true, B Ciydac
yeneinHoro 3asepiicHus, u false — eciu Bo3uukm ommbku. Kox omubku
MokeT ObITh noayueH npu nomoum gyakmun GetLastError. Bo3moskHeie
3HAUCHHUS KOJOB OIIMOKHM NPHBEACHBI B VIOMHHABLICHCS BBILIC JOKY-
menraip. Hanpuvep, mpu Beizose ¢ynkumu CryptGetProvParam ana
MOJYYCHUS BEPCHH MpoBaiacpa CICAYET YIECTh BO3MOXKHOCTb BO3HHUK-
HOBCHUS OIIHUOOK CJICIYFOIIUM 00pazoMm:

if not CryptGetProvParam(hProv, PP_ VERSION, (@vers),
(@DataLen, 0)

then

begin

case int64(GetLastError) of

ERROR INVALID HANDLE: err :=
'ERROR_INVALID HANDLE';

ERROR INVALID PARAMETER: err .=
'ERROR_INVALID PARAMETER',

ERROR MORE DATA: err :='ERROR_MORE DATA'"

ERROR NO MORE ITEMS: err :=
'ERROR_NO _MORE ITEMS';

NTE BAD_FLAGS: err :='NTE_BAD FLAGS';

NTE BAD_TYPE: err :="NTE BAD TYPE';
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NTE BAD _UID: err :='NTE_BAD UID";

else err := 'Unknown error';

end;

MessageDlg('Error of CryptGetProvParam: ' + err, mtError,
[mbOK], 0);

exit

end;

Hmxe gan TexcTr mpoueaypsl, BeBOAAmer B Memo-mone
FileMemo ¢opmer uadopmariuio 06 yCTAHOBICHHBIX B CUCTEME KPHUIITO-
mpoBadigepax. Ilpeanomaractes, 4To MPOLEAYPA BBI3BIBACTCS MPU BHIOO-
PC COOTBETCTBYIOIIETO BIEMECHTA B ITIaBHOM MEHIO ¢opmbl. s kpatko-
CTH B TEKCTC HPOrpaMMBl ONYIICHH! (PparMeHTHI, BBHIIOJHSIOIKEC 0Opa-
0OTKy OLTHOOK.

type alglnfo = record

algID: ALG_ID;

dwBits: DWORD;

dwNameLen: DWORD;

szName: array[0..100] of char;

end;

{BcomorarenpHas GyHKIHs, TPeoOPa3yOIIAs TUIT MPOBAKACPa B
CTPOKY }

function ProvTypeToStr(provType: DWORD): string;

begin

case provType of

PROV_RSA FULL: ProvTypeToStr := 'RSA full provider';

PROV_RSA SIG: ProvTypeToStr := 'RSA signature provider',

PROV_DSS: ProvTypeToStr :='DSS provider';

PROV_DSS DH: ProvTypeToStr := 'DSS and Diffie-Hellman
provider';

PROV_FORTEZZA: ProvTypeToStr := 'Fortezza provider';

PROV_MS EXCHANGE: ProvTypeToStr .= "MS Exchange
provider';

PROV_RSA SCHANNEL: ProvTypeToStr := 'RSA secure chan-
nel provider';
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PROV_SSL: ProvTypeToStr :='SSL provider';

else ProvTypeToStr ;= 'Unknown provider';

end;

end;

{BcroMoratenbpHas QYHKLHS, MPEoOPa3yIOas THIT PEATH3ALHH B
CTPOKY }

function ImpTypeToStr(it: DWORD): string;

begin

case it of

CRYPT _IMPL HARDWARE: ImpTypeToStr := 'annapaTtHsriii'’;

CRYPT _IMPL _SOFTWARE: ImpTypeToStr := 'mporpamMMHEIii';

CRYPT_IMPL MIXED: ImpTypeToStr := 'cMmermannsIii';

CRYPT _IMPL UNKNOWN: ImpTypeToStr := 'HeuzBecteH';

else ImpTypeToStr ;= 'HeBepHOE 3HAUCHUE',

end;

end;

{mpoueaypa BeIBOAA HHGOPMALIMH O KPUIITOITPOBAKACpaX }

procedure TMainForm.InfoltemClick(Sender: TObject);

var i: DWORD;

dwProvType, cbName, Datal.en: DWORD;

provName: array[0..200] of char;

vers: array[0..3] of byte;

impType: DWORD;

ai: alglnfo;

err: string;

begin

1:=0;

FileMemo.Clear;

while (CryptEnumProviders(i, nil, 0, {mposepsiem Haguuue e
OJHOTO }

@dwProvType, nil, @cbName)) do

begin

if CryptEnumProviders(i, nil, 0, {momyuaem ums CSP}

(@dwProvType, @provName, @cbName) then
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begin

FileMemo.Lines Add('"Kpunrronposaiiaep: '+provName);
FileMemo.Lines Add('Tum: +IntToStr(dwProvType)+' — '+
ProvTypeToStr(dwProvType));

if not CryptAcquireContext(@hProv, nil, provName, dwProvType,
CRYPT VERIFYCONTEXT)

then

begin

{obpadoTka ondoK}
end;

Datalen :=4;

if not CryptGetProvParam(hProv, PP_ VERSION, (@vers),
(@DataLen, 0)

then

begin

{obpadoTka orndoK}

end;

FileMemo.Lines Add('Bepcust: ' + chr(vers[1[+) + "'+
chr(vers[0]1));

if not CryptGetProvParam(hProv, PP_IMPTYPE, @impType,
(@DataLen, 0)

then

begin

{ob6padoTka omudoK}

end;

FileMemo.Lines. Add("Tun peanuzaunu:
+ImpTypeToStr(impType));

FileMemo.Lines Add('TloaaepskusaeT anropurmsr:');

Datalen := sizeof(ai);

if not CryptGetProvParam(hProv, PP ENUMALGS, @ai,
@DatalLen, CRYPT FIRST)

then

begin

{o6padoTka orHdoK }

end;
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with ai do

FileMemo.Lines. Add(szName+#9+' nnuna kiroua —
"+IntToStr(dwBits)+

'our' +#9+ 'ID: +IntToStr(AlgID));

Datalen := sizeof(ai);

while CryptGetProvParam(hProv, PP ENUMALGS, @ai,
(@Datalen, 0) do

begin

with a1 do FileMemo.Lines. Add(szZName+#9+'nuna xiroua —'

+IntToStr(dwBits)+' 6ur'+#9+'1D: +IntToStr(AlgID));

Datalen := sizeof(ai);

end;

FileMemo.Lines. Add(");

CryptReleaseContext(hProv, 0);

end;

inc(i);

end;

end;

4.3. lUndppoBaHme ¢ ucnonb3oBaHUeM naponeit

[Tocne Toro kak Mel y3Hamu koe-uto o crpykrype CryptoAPI,
MOJKHO BOCIIOJIb30BATECS CHO B MpakTHUecKux Hemsax. [loxanyH, cameiM
OKUJACMBIM JEHCTBHEM KPHUNTOrPadUUCCKON MOACHCTEMBI SIBISCTCS
urndposanue (alaoB, HO TaK, YTOOBI JIHINb IMOIb30BATES/Ib, 3HAOLIHIMA
ONpPECICHHBIH MapOoJib, MOT HONTYYUTh K HUM JOCTYIL.

Hna mudposannst gaHHeX B CryptoAPl mpumensrorcs cuMMeT-
puuHble anropuT™bl. CHMMETPHIHOCTD O3HAYACT, ITO JUIs MNP POBAHUS
U paciIu(pOBKH JAHHBIX HCIIOIB3YETCS OMMH M TOT K€ KITIOY, H3BSCTHBIH
Kak mwudpyromei, Tak u pacmudpossiBatomeii cropone. [lpu stom mno-
X0 BBHIOpaHHBIA K04 IMUGPOBAHUS MOXKET JATh MPOTHBHUKY BO3MOXK-
HocTh B3noMath mmgp. [lostomy oxHol u3 QyHKUMH kpunrorpaduye-
CKOHM MOACHUCTEMBI JOJIKHA OBITh TCHEPALMS «XOPOIIMX» KIYCH b0
cnydaiiHeiM  oOpaszoM, THOO HAa OCHOBAaHHHM HEKOTOPOH uH(popmaruy,
MPEAOCTABISIEMON MOIb30BATEICM, HATPHUMEP NapOIsL.
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B cnyuae co3maHus KiIr0Ya HA OCHOBAHMH MAPOJIS JOJIKHO BBITION-
HATBCS CIACAYIOIIEE 00s3aTCIBHOC YCIOBHE: IPH MHOTOKPATHOM IMOBTO-
PCHHH MPOLICAY Pl TCHEPALIMHM KJII0YA HA OJHOM M TOM KC MApOJIC A0JIK-
HbI IIOJIyYaTbCiad HACHTUYHBIC KITHOYH. Kirou H.II/I(prBaHI/IH HUMCCT, KakK
MPABH/IO, CTPOTO ONMPEACICHHYIO ATHHY, OMPEACISIEMYIO HCIIONb3YEMBIM
AJATOPUTMOM, & JJTHHA TAPOJISE MOXKET OBITh MPOU3BOIbHOMN. Jlaxke HHTYH-
THUBHO IIOHATHO, YTO IJIA O,Z[HOSHaHHOI\/'I re¢HCpau KITFOUCH HY>KHO IIpH-
BECTH Pa3HOOOpAa3HbIC MApOIH K HEKOTOPOH ¢AMHOH dopme. ITO JOCTH-
raeTcs ¢ MOMOIIBIO XSIIMPOBaHus. XemuposanueM (0T auri. hash — paz-
pe3aTh, KPOIIUTh, CPEMEINHBATE) HA3BIBACTCS MPECOOPA30BAHUE CTPOKU
MPOU3BOJIBHON JJIMHBEI B OUTOBYIO MOCTICAOBATEIBHOCTh (PUKCHPOBAHHON
JUTHHBI (XCII-3HAMCHUE, WK MPOCTO XCII) ¢ OOCCIICUYCHUEM CICAY FOLIUX
YCIOBHUU:

® [0 XCUI-3HAYCHHIO HEBO3MOJKHO BOCCTAHOBHTH HCXOJHOE CO-
OOIICHUE

® [PAKTUYECKU HEBO3MOXKHO HAWTU €IIE OJUH TEKCT, JAIOIIMUMI
TAKOH JKE XCII, KAK U HATICPS 33AaHHOC COOOIICHIC;,

¢ TIPAKTUUYCCKU HCBO3MOXKHO HaUTH ABa PAa3JIMIHBIX TCKCTA,
AAI0MUX OAHHAKOBBIC XCHI-3HAYCHHA (Ta,KI/IC CUTyallul HASBIBAIOT KOJI-
JAU3USIMHU).

[Ipu coOnroaeHUN MPUBEACHHBIX YCIOBHH XCII-3HAYCHUC CITYKHT
KOMIAKTHBIM LU(POBBIM oTreHaTkoM (matimkectom) coodmenus. Cyre-
CTBYET MHOKeCTBO anropurMos xemmposanus. CryptoAPI nognepxusa-
et, Hanpumep, aaroputMel MDS5 (MD — Message Digest) u SHA (Secure
Hash Algorithm). Wtak, uto0sl co3aaTe K04 mudpOBaHUS HA OCHOBA-
HHUH TIAPOJIs, HAM HYKHO BHAYAJIC MMOJYYUTh XCII 3TOro maposst. [t ato-
ro caeayeT co3aars ¢ nomoinbio CryptoAPI xern-o0beKT, BOCIOMB30BaB-
umce ¢yukuuer CryptCreateHash (mposaiinep, 1D anropurma, kirod,
(dnaru, xeur), KOTOPOH HYKHO TIEPESAATh ACCKPUIITOP KPUIITOMPOBAHaCpa
(monyuennsii ¢ momompio CryptAcquireContext) 1 HACHTH(HKATOP anro-
pUTMa XCIIUPOBaHMS (OCTAIBHBIC NAPAMETPBl MOTYVT OBITh HYJISIMH).
B pesyabrare Mbl MOIYYHAM JECKPHUIOTOP XEII-00BEKTA. ITOT OOBEKT MOXK-
HO TPEACTaBUTHh ceOC KaK YCPHBIM SIIUK, KOTOPBIA NMPUHUMACT THOOBIC
JAAHHBIC W «ICPCMAIBIBACT» HX, COXPaHAd BHYTPHU ce6$1 JUIMb XCII-
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3HaucHue. [logaTe maHHBIC HA BXOJ XEHI-OOBEKTA MO3BOSCT (YHKIMS
CryptHashData (zeckpunrop, aaHHbIe, pa3Mep AaHHBIX, (iary).

HenocpeacteenHo  cozmaHme  Karoua  BBIIOMHACT — (PyHKIHA
CryptDeriveKey (mposaiinep, ID amropurma, xem-o0bekT, duiary,
KITF04), KOTOPas MPUHUMACT XCII-O0BCKT B KAYCCTBE MCXOAHBIX JAHHBIX
U CTPOHUT MOAXOISIINHA KIOY I anrOpuT™Ma IMHQPOBaHUS, 33AaHHOTO
ceouM ID. PesynpraTtom OyaeT JeCKpUOTOP KIIIOYA, KOTOPBIA MOXKHO HC-
nmone30Bath 4714 mudposanus (puc. 4.2)

XermnpoBaHie CosgaHne Kmo4a
Tapors  ——— Xem —— — Kmou
CryptHashData CryptDeriveKey

Puc. 4.2. Cxema co3manusa KIroueH

Creayer oOparuth BHHMaHHE, uTO npu padore ¢ CryptoAPI mer
BCC BpEMsSI UMEEM JEN0 HE C CAMHMH OOBCKTAMH WM HX aJPECaMHy,
a ¢ JCCKPUITOPaMH — LENBIMHA YUCIAMH, XapaKTCPU3VIOMUMH MOI0MKE-
HUC 00BEKTA BO BHYTPCHHUX Tadiuiax kpunromposaiiaepa. Camu tabd-
JHLBl PACTIONATAIOTCS B 3alUMIICHHOW 00NAaCTH MaMsTH, TaK YTO MpO-
IPaMMBI-(IITTHOHBD) HE MOTYT MOIYYUTh K HUM JOCTYII.

AnroputMmel mudposanms, nogacpkusacmbeie CryptoAPI, moxkHO
paszenuTe Ha ONOYHBIC M MOTOYHEIC. MEPBBIC 00PabaTHIBAIOT JAHHBIC
OTHOCHTEIIFHO OONBIIUMH M0 pasMepy Onokamu (Hanpumep, 64, 128 6u-
TOB WK 00JEEC), a BTOPHIC — MOOUTHO (TCOPETHUCCKHU, HA MPAKTUKE KE —
nobaiitHO). Eciau pasMep maHHBIX, MOAICKAIIUX IIHU(PPOBAHUIO, HE Kpa-
TCH pasMepy OI0Ka, TO MOCICAHUHN, HETIONHEIN ONOK JaHHBIX, OVAET 10-
MOJHEH HEOOXOTUMBIM KOJIHMYCCTBOM CIVYAWHBIX OHTOB, B PE3yIbTATE
yero pasMmep s3amuppoBaHHON HH(OpMAIMH MOMXET HECKOIBKO YBCIH-
quthes. PasymeeTcs, NpU HCMONB30BAHMM MOTOYHBIX MIH(POB pazMep
JAHHBIX NMpH MH(GpoBaHUH OocTacTcs HewsMeHHBIM. Llludposanne BbI-
nonusercs yukuuen CryptEncrypt (kirou, xew, ¢unan, ¢uaru, JaHHEBIE,
pamep_aaHHBIX, pasMep Oy depa):

* Uepe3 mapameTp KoY MepeacTes ACCKPUNTOP KiIro4a mugpo-
BaHM,
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® [apaMeTp XCII HMCIOJB3YETCS, €CIIH OJHOBPSMCHHO C IIU(PO-
BAaHHMCM HYKHO BBIYHCIIUTD XCII-3HAYCHHUE MTU(PPYSMOTO TEKCTA,;

e mnapaMeTp QuHaT paseH true, ecmu mUQpPyeMBId OTOK TEKCTa —
MOCICAHHA WIM CAMHCTBCHHBIN (IIU(POBAHUE MOXKHO OCYINCCTBIISATH
yacTsmH, Bei3eiBast QyHkimo CryptEncrypt HECKOIBKO pas);

¢ 3HaucHHC (prara TOMKHO OBITh HYJICBBIM;

* mapaMeTp «JaHHBIC» MPEACTABIIACT cOOOH aapec Ovdepa, B KO-
TOPOM TIPH BbI30BC (YHKIMH HAXOAWUTCS MCXOJHBIH TCKCT, a MO 3aBep-
LICHUH paOoThl (PYHKLINH — 3aIIH(pPOBaHHbIN;

* ClCAYIOUMH MapaMeTp, COOTBETCTBCHHO, OIMCHIBACT pPazMep
BXOHBIX/BBIXOJHBIX JAHHBIX,

* [OCICIHHH mapaMeTp 3aiact pasmep Oydepa, eciu B pe3yabTa-
Te mudpoBaHus 3amu(ppPOBAHHBII TEKCT HE YMECTHTCS B Oydepe, BO3-
HUKHET OLTHOKA.

Hs pacumdposku gaHHbiX ucnosb3yercs Gpyukuus CryptDecrypt
(xarou, xewr, ¢unan, daarn, JaHHBIC, Pa3MEp AAHHBIX), OTIMYAOINASLCS
ot mudpyomei GYHKIHN TOIPKO TeM, 4YTO pasMep Oydepa ykaseiBarh
HE CIACAYET. MOCKOJIBKY Pa3Mep AaHHBIX NPH pacun(poOBKES MOKET TONb-
KO YMEHBIIHUTHCS, OTBEACHHOIO o HUX Oydepa HaBepHsIKA OyAST A0C-
tarouHo. [lpuBeaem muiub (parMEHTBI MPOTPAMMBL, PEATH3YFOLICH
mndposanue ¢aiia ¢ HCMOJb30BAHHEM 33JaHHOTO MAPOJsl, OIYCTUB
IPOMO3JKHE MPOBEPKH YCICIIHOCTH BBIMOIHCHHS KPHUITOrpaduuccKux
oreparnui (4TO B peaIbHON MPOrpaMMe ACIaTh KpaiHE HEXKEIATCIBHO).

{«omucaHue» UCMOIB3YEMBIX IEPEMECHHBIX }
hProv: HCRYPTPROV;

hash: HCRYPTHASH,;

password: string;

key: HCRYPTKEY;

plaintext, ciphertext: string;

inFile, outFile: file;

data: PByte;

1: DWORD;

{monydaeM KOHTECKCT KpUOTOnpoBaiacpa}
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CryptAcquireContext(@hProv, nil, nil, PROV_RSA FULL,
CRYPT _VERIFYCONTEXT);

{cozmaem xem-00bEKT}

CryptCreateHash(hProv, CALG_SHA, 0, 0, @hash);

{xemupyem napons}

CryptHashData(hash, @password[1], length(password), 0);

{co3maeM KITrOY HA OCHOBAHUH TIAPOIT A1t HOTOKOBOrO mrdpa RC4}

CryptDeriveKey(hProv, CALG_RC4, hash, 0, @key);

{yHHuTO)KACM XCII-OOBECKT}

CryptDestroyHash(hash);

{oTkpeiBacM haitsis }

AssignFile(inFile, plaintext);

AssignFile(outFile, ciphertext);

reset(inFile, 1);

rewrite(outFile, 1);

{BBLICTIIEM MecTO 11st Oydepa}

GetMem(data, 512);

{mmdpyem nannbIC }

while not eof(inFile) do

begin

BlockRead(inFile, data™, 512, 1);

CryptEncrypt(key, 0, eof(inFile), 0, data, @], 1);

BlockWrite(outFile, data™, 1);

end;

{ocBobOXKIACM MECTO U 3aKpbIBacM (haiisl }

FreeMem(data, 512);

CloseFile(inFile);

CloseFile(outFile);

{ocBOGOXKIACM KOHTEKCT KPHITONPOBaiaepa}

CryptReleaseContext(hProv, 0);

Koneuno, mudposanne Bamu Beex (ailioB OTHAM H TEM K€ Mapo-
JgeM o0JIerdacT «MPOTHBHUKY» 3aJady HX paciin(poBKH, 3alOMUHAHUE
OTPOMHOTO YHCNA MAPOJICH CHIBHO VCIOMKHSCT XKH3Hb, & WX 3aIlHChIBA-
HHUC B HE3aH(POBAHHOM BUIE CO30ACT ONACHOCTh PACKPBITHS BCCH CHC-
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teMbl. CryptoAPl MoxeT mpeaioKuTe Ha STOT CIy4Yad psj PELICHHI.
B apcenane 3amuthl JODKHBI OBITH HE TOJBKO METOJBI, OOCCIICUUBAIO-
IHC CCKPETHOCTH repenadn uHpOpMamy (0 HUX MBI MUCATHA B ICPBOH
qacTH crared). He McHEC BaKHBIMU HHCTPYMCHTAMU OC30TACHOCTH SIB-
JSFOTCS MPOLCAYPHI, MO3BOSIOIINE YOCIUTHCS B LICTOCTH U Ay TCHTUYHO-
cru gaHHbBX. KpoMe Toro, HEOOX0AUMO PeinaTh MpooIeMbl OE30MACHOTO
XpaHCHHS U PACIPEACICHIUS KIFOUCH.

4.4. NMpobnema pacnpeaeneHns Knoven

B mpomneiit paz mpu momomu CryptoAPI MBI pemamn Takyio
KITACCHYECKYIO» 3aady, kak mudposanue Ha ocHoBe mapons. Hamowm-
HUM, YTO MAPOJb UCIONb30BAIC IS CO3OAHMS KI0Ya INUGPOBAHUS Ka-
KOTro-mH00 CHMMETPUYHOTO anropurMa. B Takom ciyuae pacmudposats
(halin MOXKET MUIIL TOT, KTO 3HACT HApOib. A 3HAYHT, 11 00CCIICUCHUS
KOH(PHICHIUATEHOCTH HYXKHO JCPKAaTh NApOib B CTPOKAMIIEM CEKPETE —
JKENATENBbHO, YTOOB €r0 3HAIH JIMIIb OTIPABHTENb U TMOIYYATENb WH-
dopmarun. (A eme ydine, €Cu OTIPABUTEITb U MONYYATSIb — OJHO U TO
JKE JTHIIO.)

[Ipeanonoxxum, YTO OTHPABHUTENh W MOMYYATCNb NPH JIMIHOH
BCTpEUC MOTOBOPWIMCH HCHOIB30BATh M1 KOHQUACHIMATIBHOH mepe-
MUCKH onpeacacHHbIN napons. Ho ecnu onu OyayT mugposare Bce CBOU
COOOIICHHUS OJHUM U TEM KE KITIOUOM, TO BOBMOKHBIH IPOTUBHHUK, MEpPe-
XBAaTUB KOPPECIOHACHLMIO, OYACTh MMETh XOPOIIME LIAHCHI B31OMATh
mu(p: IpH COBPEMEHHBIX METOAAX KPUNTOAHATN3A HATTMYHC HECKOTBKHUX
MH(P-TEKCTOB, MOAYUCHHBIX MYTEM HCIIOIb30BAHUS OJHOTO U TOTO K&
KIIIOYa, MOYTH TapaHTHPYET VCHEMHBIA pesyaprar. [lostomy mpm wc-
MOJTB30BAHUN CHMMETPUYHBIX AJITOPUTMOB IITH(PPOBAHHUSI HACTOATCIHHO
PEKOMCHAYETCS HE IPUMCHATh OAWH M TOT JKE KITIOY JBAKIbI!

OnxHako MOMHHUTH OTACIBHBIN MAPONb A KKIOTO 3amngpoBaH-
HOTO COOOIIEHUS — 3aJada AOCTATOYHO TPVIOEMKas. A ISl KOPPECIIOH-
JCHTOB, HC NMEIOIIUX BO3ZMOYKHOCTH BCTPETUTBCS JTHYHO IS COTIacoBa-
HHS KIToYeH mu@poBaHus, KOHPHICHIMATBHEIA OOMEH COOOINCHHAMH
BOOOIIEC CTAHOBHUTCS HEAOCTYNHBIM. Takas mpakTHYecKas TPYIHOCTb Ha-
3bIBACTCS MPOOICMON PACTIPEACICHUS KIIOUCH.
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CrnacutensHBIH €Noco0, MO3BOJSIIOMMN IMH(PPOBATh COOOILICHUS,
OOMCHHBAICH KIIOYAMHU M0 OTKPBITHIM KaHAIAM CBS3H, OBLT HPHIYMAaH
B cepeamHe 70-X TOOOB MPOILIOTO CTOMCTHA, a B Hadane 80-X MOSBHIC
NEepBbIH peamusyromuii ero anroput™ — RSA. Tenepr mons3oBarens Mo-
JKET CTCHEPHPOBATh JBA CBIA3AHHBIX MEXKIY CODOM KIroYa — KIIOYCBYIO
napy. OOUH M3 STHX KIFOUYCH MO HECCKPETHBIM KaHAIaM PacChLIACTCS
BCEM, C KEM TIOIB30BATCIb XOTET Obl OOMCHUBATHCSA KOH(UACHIIUATbHBI-
MU COOOIICHHSAMH.

ITOT KITHOY HA3BIBAIOT OTKPHITHIM (aHri. public key). 3Has oTkpeI-
TBIH KJIIOY MOJB30BATCIA, MOXKHO 3aIIU(POBaTh aaPECOBAHHOE MY CO-
oOIICHHE, HO BOT paciIu(poBaTh €ro MO3BOJSCT JIHIOb BTOPAs 4acTb
KIIIOUCBOH Maphl — 3akpbIThiil kmou (private key). [Ipu atoM oTKpBITHI
KIIOY HE JACT «IPAKTHYCCKOH» BO3MOXKHOCTH BBIYHCIUTH 3aKPBITHIN:
Takas 3amava, XOTd M pa3pelinMa B NPHHLUIE, HO MPH JOCTATOYHO
0OJIBIIOM pazMepe KIrua TPSOYET MHOTHX JICT MAIIHHHOTO BPSMCHH.
Hnst coxpaHeHus KOH(DHICHIMATPHOCTH MOJYYATS/II0 HEOOXO0UMO JTHIIb
XPaHUTb B CTPOTOM CEKPETE CBOM 3aKPBITHIM KUY, & OTIPABUTEIH —
yOCAUTBCS, YTO MUMCIOIIUICS YV HErO OTKPBITHIA K/IKY ACHCTBUTEIBHO
MPHUHAIJICIKUT aAPECaTy.

[Tockoneky ans mudpoBaHus W PacIU(POBKH HCIOIB3YEOTCS
Pa3NMHYHBIC KITIOYH, AITOPUTMBI TAKOTO POJA HA3BATH ACHMMCETPHIHBIMHL.
Haunbonee cymecTBeHHBIM X HEAOCTATKOM SIBISCTCS HU3KAs MPOU3BO-
JUTEIBHOCTh — OHM npumepHO B 100 pa3 MeqyieHHEE CHMMETPHUYHBIX ajl-
roputMoB. [losToMy OBITH co3maHbl KpHNTOrpadHYecKHe CXEMBI, HC-
MOJB3YIOLINE MPEUMYIICCTBA KAK CHMMETPHUYHBIX, TAK W ACHMMETPUY-
HBIX alTOPHUTMOB:

o s mudpoBanus Gaitia Wik COOOUICHHUS UCTIOIB3YCTCS OBICT-
PBHIH CUMMETPUYHBIA aITOPHUTM, HPUYEM KIHOUY MHU(POBAHUS TCHEPUPY-
€TCSl CIYYaWHBIM 00pa3oM ¢ 00CCIICUCHHEM «XOPOIINX» CTATHCTHUECKUX
CBOWCTB;

e HEOOMBIION MO pazMepaM CHMMETPHYHBIN K104 Mu(poBaHUS
mudpyeTes npu NOMOIIK ACHMMETPHUYHOTO alrOPUTMA C UCTIONb30BAHU-
€M OTKPBITOTO KITIOUA aIpecara U B 3ai(pOBaHHOM BHAC NICPEChLIACTCS
BMECTE ¢ COOOIICHHUEM,
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* [OJYYUB COOOILICHHE, aIPecaT CBOMM 3aKPBITHIM KIIOUOM pac-
mH(pPOBHIBACT CUMMETPUYHEIN KITIOY, & C €r0 OMOIIBIO — M €CaMO C000-
IICHHE.

4.5. LlenocTHOCTb W ayTeHTUYHOCTb UHhopMaLIm

Kak ymocToBepUThCS B TOM, YTO MPHIISAINCS COOOIICHUS ACHCT-
BHUTCIIPHO OTHPABJICHO TEM, UbC WM CTOHT B rpade «oTnpaBuTenb»?
ACHMMETPHYHBIC CXCMBI IMU(POBAHUS AT HAM JJICTAHTHBIA CIIOCOO
ayreHTuukamyu. Ecnn ornpasurens 3ammdpyer cooOlneHHE CBOMM
3AKPBITHIM KJTFOUOM, TO YCIICIIHOS paciuu()poBbIBAaHUC YOSAUT MOIyYa-
TCJSI B TOM, YTO MOCTATh KOPPESCIOHACHLMIO MOT TOJBKO XO3SUH KITFOUC-
Boi mapel. [Ipu 3ToM pacmmdpoBKY MOXKET BHIIIOIHUTE THOOOH, KTO HME-
€T OTKPBITBIM KIKOY OTHPaBUTSIS. Beap Hamma ueiap — HE KOH(DHIACHIM-
AJIBHOCTB, a ayTCHTI/I(bI/IKaLII/IH.

UroOb1 m30ekarhy mudpoBaHUsS BCETO COOOIICHHUS IMPH MOMOIIH
ACUMMCTPUYHBIX aJITOPUTMOB, UCIIOJIB3YIOT XCIMUPOBAHUC: BhITUCIACTCH
XCUI-3HAYCHUEC UCXOTHOTO COOOLICHUS, U TOIBKO 3Ta KOPOTKAsl MOCICI0-
BaTCJIBHOCTh OAWTOB IMH(PYETCH 3aKPBITHIM KIOUOM OTHpasureid. Pe-
3YJABTAT NPEACTABISCT COOOH 3neKkTpoHHYHO mupposyio noamuce. Mo-
GaBICHUE TAKOH MOANICH K COOOIIECHHIO TIO3BOJISICT YCTAHOBHTb:

® AYTCHTHYHOCTh COOOLICHHUS — CO34aTh MOJIKCh HA OCHOBE 3a-
KPBITOI'O KJIIHOYa MOT TOJIBKO CTO XO3AUH,

¢ ICJIOCTHOCTh JAHHBIX — JICTKO BBIYTUCIUTH XCII-3HAYUCHUC IOy -
YCHHOTO COOOILCHHS U CPABHHUTH €rO C TEM, KOTOPOS XPAHHUTCS B ITOJIIH-
CH. CCITH 3HAYCHHSI COBIAIAIOT, 3HAYUT, COOOLICHHE HE OBLIO U3MECHCHO
37I0YMBILIIJICHHUKOM TIOCJIC TOTO, KAK OTIIPABUTEIb €O MOAMUCA.

Taxum 06pazoM, aCHMMETPUYHBIC aNTOPUTMBI TIO3BOJISIIOT PELIUTh
JBE HETPOCTHIC 3aJa4d: OOMEHA KIHUaMH IMH(POBAHHS MO OTKPHITHIM
KaHAJIaM CBS3U U MOAIIUCU cOOOIEHUs. UTOOB BOCIIONB30BATHCS 3TUMHA
BO3MOXHOCTAMU, HYXHO CICHCPUPOBATH U COXPAaHUTH IABC KIIHOUCBBIC
mapel — s OOMEHA KJTFOUaMu U Uit moanuceii. B 3ToM HaM moMoxkeT

CryptoAPI.
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5. MPAKTUYECKASA PEATTIU3ALIUA

Cozmagum mporpammy mnpu nomomw  (Qyskimu  CryptoAPL
Ha puc. 5.1 noka3an npuHImn paGoTsl IPOrpaMMBbl.

5.1. CozpaHue KoHTeNHepa

Kaxxaeiii xpunronposatizep pacronaraet 0a30i JaHHBIX, B KOTO-
PO XpaHAITCSI JOATOBPEMCHHBIC KIIFOUM MONb30BaTeicH. baza maHHBIX
COZICPIKUT OJIMH UIIH $0JI€€ KOHTCHHEPOB KIIHOUCH.

OTnpaBuTENb 3

DKCnop
5a3a AaHHbIX KNIoYeil —— | |1) Kxion obuena kmovaum

2) Kniou nognmcu

Awowiadee o eherada|

(
(
(

Internet

(
(
(

ITonyyarens l

—+  Kimou oOmeHa Kmogamu
coobmeHite

Puc. 5.1. Tlpuniyn paGoTsl

[Tonb3oBaTep MOXKET CO34aTh HECKOIBKO KOHTCHHEPOB € pa3ind-
HbBIMH HMMCHAMH (MMCHEM KOHTCHHEPA MO YMOJTYAHHIO SIBISCTCS MM
HOJIB30BaTeIs B cucTeMe). [1OAKIIOUCHHE K KOHTCHHEPY MPOH3BOIUTCS
OJHOBPEMEHHO C TOJIyYCHHEM KOHTEKCTa KPHIITONPOBaiAepa MpU BBI3O-
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Be Qpynkiun CryptAcquireContext — UMsI KOHTCHHEpaA KIHOUCH IepeIacT-
cs1 GYHKIHMK BTOPBIM €€ apryMEHTOM. ECu Bropoil apryMeHT COACPIKUT
nycToi ykazarens (nil), TO HCHOMB3YETCS UM TIO0 YMOTYAHHIO, T. €. UM
MoJib30BaTeisl. B TOM ciydyae, €ciu A0CTyN K KOHTCHHEPY HE HYIKCH,
MOKHO TiepeJarb B  OOCHCAHEM  aprymeHte  (QyHKuuu  ¢ar
CRYPT VERIFYCONTEXT; mpu HEOOX0AUMOCTH CO34aTh HOBBIM KOH-
tetinep ucnoas3dyercs (paar CRYPT NEWKEYSET, a mas yaancHus
CYLISCTBYIOIICTO KOHTCHHEPA BMECTE ¢ XPAHSIIIUMHUCS B HEM KITFOYAMH —
CRYPT DELETEKEYSET.

Kasxapiii KOHTEHHED MOXKET COACPIKATh, KAK MUHUMYM, JIBC KJIHO-
YCBBIC MAphl — KJIFOY OOMEHA KIYaMH W Kmou noamucu. Kmrouw, wc-
MOJIB3YEMbIC IS MU(POBAHUS CHMMETPHYHBIMU QJITOPUTMAMHU, HE CO-
xpassitorcst. Kak Mbl y3ke yKaspIBalIH, TAKHE KIIFOUM HE PEKOMCHIYCTCS
MPUMEHATE O0JICE OJHOTO pasa, MOSTOMY HX HA3BIBAKOT CCAHCOBBIMH
(anrm. session key).

OxHO nporpamMMbl B KOTOPOI co3maeTcs KoHTeHHEp (puc. 5.2).

= T — i
& CryptoAPT - =[=] =3

J CosgaHqe KoHTEfHepa I CosgaHue kNlyeBsi: Nap JKCMORT KAy aun Wheppoeare
i = .

ANMOEUTM

FE0aMTE UMA KOHTEHHEPA:

| — Co30aTe KOHTEHHER

— JanaMHMTE MMA
Cosnark YnanuTe MNpoeepuTE

—BrINONHUTE NpOEEpKY

Puc. 5.2. Co3manne KOHTCHHEpA

5.2. Co3naHue KnoveBbIX nap

[Tocae co3nanus KoHTEHHEPA KITOUEH HEOOXOANMMO CICHEPHUPOBATh
KIIIOUCBBIC Mapbl 0OMEHA KII0YaMu U noanucu. Ity padoty B CryptoAPI
emmonHgeT (yHkumsa CryptGenKey (mposaiizep, anroput™, duary,
KITEOY):
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* [MpoBaliep — ACCKPUOTOP KPUNTONPOBAWACpPA, NOMYUYCHHBIN
B pe3yabptare oopamnenus Kk pyukuuu CryptAcquireContext;

® QIrOPUTM — VKAa3bIBACT, KAKOMY anroputMy muppoBanus Oy-
JET COOTBETCTBOBAThH cozaaBacMulll kirou. Mudopmanmsa o6 anroputme,
TakuM 00pa3oM, SBISCTCS YacThIO omucaHusd kmrova. Kaxasii kpunro-
MpoBaiaep UCMOIB3yeT AN 0OMEHA KTIOYaMH U MOAMUCH CTPOrO Ompe-
JgencHHble amroputMbl. Tak, mposadiaepsl thma PROV_RSA FULL,
K kotopeiM otHOcuTcs u Microsoft Base Cryptographic Provider, peanu-
syt anroputM RSA. Ho mpu reHepaiuu kjrouei 3HATh 3TO HE 00s13a-
TEJABHO. JOCTATOYHO YKa3aTh, KAKOH KIOY MBI cOOUpacMcs CO3AaTh —
0oOMEHA KITIOYaMH WK MOAIUCH. [ 3TOro MCHOMb3YIOTCS MHEMOHHYC-
ckue xkoHcTanTel AT KEYEXCHANGE u AT _SIGNATURE;

e (naru — Opyu CO3JAHUN ACHMMETPHYHBIX KITFOUCH 3TOT mapameTp
VHpaBIIeT uX paMepoM. Mcrmonp3yeMslii HAMH KPUITOPOBAHASP TO3BO-
JSICT TCHEPUPOBATh KIIF0Y 0OMEHA KIFOYaMH JUTHHOM oT 384 10 512 6ur
a ko4 moAnucH — oT 512 g0 16384 Gur. Yem OOmbINE JIMHA KITHOYA, TCM
BBILIC €TI0 HAJCKHOCTh, TO3TOMY TPYAHO HAWTH NPUYHHBI ISl HCTIONB30-
BaHUs KJIFOYa OOMEHA KITHOYaMHU JIHHOW MeHee 512 Our, a JuHYy KITo4a
TIOAITMCH HEC PEKOMCHAYCTCS neiarb MeHbIe 1024 our . Tlo YMOTYAHUIO
KpUIITONpOBaiaep co3naet oda karoua mmuHoH 512 6ur. Heobxomumyio
JUTUHY KIIF0Ua MOYKHO MIEPEJaTh B CTAPLICM CIIOBE MapaMeTpa «(uarm»;

* KIIOY — B CJIyYaC YCICIIHOTO 3aBEPLICHUS (DYHKLMK B 3TOT mMa-
paMeTp 3aHOCHTCS JECKPUIITOP CO3MAHHOrO Kimova. PaccMoTpum mpumep
CO3AaHHUA KITIOUEBBIX Map MPH MOMOIIU (OPMBI HAICH MPOrpaMMBI, MO-
kazaHHOH Ha (puc. 5.3).

B mone «KonteliHep» MOXKHO yKa3aTh MMA KOHTEHHEpa KIFOUCH:;
€CIIH OCTaBHTh 3TO MOJE IYCTHIM, OVAET HWCHONB30BaH KOHTCHHEP MO
yMomuaHuo. HazHavueHue OCTANbHBIX 3JEMCHTOB VIPABICHHS JOJDKHO
ObITh MHTYUTHBHO MOHATHRIM. [locrme reHepamyu kimodya B memo-Tnose
BBIBOAUTCS OTYET O €ro mapamerpax. s 31oro ucmoib3yercs (yHKIHs
CryptGetKeyParam (xmou, mapamerp, Oydep, pasmep, daaru). Urobet
MOJIY4UTh MHGOPMALHIO 0 TpeOyeMOM MapaMeTpe, HYKHO depe3 BTOpoU
aprymeHT (DyHKIMH NIEPeaaTh COOTBETCTBYOMIY 0 KoHCTaHTy: KP ALGID —
naeHrudukarop amropurMa, KP_ KEYLEN — pasmep kiroua, u T.1.

86



% CryptoA?l ——— ——a—— ——— == EE

CosnaHue KOHTeliHepa CoznaHue KNKYeEET: Nap kenopT kloued aun Whpposate

generationform

KoHTeiiHep: “

JauHa KAto4a 06EHa KAHaMK:
(=]
512 = ¥ reHepupoeaTe

o 0K XK Ductire orwer
[uHa KNua nonmcu:

,ﬁj [¥ renepuposats ANropHTH

W

—BBECcTH UMA KOHTERHHERE

—Hakate KHOMKY Ok

Puc. 5.3. Co3manue xarouei

Bot tak OyeT BHIIVISLACTD HALIA ITPOrpamMma;

procedure TGenerateForm . OKBtnClick(Sender: TObject);
var cont: PChar;

err: string;

hProv: HCRYPTPROV;

KeyExchKey, SignKey: HCRYPTKEY

flag, kevLen: DWORD:;

begin

{ecau HU OJTUH KITFOY HE BHIOPAH — BBIXO[ }

if not (KEKCheckBox.Checked or SKCheckBox.Checked) then exit;
{«cunuThIBACM» UM KOHTCHHEPA }

if length(ContainerEdit. Text) = 0

then cont = nil

else

begin

err .= ContainerEdit. Text;

cont := StrAlloc(length(err) + 1);

StrPCopy(cont, err);

end;
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CryptAcquireContext(@hProv, cont, nil, PROV_RSA FULL, 0);

{renepanus kiroua oomena kmouamu (Key Exchange Key)}

if KEKCheckBox.Checked then

begin

{«cunTRIBACM» AIHMHY KITIOYA H IOMCIIACM €C B

crapiuee cinoso mapamerpa GJIATHA}

keyLen ;= strtoint(KeyExchLenEdit. text);

flag := keyLen shl 16;

if not CryptGenKey(hProv, AT KEYEXCHANGE, flag,
@KeyExchKey) then

begin

{«oOpaboTka OIHOOK» }

end

else

begin

ReportMemo.Lines. Add(");

ReportMemo.Lines. Add('Coznan kirou oOMeHa kitouamiu:');

flag .= 4;

if not CryptGetKeyParam(KevExchKey, KP_ KEYLEN, @kevLen,
(@flag, 0) then

begin

JobpaboTka OuIHboK]

end

else ReportMemo.Lines. Add(' amuna xiroua —' +
inttostr(keyLen));

flag .= 4;

if not CryptGetKeyParam(KevExchKey, KP_ALGID, @keyLen,
(@flag, 0) then

begin

JobpaboTka OuIHboK]

end

else ReportMemo.Lines. Add(' anropurm — ' + algIDtostr(keyLen));

{pyuxuusa algIDtostr 3nech He npuBoanTcs. OHA COCTOUT U3 CANH-
CTBCHHOTI'O
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oreparopa case, 0TOOPAKAIOIIETO NETBIH HACHTH(HUKATOP airo-
PHTMA B CTPOKY }

end;

end;

{reneparus kiroua nognucu (Signature Key)}

if SKCheckBox.Checked then

begin

{ «BBITIOHACTCS AHAJOTHYHO TCHEPAIMH KITF0oUa 0OMCEHA
KJTFOUaMu }

end;

CryptReleaseContext(hProv, 0);

end;

5.3. OOMeH Knrovamu

Tenepr MBI pacnionaracM Ha0OPOM KIFOUCH, OHAKO BCE OHH OCTa-
HYTCS MEPTBBIM TPY30M JO TEX MOP, MOKA MBI HE MOIYYUM BO3MOKHOCTU
o0OMCHA C JPYTUMHU TOJB30BATEIMH OTKPBITBIMU Kiarouamu. [[msa atoro
HCOOXOMMMO H3BJICYh WX W3 0a3bl JAHHBIX KIFOUCH M 3amucaTe B (aii,
KOTOPBIH MOKHO OVAET mepeaarbh CBOMM KoppecnonaeHTam. [Ipu sxcropre
JAHHBIC KITFOUa COXPAHSIOTCSI B OXHOM H3 TPEX BO3MOXKHBIX (JOPMATOB:

o PUBLICKEYBLOB - wucronb3yeTcst Ayt COXPAHCHUS OTKPbI-
TBIX KIroucH. [ToCKOIBKY OTKPBITBIC KITIOUH HE SIBISIOTCHA CCKPETHBIMH,
OHH COXPaHSAIOTCS B HE3AN(POBAHHOM BUAC;

e PRIVATEKEYBLOB - ucnome3yercss misi COXpaHCHHS KO-
YCBOU Mapbl LCIUKOM (OTKPBITOTO U 3AKPHITOrO KIFOUCH). DTH JaHHBIC
ABIIIOTCS B BBICHICH CTCHCHH CEKPETHBIMH, MO3TOMY COXPAHIIOTCS
B 3amin(h)poBaHHOM BUAE, MPHYECM A MU(POBAHMS HCIIOIB3YETCS CCaH-
COBBIH K04 (M, COOTBETCTBEHHO, CHMMCTPHYHBIH aNrOpPUTM);

e SIMPLEBLOB - wncnone3yercs Asl COXPAaHCHHS CEAaHCOBBIX
kmoueh. s obecneueHus CEKPETHOCTH JAHHBIC KIHOUYa IMUPPYIOTCS
€ UCIIOIb30BAHUEM OTKPBITOTO KITFOUA MOMYYaTENsT COOOIICHHS.

Okcmopt  kmouedi B CryptoAPl  Bemmomnsercs — ¢yHkuuen
CryptExportKey (3xcmoprupyemeiii Kmo4, KTOY aapecara, (opmar,

daaru, Oydep, pasmep Oydepa):
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® DKCIOPTHPYEMBIH KITIOU — JECKPUNTOP HYKHOTO KITIHOUA,

e KIIOY agpecara — B CIy4ac COXPAHCHHS OTKPBITOTO KITHOUa
JOJDKEH OBITh PABEH HYIIO (IAHHBIC HE IMUPPYIOTC);

e (opmaT — yKa3bIBACTCS OJAMH M3 BO3MOXKHBIX (POpMaroB 3KC-
mopra (PUBLICKEYBLOB, PRIVATEKEYBLOB, SIMPLEBLOB);

e (hmaru — 3apescpBupoBaH Ha Oyayiiee (JOKEH OBITh PaBEH
HYITO);

o Oydep — comepxur agpec Oydepa, B KOTOPbIH OyIeT 3amucaH
kmouesoit BLOB (Binary Large OBject — GonpImoii 1BOMYHBIH 00BEKT);

e pasmep Oydepa — npu Bb3oBe GYHKLUH B 3TOH NMEPEMEHHOMN
JMOJKCH HAXOAUTHCS JOCTYIHBIN pa3Mep Oydepa, a mo okoHYaHuH pado-
Thl B HCC 3allUCBIBACTCA KOJIUYCCTBO JSKCIOPTHUPYCMBIX AAHHBIX. Ecnu
pasmep Oydepa 3apaHee HE H3BECTCH, TO (YHKIHUIO HY’KHO BBI3BAThH
¢ mapameTpoM «Oy(epy», paBHBIM NYCTOMY VKAa3aTelio, TOTAA pas3Mmep
Ov(epa OyaeT BHIMUCICH U 3aHECCH B MIEPEMCHHYIO «pazmep Oydepar.

IKCHOPT KIOUYCBOW MAPBI LCTUKOM, BKIFOUAS U 3aKPBITBIA KITIOY,
MOKET HOHa,Z[O6I/ITbCH UL TOrO, IITO6I>I HUMCETP BO3MOXKHOCTE IIOAIIUCHI-
BAaThb AOKYMCHTBI Ha PA3IMIHBIX KOMIIBHOTCPAX (HaHpI/IMCp, A0Ma U Ha
paboTe), wiu AIs COXpPAHCHUS CTPAaXOBOYHOU Komuu. B 3ToM ciayuac
HYXKHO CO3JaTh KO H.II/I(I)pOBaHI/IH Ha OCHOBaHHUU MAPOJIA U NCPCAAThb
JCCKPHUITOP 3TOTO KIOYA B KAYCCTBE BTOPOrO mapaMeTpa (yHKLHMH
CryptExportKey. 3anpocurs y kpunronposaiepa ASCKPHITOP CaMoOro'
skcnoprupyemoro kioua noszomster Qyurius CryptGetUserKey (mpo-
BalCp, OMUCAHHUE KU, ACCKpunTop Kioua). OmUcaHue KIrda — 3TO
m6o AT KEYEXCHANGE, muoo AT SIGNATURE. Dxcnopr acum-
METPHYHBIX KIIFOUCH BO BCEM BO3MOKHOM MHOTrOOOPa3WH MOYKHO OCYLIC-
CTBUTB NP MOMOIIHU GOPMBL, OKA3aHHOH Ha (puc. 5.4).

Kox mporpammer:

begin

{ecau HU OJTUH KITFOY HE BHIOPAH — BBIXO[ }

if not (KEKCheckBox.Checked or SKCheckBox.Checked) then exit;
{ecu Hy3KeH mapoJib, T.€. SKCIIOPTHPYETCS KITFOUCBAS Mapa LCTUKOM }
if PasswEdit Enabled and (PasswEdit. Text <> Passw2Edit. Text) then
begin
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MessageDlg('Ommnbka npu sBoae mapomns! [losropure BBOA.,
mtError, [ mbOK], 0);

exit;

end;

«CUUMDBIBACM» UM KOHMEUHEPA 1 NOOKTIOHAeMCA K KPUNMONPO-
satioepy

€CIU HYIHCEeH KoY mud)poeayuﬂ — CO300eM e20 HA OCHOGAHUL napois

{raou obmena knovami)

if KEKCheckBox.Checked then

repeat

{mony4aecM ACCKPUIITOP KITFOUA}

CryptGetUserKey(hProv, AT KEYEXCHANGE, @key);

{nvimaemca onpedenumn pasmep Oygepa O IKCNOPMA KAUd)

if (WhatRadioGroup.ItemIndex = 0) then

CryptExportKey(key, 0, PUBLICKEYBLOB, 0, nil, @bufLen)

else CryptExportKey(key, expKey, PRIVATEKEYBLOB, 0, nil,
(@buflen);

GetMem(pbuf, bufLen);

{sKcnopTHpyeM JaHHEIC }

if (WhatRadioGroup.ItemIndex = 0) then

CryptExportKey(key, 0, PUBLICKEYBLOB, 0, pbuf, @bufLen)

else CryptExportKey(key, expKey, PRIVATEKEYBLOB, 0, pbuf,
(@buflen);

{ocBOOOKIACM JCCKPHUNITOP KIKOYA 0OMEHA KITFOUaMH

(caM KJIIOY MPU 3TOM HE YHHUYTOKACTCH ) }

CryptDestroyKey(key);

SaveDialogl . Title := 'Ykaxure daiin g1 cOXpaHCHHs Kr04ya 00-
MEHA KIIFOUaMH';

if SaveDialog1 .Execute then

begin

AssignFile(f, SaveDialog1.FileName);
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rewrite(f, 1);

BlockWrite(f, pbuf”, bufLen);

CloseFile(f);

MessageDIg('Kimrou  oOMmeHa KIrouaMH  VYCHCIIHO COXPAaHCH,
mtlnformation, [mbOK], 0);

end;

until true; {KeyExchange}

{Knr0u oAnuCcH}

if SKCheckBox.Checked then

repeat

{aHAJIOrHYHO KITFOYY OOMEHA KITFOUaMH }

until true; {Signature}

€CJIU CO3AaBANICs KI0U HA OCHOBAHUH HAPOJII — YHHUTOXKAEM €T0,
HOCIIE YEr0 OCBOOO0XKIAEM KOHTEKCT KPHIITOIIPOBaiaepa

end;

B CryptoAPI == | =]

CosgaHHe KoHTelHepa Cosganne koMessx Nap FKCNopT KaoYei Wupposare

o

F.oHTEAHED: |1 11

AkcnoprupCEaTe:

¥ ramy ofirena kaoHaru % OTKPBITYK 4ECTE KAKME

v karoy noanmci ' knmovesyo napy

MNposepra

Puc. 5.4. Oxcopr aCHMMETPHYHBIX KIFOUCH

5.4. dneKTpoHHas UuchpoBas noanucb

Hna coznanus 3meKTpoHHOH udpoBol moamucH HEOOXOIUMO BhI-
YUCIUTH XS 3aAaHHoro (aiiaa u 3amudpoBaTe 3TOT «UUPPOBOIH OTIIC-
YaTOK COOOIICHUS» CBOMM 3aKPBITBIM KIIOUOM — «IOANHCAThY. UTOOBI
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MOJNHUCH BIIOCJICACTBUH MOYKHO OBLIO MPOBEPHTH, HCOOXOANMO yKa3aTh,
KaKoH anropuTM XCLIMPOBAHHUS HCIOIB30BAICA Mpu ce cozaanuu. [lo-
3TOMY MOANHMCAHHOE COOOIICHHUE AO/DKHO HMETh CTPYKTYPY, OKA3aHHYIO
Ha puc. 5.5.

IIOIOMNHUCEIBACMEIC NaHHEIC Tloamucs

t

TloamicanHoe COOBmeHHe

Hanudukatop Pa3smep daiina
aNropHTMa
mHpPOBAHIT

PaznMep TOIMHICH

Puc. 5.5. OnexrpoHHO-IH(pPOBast TOANUCH

[Moxmucare BeruncnenHsii xem B CryptoAPI nossomser ¢pynkums
CryptSignHash (xemn, onucanue kiro4a, KOMMEHTapuH, (jiard, IOAIHCh,
JnuHa ~moxmucu).  BropeiM  mapamerpom  Moxer  ObITh OO
AT KEYEXCHANGE, muto AT SIGNATURE (B nHamem cnyvae mo-
THYHEE MCIOJB30BATh KIIOY moAnucH). Tpetuil mapamerp B 1eisax 0e30-
MACHOCTH HACTOATE/IBHO PEKOMECHAYCTCS OCTaB/ITh mycThiM (nil). Omaru
B HACTOSILEE BPEMS TAKKE HE HCTIONB3YIOTCS — HA MECTE 3TOTO apryMEH-
Ta JODKEH OBITh HYJb. [OTOBYIO 3NMCKTPOHHYIO HOAMUCH (YHKIUS 3aITH-
met B Oydep, axpec KOTOPOro COACPKUTCS B MPEAMOCICIHEM NapaMeT-
pe, mocIeAHUH ke mapameTp OyIeT CoAepKaTh JINHY NOANKCH B GalTax.

Ha puc. 5.6 nokazana dopma, MO3BONSIOIAS MOTHUCATD 3a1AHHBIH
datin.

Kox mporpammer:

procedure TSigningForm.SignBtnClick(Sender: TObject);
var cont: PChar;

err: string;

hProv: HCRYPTPROV;

key: HCRYPTKEY

alg: ALG_ID;

hash: HCRYPTHASH,;
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infile, outfile: file;

size: DWORD;

buf: array [0..511] of byte;

signature: PBYTE;

begin

{mpoBepka CyIIecTBOBAHUS BRIOpaHHOTO (aiiia}
if not FileExists(DataNameEdit. Text) then

begin

MessageDlg('Heseproe ums datina!', mtError, [mbOK], 0);
exit;

end;

AssignFile(infile, DataNameEdit. Text);

«CYHUTBIBACM)» UM KOHTGI\/'IHepa " IOAKITIOIACMC K HCMY

case HashRadioGroup.ItemIndex of

0: alg .= CALG_MDS5;

1: alg := CALG_SHA;

end;

CryptCreateHash(hProv, alg, 0, 0, @hash);

SaveDialogl.Title := 3agaiire nmsa ¢daina nasg XpaHCHHS TOAIH-

CaHHBIX JAHHBIX';

if SaveDialog1 .Execute then

begin

AssignFile(outfile, SaveDialog1.FileName);
rewrite(outfile, 1);

{3anuceiBacM B daiin HACHTUDHUKATOP ATTOPUTMA XCITHPOBAHHS }
BlockWrite(outfile, alg, 4);

reset(infile, 1);

size .= FileSize(infile);,

{3anuchIBacM pa3Mep MOATMCHIBACMEBIX TAHHBIX }
BlockWrite(outfile, size, 4);

{nuIIeM camMu JAHHBIC U BRIYUCISCM XEIII: }
while not eof(infile) do
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begin

BlockRead(infile, buf, 512, size);

BlockWrite(outFile, buf] size);

CryptHashData(hash, @bulf, size, 0);

end;

CloseFile(infile);

{BBISICHACM pa3Mep HOATUCH }

CryptSignHash(hash, AT _SIGNATURE, nil, 0, nil, @size);
{cozmaem moamumcs}

GetMem(signature, size),

CryptSignHash(hash, AT _SIGNATURE, nil, 0, signature, @size);
BlockWrite(outfile, size, 4);

BlockWrite(outfile, signature”, size);

CloseFile(outfile);

end;

VHHYTOKACM XCHI-OOBEKT B OCBOOOKIACM KOHTCKCT

end;

T CryptoAP [ lii- o 5§
CoanaHue koHTEAHEpa Co3naHuE KYess: nap AKCNOpT KAnMed ‘ ‘ aun I Wudposate
AT OPKTH 1
KoHTenep: ‘1111|
[NoanHceiBaemeIA dalin:
2|
L3

HelMpoOBaHHeE

Puc. 5.6. Tlonmucanwme daiina
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Uro0rl MpOBEPHUTH MPABUIBHOCTh MOMHCH, MOIYYATEIb ITOAIIH-
CaHHOTO COODILICHUS TODKECH HMETh (Paliil ¢ OTKPBITBIM KIFOUOM IOIIHCH
otmpasuTens. B mponecce mpoBepKy MOANKUCH 3TOT KIKOY UMIOPTHPYET-
cs BHYTph Kpunronposaiiaepa. [lpoeepka BemmomHseTcs QyHKIHEH
CryptVerifySignature (xemr, TOAMHCh, JJIHUHA MOAMUCH, OTKPBITHIH KK,
KoMMeHTapui, ¢aarn). O mocneAHHX ABYX apryMEHTax MOXKHO CKa3aTh
TO K€, YTO M O MapaMeTpax «KOMMCHTapui» u «drarm» QyHKIHH
CryptSignHash, Ha3HaueHHE e OCTAIBHBIX JOKHO OBITh MOHATHO. Ec-
7Y MOAIUCH BepHA, QyHKIMS Bo3ppamact true. 3HaucHue false B kauect-
BE pPE3yJbTaTa MOXKET CBHICTCIBCTBOBATH ITHOO O BO3ZHHUKHOBCHHU
OLIUOKH B IPOLIECCE MPOBEPKH, THOO O TOM, YTO MOIMKCH OKA3aIach He-
BepHoi. B mocneanem cimyuae ¢yskius GetLastError BepHeT ommudOky
NTE BAD SIGNATURE. [Ins mpumepa npuseaeM HauOO01eC 3HATUMbIC
(parMeHTHl TporpaMMel poBepku moanvcu. Gopma B mporpamme npex-
crasjcHa Ha puc. 5.7.

T CryptoAPl [‘.,,5,@ B

Wneppoeare. ‘

F.oHTeliHep: |1 1

Ik CNOPTUROE ATE

¥ KoY OSMEHE KRYaMU (% OTKDBITU YACTE KADHA

W Koy noankoH " KAIoNEEYa Napy

Mpoeeprka

Puc.5.7. IlpoBepka npaBUIBHOCTH MOAMUCH

Kox mporpammst:

procedure TMainForm. VerifyItemClick(Sender: TObject);
var err; string;

hProv: HCRYPTPROV;

key: HCRYPTKEY

alg: ALG_ID;
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hash: HCRYPTHASH,;
mfile: file;

size, test, textsize: DWORD;
buf: PBYTE;

signature, signkey: PBYTE;
begin

NOJIy4aeM KOHTEKCT KpUITOIpoBaiiaepa

OpenDialogl Title = 'Vkaxure ¢aitni ¢ OOJTHCAHHBIMHA

JAHHBIMH
if OpenDialog1.Execute then
begin

AssignFile(infile, OpenDialogl.FileName);

reset(infile, 1);

{cunuTEIBacM HACHTU(PHKATOP ANTOPUTMA XCIITHPOBAHHS }
BlockRead(infile, alg, 4);

{cuuTpiBacM pa3Mep MOAMMCAHHBIX JAHHBIX H CAMH JAHHBIC }
BlockRead(infile, textsize, 4);

GetMem(buf, textsize);

BlockRead(infile, buf”, textsize, test);

if test < textsize then

begin

MessageDlg('Hesepuriit  dopmar  daiina!  Ilpouece mnpepsan.’,

mtError, [ mbOK], 0);
exit;
end;
{cuuTEIBacM pazMep MOAIUCH U caMy MOITIHCH }
BlockRead(infile, test, 4);
GetMem(signature, test);
BlockRead(infile, signature”, test);
CloseFile(infile);
end
else exit;
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CO3JaCM XCII-00BCKT U XCITUPYEM JaHHbIC

OpenDialog] Title := 'Yxaxwure ¢aiin ¢ OTKPHITBIM KIIOYOM

',
TIOATHCH

if OpenDialog1.Execute then

begin

AssignFile(infile, OpenDialogl.FileName);

reset(infile, 1);

size .= FileSize(infile);,

GetMem(signkey, size);

BlockRead(infile, signkey”, size);

CloseFile(infile);

end

else exit;

{MMOOPTHPYEM OTKPBITHIH KITIOY MOJIHCH OTIPABUTEIA }
CryptlmportKey(hProv, signkey, size, 0, 0, @key);
FreeMem(signkey, size);

{mpoBepsieM moANUCH }

if CryptVerifySignature(hash, signature, test, key, nil, 0) then
begin

MessageDlg('Tlogmuce Bepna.', mtinformation, [mbOK], 0);
{coxpaHsieM MOANMCAHHBIC TAHHBIC }

SaveDialogl . Title = 'Vkaxure wumsa ¢alina ansg coxpaHCHHS

'.
JAQHHBIX |

if SaveDialog1 Execute then

begin

AssignFile(infile, SaveDialogl FileName);
rewrite(infile, 1);

BlockWrite(infile, buf”, textsize);
CloseFile(infile);

end;

end

else
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begin

case int64(GetLastError) of

NTE BAD_SIGNATURE: err := Tloxnuce HeBepHa!';
{o6paboTka Apyrux omudOK }

else err ;= 'Ommbka npu nposepke moarmucH: Unknown error';
end;

MessageDlg(err, mtError, [mbOK], 0);

end;

VHHYTOXKACM XCII-00BCKT U UIMITIOPTHPOBAHHBIH KITIOY
1 0CBOOOXKIACM KOHTEKCT KPUITONPOBaiacpa

end;

5.5. Cnocobbl M MeToabl 6e3onacHoil nepegayin
W1dpoBaHHbIX AaHHbIX

Hna xonbuneHMampbHOro odMeHa HHGPOPMALHECH C KOPPECIOH-
JCHTOM B JTEOOOM TOUKE 3¢MHOTO IIapa MPUXOAUTCSI UCIONb30BATh LCIBIN
apceHall COBPEMEHHBIX KPHITOrpapHYCCKUX HHCTPYMEHTOB. CHMMET-
PHYHBIC W ACHMMETPHUYHBIC ANITOPUTMBI MH(PPOBAHUS, MEXAaHU3MBI TCHE-
pHpOBaHU KpUNTOrpaduUecKiX KIIOUYCH U CIydaldHbIX TOCICA0BATCIb-
HOCTeH, cneunpuueckue pekuMbl pabotel mmppoB u np. Temeps
paccMOTpuM peann3auio 3TuX HHCTPYMEeHTOB B CryptoAPI u Bocmos-
3yeMcst UMU 1 mudpoBanus (aiina ciyIaiHeIM KITFOUOM.

ACHMMETPUYHBIC ANTOPHUTMBI O3BOJIIIOT JETKO OOMEHSATHCS KITEO-
YaMHy MU(PPOBAHMS MO OTKPHITOMY KaHATY CBA3H, HO PadOTAIOT CIMIIKOM
MeaneHHo. CUMMETPUYHBIC aNrOPUTMbI PadOTarOT OBICTPO, HO A 00-
MCHA KITIOYaMU TPeOVIOT HATHIMA 3ALIHUINCHHOTO KaHAa CBA3H U K TOMY
JKe HYKIOAIOTCS B 4acTol cmeHe kiroueH. [loaTtoMy B COBpeMEHHBIX
KPUITOCHCTEMAX HCIOIb3YIOTCS CHIBHBIC CTOPOHBI OOOMX MOAXOJOB.
Taxk, s mwudpoBaHus COOOMICHHUS HUCTIOIB3YCTCS CUMMETPUYHBIN aaro-
PUTM CO CIYVYAHHBIM KTIOYOM MIH(POBAHHS, ACHCTBYIOIIMM TOJBKO
B IIPEAEax OJHOTO CCAHCA, — CCAHCOBBIM KIoUoM. UToOk! BIOCeCTBHN
COOOIICHHE MOTJIO ObITh paciiu(ppoBaHO, CCAHCOBBIN KITFOU TMOABCPracT-
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¢ mU(POBAHUIO ACHMMETPHYHBIM AITOPHTMOM C HCIHONb30BAaHHEM OT-
KPBITOTO KJTFOYA MOAyYaTe/st coo0meHus. 3ammbpoBaHHbiii Takum oOpa-
30M CCAHCOBBIM KIIOYW COXPaHICTCS BMECTE € COOOICHHEM, 00pa3sys
uudposori koHBepT. Ilpn HeobxoauMocTH LUGPOBOW KOHBEPT MOXKET
COJepKATh CCAHCOBBIN KITIOY B HECKONBKHX SK3EMIULIPAx, 3an(poBaH-
HBIA OTKPBITBIMH KIFOUaMH PA3THYHBIX MonyvarencH (puc. 5.8).

o+ | | O+

CeaHcoBBIi CeaHcoBBIit
K09 KIIIOY

O+

OTKpBITEI Ko™ OTKPEITHII KITF0Y CeaHCOBBII KoY
monyJarens A nonyuarens B

CoobmeHnue

Puc. 5.8. Lludposoii kousepT

5.6. CoziaHue ceaHCOBbIX Krtovei

CryptoAPI 1mo3BoIi€T TEHESPUPOBATh CCAHCOBBIC KJIIOYH CIIydai-
HeIM OOpaszom, 3ty paboty BemoaaseT QpyHkius CryptGenKey, o uem
mucanoch panee. OJHAKO MPH HCIOIB30BAHHH 3TOH BO3ZMOXHOCTH 32
npeacaamu CIIA u Kanaapl npuxoauTcs yIUTHIBATE AMEPHUKAHCKUE OT-
PaHHYCHUS HA SKCIOPT CPEACTB «CHIBHOH Kpunrorpadum». B gactHO-
cru, A0 saBaps 2000 roga ObLT 3aMPeIICH SKCIOPT MPOrPaMMHOTO 00eC-
MEYCHUS M1 WH(PPOBAaHUI ¢ HUCHONB30BAHMEM KIIOUCH JmuHOU Gomee
40 6ut. dTiM oOBsCHACTCS paspaboTka Microsoft gByx Bepcuil cBoero
KpunTomnposakiaepa — 0a3oBoii u pacimupenHo. basosas Bepcus npeaHa-
SHaYAJIACh HA SKCHOPT U NOAACPKHUBATIA CUMMCTPUIHBIC KIIFOUN ,Z[J'II/IHOI\/'I
40 out;, pacumpennas k¢ Bepcus (Microsoft Enhanced Cryptographic
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Provider) paGorana ¢ «momuoi» mmuHou kimoda (128 Gur). Tlockombky
aNrOpUTM INU(POBAHMS, KAK HPABHUJIO, TPEOVET HCMONb30BAHUA KITHOUA
CTPOTO OIPEACICHHOHN IIMHBI, HEAOCTAIOLWIECE KONUYECTBO OUT B Ype3aH-
HOM «3KCIIOPTHOM» KITFOUE MOTJIO OBITh 3aIOJHCHO JHOO HYJAMH, THOO
CITyYaHHBIMH JaHHBIMU, KOTOPBIE MPEATIAraaoch NepeaaBaTh OTKPHITO.

B kpunrorpaduueckoii npakTUke BHCCCHHE B COCTAB KIIFOUYA OIpE-
JECJICHHOH 4acTH HECEKPETHBIX JAHHBIX, KOTOPHIE CMEHAIOTCS HECKOIBKO
pa3 B xoxe o6pabOTKH UCXOTHOTO WIH IMHU(P-TEKCTA, UCTIOIB3YETC IS
TOr0, YTOOBI BOCIPEIISITCTBOBATh B3/IOMY INH(pa aTaKOH «IO CIOBAPIOY.
B anrnuiickoi TepMHHOIOTHH TaKHE BCTABKH HA3bIBatOTCH salt values: ux
HA3HAUCHHUE — «IOJCONUTHY KII0Y (C YYETOM HAIIECH MEHTAIbHOCTU
MOJKHO TICPEBECTH KaK «HACOJMTEHY MPOTHBHUKY). [lockombky 3TOT TEp-
MuH ncnone3yetca U B CryptoAPI, 6ynem ynoTpednsate ero B TpaHCcIu-
TCPUPOBAHHOM BUAEC — CONT-3HAUCHHSL.

Urax, CryptoAPI, B 3KCHOPTHOM HCIIOTHEHHWH NPAKTHICCKH BhI-
HY>J3eT HAC HCIONB30BATh CONT-3HAYCHHS, COCTaBIAromue OONbIIyio
yacte Karoua — 88 Our u3 128 amsa cumveTpuuHbIX anroputMos B RC2,
u RC4. Koneuno, npu takoit 3¢ (HeKTHBHOH JTHHE KII0Ua KPUIITO3AIINTA
HE MOKET CUHTATBCS AOCTATOYHO HaACKHOU. B peanbHOM cuTyaruu BhI-
XOJ OAMH — BOCIHOJIB30BATHCSA KPUNTOIPOBAHICPOM, HE OrPaHHYIHBAIO-
M aaay kaoda. Ooaanarenu Windows XP MoryT mpuOerayTh K yc-
JAyraM pacIIUpeHHBIX Bepcuil mposaiacpa Microsoft (Enhanced wmm
Strong). I[loap30Baressm Oosee crapeix Bepcuit Windows, H0o-BUANMOMY,
MPUACTCS BOCIIONB30BATHCS MPOIYKTAMH CTOPOHHHX Pa3pabOTIHKOB.

Hammpumep, cBom BEpcHH KPUIITOIPOBAMAEPOB INPEATIAraloT poc-
cuiickas xomnanus «Kpunro-ITpo» u mBeackas «StreamSec». B Ykpan-
HE, HACKOJbKO HM3BECTHO aBTOpaM, pa3pabOTKO HALMOHATIBHOTO MPO-
Bafizepa KpuUnTorpauuecKuxX YCIyr 3aHUMACTCS KOJICKTHB XapbKOB-
CKHX YYCHBIX MOJA PYKOBOACTBOM mpodeccopa ['opbeHko, oxHako 10
LIMPOKOTO BHEAPCHHUS AENO MOKa He Aowmio. Tem He MeHee Onaronaps
apxurektype CryptoAPl mpuknamHele mporpaMMel MOTYT paspabathi-
BaThCS U OTJIAXKHUBATHCS U ¢ 0a30BbIM mpoBaiinepom Microsoft, Tak kak
uHTepdeic B3anMOICHCTBHS OcTacTCsl Hem3MeHHbIM. [loaToMy BepHEMCs
K 0OCYKACHHUIO CO3AAHH CTy4alHBIX CCAHCOBBIX KITIOUCH.
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Cont MOXKET OBITh CICHEPHPOBAH BMECTE C KITFOUOM: IS 3TOTO
HY’KHO B KauectBe (ara nepeaars ¢yukuuu CryptGenKey (unm
CryptDeriveKey) xoncranty CRYPT CREATE SALT. Ilpasaa, npu co-
xpaneHun Kiroda (¢ momoinpio pyakimu CryptExportKey) cucrema yike
HE 3a00THUTCA O CONT-3HAYCHHH, MEPEKIAABIBAsS OTBETCTBCHHOCTh HA MPH-
KIaJHYI0 mporpamMMy. TakuMm oOpazoM, KOPPEeKTHAs MPOLEAYPa CO3AAHMS
U COXPaHCHHUS CHMMETPHYHOTO KITIOYA MPEAIONaract ONouHbIe u(phL.

5.7. bnoYHble Wwudpbl

baounsie mudper cuutarorcsa Oonee HAICHKHBIMU, HEKETH TOTOY-
HBIC, TIOCKOJBKY KaXIBIH OJIOK TEKCTa MOABEPracTCs CIOKHBIM Ipeodpa-
30BaHMAM. TeM HE MEHEee OTHUX TOJBKO 3THX MPeoOpa3oBaHUil OKa3kIBa-
€TCA HeIOCTATOYHO I 0OCCIEUCHUS JODKHOTO VPOBHS OE30MACHOCTH,
a BAXKHO, KAaKUM 00pa30oM OHU NPUMEHSIOTCS K HCXOAHOMY TEKCTY B IPO-
necce WupPOBAHUL.

Haubonee mpoctoli U MHTYUTHBHO TOHATHBIA CIOCOO COCTOHUT
B TOM, 4TOOBI Pa3OUTh MCXOAHBIH TCKCT HAa OJOKH COOTBETCTBYIOIIETO
pasMepa, a 3aTeM OTACIBHO KKIBIH ONOK MOABEPTrHYTH MIH(PPYIOIIEMY
npeodOpasoBanui0. Takol peKUM HCMOIb30BaHMS OIOYHBIX HIH(POB Ha-
3BIBAIOT 3jICKTPOoHHON KOA0BOHM kuHuroui (ECB - electronic codebook).
Ero rnaBHBIHI HEAOCTATOK COCTOUT B TOM, YTO OJWHAKOBBIC OJIOKH HC-
XOJHOTO TEKCTA MPH MH(POBAHUH JAAYT OJUHAKOBEIC Ke Omoku mudp-
TEKCTA, & 3TO MOKET CYIIECTBEHHO O0OJICTYUTh NPOTUBHHKY 337a4y B3JIO-
Ma. [lostomy pesxxum ECB He pexoMeHayercss HComs30BaTh Npu mmng-
POBaHUM TEKCTOB, MO JUIMHE MPEBBIIAIOMNX OAUH OyoK. B Takux ciyqa-
X JIYYLIEC BOCMOIb30BATHCI OJHUM U3 PEKUMOB, CBA3BIBAIOIINX Pa3IH-
Hele Omoku Mmexay cobou. [lo ymomuanmoo B CryptoAPl Gmounsie
mudpbl UCIOMB3YIOTCA B PEKUME CLCIUICHHS ONOKOB IMH(P-TCKCTA
(CBC - cipher block chaining). B stom pexkrve npu mudpoBaHnu ove-
peaHOM ONOK HCXOAHOTO TEKCTA BHAYANC KOMOWHHPYETCS € HPEABITY-
myM OnoxoM mudp-TekcTa (IpU MOMOLTH HOOHTOBOTO HCKIIOYAOIICTO
WNJIN), a 3areM mony4deHHAs MOCICAOBATEIBHOCTh OHTOB MOCTYIIACT HA
Bxox OmouHoro mudpa (puc. 5.9).

102



TIpensimymuit 6ok
mmdpoTeKcTa

OuepenHoii 6mox
mupporexcra

Brounsrit mmdp

D
\J/

OuepenHoit 6mox
mudpoTeKcTa

Puc. 5.9. DmexTpoHHas kojioBasi KHUTa

OO6pasyronmiics Ha BEIXOAe 00K mu()p-TeKCTa HCIIOIB3YETCH IS
mudpposBanus cieayomero 6;roka. CaMmblil epBbId OJI0K HCXOTIHOTO TEK-
CTa TaKXKe OOJDKCH OBITh CKOMOMHHPOBAH C HEKOTOPOH IOCIICIOBATEIb-
HOCTBIO OHTOB, HO «IPEABIAYINETO ONOKa mmpp-TeKCTa» eme HET, IMo-
3TOMY PEXUMBI MHUPPOBaHU ¢ OOPATHOU CBA3BI0 TPeOYIOT HCIIONIB30BA-
HUS C€OIC OJHOTO IapaMeTpa, OH HA3BIBACTCS HHHULMATH3HPY FOILIMM
BekropoM (IV — initialization vector). MHuUImMamu3upyomuid BEKTOP
JOJUKCH TCHEPHPOBATHCS OTACIBHO C TMOMOINBE) V)K€ H3BECTHOH HaMm
¢yuakumu CryptGenRandom u, xak u conT-3HaueHHE, IEPEIABATHCS BME-
CTE C KIFO4YOM B OTKpbITOM BHE. Pasmep IV pasen qmune Omoka mmdpa.
Hanpumep, ams anroputmva RC2, moanepkuBacMoro 0a3oBBIM KPHIITO-
mpoBaiaepom Microsoft, pasmep 6oka coctaBisiet 64 Outa (8 GalTOB).

CryptSignHash(hash, AT SIGNATURE, nil, 0, nil, @size);,
{co31aeM nmoanuCsh }

GetMem(signature, size);

CryptSignHash(hash, AT SIGNATURE, nil, 0, signature, (@size);
BlockWrite(outfile, size, 4);

BlockWrite(outfile, signature”, size);

CloseFile(outfile);

end;
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VHHYTOKACM XCHI-OOBEKT B OCBOOOKIACM KOHTCKCT

end;

Uro0rl MpOBEPHUTH MPABUIBHOCTh MOMHCH, MOIYYATEIb ITOAIIH-
CaHHOTO COODILICHUS TODKECH HMETh (Paliil ¢ OTKPBITBIM KIFOUOM IOIIHCH
otmpasuTensl. B mponecce mpoBepKy MOANKUCH 3TOT KIKOY UMIOPTHPYET-
cs BHYTph Kpunronposaiiaepa. [lpoeepka BemmomHseTcs QyHKIHEH
CryptVerifySignature (xer, moanuch, ATHHA MOAMNUCH, OTKPBITHIN KITHOU,
kommMeHTapul, (aarn). O mocaeIHUX ABYX apryMECHTaX MOKHO CKa3aTh
TO K€, YT0O U O MapaMeTpax «KOMMEHTapui» Hu «paarm» (yHKIHH
CryptSignHash, HasHaueHue ¢ OCTaIBHBIX JOKHO ObITh MOHATHO. Ecin
MOANMUCH BepHA, (YHKIM Bo3ppamacT true. 3HaucHue false B kauectse
pe3yabTaTa MOKET CBUACTCIBCTBOBATh JHOO O BO3HHKHOBCHUH OIIMOKH
B IPOLICCCE MPOBEPKH, MUOO0 O TOM, YTO MOINHCH OKA3anach HEBEPHOM.
B nocmennem  cmyuae  ¢gynkums  GetLastError  BepHer  ommOky
NTE BAD_ SIGNATURE.
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6. PABOYAA UHCTPYKLUA.
OMUCAHUE UCMNONb3OBAHUA NPOrPAMMbI CRYPTO

Js mpumvepa mpuBeaeM HAHOOACEe 3HAYMMBIC (PparMeHTHI TPO-
rpaMmbl ripoeepkH noxnvcu. @opma B mporpamme (puc. 6.1-6.9). Omuca-
HHUE MPOTPaMM MPEIACTABICHO B BUAC JBYX YaACTCH:

1) UacTpvkums A OTIPABUTEAA

1) MHCTPYKITNA AT IOMYVIATEI

6.1. UHCTpyKUMA ans oTnpaButens

[lepen oTkpeiTHEM TporpaMMbl HEOOXOAUMO TOATOTOBHUTE (haiin
Filetxt.txt ang mudposanus u nomectuts ero B [anky Filetext:

“Kpome 3agaun pacmmpeHus OJHOH M3 OCHOBHBIX 3azad Crypto
API sBasieTcss BO3MOKHOCTh OMHO3HAYHOW MACHTH(HKALMU TICPEIar0-
LICH/MPUHUMAOIICH CTOPOHBI B MPOTOKONE mepenaun gaHHbix. OOrie-
MPU3HAHHBIM PEIICHHEM B JAHHOM BOIPOCE SBILICTCS HCIOIb30BAHUC
MexaHusMa ceptudukaros. Ceprudukarel kak Obl cTamd «IH(POBEIMU
MacmopTaMm», HECYIIUMHU MHPOPMALUIO O CBOMX Biazeiabuax. [lomHbrit
pacckas 0 JAaHHOM MEXaHH3ME MOCICAYET HECKOIBKO TMOKE, a celdac
cTouT ynoMsaHyTh, 4to Crypto API Takke moiHo peannsyer BeCh CIEKTP
¢yHKuuH pabotel ¢ HuM. bompmmHcTBO (yHKUMU Crypto API, pabo-
TAOIINX C MEPECIABACMBIMH JaHHBIMH, TaK WM WHAYC HCTONB3VIOT Cep-
tuduKaThl B cBOCH pabdoTe. ;

| .

e . ==

 Cosariie korTeivepa | Coanarie knousssis nap IrenopT Kacusi ‘ aun

Waepposare.

Puc. 6.1. Co3manne KOHTCHHEPA
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1) ns wauana paboThl HECOOXOAUMO OTKPBITh MPOrpaMmMy (MECHEO
IMYCK - psty = crypto.exe).

2) OTKPOESTCS OCHOBHOE MEHIO mporpammel (puc. 6.1).

3) Ulenxkuute no xHomke «Co3gaHHEe KOHTEHHEPa», OTKPOCTCS
oKkHO (puc. 6.2).

i

= " 2 FANTOPKUTH
SanafiTe MMA KOHTeRHE DA

| — CoS0aTk KOHTEHHER

— 3aNoMHKTE HM3
Cozgare Yaanre MNposepuTe

—BLINonHWTE NpoBepky

Puc. 6.2. Co3manne KOHTCHHEPA

4) B none BBOAA TCKCTA HAMMUIIUTE THOO0C UM KOHTCHHEpa (1pd-
PBL, OYKBBI KaK JNaTHHCKOTO, TAK U PYCCKOTO S3bIKa), mpUMeuaHue: 34-
TOMHH HMA KOHTEHHEPA.

5) Haxvure xHOmky «Co3maTe», MOSIBUTCS COOOIICHHE O cO3Aa-
HUU KOHTEHHEpa (puc. 6.3).

createform

p— . FANFORMTM-
Information “ u

Co3aaH KOHTEAHED C MMEHEM aNbIBa

3EA8ATE MMA KO

anelEa
|

— Coznare KOHTeRHER

— JanorHUTE UMA

—BrInoAHWUTE NpoBefpky

Puc. 6.3. Co3manne KOHTCHHEPA
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6) Byl MokeTe yAaIUTh Ball KOHTCHHED, TAKXKE MOKHO BBITIOJTHHTb

MPOBEPKY IS TOrO, YTOOBI YOCAUTHCS, YTO KOHTCHHEP ACHCTBUTCIHHO
OBLII CO3aH.

7) lepetinem Ha okao «CozgaHue KIYCeBbIX map» (puc. 6.4).

KoHreinHep: !|

LLuHE KArE OGMEHE KAKHEMM:

=
BH =) [¥ reHepupoeaTe

OuHCTHTE oTyeT
TnnHa Kosa noandcy: x—l

[T |
512 = [V rexepuposate

“ANropuTHM
—BBEeCTH 1MA KOHTERHERE

—HaxaTe KHOMKY Ok

Puc. 6.4. Co3manne KIFOUCBBIX AP

8) B mose BBOZA TEKCTA HAMHUINEM MM KOHTCHHEPA, CO3AAHHOTO

pance, v HaxxMeM KHOMKY «Ok», TporpaMva HAITHIOET OTUCT, SCIH BCC
BBITIOTHCHO MPABHIIBHO (puC. 6.5).

TH CryptohDl =~ ————— - == 3

generationform

CoznaHue koHTertepa | | Cozaanude kKMEELX Nap IKCNOPT KAKD4ER
|
|

|| Kanreiivep: CozaaH kawoy obMera kagyary
i IH” ANMHa ke - 512

anroputta - RS54 publickey key exchange algorithm E

LLkHa KAoya O6MEHS Kaouan:
CozaaH kA4 NoanMeH, ]
!Fﬁ ¥ reHepupoBaTt AnkHE Kioua - 512 [

XK Duvenme arver

LLnkHa FAloya noanucu:

I |
512 = |¥ renepupoEaTe

CANCOpUTHM-
—BeeCTH MMA KOHTERHEPA

—Hakate kHonkyY ok

Puc. 6.5. Co3nanue KIFOUEBHIX Map

9) Iepetigure Ha BKIAOKY «DKCIOPT KMOUCH» (puc 6.6).
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T CryptoAPl l|='_@ Bl

[ .oHT ediHep: |1 11

K CMORTUPOBETE

[V rnioy ofitiena kosamd {* OTKPBTYL YaCTE K4

W Koy nognuck " knoyeEyo napy

——
e

MNpoeepra
———

Puc. 6.6. Co3aanue KIFOUEBHIX Map

10) Haxxae kaonky «Ox», mporpaMma NpeaoKUT BaM COXPAHHTb
(aiisr:

a) xarou oomena karogamu Klsobkl:

o RSAT r<p, yo-rolI[° @I TS A [« |t 3 JhidD [ Au
I' 1M TjQuKPelTcI~YR6 {#} yT

0) xmrou moanucu Kl9um:

$ RSA1
B+1%42@—mHC-#1'B* 2url»rrx'sKL. .. 1:Jbj%o~Zn A3»—stio®gEIT - _m=
SHmal

[To ymomuanmro onm Haxozarcs B gupektopun «C:\Program
Files\pstu\». Eciu BbI MEHSIH UPSKTOPHIO NPH YCTAHOBKE, TO CICAYET
3TO YICCTb.

11) Iepeiinem nva Brnaaxy « LI (puc. 6.7).

12) He 3abyaem BoucaTh UM HAIIETO KOHTCHHEPA, HAXKMEM KHOTI-
Ky B BUJAC JBYX CTPEIOUCK U YKaxkeM (haiin, KOTOpEIH HEOOXOAUMO MOA-
mucate. Paiin MoxkeT OBITh TONMBKO B (hopMarte .txt.

[Iporpamma 3ampocutr MecTo pacmonoxkeHus Bawero ¢aiina, oH
MOKET HAXOAUTHhCS Ha Jr00OM gocrymHoM uis Bac Hocutene (HDD,
flesh, CDADVD u 1.71).

13) Hanee xveM Ha kHONKY «llogmucatby U yKaXKEM MECTO AT
xpaHeHust noamucanHoro daiina. Ilo ywmomuanuio «C:\Program
Files\pstu\GryptoApi-Ilanku\FileHesh»:
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B Cryptoapl E[=] =

CoznaHue koHTedHepa CosnaHie kovess: Nap

AArOpMTH

KoHTeinep: |‘I 111

MNoanUekIBaEMBIA dalin

HeLMpoBaHUe
&+ MDE " SHa

Puc. 6.7. Co3panue 3neKTpOHHOH TU(PPOBOH MOJHCH

“Kpome 3agaun pacmmpeHus OJHOH M3 OCHOBHBIX 3azad Crypto
API sBasieTcss BO3MOKHOCTh OMHO3HAYHOW MACHTH(HKALMU TICPEIAr0-
LICH/MPUHUMAOINCH CTOPOHBI B MPOTOKONIC mepegaun gaHHbx. OOre-
MPHU3HAHHBIM PCLICHUEM B JAHHOM BOIIPOCE SBISICTCS HCIOIb30BAHHC
MexanusMma ceptudukaros. Ceprudukarel kak Obl cTamy «IU(POBEIMU
MacTIOPTaMKy», HECYIMUMH HHGOpMaLUIo o cBoux Braienbuax. [lomHeii
pacckaz 0 JAaHHOM MEXaHH3ME MOCICAYET HECKOIBKO TMOBKE, a celuac
cTouT ynoMsaHyTh, 4to Crypto API Takke moiHo peannsyer BeCh CIEKTP
¢yHkuud pabotel ¢ HuM. bompmmHcTBO (yHKumMit Crypto API, pabGo-
TAOIINX C HEPEIABACMBIMH JaHHBIMH, TaK WM WHAYC HCTONB3VIOT cep-
TtuduKaThl B cBocH padbote”

@ N2JbVWIHI-c@r:EAb®H

®sa» iyl bI™#+y»...aljjXY,

Bb-mtuns§SKRBii
LAB§H~”

14) Tenepp HaM HEOOXOIUMO 3amK(POBATh MOANMCAHHBIN (aiin
nepeiiaeM Ha BKIaaky «mugposate» (puc. 6.8).

15) Harmmumem umst Hamero KOHTEHHEpa, YOSAUTECh, YTO B MOJC
«eficTBHEe» BBIOPAHO «IIH(POBATH», Jallce MOKHO BBIOPAThH aNrOpPUTM
mudposanns RC2 unun RC4. Haxvewm kHOmKy «Ox».
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T CryptoAPl El=] &8

CosaaHue KOHTERHERS CospaHKe KMOYEEE!: Nap FKCNopT Kouei 3un Wuepoeare

N
w wd)poﬁanwec.wyLaMHMM KKHOM o

A NMOpHT

K.oHTElHEp: |

TencTeie
+ wappoeaTs (7 pACWMPPOEATH

AT OpMTH
+ AC2 " AC4

W K

Puc. 6.8. [IIudpoanne TaHHBIX

ITporpamma 3arpocut MecTo pacmonoskeHus daiiia s mudposa-
uust, FileHesh nam HeoOxoaumo ykaszarh (aiiji, KOTOPbIl MbI paHee
noanucaau (TakKE MOXKHO MPOCTO 3amud)poBaTh, HO TOrAA OH OyAET
oe3 DLII) + HyxHO ykazate daiin «kjw4 oomena kiawuamm» Klsobkl.
Coxpannm Hatu (aiin B datine «FileZash»:

L f o (S<hlxfic I* JI-Y 1€0ViH6 4B3Tir ™ Y%ochx©
NeitLIgKJ >)WH_[{pO)2qLIrYeF$,,7KJ ©3ThIEeQ-

I'w " ®wQ335-YBMHxtu© Eltpcp!rHEGA - bmITH(R&UI0en=2K4Jb
abrob($ipXsktrusK)7UBJIE 3111rl—<h-

PyL0(67De—LII (Mt 51} I+MIILIATLB>AY VrsLIN1106 XJ3130bA {bZB
hHHeA krom ‘TO6€<mIQJbh 11 %07+, .. U7*!J]6 Borh %ol Ex€ErSYV(108K$N
Ne' UKO/197b

[IforY ™M 7IK$ED 8k 1+%0KgbBUR/TO<5Y{191 JIAKITinbG@x6*

_TME-IPY p#TUHaul bessUAu3sUPtE MO Ne%, || réal Kirb&9C
ehyi(-r~j%r,m? «w V’aw-} N kHAI“R-
M®H#MbE+3I0102uMQY_ fu&inei=&VcV8aLG—-
ZH,UO»,,leVSNoaJ])NuBH,JTMo€EF UASHIIK=]bblI€r»fgWfCp D&n
3%k, |sCI~0 KWe»Cj: AulICur* RJ-
AYBFGILInTCBOL; 0 5u7Sn®&G—X_ -

&|ERjuB TSI B TVZX» JIssraEr—k° ImHa§ Ks Sa'kTK”
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6.2. UHCTpYKUMA ana nonyyatens

1) B Hamem cayuac ormpasuteip Oyaer u moayuarenem. s
paciu(poBKH HAM TIOHATOOSTCS KIIOYH, KOTOPBIC MBI CO3JANA ¢ BaMH
paHee (HAMOMHIO, 3TO KJIF0Y OOMEHA KIIOYAMH U KIIFOY TOIMUCH). YKa-
»kuTe B none «Jlericteue» —> «paciudposarb» (puc. 6.9).

_— |
T CryptoAPl ' =lEr] = |

| CospaHWe koHTERHERa CosnaHu1e KNYeEBkls Nap AKCNopT Koy aun luspposate

ANrOpUTH

Konreiinep:  [1117

HercTere
" wMbpoEaTE

AArOpUTH
-

Puc. 6.9. Pacum(posanue daiina

2) Haxxmem kHOTKY «OK» U vkaskeM (aii, KOTOPEIH HYXKHO pac-
mudposaTh:

«C:\Program Files\pstu\ FileZash, u coxpanum B ¢aiin
«C:\Program Files\pstu\FileRac». Iloayuum pacmudpoBannbiii daiii,
aHanoruuHel ucxoxnomy Gjkexbv.

“Kpome 3amaum pacmiapeHus OXHOW W3 OCHOBHBIX 3amau Crypto
API sBasieTCSI BO3MOKHOCTh OJHO3HAYHOH HIACHTU(DHUKAIMH TICPEIArO-
HICH/ NMPUHUMAFOIIEH CTOPOHBI B MPOTOKOJIC mepeaadu maHHbix. OOrie-
MPHU3HAHHBIM PCLICHUEM B JAHHOM BOIIPOCE SBISICTCS HCIOIb30BAHHE
MexaHusMa ceptudukaros. Ceprudukarel kak Obl cTamd «IU(POBEIMU
MacTIOPTaMK», HECYIMUMH HHGOpMaLMIo O cBoux Braienbuax. [lomHeri
paccka3 0 JAHHOM MEXaHH3ME MOCICAYET HECKOIBKO TMOBKE, a celdac
cTouT ynoMsaHyTh, 4to Crypto API Takke moiHo peann3yer Bech CIEKTP
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dyukuuii padotsr ¢ HUM. bompumacTBO (yHKIHE Crypto API, pabo-
TAOLIMX C MIEPEAABACMBIMU JAHHBIMHU, TAK HJIH HHAYC, HCIIONB3YIOT Cep-
Tudukare B cBoci padore.”

)
2030

Rora roweremen  Ten

npto 11220091825
Video 2010-02:02 01609 02022010216

Nearmcmendd cayadad

Pacuumposammsi Cryairad soeyssent (9,00 2010 1315
Coapaiivadh 0K MenT ROCRE Fposeson .. 310101 1614
Wabpostnnsii oy aimai onseer 09022010 134

el ZOKYMENT Las mimememes (9022000 2305
Pamacp: 81 Gair

Puc. 6.10. ®parmMeHT BHACOHHCTPY KUUH

3) Jlanee mepeiiaeM Ha BKIAQAKY «IKCIOPT KIIOUCH» M HAKaTh
kHonKy «[IpoBepka», B Hamem ciaydae Hy’KHO yKazaTh pacumpoBaH-
Hbiii gokymeHt Filerac (namomuum, on Haxoaurtcs B «C:\Program
Files\pstu\Flerac»), + ykaxem kmrou noamucu FileDun u coxpanum
@hatin — BOT U BCe.

Cxauars BHAECOHHCTPYKLHIO MO’KHO no CCBLIKE
https://disk.yandex.ru/i/2mvqmY 2datDn9Q. CxpHHIIOT BHACOHMHCTPYK-
LUK TPEACTaBICH Ha puc. 6.10.
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3AKNMIOYEHUE

NanoxeHHBIH MaTepual BKIHOUYACT B €eOS TCOPHIO, amrOPUTMBL
TEXHOJIOTHIO, METOIBI OOYUYCHHSI, HHCTPYKLMU 10 OPraHu3aldi KPUIITO-
rpadHUcCKON 3aIuThl HHPOPMALMH U, HA HAII B3MVIAA, OVICT NpeacTaB-
JATh UHTEPEC!

— U1 paOOTHHUKOB MPEANPUATHI B OPraHU3alyi npoQuiIs 3amuTel
nHpOPMALTUH;

— cAyLaTenei KypcoB o 3aliuTe JAHHBIX;

— MpenoJaBaTeiaci BEICIIMX U CPEIHHUX YUCOHBIX 3aBEICHHH, BE-
OYIIUX KYPChl KPUOTOTPAQUICCKAX METOIOB 3aLIHUThH JAHHBIX;

— CTYJCHTOB CIICLIMATBHOCTH MO 3aIMUTE WHPOPMALMH B KaUCCTBE
METOIUIECKOTO TOCOONSL.

P.S. Bynem pazpl BammM 3aMcHaHUSAM, NPHUCHUIANTE HX MO 3JCK-
tponubiM aapecam: FO.H. Jlunmu — ur-lip193530@yandex.ru, C.A. Cro-
poxeB — ceprad@mail.ru
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