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1BYJIUM

 WIITYU JACTYP



Kupum

Jactyp Y36exucron Pecny6mukacuuuur 2020 imn 23 ceHTsbpaa TacIHKIAHTaH
“TabnauMm Tyrpucuna’ru Konynu, Ys6exucron PecmyGmukacu IIpesupentununr 2017
fiun 7 Qespamgarn “Y30ekuctoH Pecry6nMKacHHM SHAAa PUBOMXKIAHTHPHUIN OYifrda
Xapaxatnap ctparerusacu Tyrpucuaa’tu [1d-4947-con, 2019 #iun 27 aBryctnaru “Omnuii
TaBJIUM Myaccacalapu pax0ap Ba IMeJaror KaJpJapuHUHT Y3IyKCU3 MalaKacuHU
OILIMPHII TU3UMUHU >KOpHUil 3Tui Tyrpucuaa’tu 11d-5789-con, 2019 iinn 8 oktsiOpaaru
“V36exucTon PecryGmukacy onuii TabauM TH3MMHEE 2030 iHiraua pHBOKIAHTHPHII
KOHILCTIUACHHU TacAukiam Ttyrpucuna’tu [1d-5847-con Ba 2020 iiun 29 oktsadpaaru
“Unm-panan 2030  #iunraya  pUBOKIAHTUPHUIN  KOHIICTIIIUSCHHHM  TaCIUKJIAII
Tyrpucuaa’tn  [1D-6097-commn  dapMoHTapyn Xampa Y30ekucToH PecrmyGmukacy
Bazupnap Maxkamacununr 2019 iun 23 centsOpaaru “Onuii TabliuM Myaccacaiapu
pax0ap Ba TeAaror KaaplapuHUHT MajakaCUHU ONIMPUIN THU3UMHUHHM  sSHaJa
TaKOMWUIAITUpUII  OYiinya KyliuM4a 4opa-tafadupnap Tyrpucuna tu 797-connu
Kapopuaa OGenrunanrad yctyBop Bazudanap Ma3MyHHUIaH KeIrO YUKKAH X0JI/1a Ty3UIraH
Oynub, y olui TabIMM Myaccacalapd NeAaror KaJpjJapuHUHT KacO Maxopatd xamia
WHHOBALIMOH KOMIIETEHTJIMTUHU PUBOXJIAHTUPHILL, COXara OWJ WJIFOpP XOPHXKUUI
Taxxpubayap, sHru OUJIUM Ba MaJlaKaJlapHH Y3JIalITHPUIL, IIYHUHTACK aMaJIuETra >KOpHil
ATUII KYHUKMAJIAPUHHA TAKOMUUIAIITUPUILITHU MAaKCaa KUJIAIH.

Kaiita Taii€pnam Ba Majgaka OUMIMPUINT UYHATUIIMHUHT Y3UTa XOC XyCYCHUSTIapu
xamaa Joa3ap0 MacajanapuiaH Kelu0 YMKKaH XOoJja JacTypla THHIJIOBUMJIAPHUHT

MYyTaXacCUCTUK dannap gowpacwaarm OwIMM, KYHHKMA, MaJlaka XamJa
KOMITETeHIUsJIapura KyHuaaaurad Tanadiap TaKOMUUTAIITHPUIIAIITNT MyMKHUH.
Ymby nmacrypma ax00opoT XaB(CH3IUTHHUHT  J1OJI3apOJIHTd Ba YHUHT

KpUNTOrpapuK XMMOSICH, PyXCaTJIapHU HazopaTall ycyJjulapu, JTacTypud MaxcyloTiiap
XaBQCUBIUTHHHA TAJIOMK STHUII, aXOOPOTHUHT XYKYKHI Ba TEXHHUK XUMOSICH YCYJUIApH,
SSL Ba IPSec TapMOK NpPOTOKOJUIAPUHU TaxXJIMIM, CHUMCHU3 TapMOKJIapja axO0opoT
XaB(CU3MUTUHU TabMUHJANI Ba yJapAaru XaB(CHU3IUK MPOTOKOJUIAPHU, 3apapKyHaH]a
JACTypUi BOCHUTAJAPHUHT CTAaTUK TaxJIIM Ba Java nactypnam Twinaa xaBdcus
NMACTypJIapHU UILIA0 YMKHII OaéH STUITaH.

MoayaHMHI MaKcaau Ba Basudaaapu
“Ax0opot xaBdcuzaurn” MOAYJIHHUHT MaKcal Ba Basudanapu:

— TUHIJIOBYMJIApra axO0opoT  XaB(QCHU3JIWTMHU TabMUHIAIl  OuimaH  OOFJIHMK
MacajlaJlapHi e4HIga ax00pOoT-KOMMYHUKAIIUA TH3UMIIApHIa axOOpOTIapHU XUMOSIAI
TEXHOJOTUSUIAPUHUHT YPHU Ba MCTHKOOJUIM HyHanuIIapu npoduiura mMoc OWIINM,
KYHHKMa Ba MaJlakaHd TablIUM CTaHJapTUAa Tanad KWIMHraH OwWiInMIapHU
HIAKJUTAHTUPUILLIUD;

— ax0opoT XaBPCU3NUTH TYyIIYHYACH, YHM KYJJIaHUII COXAacH Xamjaa axoopot
XaB(CU3IMTMHU TabMUHIAII Yopa TaaOUpiapH, yCyJjapd Ba BOCUTAIAPUHU TaxJIUI
KO ynap acocuaa axO0pOTHH XUMOsIall KOOWIHSTIAPUHH STaIall;

— KOMIIBIOTEp THU3MMHUHU camMapajud XHUMOsJAall yCyJd Ba BOCHTACHHU TaXJIWJI
KWIMIIAAH HOOpaTIup.

Moays 0yiinya THHTJIOBYMJIAPHUHT OMJIIMMHU, KYHUKMAaCH, MAJIaKaCcH Ba
KOMIIETeHIMSIJIAPUTa KYHWJIaUrad Tajgadaap




“Ax0opor xaB(cu3auru”’  KypCUHM  Y3JAIUTUPUIN  JKapaéHuJa  amaira

OLIMPWIAJUTaH Macajaiap Aoupacuaa:
TuHr/I0BYM:

- ax0oOpoT XMMOSICHM, XHUMOSUIaHAAWraH oOBEKTIap, TaxAuaylap Ba yJjapra
KyTWJIaIUTaH TabCUPJIap XaKuaa OMIMMIIapra sra OYIJIUIIN J03UM.

TunriaoBum:

—ax00poT XaB(QCU3IUTH TAbMHUHOTUHUHI 3apypudl TEXHOJOTHS Ba XUMOS
BOCUTAJIAPUHY TaHJIALI;

—ax00poT YUKUO KeTauraH TAlIKUINHM Ba TEXHUK KaHAJUIAPHU aHUKJIAIL;

- TAIIKWIOT XaB()CU3JIMK CHUECATUHM SpaTHIl KYHMKMa Ba MajJaKaJapuHU
ArajljIalIy 3apyp.

TunriaoBum:

—Mebépuil Ba (aBKynoaga BasuATIapAa axO00poT XaB()CHU3IUTH TU3UMIAPUHU
TaIIKUINHHY;

—HHTEJJIEKTyal MYJK Ba MYAUTU(UIMK XYKYKUHHU, JaBiaT (aoIUSITHUHUHT TYypJid
coxayiapuJia axO0pOTHU XUMOsIJIAIl TPUHLIUIUIAPH Ba YCYJUIAPUHU;

- ax00pOT XaBPCU3IUTMHU TABMHUHIIAII KOMIEeTEeHUMSJIAPHH 3TajuIally JO3UM.

Moay/iHH TAIIKWJI 3THII BA yTKa3ull Oyiiu4a TaBcUusiiiap

“Ax00poT XaB(CcU3JIUIU’ KypCcH Mabpy3a Ba aMajiMii MaIlFyJOTJIap IIaKIUIa
o0 Gopumaau.

Kypcan ykutumn >xapaéHuja TabJIMMHUHI 3aMOHABUI METOUIapH, NEAATOTHK
TEXHOJIOTUSIAp Ba axOOpOT-KOMMYHUKAIUS TEXHOJOTHSJIApU KYJUTAHWIMIIM Hazapjaa
TYTHJITaH:

— Mabpy3a Japciapujia 3aMOHAaBUH KOMIIBIOTEP TEXHOJOTHsIIapu Epaamuia
IIPE3EHTALMOH Ba AIEKTPOH-AUIAKTHK TEXHOJIOTHUIApAaH;

— yTKa3wiagural aMajiuid MalFyJIoTIapAa TEXHUK BOCUTalaplaH, >KcIpecc-
CYpoBap, TECT CYpOBJIapH, aKJIUN XYKyM, IYpyXJHu (UKpiall, KUYUK Typyxjap OuiiaH
UIIJIaNl, KOJUIOKBUYM YTKa3ulll Ba OOIIKAa WHTEPAKTHUB TabJIUM YCYIJIAPUHU KYIIall
Hazapja TyTHJIaJIu.

MoayJHUHT YKYB pe:kagaru 001Ka MoayJiap Ouian
OOFIMKJIMTH BA Y3BUMJIUTH
“Ax0opor xaB(pcuzauru’ MOAYIN Ma3sMyHM YKyB pexanaru “Karra
MabIyMOTIApHU KalTa WHUIal ycyal Ba Bocutanap”, “byayrim  xucobmamn
TexHonorusiiapu” Ba “KubepxaBpcuznuk” YKyB Moayiiapu OwilaH y3BHM OOFJIaHTaH
X0J1/1a TIearorJIapHUHT ax00poT XaBPCU3IUrK OYiinda KacOMil meJaroruk Tanéprapiuk
JapaXacHHU OLITUPUIITa XU3MAT KUJIaIH.

Moay/THUHT 0/1M#i TABJIMMIATH YPHH
MoaynHu  y371alITHPUIN  OPKAdM TUHIJOBUMWIAp axO0poT XaB(CHU3IUTUIArU
TaxJWJ Ba XYXKYMJIapHU TaxJIMJ KWW, axOopoTHH ImMdpram Ba AemudpramHug
Ypranuii, amania KyJiaam Ba axOOpOTHH XUMOSJIAHTAaHJIUTHHY OaxoJaira Joup Kacoui
KOMIIETEHTJIMKKA 3ra OYynaaumiap.




Moaya 0Oyiimda coatjap TAKCMMOTH
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Axobopor XaB(CU3IUTUHUHT aHbaHABUI
TUMcOJIIapu. AXO0poT xaB(cHU3IUTU cuécaTi. XHUMOS
TU3UMUHU  JIOMMXanall Ba  aMalira  OUIMPHII
OocKUUIIapu. AX060poTHH XUMOsIaaa
KpuntorpagusHuHr  ypHu. CummeTpuk  Oynokium | 2 2
mudpnam anroputmiapu. OYUK KaJIWTIM upian
anroputmiapu.  Xom  ¢yHkiusuiap Ba  OPU
ANrOPUTMIIAPH. DneKTpoH pakamiu UM30
AITOPUTMIIAPH.
AyTteHTuduKkanus Ba HACHTU(DUKAIMS  YCYJUIapH.
Pyxcatnapuu HazopaTnam. XyXyMJIapHU aHuKiam | 2 2
TU3UMJIAPH.
Copnna ayTeHTH(HUKAIHIIAII IIPOTOKOJIIAPH.
CuMMeTpUK Ba acCUMETpPUK Imudpramra acociaHras | 2 2
nporokosuap. SSH nporokomnu.
[Mudpnam anropurmiapu 4 4
TapMoKapapo 3kpaH. 4 4
Tapmoxknapna ax60poT XaBpCH3IUTH 4 4
Hactypuit maxcynornap xaBbcuznurd. Jlactypuii 4 4
MaxcyJIoTaapaa MaBxya 3auaukmiap.
Kamn: 14| 6 | 16

HA3APUH MAIIFYJOTJIAP MABMYHHA

1 - maB3y: AX00pPOT XaB()CU3JIMTHHUHT AHBAHABUI TUMCO/IApH. AXOOpPOT
xaBdcuszauru cuécaTu. XuMosi TU3BMMMHHM JIOHHUXAJIall Ba aMAaJIra omupuin
O0ocKknuwiapu. AXOOpPOTHH XHMOS/IAIIAA KPUNTOrpadpussHUHT YpHH. CHMMeTpUK
Osoku mudpaam aaropurmiaapu. O4YNK KaJauTau mugpiam aaropuTMiIapm.
Xom pynkuusiaap sa IPU anropurmiiapu. JJeKTPOH paKaMIid HM30
ajqroputMmiaapu (2 coar)



AxOopot xaBdpcuznuru TymryHdacu. AXOopoT xumosich. AXO0poT XaB(cH3IUTH
cuécaru. Ax6opoTHH XUMOSsIaII yCyJapH. Ax060poTHU XUMosIamaa
kpunrorpagpusHuHr  YpHU. CuMMeTpuK mMdpram  aaropuTMiaapud. ACCUMETPUK
mudpaam anroputmiapu. Xau pyHkuusiaap sa OPU anroputMiapu.

2 — maB3y: AyreHTH(puKanus Ba naeHTugukanus ycyuiapu. Pyxcaraapuu
Ha3zopatTaam. Tapmokaapapo 3kpaH. XyKyMJapHH aHUKJIAII TU3MMJIapH
(2 coar)
AyteHTudukanus Ba uaeHTUGUKaLUA ycyuiapu. Pyxcarnapau Ha3zopaTiiaml.

Tapmokiapapo 3kpaH. XyKyMJIapHU aHUKJIAII TU3UMIIapH.

3 —mas3y: Coaaa ayTeHTH(PHKANUAIALI IPOTOKOIapu. CHMMETPHK Ba
acCUMETPHUK mu@pJamra acocjaHran nporoxosiap. SSH nporokosu (2 coar)
Copna ayrentudukanusiamn nporokosapu. CAMMETPHUK Ba aCCUMETPUK

mudpianra acocianrad npotokosuiap. Secure Shell mpoTokonu.

AMAJIMA MAIIFYJIOTJIAP MASMYHHA

1-amanuii mamryJaot. Hudgpaam anropurmiaapu. (4 coar)

Comta cuMMeTpuk mudpnam ycywiapd. Llesap ycymn. YpuH aaMamTHpHin
mudprIap. VpHHra kyhum mudpnapu. YactoTraBwili Tax)Mia ycyid. 3aMOHaBHM
mmdpnam anroputmiapu. DES mumdpnam crangaptu. RSA ounk kanutnu mudpiam
yeynu. Oxumnn mudpram yeymiapu. AS5/1 okumii mudpiant alropuTMu.

2-amanuii mamrysaor. TapMoxkaapapo 3xpaH (4 coar)
Tapmoxnapapo skpaH TexHOJOruscH. TapMOK XUMOSCHIA TapMOKJIApapo 3KpaH
BocuTanapuaan ¢oinananum. TapMmokiapapo skpaH Typiapu. TapMokiapapo sKpaH
BOCUTAJIAPWHU YPHATUII Ba co3iaul. SHru Kouaanap sspaTtuil. THU3MMHU Ha30paTJIall.

3-amaunii mamryaor. Tapmoxkaapaa axoopor xaBdeusiauru (4 coar).
TCP/IP mpotokonuaa maBxyn 3audumkinap. SSL TapMOK MPOTOKOIM Ba YHUHT
Basupacu. VYprara TypraH ogaM Xyxymu. SSL mporokonmmuM cosmam. X.509
ceprupukatu. Cumcu3 TapMokga Maexya 3aupaukmnap. Cumcu3 — TapMoKIa
¢oiinananunran  xaBpcuznuk npoTtokomapu. WEP mporokonmn. WPA Ba WPA2
npotokoapu. Cumcu3 TapMoknapaaH ¢oinananumna Oepuiagurad  XaB(CHU3ITUK
TaBCUSUIAPH.

4-amanuii MamryJiot. Jacrypuit maxcynoraap xasgeusauru. Jlacrypuit
MaxcyJIoTJIapaa MaB:Ky/1 3auduukiaap. (4 coar).
3apapkyHaH/Ja JacTypuil BocuTanap. 3apapKyHaHJa AacTypiapHU TaxJIMJUIAILL.
Cratuk Taxiwi. JuHaMuK Taxmmi. 3apapKyHaHAa JacTypiapiaH “KaropiaapHH (strings)”
anukyiam. Kanbaku tapmok. IDA Pro mactypuaa 3apapkyHaHaa AacTypiapHHU FOKJIAII.
JHuszaccemOepnanl. Teckapu MyXaHIUCIUK UHKUHUPUHTH.

YKUTHII INAKJIJIAPA
Maskyp Moy Oyitndya Kyidugara YKUTHII aKUIapyuaad ¢onaanaHuIaam:



- Mabpy3ajap, aMaJui MamryjIoTiap (MabIyMOTIap Ba TEXHOJOTHSJIAPHU aHTIIA0
OJIMII, aKJIUHA KU3UKUIITHU PUBOXKJIAHTUPUIIL, Ha3apuid OMIIMMITapHA MyCTaxKamiiall);

- JaBpa cyxOariapu (kypuia€Tran joinxa edumiiapu Oyiinua Takiud Oepwui
KOOWJIMSITHHU OIITUPHII, SIIUTHUIIL, UAPOK KUJIHII Ba MAHTUKUH Xyliocaap YHKapHUII);

- Oaxc Ba MyHO3apamap (Joimxajmap euyuMH Oyinua mamwuiap Ba acociu
apryMeHTJIapHU TaKIUM KUIIUIIL, SIIUTUII Ba MyaMMOJIap €UMMUHU TOMUII KOOUTUSTUHU
PUBOKIIAHTUPHILI).




11 BYJIUM

: MOJIYJIHU VKUTUILIA
. DOUJATTAHUIIAIUT AH
. UHTEP®AOJI TABJIUM
. METOJUIAPU



II. MOYJIHU YKUTUIIJA GONMTATTAHUIAIUT AH UHTEP®AOJI TABJIMM METOJIJIAPU

II. MOJYJHU YKUTHUIIIA ®OUJTATIAHUIAJUTAH UHTEP®AO.I
TABJIUM METOIJIAPHU

«baym kyOurm» meroam

MeToAHUHT MaKcaau: Ma3Kkyp MeToj] TUHTJIOBUWJIApAa SHTU axOopoTiap
TU3UMUHM KaOyJl KUJIMII Ba OMIMUMIIAPHU Y3IAIITUPUINIINHA SHTAJUIAIITHPHIIL
Makcaauaa KYJUIaHWIagu, IIYHHHTEK, Oy MeToJ THHTJIOBYWIap YyuyyH “Ouuk’”
caBoJUIap TY3HIII Ba yJiapra >kaBo0 TOIMII MAIlIKU Ba3u(acuHu OenTuiaiam.

MeToaHu amMmaJira OIIMpPUII TAPTHOM:

1. YOy MeToaHu Kyiam y4yH, oaaui Ky0 kepak 0ynanu. KyOHuHT xap Oup
TOMOHMJA KYWUUAAru Cy3Jap €3uUiau:

o Cana0 OepuHr, Tabpud OepuHr (oaaUil caABOJI)

o« Huma yuyH (ca0a0-0KM0aTHH AHUKJIAIITHPOBYHU CABOJI)

o  TymmHTHpHO OepuHr (MyaMMOHM Xap TOMOHJaMa Kapall
CaBOJIH)

o Taxkuud O0epunr (amMaauéT OUIaH OOFJIMK CaBOJI)

e Mmucou KeJTHPHHT (MKOAKOPJIMKHH PHBOKJIAHTHPOBYHU CABOJI)

o  Dukp OepuHr (TAXJIUJ KWIKII Ba 0aX0J1a1I CABOJIN)

2. VKkuTyBuM MaB3yHH Genrunab Gepam.

3. YkuryBunm KyOMKHHU cToijira Tamaiau. Kakicu cy3 yMKca, yHra TETrHIUIH
CaBOJIHM Oepaji.

“KWHL” metoaun

MetoauuHr makcaam: Ma3kyp METOJ TUHIJIOBUMJIApJA SIHTH axOopoTiap
TU3UMUHU KaOyl KWJIMII Ba OWIMMMJIApHM THU3UMIIAILITHPUII MakKcaauaa
KYJUTaHWIaau, WIyYHUHTOEK, Oy MeToJ THHIJIOBUMJIAp Yy4yH MaB3y Oyiinua
KyHugara skajaBaija OepuiraH caBojuiapra >kaBoO TOTHII MAaImIKH Basu(pacUHU
OeNruIanIn.

N3ox. KWHL:

Know — numanapuu ounaman?

Want — numarnu dunuwHu xXoxarauman?
How - kanoati ounub oncam 6ynraou?
Learn - numanu ypeanub onoum?.




II. MOYJIHU YKUTUIIJIA ®OMTATIAHUIIAJUT AH UHTEP®AOJI TABJIMM METOIJIAPU

“KWHL” metonu

1. Humanapuu ounaman:

2. Humanapnu ounumnu
XOXaUMaH, HUMAIAPHU
ounumum Kepak:

3. Kangaii kuiand omiaud Ba

4. Humanapuu ounué onoum:

TOIMHUO OJIAMAH: -

“W1H” meroau

MeTtoaHuHr Makcaau: Ma3Kyp METOJ TUHIJIOBUMJIAp/A SHIM axOopoTiap
TU3UMUHU KaOysl KWIMII Ba OWIMUMIIApPHM THU3MMJAIITHPUII  MaKcaauaa
KYJUIaHWJIay, UIYHUHTJEK, Oy MEeTOJ THUHIJIOBUMJIAp Y4YyH MaB3y Oyiinua
Kyluaaru okajBajija OepuiraH OJTUTa caBoJUlapra >KaBoO TOMHUII MallKy
Ba3u(acuHu OeNruIaiam.

What? Huma?
(Tabpudu, Ma3MyHH, HUMA Y4yH
WIIJIATHIIAIN)

Where? Kaepna (ckoinamiran, kaepaaH
OJIMII MYKHUH)?

What kind? | Kangaii? (mapamerpiapu, Typiaapu
MaBXKy/1)

When? Kauon? (ummatunanm)

Why? Huma yuyn?
(vmaTuanan)

How? Kanpait kunu0? (sspatunay,
cakJiaHaIu, TYIAUPUIIAIHN,
Taxpupiai MyMKHUH)




II. MOYJIHU YKUTUIIJA GONMTATTAHUIAIUT AH UHTEP®AOJI TABJIMM METOJIJIAPU

“SWOT-Tax;ini” MeToIM1.

MeToaHMHI MAaKcaaM: MaBXyJl Hazapuil Ouinumiap Ba amaiui
TaxXpuOanapHu TaxJIMJI KWIHIL, TaKKOCIAll OpKAIM MYaMMOHHM XaJl O3THII
UynnapHu TOMMINTa, OWIMMIIAPHM MyCTaxkamJjall, TakpopJiami, ©Oaxosaiira,
MYCTaKWJ, TaHKUAUM (UKpIANIHU, HOCTAaHAAPT Ta(paKKypHU MIAKIUIAHTUPHINITa
XU3MaT KUAJIAIH.

S — (strength) * Ky4Id TOMOHJIapH

W — (weakness) * 3an(, Kydcu3 TOMOHJIAPH

O — (opportunity) * IMKOHUSITJIApH

T — (threat) * xaBuap

“BEEP” metoan

Metoauuur makcaaum: by wMeTon Mypakkal, KYNTapMOKIH, MyMKHH
Kagap, MyaMMOJHM XapaKTepUJard MaB3ylapHU VpraHuira KapaTuiras.
MeToHUHT MOXMATH IIyHJaH HOOpaTkH, OyHJa MaB3YHUHT TYpJIH TapMOKJIapH
Oyiinua 6up xui ax0opoT Oepuaay Ba alfHU MAaNTAa, YIAPHUHT Xap OMpHU amoxuaa
acmeKkTiapia MyXxokama OJTwiaad. Macamnadn, MyamMMo WKOOW Ba canowuii
TOMOHJIapH, ad3ailTuK, (pa3uiaT Ba KaMuuiukiapy, ¢oiiga Ba 3apapiapu Oyiinda
Vyprauunaau. by wuHTepdaon MeTon TaHKUAWM, TaxJIWIANA, AHUK MAaHTHUKUN
¢ukpnamHy  MyBaQPakuATIM  PUBONKIAHTHUPHUINTA XaMJa  YKyBUHJIAPHUHT
MYCTaKWJ Fosiapu, GUKpIapuHU €3Ma Ba OF3aKM INAKJAA TU3UMIU OaéH HTHIL,
XUMOSI KWIMINTa HWMKOHUAT sparaad. “Beep” METOIUJAaH Mabpy3a
MalIFyJI0TIapuaa UHAMBUIYA Ba Ky(QTIUKIApAard Wil MIaKiuaa, aMmaldid Ba
CEMHUHAp MaIIFyJIOTIapujia KUYMK TypyXJapAaru Wil IIaKiIuaa MaB3y F03acujlaH
OWJIMMJIapHU MyCTaxkamjall, TaxXJWiIM KWIAII Ba TaKKOCHAll MakKcaauia
dbolanaHuI MyMKHH.
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MeTtoaHun amaJjira olmIMpuiI TApTUON:

TpEHEP-YKUTYBUYM UIITHPOKIMUIAPHU S5-6 KUIIUJAH HOOpAT KHUHUK
rypyxJjapra axparaiu;

TPEHUHT MaKCcajy, apTiapy Ba TapTHOW OHJIaH UIITHPOKIMIAPHH
TaHUIITUPray, Xap Oup Trypyxra yMyMuii MyaMMOHH TaXJIHJI

KHJIMHUIIIN 3apyp 6§7JII“8,H KUCMJIapH TYHIHUPHUIITaH TapKaTMa

xap Oup rypyx y3ura Oepuiarad MyaMMOHU aTpodiirya Tax il
KWIKO, Y3 MyJioXa3ajJapyuHH TaBCHUs THIIAETTaH cxema Oyiinua
TapkarMara €3ma 0a€H Kuiaau;

HaBOargaru 6ockuya 0apua rypyxJjap y3 TaKIUMOTIapUHU
yrkazanunap. LllyHnas cyHr, TpeHep TOMOHUAAH TaXJIWJLIAp
YMYMIIAIITHPUIIAN, 3apYPHI ax00poTap OUIaH TYIAUPUIAIN Ba
MaB3y SIKYHJIAHA!.

MyamMMo0JI1 €caBoJI

1-ycya 2-ycyJa 3-ycya

apzaumrn | kamunury | ag3anmurn | KaMIMIuru ad3aIMry - | KAaMYMWINTH

XyJoca:

“Keiic-cTaan” MeTOIHN

«Keiic-ctagm» - mHIM34a cy3 Oynmb, («case» — aHWK Ba3usAT, XOJHCA,
«stadi» — YpraHMok, TaxJIWJ KWJIMOK) aHWK Ba3USTIAPHU VPTaHUIN, TaXJIUAJ
KWIKII acOCHIa YKUTHUIITHU aMajra OUIUPHINTa KapaTUiraH METOJ XHUCOOJIaHau.
Maskyp wmeton gactina® 1921 #wmn  TapBapa  yHuUBepcUTETHa aMaluid
Ba3UATIAPJAaH MKTUCOAMM OomkapyB (anmapunu ypranumaa GoigaianuIn
TapTuOuaa Kysuianwirad. Keiicia  ounk axOopoTiapaaH €KUM aHWK BOKea-
X0AucaaaH Ba3usAT cudaTuaa Tax, I yayH (poiifalaHuI MyMKHH.
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“Keiic MeTOIN” HM aMaJra omupui 60CKUYJIapu

40011 Da0/UAT MAKIU
00CKUYJIapH BAa Ma3MYHH
1-6ockuu: Keiic Ba yHuHT | v sKKa TapTHOIArd ayuo-BU3yall HIII;
ax0opoT TabMUHOTH Owmiad | v/ Kelic OWIaH TAHUIIMII(MATHIIM, ayAH0 EKU

TaHULITUPHILL Meaua MIaKiaa);

v’ ax6opOTHH YMyMJIAIITHPHILL;

v ax0opoT TaxJIuiIu;

v\ MyaMMOJIapHH aHMKJIAII
2-00CKHUY: Keiicuu | v/ uuauBuayan Ba rypyxJa UILIIALLL,
AHUKJIAIITUPHUIIL Ba  VKyB | Y MyaMMOIAapHH I0J3apOJIMK HEPAPXUACHHU
TOMIIUPUFHU OENTUIAIT AHUKJIAII;

v/ acoCHii MyaMMOJIM Ba3UsATHU OCIITHIAII
3-6ocknu: Keiicmarn acocuil | v/ MHAMBUAYal Ba TypyXJa UILIIALLL,
MyaMMOHHM  TaxJiul  OTHUII | Y MyKOOWJI €4uM HyJUIapUHM UILIA0 YMKHIIL,
OpKaId YKYB TONIUUPUFUHHHT | v\ Xap OUp €YMMHHHI MMKOHMSTIApH Ba

€UYMMUHH W3JAlll, XaJl 3TUII TYCUKJIAPHH TaXJIWJ KWJIUILL

UynnapuHu unad YuKHIil MYKOOMJI €4UMJIApHU TaHJIaIl

4-0ockuu: Keilic euynMuHH sKKa Ba rypyxJa uiuian;

€YMMHWHU IIAKJUIAHTUPUII Ba MYKOOWJI BapUaHTIIAPHU aMayijia KyJuiamn
acocnai, TAaKIUMOT. MMKOHHMSTIAPUHH acOCIall;
VKOIM-JIONHNXA TAKIUMOTHUHH Tau€pall;
AKYHHM XyJoca Ba Ba3UAT EYMMHUHUHT
aMaJIMM aCIEKTIIAPUHU EPUTHUIL

AN AN

AN

“AccecMeHT” MeTOaH

MeTOAHMHI MAKCAJAU: MAa3Kyp METOJl TAabJIUM OJYBUWJIAPHUHT OWIUM
JapaxacuHW 0axoJiall, HazopaT KWIWIL, Y3JAlITHPUII KYpCaTKUYM Ba aMalluid
KYHUKMAJIAPUHH TEKIIMPHUILITa HyHANTUPpWITaH. Ma3kyp TEXHHKA OpKaJIU TabJIuM
OJyBUWJIADHUHT  Owiuil  QaonusTd Typau — WyHanumoiap (TecT, amMaiui
KYHUKMajap, MyaMMOJIM BasusTJIap MallKu, KUECUM TaxJIWJI, CHUMITOMIIAPHU
aHUKJIaI) Oyiinya Talxuc KUjanHaau Ba 0axonaHaau.

MeToaHu amMaJira OIIMpPUII TAPTHOM:

“AccecMeHT’ap/laH  Mabpy3a MaIFyJIoTIapuaa TajladaJapHUHT EKU
KaTHalIUWJIApPHUHT  MaBXyJl  OWIMM  JapakacMHM  YpraHuuiia,  sHTU
MabJIyMOTIapHU 0a€H KWIMIIIA, CEMUHApP, aMaJIuid MalIFyJloTJapia 3ca MaB3y
€K MaBJIyMOTIApHU Y3JAIITUPHIL Japa)kacuHU 0axoJjalll, NIYHUHTEK, ¥3-Y3UHU
Oaxoyaml Makcaauaa WHAUMBUAyad Imaknna  (oiJalaHuIl TaBCUs STUJIAIU.
[IyHuHTAEK, YKATYBUYMHUHI WXKOIMM EHIAIIYBA XaMmJa YKyB MakcaJJlapuiaH
Kenuo YMKuO, acceCMEHTra KyIuMya TONIIUPUKIAPHA KUPUTHUIL MYMKHH.

Xap Oup Karakjgaru TYFpu kaBoO 5 Oamin €ku 1-5 Oanrada GaxoJaHUIIN
MYMKHH.
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L Tecr MyamMo/1M Ba3UAT
" e °
" NN
\-'\_f’
Tymynua TaAXJIWIH Amauuii Bazuda
(cumnrom)

“HucepT” MeTOAH

MeToaHu amMaJira OIIMPUIN TAPTUOM:

» YKUTYBUM MAIIIFyJI0Tra KaJiap MaB3yHUHT aCOCHH TyIIyHYaJIapy Ma3MyHHU
EPUTWIITaH MAaTHHH TapKaTMa €KY TAKAUMOT KYPUHUIIUAA TalEpIIaiiiu;

> SHTH MaB3y MOXMATHHU EpPUTYBYM MaTH TabJIUM OJIyBYHJIApTra
TapKaTWIaaAu €KW TaKAUMOT KYPUHUILINIA HAMOWHUILI ATUIAAN;

» TabJIUM OJTYBUWJIAp WHIUBHUAYaJ Tap3/ia MaTH OWJIaH TAHUITUO YUKHO, ¥3
IaXCUM KapalulapuHu Maxcyc Oenruiiap opkainu udopanaiiawiap. MatH Ounax
unuiamga Ttanadanap €Ku  KaTHaIluWiapra KyHuJgarn Maxcyc OenruiapiaH
dbolnananui TaBCUsS ATUIAN:

bearunap Martn
“V” — TaHHIII MABITYMOT.

“?” — Ma3Kyp MabJIYMOTHH TYIIYHMAJUM, U30X KEPAK.
“+” 0y MabJIyMOT MEH yUyH STHTHIIHK.

[13

—” 0y (ukp €Ku Ma3Kyp MabIyMOTra KapimuMan?

benrunanran BakT SIKyHJIaHTa4, TabJUM OJYyBUWJIAp YYYH HOTAHHUII Ba
TyIIyHapcu3 OYJIraH MabiIyMOTIap VKUTYBYM TOMOHMJAH TaxJIWil KUJIMHUO,
W30XJIaHAW,  YJIapHUHT MOXUATH TYnuK Eputwianu.  CaBojuiapra »KaBoO
Oepuiiaid Ba MalIFyJIOT SIKYHJIAHAIH.
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I11. HABAPUH MATEPUAJLIIAP

1-maB3y: AX00pOT XaB(PCU3TUTMHUHT AHBAHABUI THMCOJLIaPpU. AXO0pPOT
xaBgcusauru cuécatu. XUMOsl TU3MMHUHM JIONHMXAJIAII BAa aMAJIra OLUUPHUIL
OocKu4JIapu. AXOOPOTHU XUMOSJIAINAA KPUNTOIPAPUSHUHT YPHH.
Cummerpuk 010kIM mHdpaam aaropurmiaapi. O4YuK KaJautTan mudpiaam
aaropurmiaapu. Xom ¢pyakuusiiiap sa IPU anropurmiaapu. J1eKTpoH
pPaKaMJIm MM30 AJIropuTMiaapu (2 coar)

Pewxa:
1.1. AXO0pOT XaBPCU3IUTH TYITYHUYACH.
1.2. AXO0pOT XUMOSICH.
1.3. AX00poT xaBPCU3IUTU CUECATH.
1.4. AXOOPOTHM XUMOSIIAII YCYJIIApH.
1.5. AXOOpPOTHHM XUMOSJIAIIa KpUIITOTpaUsHUHT YPHH.
1.6. CuMMeTpuK mudpiant anropuTMiIapH.
1.7. AccumMmeTpuk mudprain aaropuTMIapy.
1.8. Xom ¢pyakuusiap Ba OPU anroputmnapu.

Tassnu ubopanap: axbopom, xaspcusiux, 3au@aux, mMaxouo, XyHCyM,
OYMYHIUK, OUOANAHYBUAHIUK, MAXPUUIUK, UOeHmuUDuKayusl, aymeHmugurayus,
aemopuzayus, XyKyKuil Xumosl, MAWKUIUU XUMOs, UHICUHEP-MEXHUK XUMOs,
oacmyputi XuMos, anapam XuMos, Mapmox Xasgcusiueu, OnepayuoH MmusuUm
xasgcuznuey, 0acmyputl Maxcyiom xae@hcusiueu, Kpunmoaocus, Kpunmozpagus,
Kpunmomaxaui, wugpiaw, oewudpraws, X3ui @GYHKYus, Kaium, 31eKmMpoH
PAKaAMIU UM30, CUMMEMPUK WUDPIAW, ACCUMEMPUK WUGpIaw, OYUK Kaaum,
maxguu Kaium, KOAIU3USA, OYMYHIUK, MAXPUUIUK, OKUMIU wugprawl, OI0KIU
wugpraw, MaviryMoOmuu aymeHmu@uUKayUuaIau musumiapu.

1.1.Ax00poT xaB(CHU3IUTH TYHIYHYACH

YMymxkaxoH ax0opoT riodaiantyBu Kapa€Hiapy ax00poT-KOMMYHUKAIIHS
TEXHOJOTHsUTapuHU HadakaT MaMmallakaTiap UKTUCOAUETH Ba OOIIKa coxalapuaa
XKOpUW ATHIL, OadKh axOOpOT TU3UMIIAPU XAB()CHU3IUTMHU TabMHUHIAIIHUA XaM
TaKazo 3TMOKJA. AXOOPOT TEXHOJIOTHsJIApUHU XaETUMU3HUHT Xap Oup >kabxacura
KUpuO OOpHIM, HWHCOHJAPHUHI axO0opoTra OYyiraH TalaOlapuHd OPTHUILIH,
axOOpOTHU MYXUMIIMK Japa)KaCUHU OPTHIIUTa ofud kenaau. byHuHT HaTmkacuga
3ca, aXOOPOTHHU KYJra KHPUTHILTA KapaTUITraH XaTTH-XapaKaTiap MUKIOpU OpTHO
kenmMokna. by aca ¥3 HaBOatmma xap jkabxama axOopoT XaB(CHU3IUTHHU

TabMUHJIAI TOJI3apOIUTHHI OWUJIIHPATTIH.
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AX00pOT XaB(CU3ITUITHHUHT AHBAHABUI THUMCOJJIAPH

Ax060poT xaB)CH3IUTU MabIYMOTIApPHU XUMOsUIAll yCyJulapu OuiiaH
mryryjsaHagn. Ax6opot xaBdcuznuruja aHabHaBUM TUMcosuiap cudaruaa 1.1-
pacmaa kypcatunrad, Amnuca, bo6 Ba Tpunu omunran 6ynu6, Anuca Ba boO
KOHYHUU (QoigananyBunnap €xku “aximm omamuap”’, Tpuam sca Oy3ryHUH EKU
HUATH OYy3YK OJ1aM.

Xasgcuznux coxanapu. AXO0poT XaBOCH3NWTHHUA TabMUHJIAII Oapya
coxaljiapjia amajra OlUpuiIno, yaap acocaH Kyhuaaruiapra OyiIuHaIu:

— Tapmok xaBpcuznury;
— Web na xaBhCHU3IMKHYA TabMUHIIAIL,
— HnoBa Ba omneparmon TU3uM XaB(CHU3IIUTH.

Axbopom  xaegcuzniueu  myammonapu. Ax0Oopotr  xaBdcuznuruaa
MyaMMoJiap Typu Kym OYnu0, ynap acocan Kyiujaru cababiapra kypa Keauo
UKATN

— Kym 3apapin, xaTom qacTypiapHu MaBxKyUINIH;
— Husitu 6y3yK ¢oiinananyBYMIapHA MaBXKYJIUTH;
— Conuan UHXUHUPUHT;

— ®u3uk XUMos 3au(IIUKIapy Ba XaK.

5\

3

N

L

Aamca 3

—>

Tpuan

1.1-pacm. AXOGOpOT XaBPCU3IUTH TUMCOJIAPU

AX00pOT xaB(CHU3INIHJIa MyaMMOJIADHU OPTHUIIWIa acocaH KyWuaaruiap
MOTHUBAIMS OYJIUIITA MyMKHH:
— doina;
— Teppopusuwm;
— XapOwuii coxa Ba Xax.
Ax0OopoT xaBdcHu3IMrUAa MaBXKyJl MyaMmMmoJiap XaB(IMIMK Aapakacura
Kypa: 3au(uInK, TaXIu]] Ba Xy>KyMra om0 KeJxyBUHIapra Oyauiy MyMKUH.
Saugnrux — Oy TH3UMAA MaBXKyJ Oynran xaBGCHU3JIMK Myammoacu OViuo,

! Stamp Mark. Information security: principles and practice. 1 —c.
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yJIap acocaH THU3UMHHHT XN MIAKUIAHTUPUIMATAHINTH KA CO3JTaHMAaraHIuTy
cababmm kenud uywukaau. 3audiaukiap TU3UMIApAa KaTTa EKM KUYMK Tap3jia
MaB:KyJ1 Oymaau.

Taxouo — Oy MaBxyn Oynran 3auduuvK HaTwkacuga OYJIUIIA MYMKHUH
Oynran XyXyM Typu OYynu0, yiap acocaH TH3MMHH KaMUWJIUKIAPUHHU YpTaHUII
HATWKACUIa KSITMO YUK,

Xyocym — Oy MaBXKyHn TaxIUJIHH aMalira OIUPWITaH KYPUHUIH OYIuo,
OyHIa KyTHJITaH TaXIU]l aMajira OITHPUIIaI.

1.2.Ax00poT Xxumosicu

YMmymuii  xonzga axO0opoT XaB(CH3IUIM KOHCENCHSICM y4uTa TalIKWJ
ATYBUMJAH HOOpPATIMIMHM  3bTHOOpra OJMHCA, axO0opoT XaB(CU3IUTHHU
TabMMHJIAII JIOTAaHAA MAbIyMOTHUHI KyHUJArd ydTa XyCYCHSTMHHA TabMHHJIALI
TYIIYHHII MyMKHH.

Kyiinga kenrupunran 1.2 - pacmaa ymoy yyTa XyCyCHUATHH TabMHHJIAIIAA
Kpunrorpaduk ycyJUIapHUHT TyTraH YpHU KEITHPUITaH. YMyMUi Xoiaa ax0opoT
XaBQCU3WINIMHU TabMHUHJIALI JeraHAa yumoy ydura XYyCYCHSTHH TabMHHJIAIL
TYIIyHUIUO, Xap Oup XyCyCHUAT MYXUMJIMIU axOOpOTHUHI Typura Ba

doitnanaHuIUIIIra Kypa xap XU oymuIm MYMKHUH
1

1.2 - pacM. AX60pOT XaB)CU3TUTH XYCYyCUSITIIaApU

Macanan, oMMaBHIl Typaaru MabIyMOT Y4YyH OUpHHYM HaBOatna,
doiinaraHyBYaHIIMK Ba OYTYHJMK XYCYCHSTJIApUHM TabMUHJIAIl MyXuUM OyJca,
JlaBJaT CUpH Japa’kacUJard MabIyMOT YUyH YHUHT KOH(DUIESHIUSIUTUTY OUpUHYN
VpUHIa Typaji.

Konpupenunamiauk (pyxcarcus YKUIIHUHT MYMKHH 3MACJIMIH)
XYCyCHSITH axOOpPOTHUHT pyxcaT JTuiMaraH (oiganaHyBuniIapiad SIIAPHIIL,
MabJIyMOT MAHOCHHM TYIIYHHO OJIMACIMK Y4YyH, YHM TYLIYHapCcH3 Xojariaa
yTKazum kabu Bazudanapau Oakapuill opkanu O6axapunanau. AXOOpOTHUHT yIiOy

! Stamp Mark. Information security: principles and practice. 2,3 —c.
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XYCYCHSITH KpuUNTOrpaduKk XHUMOS yCyJUlapuIaH OWpH caHalraH, MuQpianl
ycymiapu acocuga amanra owmpunaau. udpnam ycymiapu €pnamuaa o4mMK
MabJIyMOT SIIMPUHTAH KYpUHMILArKM MUPpPMaTH XoiaTtura ainaHaau. by aca yau
Oy3fyHuH (oiJalaHUIINAAH OJITUHH OJa]IH.

byrynnuk (pyxcarcu3 €3MIIHHHI MYMKHMH OJMACJIMIM) XYCyCHUATH
acocuia MabJIyMOTHH Y3aTHII JaBOMHUJA YHTa Y3rapTUPHII KUPUTHITAHIUTH EKH
KUPUTHJIMAraHJIuTH aHUKJIaHaOu. Yoy XycycusaT Oolkaya KWiMO alTHITaHIa,
MabJIyMOTHH OY3FyHUYM TOMOHHUJAH Y3rapTHUpWiraH (aJMallTHpWITraH, Ydupuo
TAlUIAaHTaH)JIUTUHU aHUKJIAIIHU Ouiaaupagud. AXOOPOTHUHI yIIOy XYyCYCHUSTH
KpunTorpauk XMMOs yCy/JIlapy acocuja aMaira OuMpuiaaud. Xo3upla
Kpuntorpaguk x3m  QyHKOUSAIAp acoCHAa MAabIyMOTHHHI  OyTYHJIUTHHH
TabMHUHJIANI YCYJUTApU aMauETAa KeHT KYIUTaHUIa Iu.

dojiiganaHyBYaAHIMK XyCYCHSATH axOOpOTHaH HCTaJraH BaKT JOMpacHia
doiifalaHuIl UMKOHUATH MaBXYUIMTM OwinaH OenruiaHagu. YOy XycCyCHAT
OUYMK TypJard MabiIyMOT Y4YyH AacTJIaOKu Tanald 3TUiagurad Ttanadaup. Ymoly
XYCYCHUSITHU OY3WJIMIIUTA OJUO KelyBYM XykyM ycyiapunan o6upu DOS (Denial
of Service) éku ynunr maknantupuwiran kypunuimu DDOS (Distributed denial of
Service) cananmuO, ymlOy XyXyM YCyldd THU3UMHHU (poliganaHyBUaHIUK
XYCYCHSTHHH Oy3WJINIIUTA OJINO KeTau.

Ym0y yuta XycycusT axO00pOT XMMOSCHHUHT aCOCHUN TaIlIKWJ ATYBUMIAPU
caHanuO, axOOpPOTHM XUMOsUIAll J3TaHJa acocaH NIy y4dTa XYyCYCHUSTHH
TabMHUHJIANI TYMIMHWIAAA. AMMO YOy y4Ta XyCyCHST TYJIUK OaKapuIHIIN YIyH
Oup HedTa OaKapuUIUIIM MyMKHH OYynraH unuiap Tanad stunanu. bomikada Kkumuo
aifTranaa ymoy ydTa XYCyCHSITHHM Oa)kapuIJaH OJIWH, KyWHIa KeaTHUpUIraH
amManuéTiiapHu 6axapuiira Tyrpu kenaau (1.3-pacm).

Nnentnduxanus

AyrenTuduranus

ABTOpHU3aLMs

1.3-pacm. DoitnanaHUIIHK OOIIKAPUIL
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Hoenmughuxayus — Oy QoiinanaHyBYMHN TU3UMTIA Y3UHU TaHUTHII Kapa€HU
oynmu0, yunaa doigananyBuyd HoMuaH (JIOTHH), Maxcyc IIaXCUH KapTajgapaaH €Ku
OMOMETpPUK XyCyCUsTIIapuaaH (HoiganaHuI MyMKHH.

Aymenmughuxayus — 0y QoigamaHyBUMIAPHN XAKUKUHUIUTHHN TEKIIUPHUII
xapaéuu O0ynu0, >kapaéHu HaTkacuga ¢oinamaHyBud TU3UMJAH (HoigamaHuII
yUyH pyXcaT oJaau €K OJIManIn.

Aemopuzayus — Oy QolganyBuura TM3UM TOMOHHUAAH OEpUIraH XyKyKJap
TymnamMu 0ynub, QolganaHyBUMHM TH3UM JOWpacHia KWJIAIIN MyMKUH OYnraH
Basupaapuau Oenrunangm.

1.3. Ax0opoT xaB(CH3IUTH CHECATH

Axbopom xaegcuznueu cuécamu — TAWKUAIOT Y3 (aonusTuga puos
KWJIaaurad axO0opoT xaB(cw3nmuru coxacumard XyxXoKaTJIaHTaH —Koujanap,
MyoJiaXanap, aMalluid ycyiiap €K aMal KWIMHAJAWTaH MPUHINAILIAD MaKMyH
caHanu0, y acocu/ia TalKWIOTa ax00pOT XaB()CU3TUTH TabMUHIIAHAIH.

AXO0pOT XaBPCUBJIUTUHUHT CUECATUHMU WIUIA0 YMKUIIAA, aBBAJIO XUMOS
KWIMHYBYM OOBEKT Ba YHUHT Basudanapu aHukjaaHaad. CyHrpa JyIIMaHHUHT Oy
00BEKTra KU3UKHUIIN Jlapa)kacy, Xy>KyMHHUHT dXTUMOJUIA TypJiapu Ba KypuiIaauraH
3apap 6axomaHaau. HuxosT, MaBKya Kapiid TabCUP BOCUTAJIAPH €TapJId XMMOSHU
TabMHUHJIaMalIurad OObEKTHUHT 3aud KOoMIapu aHUKIIaHA U,

Camapanu XuMosi yuyyH Xap Oup OOBEKT MYMKUH OViraH Taxauajiap Ba
XY)KyM TypJapH, Maxcyc HHCTPYMEHTIIAp, KypoJuiap Ba MOPTIOBYN MOTAIAPHUHT
UTUTATAIIUIIN SXTUMOJITUTH HYKTaW Ha3zapuaaH OaxoJaHUIIM 3apyp. TabKuiamt
JIO3UMKH, HUATH OYy3yK OJlaM y4yH DHI KMMMAaTJIM OOBEKT YHUHT >bTUOOPUHU
TOPTaAW Ba IXTUMOJUIM HHUIIOH OVIMO XW3MaT KWJIaAu Ba yHTa Kaplik acoCHi
Kyuilap unuiatuinaav. byHma, xaBhcHM3nuK CHUECATUHMHT HIUIA0 YHKWAIUIINIA
eunMMHU OepuiiraH OOBEKTHUHT peajl XMMOSICHHI TahbMUHJIIOBYM Macajajgap Xucoora
OJIMHMIIIH JIO3HM.

Kapmmu Tabcup BocHTaNapu XHMOSHHHT TYJIMK Ba OIICJIOHJIAHTaH
KOHIICTIIIUSCHTa MOC KEJIWIHM MmapT. by IPraHm, Kapum TabCHp BOCHUTAJIapUHU
Mapkasuja  XUMOSUIAaHYBYM  OOBEKT  OyiraH  KOHIICHTPUK  JoHpajapia
KOMJIAIITUPHIT JIO3UM. By Xonma AymIMaHHUHT WCTalTraH OOBEKTra Wymm
XUMOSTHUHT OIICJIOHJIAaHTaH TH3UMUHU KecuO Vyrtaau. MynodaaHuHr xap Oup
yarapacd IIyHJad TallkKui KWIMHATUKHA, KYpPUKIAl XOJUMUHUHT KaBOO
JopaJapuHA KYpHUIIMIa erapjinda BaKT MoOalWHWIa XYy)KYMUYWHHU YIIIa0 TYpPHII
UMKOHH OYJICHH.

CyHrru OocCKHMYJla KapIid TabCUp BOCHTaNapu KaOyl KWJIMHTAH XUMOS
KOHIIEeTIIUsIicura OWHOaH OupmamTtupwiagd. byTyH Tu3uMm Xa€TH HUKIMHUHT
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OomulaHFuy Ba KyTHWJIYBUM YMYMHUH HapXWHU JAacTiabku Oaxomjaml amanira
OLLIMPUIIA]IH.

Arap Oup OMHOHMHI MYHMAA TYpJIM XUMOsSJaIIl Tajabjapura sra OyiraH
oOBbeKTIap KoMamran 0yica, OuHO oTceknapra oynuuaau. [y Tapuka ymymuit
HA30paTJIAHyBYM MAKOH HMYMJIa MYKM NEPUMETpPJAap aXpaTWiagud Ba pPyXCaTCH3
doiinamaHuIIaH WIKU XUMOsI BocuTanapu spatmianu. [lepumerp, onataa, Gpusmux
TYCUKJIAp OpKajdu aHUKIaHuO, Oy TYCUKIApJaH YTUII SJIEKTPOH YyCyl EKU
KYpUKJIall XOAUMIIApH TOMOHMJIaH OaKapHIIyBUM Maxcyc MyoJiaxanap Epaamuaa
Ha30paTiaHa/Iu.

YMymuii usrapara €ku mnepumerpra sra OyiraH OWHONAP TYpPyXHHH
XUMosIama Haakar anoxuaa O0ObeKT KM OMHO, OalKM YHUHT JKOMJIAHUII KOUU
xaM xucobra onuHUIIM 3apyp. Kynm connm OuHonapu OyiraH e€p ydacTkaiapu
XaB()CU3IMKHM TabMHHIJIAII Oyiinya yMyMuid €KM KUCMaH MOC KeJaJuraH
Tajabysapra sra Oynanu, 0ab3W ydacTKajap 3ca mnepuMerp Oyiimdya TYCHMKKa Ba
AroHa MyJakka sra. YMyMH NEpUMETp TalIKWJ 3THO, Xap Oup OMHOJAru XUMOS
BOCUTAJIAPUHUA KaMaWTHUPHUII Ba YJIapHU (akaT XyXyM KHJIUHUIIN SXTUMOJH
KYIIpOK OVyiraH MyxuM OOBEKTIapra YpHaTHUIl MYMKHH. XyAJd 11y TapHuKa
ydacTKaJaru xap Oup umopar €ku OOBEKT XYKYMUUHHU YILIA0 KOJMII UMKOHUSATH
HYKTau HazapujaH 0axoyaHau.

IOxkopunarn kenTupuiaraH Ttanabnap TaxXJWIUM KYpcaTaauKH, YJIApHUHT
Oapyacu axOOpPOTHHU MIILIAII Ba y3aTUILI KypUiIMalapulaH XyKyKcu3 (oiinananumi,
ax00opOoT SATYBUMJIAPUHU YTUpJAll Ba ca00TaXX UMKOHMSATHHU WY KYyWMacIuKKa
OJINO Kenaau.

bunonap, umopatiap Ba ax00opoT BOCUTAIAPUHUHT XaB(PCU3IUK TU3UMUHU
Ha3opaT TNYHKTJIApUHU OWp 30HAJaH WKKUHYM 30HAra yTum Wynuaa
YKOMIAIITUPTraH X0JIJ1a KOHIIEHTPHUK XaJIKa KYPUHUILIKIA TAlIKWI STUII MaKcaJaura
MyBOQUK xucobsanaau (1.4-pacm).

1.4-paCM. BI/IHOILaI‘I/I KOMIIBIOTCP TUSUMUHHUHI XaB(I)CI/ISJII/IK TU3HUMH
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1-xynyn. Kommbiotrep Tapmoru (KT) xaBcHM3TIUrMHMHT TalKK 30HACH
TabpMUHIIAHUIIN:

(bU3UK TYCHKJIAp

nepuMeTp OYirad YTul sxoisiapu

XyIyJira KUpUII HA30paTUHUHT HOABTOMATUK TU3UMHU

2-xyaya. KT xaBpcu3nuruHuHT ypTagard 30Hacu

TabpMUHIAHUIIN:

SIIMKJIAPU 3JIEKTPOH XUMOSUIAHTaH HAa30paT IyHKTJIapU

BUJICOKY3aTHII

OYM O¥111 30HaTApHU YUKAPUO TaIILIaIT

3-xyaya. KT xaBhCU3TUTUHUHT UUKH 30HACH

TapMuHIaL:

maxcui  kommbeloTepra  ¢oipgamanum  ¢akaT HazopaT TU3UMHU  OpKalu
UJEHTUPUKAUSTAITHUHT OMOMETPUK TU3UMU

AxOopor xu3maTH OWHOJApU Ba XOHaJapura KHPUIIHUHT Ha30paTH
Macaljilacura KeJjicak, acocuil uopa-Hadakat OMHO Ba XOHaJIapHH, OaJKU BOCHUTaIap
KOMIUJIEKCUHM, yJIApHUHT (QyHKIMOHAN Basudanapu OyiiMua axpardin Ba
m3ojsnMsUialml. buHO Ba XoOHamapra KHUpUILIHHM HAa30paTiOBYM aBTOMATHK Ba
HOAaBTOMATHK THU3UMJAp HIUIATWIaad. Ha3opar TU3MMHM KyHAy3W Ba Keyacu
Ky3aTHILl BOCUTaIapy OWIaH TYIAUPUIUIINA MyMKHH.

XaBQCUBMMKHUHT  (U3UK  BOCHUTAJAPUHM  TaHJAIl  XHUMOSJIAHYBYH
OOBEKTHUHI MYXUMJIMTMHH, BOCHUTajapra KeTaJWraH XapakaTHHM Ba HazopaT
TU3UMHU HMIIOHWIAJIUTH JlapaKaCUHHU, WKTUMOUM >KMXAaTJapHU Ba MHCOH Hadcu
Oy3YKJIUTMHU OJITWHJAH YpraHuiira acociaHamu. bapmok, kadtnap, ky3 TYp
napaacu, KOH TOMHUpPJIApU W3Mapyu €KW HYTKHH aHUKJIAINl KaOu OMOMETpUK
WHACHTUUKAIMSUIANT  UIUIATAIIm  MymkuH. [llapTHoma acocuma TEXHHK
BOCHTAlapra XuU3MarT KypcaTyBUU XOJIUMIIAPHU OOBEKTra KUPUTUIIHUHT MaXCyc
pexuMu Ky3na TyTwiradH. by maxcmap uaeHTH(UKALMsUIaHTaHIapUIaH CYHT
00OBEKTra Ky3aTyBUM XaMpOXJIMTHAA KUPUTHIAAW. YHAAH TallKapu yjapra aHuk
KEJIMII PeXUMHU, MAKOHUI YdrapajaHulll, KeInO-KeTUIl BaKTH, Oa)kapaJuraH Wil
XapakTepy YpHATUIAIN.

Huxost, OuHo mepumerpu Oyiinya O0CTUPUO KUPHIIHU AHUKJIOBYU TYPIIH
TaT4uKiIap €paaMuia KOMIUIEKC Ky3aTHIl YypHaTtuiaaau. by matuukiap oOBEeKTHU
KYPUKJIAITHUHT Mapka3uid NmocTh OuiiaH OOrjlaHTaH Ba OYIMINM MYMKHH Oyira
0ocTHpUO KHUpUIL HYKTAJApUHU, aiHMKCA WIUJIaHMaWJUraH BakTJiapaa, HazopaT
KHUJIaJIU.

BakTu-BakTy OwWsiaH SLIMKIAp, poMjap, TOM, BEHTHJIALMS TYyWHYKJIAapu Ba
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OOIIKa YMKHUII HYIIApUHUHT (PU3UK XUMOSJIAHHUII WIIOHWIMIUTAHU TEKIIUPUO
TYpPHII JIO3UM.

Xap Oup XoHara M4MJIard HapCaHUHT MYXUMJTWJIMTUAra OOTIMK (poiiIamaHuI
TU3UMUTA 3ra Oynran 3oHa cudaruna xapanagu. Kupum-yukuin XyKyKd TH3UMU
maxc €Ku OOBEKT MYXHMIIMTHTA OOTVIMK XOJJa CEJNCKIUSIN Ba Japakalapu
Oyiinua pyrtOanmanran Oynmumm mapt. Kupum-uyukum  XyKyKd — TH3UMHU
Mapkaszjamrad Oy MyMKHH (pyXcaTiapHU OOIIKapHIl, »aJBajl Ba KaJeHAap
PEKATAPUHUHT  PEKATAIITHPUIUIIN,  KUPUII-YUKHUII  XYKYKUHUHT  €3Ma
HaMyHaJlapH Ba X.).

Hazopar Tu3uMHHM BaKTH-BakTH OWIaH TEKIIUPHUO TYpHII Ba YHU JOUMO
uira jgaékaTiid XoJia cakjall JIoO3uM. byHM HXTucocnamraH OyiauHManap Ba
Ha30paT OpraHiapyv TabMHUHIANIN.

[Taxcuit koMmmblOTep Ba (PU3MKABHII XUMOSI BOCUTajapu KaOu Yimdamiiapu
KHYMK ac000-yCKyHaJapHH KYy3/7a TYTUII MyMKHH.

IOxopuna kenatupuiraniapra Xyjiaoca KAiInO, KOMIBIOTEP TapMOKJIApPHUHU
XUMosIala axoopot xaB(hCcU3Iuru cuécaTu KaHaail aHMKJIAHUIIN XyCycua cy3
foputamu3. Onataa Kyn connau ¢oiinanaHyBuywiIapra sra OyiaraH KOpHOpaTHB
KOMIIBIOTEp TapMOKJIapu Y4yH Maxcyc ‘“‘XaBdcuznuk cuécatu” nebd araiayBuw,
TapMOKJa MIUIAIIHKM MabiyM TapTuO Ba Koujaiapra OYVHCHHIUPYBUYU
(pernamMeHTIIOBYM) XYXOKAT Ty3UJIaau.

Cuécar onarna MKKM KMCMJaH uOopaT Oynaau: yMyMud NPUHLMILIAD Ba
WIUTAIIHUHT MyalsH Koujanapyu. Y MyMui npuHuumiap Internetna xaBpcuznukka
EHIAIIMIIHU aHUKJaca, KOMJAJIAp HUMA pyXcaT STUMIIMHA Ba HHMa pyXxcaT
STWIMacIuruau  Oenrunaiiau. Kowpamap wyalisH Myojaxanap Ba Typiau
KYJUTaHMasap OuiiaH TYJIIUPUIALINT MyMKHH.

Opatna xaBpcu3IMK cu€caTd TapMOK acoCHil cepBUCHapuiaH (3JIEKTPOH
nouta, WWW Ba xak.) ¢dolganaHUIIHUA periaMeHTIaian xamJia TapMOKIaH
dbolinananyBuniIapHu yiaap Kaujaid ¢olgataHuIl XyKyKUTa dSra SKaHJIUKIapu
Owinan  TanumTapagu. by aca y3  HaBOatuma  QoiinanaHyBUHIIapHU
ayTeHTU(PUKAIHSIIAIT MYOTaKaCHHI aHUKJIA 1.

by xyxxatra >kuaauil €Hmammin JI03uM. XHUMOSHHHT  Oomika Oapya
CTpaTerusicu XaBQCHU3IMK CHUECATUHUHI KaThbUM OakKapWIMIIM TaXMHHHUTA
acocnmanrad. XaBhcuznmuk cu€catu GoimanaHyBYWIIAp TOMOHHUIAH KYTITHHA
MajoMaT OpTTUpWIMIIMIa cabad Oynaau, 4yHKH yHAa ¢oipallaHyBUura MabH
ATUJITAH Hapcajlap OYMK-OMAMH €3uiaraH. AMMO XaB(CH3JIMK CUECATU pPacMUi
XyXkKaT, y Oup ToMOHIaH Internet TakauM OTyBUM CepBHUCIApAa UIILIALI
3apypusTH, UKKMHYM TOMOHJIaH MOC MyTaxaccuc-npodeccuoHamiap tapapuaan

udoaanaHrad XxaBQCU3IHUK TanabIapyu acocuaa Ty3HIaIu.
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ABTOMATIAMTUPWITAH KOMIUIEKC XHMMOSJIAHTaH XHCOOJaHaaW, KAYOHKHU
Oapua amamiap OOBEKTIIap, pecypciap Ba MyoJjakajlapHH OCBOCHTAa XUMOSCHUHHU
TabMHWHJIOBYM KaThUH aHMKJIAHTaH Koujanap oyiinda 6axapuica (1.5-pacm).

NnenTudpuxanus
Jaiu, ayreHTuguxKa
IUSAJIALL

BakoJiaTiiapHu
TAKCHUMJIAII

NmiapHu kaiaaam
Ba KyHxaTra oJiuiu

Kondunenuunan
JIAKHA TabMHHJIALI

Bupycra kapmu
XUMOs yCyJIJIapH

Masbaymor
OyTYHJIUTHHHU
TabMHHJIAI

1.5-pacm. AXOOpOT XaBPCU3TUTH CUECATUHH TAbMUHJIAITHUHT aCOCUH KOUAalIapu

Xumosira Kyiuiaaaurad TaabJapHUHT aCOCUHU Taxujyiap pyixaTu TalIKui
sraau. byHnaii Tamabnmap ¥3 HaBOaTuga XUMOSHUHT 3apypuil Basudaiapu Ba
XUMOSI BOCUTAJIAPUHY aHUKJIAWIH.

1.4. AXxO0poTHHM XMMOSLJIAII YCYJLIIAPH

Jlemak, KOMIIBIOTEp TapMoMAa axOOpPOTHH camapaid XHMOSCHHH
TabMUHJIAII YIyH XUMOSI TH3UMHUHU JIOMUXaJIalll Ba aMalra OIMIMPHUIT Y4 OOCKUYIa
amaJira OIIMPUIIUIIH KEPaK:

- xaB(-XaTapHH TaxJIWJUIAII,
- XaB(CU3IIMK CUECATHHHU aMaJjira OIIHUPHIIL;
- XaB(CU3IIMK CUECATHHHU MaJajIaIll.

bupunuu  6ockuuoa  KOMIIBIOTEp TApMOMHHMHT 3aud  dIeMeHTIapu
TaxJIWIIaHAAW, TaxJAWIjap aHWKIaHaJAW Ba OaxoJjlaHAIW, XUMOSHUHT OIITHMAT
BOCUTAJIapW TaHJaHaIu. XaB()-XaTapHU TaxJausuiaml XaBCU3IUK CUECATUHU KaOyJ
KWINII OWJIaH TyTajljlaHaIu.

Urkxkunuu 60ckuy - XaBPCUBIMK CUECATUHHM amajira OIIMPUII MOJHUSIBUN
XapaxaTiIapHU XUCOOJaIl Ba MacajlajJapHU €4HIIl y9yH MOC BOCHUTAJApHU TaHJIAII
Ownan Oonurananu. byHna TaHmaHraH BOCHTAap WIUIANIMHUHT UXTUIOGIH
HMACJIUTH, BOCUTAJIAPHH €TKAa3u0 OCpyBUMIAPHUHT OOPYCH, XMMOSI MEXaHU3MIIApH
Ba Oepuiaauran kadonamiap XyCcycuJard Tyjia axOopoT OJIMII MMKOHMATH KaOu
OMWJUIAp XHMCOOTra OJMHUINK 3apyp. YHIAH TallKapu, ax00poT XaB(CHU3IUTH
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Oyiu4a acocuii Kouganap akc 3TTUPUITAH MPUHLIUILIAP XUCOOTa OJMHUIIN KEepax.

Yuunuu 60ockuy - xaBGCU3NUK CUECATUHM MaJajuiail OOCKHUYM HT MYXHUM
nucoOmanaau. by Oockuyma  YTKaswiaauraH —TaaOupiap HUATH — Oy3yK
OJIaMJIAPHUHT TapMOKKAa OOCTHPUO KUPHUIIMHU JOMMO Ha30paT KWJIMO TYPHUIIHH,
ax0opoT OOBEKTHHH X,AMOSUIAIl THU3UMHJATH “‘paxHa’JlapHU aHHUKJIAIIHHU,
KOHQUICHIIMAT MabIyMOTJIapAaH pyxcaTcu3 ¢oiJaiaHuIll XOJIApUHU XHcoOra
ONMUIIHKA Tanad 3Tamu. TapMOK XaBGCU3IUTA CHECATUHU MaJajsialijia acoCHil
XKaBOOTapiIuK TH3UM MabMypH OYiiHuma Oynmaau. Y XaBQCU3IMKHUHT MyalsH
TU3UMHU OY3WIMIIMHUHT Oapuya XoJlapura ornepaTuB MyHoca0aT OWJIAUPUILIH,
yIapHU TaxJIWUIAllM Ba MOJMSIBUNA BOCHUTAJAPHUHT MAaKCUMall TEeXaIUIIUHA
X¥coOra OJIraH XoJiJJa XMMOSIHUHT 3apypHil ammapaTr Ba JacTypuil BOCHUTalapuiaH
¢doiiganaHuIIy maprT.

AXOOpOTHM  XMMOsJIAallla  XO3UpAa  KaTop  XUMOS  yCyJUIapuaaH
dbolnanannaub, yMyMMui XoJija yiap Kyiuaaruiapra OyJInHaIu:

— axOOpPOTHUHT XyKYKUI XUMOSICH;

— axXOOpPOTHUHT UHKUHEP — TEXHUK XUMOSICH;

— axOOpPOTHUHT TAIIKWINNA XUMOSICH;

— axOOPOTHUHT JACTYPHIl XUMOSICH;

— axOOpOTHUHT anapar Ba anapaT-I1acTypHuil XUMOSICH.

XUMOsl YCYJUIApUHUHT TypJIaHUIIM yinapaa (oigalaHuiraH BOCUTaJIap Ba
EHAOIIMIIapra acociaHaAu. XUMOSl YCYJUIApUHUHT TaHJall 3ca Y3 HaBOaTuaa
TAIIKWJIOTAa WIUIA0 YMKWITaH ax0opoT XaBpcu3auru cuécatura kKypa amanira
ommpunand. Opatna axOopoT XaBOCHU3IMIMHM TabMUHJAIIA Oapya XUMOS
yCyJulapuiaH KOMILIEKC Tap3/ia (GoigaannIl OpKaId SPUIIHIIAITH.

1.5. AX00poTHHN XUMOSJIaNIIa KPUNTOrpaQUSHUHT YPHU

DNEKTPOH KYPUHHIIIATA MabIyMOTJIApHU XQKMHUHU OPTHILNHU, YHU CAKJIaIll
Ownad OOFNMMK OYJIraH MyaMMoJiap XaKMHUHU XaM OpTHUINNTra oyiubd kenaau. Yoy
MyaMMOJApHU Xajl KWIHIIAa MaBxXya OYnaraH ycymiap 9ca, KyHJaH-KyHTa
sarunaHaBepagu. lllyara kapmacman axOopoT xaB()CH3MUTUHU TabMUHIIAIIIA
KaauMa xaM QoiianaHuiaran Ba xo3upaa xam (doigamanunaérral ycyuiapaaH
oupu 0y — kpuntorpaduk xumos ycysuiapuaup. Kpunrorpaduk xumos ycynnapu
V3UHUHT WIIOHWIMIINTH, CaMapajopiurd Ba (oWganaHumn Japakacd KamMpOBU
KeHIJiuru OwinaH Oomka ycymnapiaaH ¢apk Kuwiaau. Xo3upjaa axOopoT
XaB(CU3IUTUHU TABMHUHJIAITHUHT Xap Oup jkadxacuaa Kpuntorpaduk ycymnapaaH
doiinanaannmMoraa. by sca yHHHT MyXUMIIMTHAAH Japak Oepau.

Ymymuii  xonma axOopoT XaB(CH3NMUTH KOHCENCHSICHM yduTa TAaIIKWJ
TYBUMJAH HOOPATIIMTUHU  DBTUOOpPra oJicak, axOopoT  XaBPCU3IUTUHU



I1I. HA3APUI1 MATEPUAJIJIAP

TabMHHJIAII JI3TAaHJa MAbIyMOTHUHI KyHUJard yuyTa XYCYCHUSITUHUM TabMHHJIAII
TymyHun MymkuH. Kyinna xentupunran 1.7- pacmaa ymlOy ydTa XyCyCUSITHU
TabMUHJIAILIa KpUNITOTPA(UK YCYJUIAPHUHT TYTraH YPHU KEITUPUIITaH.

1.6-pacm. AXOOpPOT XaBPCUBIUTH XyCYCHUSTIIapU

Ym0y yuta xycycusT axOOpOT XMMOSCHHUHI aCOCHUN TAIIKWUI TYBUMIAPU
caHammO, axOOpOTHM XUMOsUIall J3TaHJa acocaH IIy Y4Ta XYyCYCHSTHH
TabMHUHJIAUI TYIIMHWIAAA. AMMO YOy y4yTa XyCyCHST TYJIUK OaKapWIMIIN Y4yH
Oup HeuTa OaKapUJIUIIM MyMKHH OYyiraH uuuiap tanad stuinagu. bomikada kummo
aiiTrana ymoy yuyTa XyCyCHSITHM Oa)kapuIlJlaH OJIWH, KyWHJa KEeITHUPUIITaH
amManuETIIapHu Oa)kapullra TYFpu Kenaau. 2.2-pacMaa KeJITUPUITaH kapaéHiapaa
Kpunrorpaduk XuMos ycyJuiapuial (hoiganaHuil Japakacu 3ca Kydugarnya.

i

1.7-pacm. DoitmanaHunTHA OOTITKAPHUTIT

AyTtenTudurkanusa dsxapaéuu QoligaraHyBUMHU TU3UMIAH GOiTaTaHUIIT
YUyH YHU XAKUKUWIUTHHU TEKUIMPUII CaHAIuO, 2-pacMIa KeITUPUITaHUJEK,
ayTeHTUUKaUUsAIam >kapa€Hu KpunrTorpaguk ycymwiapanH (GoiganaHuirad
X0JIaT[a aMaJiTd OUPUIING, OyHAa KpUNTOrpaduK KaluT Y3YTHUII MPOTOKOJIIAPH,
ayTeHTU(UKaLUsIall IPOTOKOJUIApU, MAbIYMOTHU ayTEHTU(PUKALUIIAL KOJJIapH
Ba Xak. Qoimananuwiaan. Ymoly jkapaéHaa XxaM KpUnrorpaduk XuUMos yCyiuiapu
Y3UHUHT 0apIONUINTY, HIIOHYWIMIIUTH OWJIaH aXxpanud Typau.
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Kpunrorpadpus - axOopoTiapHu aciauaaH y3rapTUpWIraH XxojaTra
aKCIAHTUPUII YCITYOJIapUHU TONMUII Ba TAKOMUJUIAIITUPUIN OWJIaH HIyFUIUIAHAH.
Jactnabku cuctemanamrad kpunrorpaduk yciayonap spamu3 Oomuna, FOmui
[le3apbHUHT WII IOPUTHIN E3UIIMaNapuia yuypailau. Y, OuUpop MabIyMOTHH
Max@uil xonga, OWpOp KUIIMra eTKa3MOKYM Oyica, andaBUTHUHT OUPUHYU
xaphunu anpaBUTHUHT TYPTUHUU Xaphu OmnaH, MKKUHIYMCUHU OCIIMHYNCH OUIIaH
Ba XOKa30 Iy TapTHOJa aJMalTHpUO MATHHUHT aclid XoJaTujaH ImudpraHrad
MATH XOJIATUTA YTKA3TaH.

AxOopoTiaapHUHT Myxodazacu Macajiaiapud OujiaH Kpunrosorus (kryptos-
Maxduit, logos- nim) danu myrwmanaaun. Kpunrojorus makcajiapu y3apo
KapaMa-Kapiy OYJraH UKKYA WYHAIMIITA 3ra; — Kpunmozpagus Ba KpUnmoaHaius.

KpunrorpadusstHUHr 04YMK MabIyMOTJIapHH MU(Qpram MacajlaJapyuHU
MaTeMaTuK yciayOnapu OuiaH IIyFWUIAaHUIIN TYFPUCH]IA IOKOpUIA alTHO YTUIIIH.

Kpunroananu3 sca mudupnam yciayOuHU (KaaIUTHHU €KUM AITOPUTMHHH)
Ownmaran xosja mudpiaaHraH MabJIyMOTHU aciu XOJaTHHU (MOC KEJIyBUM OUYUK
MabJIyMOTHH) TOIHUII MacajaJlapuHu €YUl OWJIaH UTyFUJUIAHAIH.

Xo03Upru 3aMoOH Kpunrorpaduscu Kydugaru TypTra OVIMMHH V3 HUUYUTa
OJIaIu:

1) CummeTpuk KpunToTU3UMIIAp.

2) OuMK KaJUT aJITOPUTMUTA aCOCJIAaHTaH KPUNTOTU3UMIIAP.

3) DnekTpoH pakamiii UM30 KPUNTOTU3UMIIAPH.

4) Kpunrotuzumiiap y4yyH KpHUNTOOApIONUIM KaJWTIApHU WIUIA0 YMKUII Ba
ynapaaH GhoianaHuIIHu OOIIKAPHIIL.

Mudpnam TuzuMiapu doiganaHuIaural KajduTiap COHHWra Kypa HKKU
KHCMTa OYIMHAIU: CHMMETPHUK Ba aCHMMETPHUK - OYHK KaJUTIIH.

CuMMeTpHUK KpUNTOTU3UMIIap/Ia mudpiiail yayH XaMm Ba Aemudpiant yayH
XaM Oup X1 KanuTaaH ¢hoiganaHuIagm.

O4YuK KaJUTIM KPUNITOTU3UMIIApAA UKKUTA KaduTAaH (oipalaHuiagn —
¥3apo MareMaTuk OOFIMK OynaraH ouydMK Ba €WK — KadumiapjaaH. byHna
MabIyMOTJIap XaMMara MabJIiyM OYJraH MabJIyMOT F00OpUIaETraH MaXCHUHT OYHK
KamuTh OwiraHn mmdpraHaaun Ba (akaT MabIyMOT HOOOpWIAETraH IIaXCHUHT
y3uraruHa MabiiyM OViraH €MUK KaauT OuiiaH AemmdpiaHaiu.

Kamutnapau Takcumiiam Ba OomKapum — KpuUnToOapAOoIuIH
KaJIMTIapHU Uiiad yukuil (€Ku sipaTI), yaapHU Myxodaszaiy cakiamll, Xamja
KanuTiaapHu (QoifananyBumiap opacuja myxodaszajlaHraH XoJiJja TaKCHMJIAII
JKapa€HIIAPUHU Y3 UUMUTa OJIAJIH.

DJIEKTPOH  paKkamMJIi HMM30 - JJIEKTPOH MaTHra WJIOBa KWJIMHAJAWIaH
KpunTorpauk amMamTupuniiad uoopatr 0ynud, 11y 3JIeKTPOH MATH KYHAaTUITaH



I1I. HA3APUI1 MATEPUAJIJIAP

maxcra KaOysl KWIMHTAH OJJIGKTPOH MATHHUHT Ba MAaTUHHUA — paKaMiiu
UM3O0JIOBUYMHUHT XAKUKUW €KM HOXAKMKUWA SKAHJIWITMHU aHUKJIAIll WMKOHUHHU
oepanau.

1.6. CumMeTpuK mKU(pPIAI AJITOPUTMIIAPH

Hudpnam anropuTMiIapu acocIapyuHU OYHK MabIyMOTHH H(OJATOBUH
andasur OenrmwiapuHu  €ku  Oenrmwiiap OMpHUKMaNapuHH UG PMAbIyMOTHH
u(o1aI0Bun andasur  Oenrmmapura €ku  Oenrmwiap  OMpUKManapura
aKCIAHTUPYBUM MAaTEMaTUK Mojeiap Tamkunl dSTwianu. LyHuHr yuyH xam
mrdpIiail anropuTMIApUHU CUH(pIapra aXXKpaTUIIHUHT OONUTaHFUY OOCKUYH, yJap
HETM3MU1aru akCIaHTUPUII TypJiapy acocHjia aMajra ommpuiaad. Arap mudpiam
xKapaéHuJa O4YMK MablyMOT aindaBuTu Oenrmnapu mudp MabiyMoT alidaBUTH
Oenrmiapura anMalITUpuica, OyHIaW aKCIaHTUPHILNTa acocilaHTaH Imupamn
QITOPUTMH  YpHHUra Kyium mmdpnam cuHbura kupaad. Arap mm@piamn
XKapaHuIa OYMK MabIyMOT aji(paBUTH OCNTHIIAPUHUHT YPUHIApU aMaIITHPHUIICA,
OyHIal mudpram aaropuTMH YpUH aaMalITHpUII MHUQpiam cuH(Ura KUupaiu.
Kypunu6 typuOauku, YpuH anMallTUpUIl MU@pIam aaropuTMiapuia OYHMK
MabJIyMOTHH TAalIKWJI JTyBUM andaBUT OENTMJIAPUHUHT MabHOCH KD
MabIyMOTJAa XaM Y3rapMaciaH Kojadu. AKCHMHYA, YpHUTA KYHUII IHQpIamt
anropuTMiiapuaa IMHUQPPMAbIyMOTHH TAalIKWI 3TyBYM an(aBUT Oenruiapu
MabHOCH OYUK MAbJIYMOTHH TAIIKWJI ATYBUM aln(aBUT OCNTMIAPUHUHT MabHOCU
Owiran Oup xwi Oynmaiiau. Illudpnam xapa€Huaa ypHura Kyidum Ba YpuH
ANIMaIITUPUIT  AKCTAHTHPUIUIAPDHHUHT  KOMOWHAIMsUIapuaaH  Ouprammkia
doitnananunca, OyHmai mmmdpIam aIroOpuTMHA  KOMITO3UIIMOH  mmUdprant
Typkymura kupanu. Jlemak, mudpnam airoputMiapy akCIaHTHUPULI TypJiapura
Kapald YprHuea xyutuuwi, YpuH aimMauimupuui 6a Komnosuyuox mudpiam cuHdura
OYIMHAaIH.

[Mudpnam ajropuTmiapura KyWuiagurad acocui Tanabnap
KyWUuJIaruiapaup:

— mu@praaHrad ax00poTHU Y3rapTupuO Kyium €k mudpau 0y3ud ouuinra
MYJ KOJAUPMACITHK;

— ax0opoT xuMOsich (paKaT KAIUTHUHT MabIyMIIUTUTa OOFIUK OYmuo,
QITOPUTMHHUHT MablyM €Kku HOMabiaymiurura 6ormmk 0ymmaciauk (O. Kepkrodd
KOMJacH);

— gpactnabku  (mmdpranaguran) axOo0poTHM €KW KaJUTHU OU—pO3
Yy3rapTupuil mu@piianran MaTHHM OyTyHJail y3raptupu6d oo6o—pumm jgo3um (K.
[llerHOH TaMOMWIH, ‘“YTIUPUIIUII XOJAUCACH);

— KaJMUT KUMMAaTiapyu coXacu HIyHAal KaTTa OYIuIIM KepaKKu, YHAAQ KaJIuT
KUMaTIIapuHu Oup OomiaH Kypub YuKui acocuaa mudpau 0y3ud OuuIn MMKOHU
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OYJIMACIIUTY JIO3UM;

— QJITCOPUTM UKTUCOIMHN KUXATAAH TEKaMJIM Ba €Tapjd TE€3 KOPJUKKa 3ra
OYIIUIITN JI03UM;

— mudpmaTtHHn Oy3u0O ouuira KeTaguraH capd-xapaxariap axoopoT
0axocuJlaH IOKOPHU OYJIUIIN JTO3UM.

Mudpnam anroputmiapy, KaauTiapAaH (oipanaHuml Typiapura Kypa,
CUMMETPUK Ba acUMMETpUK cuHpuapra OynauHamu. Arap mmudpram Ba
nemmdpam sxkapaéHmapu OWp XWwiI KaJIUT OWIaH amalira OIIWpWiIca, OyHman
mudpIia aaropuTMU CUMMETPHUK MUdprai alropuT™Mud cuH@Ura kupaad. Arap
mudpiam sxkapaéHu OUpoOp k&, KaduT OWiaH amaira OmupwiIuO, nemudpanii

KapaéHu k, #k, OYnran k, KanuT OWJIaH aMalra OUIUPHUIIHNO, k, KaJIuTHH
OwiraH xoiga k, KaJUTHU TONUII €YWJIMIIM MypakkaO OynraH macana Ouiad

O0oruK Oyica, OyHaal mudpran aaropuTMu aCUMMETPUK UG pIIail aaropuTMu
cuH(uUra TaanykiIu 0ynaau.

Cummerpuk mudpIam alropuTMIApH MabJIyMOTHH mudpiamga Ba
nemugpIamga ailHad OMp XWil KanuTaad goinananagu. byHmail KpUNTOTU3UMIA
KaTuT aJOKaHWHT (aKaT MKKaJla TOMOHH YYyH MablyM, JIEKWH HKKOBIApUIaH
OolIKa Xe4 KUMTIa OIIKopa OYIMaciauru, SbHU Y3rajlapJaH MyTJIaKo Maxduii
Oymumm mapT. byHmail TU3MMHUHT XaB(QCHU3IUTH acocaH fAroHa wmaxdQuii
KJIMTHUHT XUMOS Xoccajlapura OOFJuK.

Kpunrotuzumaan ¢oiinananumnga MaTH Myatudu mmdpian aaropuTMH
Ba muQpiail KaJuTh BOCUTacHAa aBBajlo acTIa0KM MaTHHU MU(pIaHTaH MaTHTra
yrupagu. MatH myammudu yHU Y3u (doipanaHuiiM ydyH mmdpriarad Oyica
(OyHma xanmuTiapHu OOIIKApYB THU3MMHUIa XO0XkaT XaM OyJIMaiiin) yHU cakjad
KYSIu Ba KEepakiu BakTaa MmUdpiaHraH MaTHHUA odagu. OuuWiraH MaTH aciu
(mactnabku MaTH)ra aiHaH OyJca, cakjad KyWuiraH axOOpOTHUHT SXJIUTJIMTUTA
UIIOHY XOocus OYmamu. Akc xonga ax0opoT OyTyHIuru Oy3uiaran O0Ynub yukaiau
(1.8-pacm). By epna k — 106opyBun Ba KaOysl KUITyBYMHUHT CHUMMETPHUK MaxQuit

KaJIUTH.
HIndpaanran axoopor
Jactnadk llacTﬁnaﬁx
U axoopor AxOopoTHu Hludpaanran u axoopor
> mwHppaanm — ax00poTHH .
AACTIAA0OKMCHUTA YTHPHUIIT

1.8-pacM. CUMMETPHUK KPUIITOTU3IUMIIAPIA aXO0POT aJIMAILIHILI
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Arap mmdpraHraH MaTH YHU spaTraH KdUMCaJaH Yy3ra KOHYHHU
dbolinananyBuura (OJayBYMIa) MYJDKa/UTaHTaH Oyica, y TETHIUIM MaH3WIra
xyHatwinangu. CyHrpa mudpiaHraH MaTH OJIyBYM TOMOHHUJAH YHra aBBaJlaH
MabIyM OYyiaraH mu@pHUA OYMII KaJIUTH Ba alTOPUTMHU BOCHTAcHAA JACTIA0KH
MaTHIa YTUPWIAJIHN.

CUMMETpHUK KpUNTOTH3UMIIApAa axO0opoT ajaMmamuil yd OOoCKHYAa 03
oepanu:

— ax00poT KXYHATYBYHM YHU OJTyBUUTa Maxduii Tapzna Maxpuil KaTUTHH, STbHU
WKKOBJIApUJAaH Yy3ra Xed KuUMra MabiyM OyiaMaraH Vy3apo Maxduil KaauTHU
TONIINPA]TH;

— KYHaTyBYM Yy3apo Maxduii kamur OwiaH axO0opoTHH 1mmMdpiad yHU
OJIyBUMTIa KyHaTaIu;

— Kalyn KuinO oJlyBYM axOOpOTHU OJMO YHUHI HWHMQPPUHHU Y3apo Maxdpuil
KJIUT OWJIaH oyaaud. YMYMYH OJITaHJia MKKajda TOMOH Oy KaJuTaaH Oup Hedya Oop
KaiiTa porijanaHuILIapd MyMKHUH.

Arap mudprnan xapaHu OYMK MabIyMOT al(aBUTH OCNTHIAPUHUHT HUKKH
Ba YHJIaH OpPTUK 4YEKJIM COHAArd OMpPUKMaJapUHU MHUPPMAbIyMOT ajipaBUTU
OeNnruapuHUHT OMpUKMajlapura akCIaHTHpUIIra acocjaHran Oyica, OyHzail
mudpiam aaroputTMu 0ok  mmMepaam cudpura kupaau (1.9-pacmopa AES
MHUCOJIUA OJIOKJIM KU (PIIALl AITOPUTMHU KEJITUPUIITaH ).

{128-0ut ounk marH} {128-6ut ounk Mata} {128-6ut ouuk marH} {128-6ur

< |

yuk MaTH (128 bits)

AES Kasmur (128-256 bits)

| 4

Mudp matH (128 bits) | >
{128-0ut mmdp maru} {128-6ut mudp maru} {128-0ut mmdp maru} {128-6ut

1.9-pacMm. broxiu mudprar

Kpunrorpadusaa Omoknm mumdpiam aaropuTMiiapd KEHT KYJUIaHHIHO,
MOXMSIT JKUXaTJAaH Kyhmmaruda. MacamaH, o4yuK MatH 128-OMT y3yHJIMKKa 3ra
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Oynran KucMiapra axxkpaTwiagu Ba Xap Oup KuCMiap ycTHUIa aloXHa-aloxuja
amaiap Oaxapwinaan. KupyBum ymly KucMm ycTuja Maxpuil KaauT acocuia
amaap Oakapriiaau Ba HaTwxkaaa 128-0utiu mmdp MaTH OJTMHA/IH.

broknmu mmdpram anropuTMIapu  SPATHIWII acoCuTa Kypa KyHuaaru
Typiapra OyIuHaau:

V3raprupum-aaMamTHpHII TapMoKIapu (Substitution-permutation networks);
®eiicTen Tapmorura acocnanras (Feistel ciphers);
Jlan-Macceit mmdpnapu (Lai-Massey ciphers);

baokau mmdpaam aaropuTmiapu uuviam pexumiaapu. CHMMETPUK
mmdpranm aIropuTMIapuaa  XaB)CH3NMMK HYyKTaW-Ha3apuIaH KpPUMTOTpapuK
TU3UMIIAPJIAaH MabJIyM KeTMa-KeTJIMKJIapra acociaanu6 doiganvauin MaBxkya. by
Toudanard anropuTMiap OJOKIM IMdpram adroOpuTUMIIAPH  MOJEIUIapU
caHaau.

Ymby anroputmiapaa amaira omupyBud BekTop (initialization vector, IV)
naH ¢oiinananunagn. Amanra OIIMPYBYM BEKTOp MabiyM OWTIap KeTMma-
KeTJIuruaad uoopat OYimO, OUMK MaTHra €KUM KaJIUTra MabIyM aJIfOPUTM Oyiirua
kyuniaau. by kattanuk kanutiaaH dbapkiu caHaauo, ogaTaa 3apyp Oyiica xaMm cup
caKJIaHMaNIu. !

Xo3upaa Kyuuaara MoJIesiiap KEHT KyJUIaHWIAIN:

— Electronic codebook (ECB);
Cipher-block chaining (CBC);
— Propagating cipher-block chaining (PCBC);
— Cipher feedback (CFB);
— Output feedback (OFB);
— Counter (CTR).
Electronic codebook (ECB). JlacTimabku coana mozaemiapaan oupu 0Yiauo,

OYMK MaHT OJioKJiapra OYauHaaM Ba Xap Oup OJIOK ycTHIa KaauT OujiaH aMasiiap
oaxapwianu (1.10, 1.11-pacmnap).

O"IHE MaTH OYHE MATH OYME MAaTH
(INRNNERNNERNA (ENNNRNNNNNNN NERNNNENRRENN
KamuT __ | bmormm EATHT —»| OJIOKIH KAINT — | OIOKIH
mudpram mudpram mudpram
INENNENNNEREN] T OTITTTTITT
mudp MatH midp MatH mHdp MaTH

Electronic codebook (ECB) moaynaa wwippnat

1.10-pacm. ECB Moaynna mudparn

! Stamp Mark. Information security: principles and practice. 72 — c.
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mudp MaTH mudp MaTH mup MaTH
TITITITTTTT OTTITIT11TT11 ITTTITIITT
| | |
BRoKnK Bnoknu BRoKnu
KATHT __ . S
newndpnaw | < pewndpnaw| T newmdpna
IENNNENENNNAE| ITTTITT1IT

OYHE MaTH OYHE MATH OYHE MaTH

Electronic codebook (ECB) Mmonymnna aenmmdpiial

1.11-pacm. ECB monynna nemmdpiarn

Ymby MOJEITHUHT acOCUN KaMUMIIUTH OWp XWJI OYMK MaTH Oup Xui mudp
MaTHra anMamanu. bynapnan Tamkapu Oy MOJEN MaTHHU SITUPUIL  KaOu
Basudanapuu Oaxapmaiinu. Illymapuu xucobra onran xonma yTa maxduit
axOopoTiap OuiaH unuiama ymoy MojaenaaH GodgamaHuIl TaBCHUsS ITHIMaNIN
(1.12 - pacm). lacTypuil TOMOHIaH amaira OUIMPHILIA [Mapauies Xxucooianuiapra

1
acocJIaHTaH X0J1/1a U(PIIALIHYA aMajra OIIUPUILI UMKOHUATH MABXKY/.

1.12-pacm. ECB pexxuMuHHUHT 3auduuru

Cipher-block chaining (CBC). Ym0y monen 1976 itun IBM Tomonunnan
unuiad yukwirad OynuO, nactiad oYWK MaTHra OOIJIaHFUY BEKTOp KYIIMIHO,
HaTwka kanuT Epaamuaa mudbpnanaau (1.13, 1.14 -pacmiap).

OYME, MAaTH OUME, MaTH OYME MATH
OTITITITITIT1 OTITITITIT11] OTITITITIT11]
HUT BEK (1V) % %9
OO I I I I — l—-
Kanut ——| wudpnaly KanuT —s=| wndppnatu Kanut —s| uchpnatu
OTITTTTTIT1T1 OTITITITI711] OTITITITIT11]
LWndpmaHT WndpmaHT WndppmanT

1.13-pacm. CBC moaenaa mudparn

! Stamp Mark. Information security: principles and practice. 73 — c.
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HNemmdpnamaa mubpmatH Kammt Epaamunaa nemudpiaanud, OONMUIaHFUY
BEKTOpra KyIuiaay Ba HaTHKa/la OYMK MaTH OJIMHA[IH.

WndppmanT WnchpmanT WnchpmanT
OTTTTTTTTTT1 OTTTTTTTTTT1] TITTITITTT
Kanut —= | dewmdpnall | | kanut — | deludpnall | | kanut— | Aelwmdgpnaliy
WHut BEK  (1V) % %
g — — —
OTTTTTTTTTT1 OTTTTTTTTTTT] TITTTTI71T
OYUK, MATH OYMK MaTH O4UK MaTH

1.14-pacm. CBC monenna aemudprarin

Ymby pexumaa mudpramga Oup XuJl MablIyMOT OJIOKIIApU Xap Xuil
mudpmaTH Onokiapura anMamTupuiagd. by sca mmdpmaTHra kKapad Taxjiil
KWIKII YCYJIMHHU OJauHU oymiira épaam oepamu (1.15 - pacm). Kamuumuru sca
TU3UMHHU Mapajuiesl Tap3fa aMalilrd OLIUPHII MYMKHH 3Mac, cabadu KeWMMHru
GOCKMY HATIIKACU OJIMHIY GOCKHUY HATHKACHTA GOFIHK. '

1.15 — pacm. CBC pexxuMmuHUHT ad3amiiru

Nonce CaHOK Nonce CaHoK Nonce CaHOK
c58hcf35. eleleTelelelel] c59hcf35. 000000AL c50bcf35. elelelelelele,
[INNRRENEREERN ENENERNERENEN [ENNRRENERNERN

! i !

KannT —| WHPMAW | ganyr — | WHEOPMAW | yapyr—s| Wichpnaw

QUMK MATH ___ QUMK MATH QUMK MATH
(I % (T (T
(I ERNNRNNRNNREN (T
LIncpmanT [LcppmanT [Lchpmant

1.16-pacm. CTR monenna mumdpnant

! Stamp Mark. Information security: principles and practice. 74 — c.
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Counter (CTR). OFB wmomen kabu ymOy Moaenma XaM OKHUMIIH
mudpanga 610K MUGPIIAIIHA aMalira OUTMPHUII Y9yH amaiaa GoiaaaaHuiam.
By kelHHIu KamuT KeTMa-KeTJIMTU caHarud KUWUMaThUHU udpiaml aMaid OpKaiu
amanra ommpanau. CaHarud KMiiMaTH 3ca TaKpOpJIaHMalIUuraH alropuTM acocuia
XOCHJI KWIMHAAW. YOy yCya aManga KeHr Goiaananuand, KpunTooapaonInra
OwaH Ba Tapajuie] XucoOJial MMKOHWHU Oepumu Ownan OenrunaHaam (1.16,
1.17-pacmnap).

Monce CaHOK Monce CaHOK Monce CaHOK
c5hcf 5. elelelelelelele] c58hef35. 00000001 c58bc 35, elelelelelele)
[TTITTITTTI7T1] ITTTTTTTTTT] [TTTTTTTTTTT1]
KamnuT wucppnatu KarmT Wwcppnad KanuT wchpnaty
Wndpmant lWwdbpmant Wupprant _
[TTITTITTTI7T1] ITTTTTTTTTT] TITTTTTTTTT]
TTITTITTITT1] OTTTITTTTTTT] OTTTTTTTTTTT1]
OYME MaTH OYME MaTH OYME MaTH

1.17-pacm. CTR Mozaenna nemudpiiant

FOxopunarn pacmnapaan KypuHuUO TypuOIuKH, 0ab3u mM@pIal pexumiapuaa
xaMm mudpIam xam Aemu@paiin amMmamiapyu Ouprajukia aMaira omupuica 0ab3uaa
dakat mmdpnam amanugad GongamaHuIaIu.

CumMeTpuk oKumJM mmdpaam aaropurviaapu. OKumian mm@puanaa
sca mudpnam Oupnuru Oup Oout €ku Oup Oait OYnamu. Hatuxka omatna yHmaH
onauH YyTran mudp oxkumura Oornuk OVmanu. bynmalt mmdpnam cxemacu
MabJIyMOTIap OKUMHUHHM Yy3aTUII THU3UMJApujaa KyJJIaHWIagu, sSbHU OyHIa
MabJIYMOTHH y3aTHII UXTUEPHIA BaKT/Aa OONUIAHUIIHN Ba TYTaTUIMIINA MyMKHH.

MabJayMOTHHHI MKKWJIMK KYPUHUIIN

M=010010101010101100111010110101101011010101001

@ XOR amaan .
KaJquTHHHT HKKHJIMK KYPHUHUIIH

K=0101011010111111101111111110111111111111111111111

HIndpMaTHHHHT HKKHJIHMK KYPUHULIA

C=00011100000101001000010100111001010010101011

— 1]
Oy4uK MaTH > < Kanur
— 1]

1.18-pacm. Oxkumiu mudpra TH3UMU
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Arap mudpnam sxkapaéHd OYMK MabIyMOTHU H(OJATOBUM 3JIEMEHTap
(mMacanan: Ourt, spuMm OailT, Oem OuT, OalT) OenrwiapHu MHUGPMabIYyMOTHH
nudoaanoBun dJIeMEHTap Oenruiaapra akCIaHTHUPUILN ACOCHA amalira OIIMPUIICA,
OyHmaii mudpiam anropuTMH y3IyKCU3 (OKUMIIM) mudpiam CHHPTYpKYMHTA
kupaau. Ymly Ttoudamaru mudpiaam aaropUTMIAPUHUHT YMYMHH CXeMacu
Kyitngarnda (1.18-pacm).'

Oxpwvumn mmdpaam ajlropuTMiIapy OJITUH OMMAaOOIN CaHAJITaH Ba KUYHUK
UMKOHHUSTIa 3ra Kypuiamanapjaa xoc OynraH. Oxkumiu mudpiiai aaropuTMiapu
MabJIyMOT Y3YHJIMTUTa TEHT OYJraH KaJUT KeTMa-KeTIuruaad ¢oigalaHraHinuru
ca0abnu Ba X03Up/Aa KOMIIbIOTEP TEXHMKACH UMKOHHMSTHHHU OPTUILIM HaTHKacuia
OKUMJIM MM(pall aaropuTMIapU YpPHUHHU OJIOKIM MK]pram alropuTMiapu
ArajlIaMOoK/a.

Oxumin mumdpram axropuTMIapura MOOWI aloKa BOCHUTANapU alioka
crangaptu GSM (Global System for Mobile Communications) npotokonauaa
¢oiinananuiarad AS CHIDKUTHII perucTopjapura acocjaHraH OKMMIIM MugpIiamn
JITOPUTMH, CHMCHU3 ajoKa BocuTanapwiapuaa Maexyn WEP mnporokonuaa
¢oitnananunran  RC4 oxumim mumdpnam  adropuTMIapuHA  MHUCOJI  KHIJIKO
OJTUIIMMH3 MYMKHH.

1.7. Accumerpuk mm@pJiam aaropuTrMmiIapu

AcuMMETpUK MmU@pIall TU3UMIApUAA UKKUTA KaJuT UIUIATHIAIN.
Ax0opoT ouMK KanmuT Epaamuna mudpraHca, maxduil KanuT €paamuiaa
pacmmgpoBKa KWIMHAAA. ACUMMETPUK IU(pIall TU3UMIAPUHA OYUK KaJTUTIH
mudpIiai TH3UMIIAP 1e0 XaM IOPUTHIIATH.

OuuK KaauTIM TH3UMIIADMHM KYJJIall acocuaa KadhTapuiamac €ku Oup
ToMOHNIM GyHKUMsIapaan dongananum €ranu. byHmail dyHkumsuiap Kyiumarua
xycycustiaapra sra. MabayMku x Mabiaym OVyica y=f(x) GyHKUMSHM aHUKJIAII
OCOH. AMMO YHUHT MabJiyM KHMMaTh OYin4Ya x HU aHMKJIAIl amMaluil >KUXaTJIaH
MyMKHUH 5Mac. Kpunrorpadusga simmpud aed atanyBuu iynra sra OynraH Oup
TOMOHJIM (YHKIMSUIAp WIIATWIAAA. z TapameTpiau OyHaail QyHKIusaap
Kyhuaaru xycycusmiapra sra. Mawsnym z ydyH FE, Ba D, anropuTMilapuHu
aHUKJIAIl MyMKHH. FE, anropuTMu €pJamMuja aHUKJIHK coXacuaaru O6apya x ydyH
fz(x) GYHKIHMSIHU OCOHTMHA OJIMII MYMKWH. XYAAU Iy Tapuka D, anropuTMu
EpIaMua )Kou3 KHiMATIap COXacHaark 6apua y ydyH Teckapu GyHKuums x=f " (y)
XaM OCOHTMHA aHUKJIaHaIU. AWHM BaKTAa >KOU3 KMMMaTIap coxacuaaru Oapua z
Ba JesIpIIH 6apua, y yayH XarTo E, MabIyM OyiraHnia xam /' (v) HA Xxucobmamniap
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épaamuaa Tonud 6ynmaiian. Ouuk KanuT cudaTuaa y UiaTuica, Maxpuil KaauT
cudaruaa x UILIaTUIA]IH.

OuMK KaIUTHA UILIATHO MK(pIIan aMmaira ONMpuiraiaa y3apo MyJioKatia
oynran cyOobekTiap ypracuaa Maxduil KaJuTHU aJIMAIIMII 3apypUsITH HYKOJIaIu.
by »oca y3 HaBOaTuaa  y3aTWiIyBUM  axOOpPOTHHHI  KPUNTOXMMOSICHHU
COJLIaNaIITUPAIN.

AcCUMMETpPUK  KpUNTOTH3UMJIapAa  axOopoTHH  mudpramaa  Ba
nemurdpranga Typau Kanutiaapaad GongananuiIaau:
ounk kamut K axOopoTHu mmdpramga unuiatuiaag, Max@uii KaauT K JaH
Xuco6J1ad YuKapuiiaiu;

Max($uil KaauT K, YHUHT Xy(QTU OYNraH OYMK KalduT EpaaMuaa IMudpliaHral
ax00poTHU pacmnppoBKa KUIUIIIA UIUTATHIAIN.

Maxduii Ba 0uuK Kanutiaap Ky(pr-xkypT renepauusiaaHagn. Maxpuil kaauT
Aracujia KOJUIIM Ba YHU pyxcaTcu3 (polganaHUIIIaH MIIOHYWIM XUMOSJIAIl 3apyp
(cumMmeTpuK anroputMjard mudpram kKamutura yxmad). OYuK KaJIUTHUHT
HycXajapu Max(puil KaJuT srack ax00poT adMallMHaAUraH KpUNTorpaux TapmMox
aOOHEHTIApUHUHT Xap Oupuaa OYIuim maprT.

AcuMMeTpUK MHUGPIAMIHUHT yMyMIAITUpWIrad cxemacu 1.19-pacmaa

KCITHUPHUIITaH.
Kabyn KmTyBYMHHHT OUHK
kanutu KB
KynatyBuu A Kaoyn krryBun b
KaOyn KuryBYUMHUHT
Maxdwuit kamut Km
KB
A 2
Xabap M \ Huppmara C Xabap M
ndpnam EB Heumdpnamr D
) XuMosiiaHMaras
KaHal

1.19-pacM. AcumMeTpuk muGPIAMIHUHT YMyMJIAIITUPUIITAH CXEMaCH

ACHMMETpUK  KpUNTOTH3MMIA  mudpiaanran  axOOpOTHH  y3aTHII
KyHuarnda amasira OIIupusIaIm:
1. Taniéprapauk 60CKUYH:
— aboHeHT B xydT KaquTHU TeHeparusuiaian: Maxduidl xkaauT kg Ba OYHMK
kanut Kp;
— ouMK KaiuT Kp aboHEeHT A ra Ba KoJraH a0OHEHTJIapra >KyHaTUIaI1.
— A Ba B abonenTtnap ypracuaa axoopoT aqaMaliui:
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— aboHeHT A aboHeHT B HuHr oumk kanmutu Kp Epaamuna axOopoTHU
mudpaaiau Ba mudpmaTHad aboHeHT B ra sxyHaTanu;

— aboneHt B y3uHuHr wmaxduii kamutu kp Epaamuga  axOOpOTHH
nemudpnaniau. Xeu kuMm (m1y JKymjaagaH a0oHEeHT A Xam) ymly axOopoTHH
nemudprail onManau, yyHkH a00HeHT B HUHT Max(uil KaauTu yHaa HyK.

ACHMMETPHUK KPHUNTOTHU3UMIA axOOpPOTHH XUMOsUTall ax0opoT Kalyn
KUJTyBUW KaTUTH kp HUHT MaxX(UUAIUTUTa aCOCIaHTaH.

AcCUMMETPHUK KPUNTOTU3UMIIAPHUHT aCOCUH XyCYCUATIapU Kyiuaaruiap:

1. OyukK KanmuTHU Ba MWKM(p MATHHU XUMOSUIAHTAH KaHaJl OPKadu >KYHATHUII
MYMKUH, SbHU HUATU OYy3yK OJlaMra yjap MabJiyM OYIUIIN MyMKHUH.

2. uppnam Eg:M > C Ba pacmmppoBka kwmum Dy C > M
AITOPUTMJIIAPH OYHK.

Amanna acuMMETpuK MmudpIan aarOpUTMIAPUHUHT SIPaTUIl Y49yH Oup
TOMOHJIaMa (PyHKIMsUIapaH (MyaMModiapaH) (oigalaHnIl TaBCUS STUIIAIH.

Xo3upa OYMK KaJWTId TU3UMJIAPHU  sApaTHIl y49yH KyHuaaru
MyamMoJIapiap KeHr (onaanaHmiaiu:

— KaTTa COHHHM MKKHUTA TyO KYMalTyBuM makiauaa udoiaiai,

— JIUCKpET Jiorapu@miiail MyaMMOCH;

— 3JUIMOTHUK 3TPU YU3UKJIApra acOCIaHTaH.

OuMK KaJIWUTIM KPUOTOTU3UMIIAPHU OUp TOMOHIHU (PyHKUIUSIAP KYPUHHUIIHA
oyitnua dapxnam mymkuH. bynmapuunr wuuga RSA, Dnp-I'aman Ba Mak-Dmnuc
TU3UMJIAPUHU aJOXUAa TWIra OJUII YPUHIM. XO3WpJa SHI caMapaid Ba KEHT
TapKaJraH OYMK KanuTiau mudpriam anroputmu cudatuga RSA anropurMmunu
KypcaTuil MyMKHH. RSA HOMU anropuTMHH sSpaTyBUHIIApU (paMUITUSIIAPUHUHT
oupunumn xapdunan onunra (Rivest, Shamir Ba Adleman).

RSA wugpraw anecopummu accumeTpuk muUdpIail aaropuTMIapu HUUA
SApaTWIraH AacTia0Ky ajJropuTMiap/iaH OUpu caHanuO, KaTTa COHHM UKKUTa TyO
COH KYIIaWTYBYUCH IIAKJIMAA EUUII MyaMMOCHTra aCOCIaHraH. X03Upru KyH/1a XxaM
ymlOy anroputMmaaH amanjga kamunaa 1024-Out kanutiaaH QoiigaiaHuin TaBCUS
sTHnamm.’

One-I'aman muzumu YEKIW MaWJOHJapAa AUCKPET Jorapu@MIapHUHT
XUCOOMaHUII Mypakkabmurura acocianrad. RSA Ba Dnb-I"aman TU3UMIapUHUHT
acocmii  kamMumnura  cudaruma  Momaynb  apudMETHKAcHAard — Mypakkao
aMaJJIapHUHT Oa)KapWIMILK 3apypUsTHHU KypcaTuil MyMKUH. By ¥3 HaBOaTmaa
alTapianya XxyucoOaml pecypciapyuHu Tanad Kuiaaau.
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1.8. Xom ¢pynkumsiaap sa PU anropurmiaapu

AXOOPOTHHHT KpUNTOTpauK XUMOSCHHUHT acocui Basudamapuyian Oupu
Oy — MabiIyMOT OYTYHJIUTHMHU TabMHUHJIAUANDP. MabllyMOTHH OYyTYHJIUTHHU
TabMUHJANA X311 (YyHKOMsUIap [e0 aTalyBud TU3UMIApAaH QoiiganaHmiumo,
ymoy TH3UMIIap axOOpPOTHU y3aTUII JaBOMHUJA Y3TapraHiWTHHA TEKIIMPHUIIIA
doitnananuIagm.

Ymoy tm3umnapauar mactiadku Bakmmiapura CRC (Cyclic Redundancy
Check) Tuzummapuau MUCON KWIMO ONHMII MYMKHH. XO03UpJa XaM KHYHUK
xucoOnanuiap Tanad 3TWIaIuUraH KypuwiManapaa Ba tusumiapna aiHan CRC
TU3UMJIapuAaH KeHr Qoigananmwiaan. Macanan, WEP mnportokonuaa, TapMok
KypriMajapuaa Ba Xak.

Xom ¢yHKuus €0 UXTUEPUMA y3yHIUKIard (OUT €xku OalT OMpIUKIApUAA)
MabJIYMOTHU OUpOp (pUKCHpJIaHTaH y3yHJIUKAArd (OUT €xku OalT OMpIHMKIApH]IA)
KHiiMaTra YyTKa3yBuM (QyHKOMsATa adtuinagu. Xom  (YyHKUHUSUIAD CTaTHCTHK
TaXpubalapHH YTKa3uIlia, MAHTUKUN KypHJIMajJapHU TEKIIUPHIIAA, T€3 KUIUPHO
TONUII  AJTOPUTMJIAPMHM  TY3WIIJa  Ba  Mabiaymoriap  Oaszacuparu
MabIYMOTJIAPHUHT TYJIATUTUHUA TEKIIUPUIIA KYITaHUIAIH.

Kpunrorpadusina xsm dbyHkumsuiap Kydujaard macajalapHu Xal KUJIUII
YAyH UIUTaTAJIAIH:

— MabJIyMOTHHM y3aTHINJa KM cakjalia YHUHT TYJIAJTUTHHA HAa30paT KUJIHUII
YUYH;
— MabJIYMOTHUHT MaHOAWHM ayTEeHTU(UKAITUS KAJTUIIT YIYH.

MabayMOTHU y3aTuiga KU cakiala YHUHT TYJATUTUHA HAa30paT KAJTUII
y4yH Xap OMp MabJIyMOTHUHT Xd3II KuiMaTu (0y XdoII KUMMAT MablIyMOTHHU
ayTeHTU(PUKAIUS KWK KOAU KU “UMUTOBCTABKA -MabJIyMOT OJOKJIapu OuiiaH
OOFNMK OViraH Kymmm4a KUPUTUITAH OCNru Jeduinaan) XucoOiaHunaam Ba Oy
KUMaT MabJIyMOT OwiaH Oupra cakiaHuinaau €KW y3aTuiaad. MablyMOTHU
KaOyn Kwirad QoigaraHyBYd MabIyMOTHHHT X3II KUHMAaTHMHH XHUCOONaiiam Ba
YHUHT Ha30paT KUMMaTu OWJlaH CONMINTHpAaU. Arap Takkochamiga Oy Kuimatiap
MOC KeJIMaca, MabJIyMOT Y3rapraHjuruHu OWIIIUpaIH.

Xom pyHkuua Ae0, uXTuépuii y3yHaukaaru M MabiyMOTHU (PUKCUpIIaHTaH
y3ywmmkgaru h(M)=H kuiiMatra akclIaHTHPYBYHM, OCOH XHCOOJaHAJAUTaH Oup
TOMOHJIA (DYHKIIHSITA alTUTIAIH.

Xom KuiMat Oomika HomJjiap Owitad: “Xam koxa”, “‘cBepTka’, “‘maukect”,
“OapmoK u3napu’’ 1ed xaM atasaju.

Xom (pyHKIUATa KyWnaard tajadnap Kyuuinaau:

1. WxTuépwuii y3yHIUKIArd MaTHTa KyJu1ad Oymanu.
2. Yukuimaa TaluHIAHTaH y3YHJIUKAArd KHAMaTHH Oepaju.
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3. Hxtuépuii 6epunran x 0yitnua h(x) ocon xucobmaHaau.

4. Uxtuépuit 6epwiran H 6yitnaa h (x)= H Tenrmmknan x HA Xxuco06:1a0 Tomnuo
oynmaiinu. (bup ToMoOHIMIMK XOCcacH)

5. OnunHran x Ba y#x MatHinap yuyyH h(x)# h(y) Oynamu. (Komnmususra
OapIOUUTWIIMK XOCCacH).

Xo3upaa amanaa xom GyHKOUsUIap y3u ajgoxuaa doigaraHuiMan, Oanku
ylnap ycTuaa wuImad YMKWIraH TU3UMIIAp KeHr (Qolgananunaad. Yoy
TU3UMJIApJIapra, OJJIEKTPOH pakamid HWM30 alrOpUTMIIapU, MabIyMOTIapHU
ayTeHTU(PUKALUSIIA TU3UMUJIAPUHU OJUIIMMHU3 MYMKHH.

Mavrymomnu aymenmuguxayusnaw musumiapu (MAC) xsm QyHKImMsIap
Oaxxapral MabJIyMOTHU OYTYHJIMIMHM TabMHHJIAIl Ba3udacu ycTura Kymumda
paBHIa, MabIyMOTHH ayTeHTH(UKamuWsuiam BasudacuHu xaM Oakapaim.
Ymymuii xonga MAC TusumiiapuHuHr unuiamum Kynugarm 1.20-pacmpaa  akc
STTUpHITaH.'

Xab6ap

\ 4

Xa6ap-2

Kanur > < Kanur

—
Kon > Kon-2 Kon

1.20-pacm. MAC tuzumnapu

Ymby Ttuzumiapaa (akaTruHa MKKM TOMOHra MabiayM OynraH maxduii
napametp “Kamutr” Qoiinananunubd, ymOy mnapameTp opkaiu GdoigaianyBIu
MabJIYMOTH ayTeHTUUKausaad yTkazunaau. Xosupaa MDS, SHA1, SHA2 xam
dbynaknusiapura acocinanran MAC Tu3uMapuIan aMmainaa KeHr Goinananuiaam.

bynnan Ttamkapy MabiyMOT MaHOAWHUHT XAaKUKUIJIMTHHUA TabMUHJIAIIIA,
MabIyMOT MYyaJUIMPUHU aHMKJIAIIJA DJEKTpOH pakamiu um3o (DPH)
dbolnananuauo, yJIapHUHT acocuil Bazudacu Kyhuaaruiapaad noopar:

- Maxduit kanut daxkat QoiinananyBun (A)HUHT Y3UraruHa Mabiym OVyica, y
xonna ¢oinananyBun (b) TomoHugan KaOyn KWinO OMMHTaH MabIyMOTHH (pakat
(A) ToMOHMTAH XYHATWITAHIUTUHA paj dTUO OYmaiiamy;

-KOHyH Oy3ap (paku0® TOMOH) Max(uil KaJIWTHH OuiaMarad XoJjjaa
MagupuKanusaIam, COXTaJaTHPHUIN, (aod MoaudHUKAMsIIAI, HUKOONAll Ba
Oomka My KaOW anoKa THU3UMHU KOUJAJAPUHUHT Oy3WIUIINIa HWMKOHHST
TYFIAPMANUIN;
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-ajoka TH3UMHUAAH (oiaNaHyBUMIAPHUHT ¥3apo OOFIMK XOJga Ul
IOPUTHUIIIN MyHOcabaTuaaru Kymiad KeJIMIIMOBUYMIMKIApHU OapTapad 3Tanu Ba
OyHJall KEeTUIIMOBUMIIMKIIAD KEIMO YMKKAHAA BOCUTAYUCU3 AHUKJIMK KUPUTHUII
UMKOHUSTH TYFUJIA]IH.

Maxcyc OPU anroputmiiapy pakamiad HM3OHM XHCOOJall Ba HMM30HU
TEKIIUPpUII KUCMIIapuJaH uOopar. Pakamiuum HMM30HM XucoOjaml KHCMH HM30
KYHYBUMHUHT MaxX(uil KaduTH Ba UM3OJIAHUIIN Kepak OYiraH XyAOKaTHHUHT XdIII
KuiimMaTura OofnuK Oyiamu. VIM30HM TEKIUPHUIT KHUCMH MM30 STAaCHHUHT OYHK
KaJIUTUTa Ba KaOysl KWIMO OJMHTaH XYXKATHUHT Xd3II KUHMaTura OOFJIHMK X0JiIa
amaJra OmMpuIaan.

JIEKTPOH PAaKaMJIM KM30 AJTOPUTMJIAPH

Xap Kangail €3ma xaT €KU XyKKaTHUHT OXUPHUJIA 11y XYKKATHU TY3yBUHUCH
€K TY3HMIIl YUyH >KaBOOTap OYJraH MIAXCHUHT UM30CH OVIMIIM TaOWHI XOJIUP.
byHnaii xonar ogataa Kyuujgaru UKKMTa MakcaaJdad Keiaud uyukaau. bupuHuuias,
MabIyMOTHM OJTraH TOMOH V3MJa MaBXyJl HUM30 HabMyHAacHra OJIMHTaH
MabJIYMOTJard UM30HU COJUIITHPraH XOJJa Iy MabIyMOTHUHT XaKMUKUWIUTUTa
UIIOHY XOCWI Kuwiagu. HWKKUHUMZaH, MAaXCHM HMM30 MabIyMOT XyKKaTUra
IOPUMK KUXaTAaH MyauindiaukHu kadonaTnaiau. bynnaid kagonat eca caBao—
COTHK, MIIIOHYHOMA, MaXOYpUSAT Ba 1y KaOW OUTUMIIApIa ajJoXuaa MyXUMIup.

XyxoKariaapaard KyHuirad maxcuid UM30JapHi COXTaAITUPUILI HUCOATaH
Mypakka0d OynuO, IIaxcuii MM3OJApHUHT MYyaUIM(QIApUHA XO3UPTU 3aMOHaBUU
WIFOP KPUMHUHAIUCTUKA ycnyOnapuaad (oiganaHuIl OpKajdd aHUKJIAll MYMKHUH.
AMMO DJEKTPOH pakamiid UM30 Xycycusitiaapu OyHaaH dapkiu OYnu0, WKKUIUK
CaHOK CHCT3MAacu XyCyCHSITJIapy OwuiiaH OeNrmiaHaguraH XOTHpa pEerucTpliapu
outnapura OOFauK. XO0THUpa OUTIAPUHUHT MAbJIyM OMp KETMaKETIUTUaH HoopaT
Oynran DIEKTpPOH HUM30HM KyuyupuO OHpop KoMra KyHUIl €Ku Y3rapTUpHUII
KOMITBIOTEPJIAP aCOCHUIAry aJIOKa TU3UMIIApUIA MYPAKKAOIHUK TYFAUPMANIH.

byryHru rokopu aapaxaja pUBOKJIAHTaH OYTyH AyHE CUUBMIM3ALUSICHIA
Xy’oKaTiap, kymiaagaH Max(@uil Xy#OKaTJIapHUHT XaM, OJEKTPOH KYpUHHINIA
WIUIATWJIUIN ~ Ba  ajloKa THU3UMIIApUIa y3aTWIWIIM  KEHr  KYJUTAaHWIAO
OopunaéTranianurd  DJEKTPOH  XyXoKariaap Ba  OJEKTPOH — MM3OJApHUHT
XAKUKUWINTHHA —~ aHWKJAl  MacaJlalapuHUHT  MYXUMJIIMTHUHA — KEJITHUPUO
YUKAPMOK/IA.

Ounk KanmuTau  Kpunrtorpadpuk  THU3UMIAp  KaHYaIMK  KyJaidk  Ba
KpUnTodapaouy OyJIMacuH, ayTeHTU(PUKALKS MacalaCUHUHT TyJa €YMJIUIINra
»kaBoO Oepa onmaiiau. IIyHuHr yuyH ayTeHTH(UKAIUa yCclIyOHM Ba BOCHTalIapu
KpunTorpaduk anroputmiap OmiaH OUprajivkaa KOMIUIEKC XOJifa KYJUTaHWINIIN

Tajiad dTUJIAIH.
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Kyi#inna nkkura (A) Ba (b) dorinananyBunnapHuHT aoka MyHocabaTiapuia
ayTeHTU(PUKALUS TU3UMU paKUO TOMOHHUHT ¥3 MaKcaau Uynuaaru KaHjaal XaTTH-
XapakaTiapujaH Ba KpPUNTOTU3UM  (polganaHyBUMIApUHUHT  (oiiganaHuin
OPOTOKONMHU  y3apo Oy3WiuIUIapJaH CakJIallld KEPakIUTUHU KypcaTyBud
XoJIaTiaap KYpuo YUKHIIIA N,

Pao smuw. ®ovinananyBun (A) ¢oitnananyBun (b) ra Xxakukaran xam
MabJIYMOT XKYHATTaH Oyar0, y3aTUiaTaH MabIyMOTHH pajl STUIIH MyMKHH.

bynnaii xomma Oy3WIMIIMHWHT (TApTUOCUBIWKHWHT) OJAUHU  OJIHII
Makcauia DIEKTPOH (pakamiin) uM3o/iaH Ghoilgananuiam.

Mooupuxayusnaw  (yzeapmupuw. DoiinananyBun (b) kabynm Kuaub
OJIMHTaH  MaBJIYMOTHH  Y3rapTupud, 11y  V3rapTUpWiraH  MabJIyMOTHH
doinananyBuu (A) r0o0opau, 1e0 TabKuAIalIu (1abBO KHIAJIN).

Coxmanawmupuw: doitnananyBun (b)HuHr y3u Mabaymor Taiépnad, Oy
COXTa MabJIyMOTHHU (oitnananyBuu (A) 1000pau 1e0 1abBO KUTAIH.

@Daon moouguxayusinaw (yzeapmupuut): (A) Ba (b) dholinananyBunIapHUHT
y3apo amoka Tapmorura yuuHuu Oup (B) doiimananyBun HOKOHYHUU Tap3ia
OofaHuO, yJapHUHT ¥3apo y3aTa€TraH MabIyMOTJIApUHHM Y3rapTUpraH XoJjja
JeSIPIIN Y3ITyKCU3 y3aTHO TypaJiu.

Huxobnraw (umumayusnaw): Yaunun donananyBuu (B) doitnananysum
(b)ra doiigananyBuu (A) HOMHIaH MabIyMOT XKYHATa/IH.

Oxopuna cana® VyrTuiaran: moaudukanusuiail, coxTaiamTupuil, (aos
MOAM(pUKALMSIIALL, HUKOOIAI KaOKU alloKa TU3UMH KOUAAIAPUHUHT OY3WIHILIUHA
OJJIMHU OJUII MaKcaJuaa pakamJid CHUTHATypaJaH— pakaMid HM30 Ba
y3aTUIaJUTraH MabJIyMOTHUHT OUPOp KUCMHHH TyJja ¥3 WYUra OJXYBUM paKamiiv
mudpmaTHAaH UOOpaT OYIraH MabIyMOTAaH (PoramaHIa Iu.

Taxpopraw: @onpananyBuun (B) QoiinananyBun (A) TOMOHHUIAH
¢doitnananyBun (b)ra kyHatwiran MablyMmMOoTHM Takpopad (b)ra »xyHaramgu.
byHnaii HOKOHYHUH XaTTH—XapakaT ajloka yCyJduJaH OaHKJIap TapMOKJIapuja
DJIEKTUPOH XUCOO—KUTOO TH3UMHAAH (oigaianuiga HOKOHYHUMJIMK OuJiaH
y3ramap myJUIapUHU TATOH-TApOoX Kuwiwiga ¢doigananunaan. AHa UIyHIan
HOKOHYHHMI ycyiuiapfaH MyxodaszalaHuil y9yH KyHuaaru 4dopa - TaaOupiapu
KYpHWJIaau.

- UMUTAIMsIIATa OapJONITHINK — IMUTA0apJONIIHIIHK;
- KpUNITOTH3UMTIa KHpaéTraH MabIyMOTJIApHH MyXodasza MakcaiapuaaH
KeJu0 yuKuO TapTUdIaIl.

DONEeKTpOH pakamJid HMM30 ajloka TU3uMJapuaa Oup Heda Typ Kouaa
Oy3mwunuiapuiad Myxodasza KUITUHUIITHA TABMUHIIAWN, THHU:

- Maxuii kanmut dakat GoitnananyBun (A)HUHT y3UraruHa Mabiym OVyica, y
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xonaa doigananysun (b) Tomonmaan kaOyn KUIUO OJIMHTaH MabyMOTHHU (hakat
(A) TOMOHMIaH XYHATWITAHJIUTHUHHU paja 3TUO Oynmaiau;

-KOHyH Oy3ap (paku0® ToMoOH) Maxduil KaJIUTHM OuiaMaraH XoJjjaa
MauuUKausIan, coxrajamTupuil, (aon Moaudukanusanan, HUKOOJIAll Ba
Oomka mry KaOu aloka TU3UMU KOWJAJIAPUHUHT OY3WJIUIINTAa WMKOHHST
TYFAUPMANIHN;

-ajoka TH3UMHUAAH (oianaHyBUMIAPHUHT ¥3apo OOFIMK XOJjga Ul
IOPUTHILN MyHOca0aTHAAard Kyriad KeIWIIMOBUMIUKIApHU Oaptapad eragu Ba
OyHIall KEeTUIIMOBUMIIMKIIAD KEIMO YMKKaHAA BOCUTAYUCU3 AHUKJIMK KUPUTHUII
UMKOHUSTH TYFUJIA]H.

Kyn xomnapna y3twnaérran MabiyMOTJIApHU IMdpIiaira Xoxar OyimMait,
YHU OJEKTPOH pakaMiIM HMM30 OWIaH TacOukiam Kepak OVymanu. bynnai
XoJlaTiaapJa OYMK MAaTH J>KYHaTYBUMHHMHI €MUK KaduTH Owinad mugpiaaHuo,
OJIMHTaH WU(pMaTH OYMK MaTH OuiaH Oupra >xyHatuiaaau. MabliyMOTHH KaOyin
KUIUO ONTaH TOMOH >XYHAaTyBUMHHUHI OYMK KalUTH &EpaaMuia MUppMaTHHU
nemudpiiad, OYMK MaTH OMJIaH COJTUIITUPUIITT MYMKHH.

1991 i#iunpa AKII pmarm Cragpapmiap Ba TexHosorusuiap Muuimii
HNuctutytn DSA (Digital Signature Algorithm) pakamiaum uM30 aJIrOpUTMUHUHT
cranaaptunu DSS (Digital Signature Standart) 6u3 rokopuaa kenruprad a-1"aman
Ba RSA anroputmnapu acocuaa sipatud, GoinaianyBuniapra Takjiudg eTraH.

Jactna® TabKUUTAHTAaHUACK, WM30 XYXOKAaTHUHT FOPUIUK MaKOMUHU
kadonaTmaian. Xo3Upru pPUBOXKIAHTAH >KaMHUATAAa axOopoT KOMMYHUKAIIUS
TapMOKJIapujaa OJEKTPOH MABIyMOT aJMAlIMHYBUHUHT KEHraub® Oopwuiu
MabIYMOTJIAPHUHT MaX(UNUIUTUHA, XaKUKUIJIUTUHU Ba MYaJUTUGIMKHA YPHATHIIL
MacajajapuHyd euuIIHu Tajnab ertaau. MacanaH, anmamwira —JIEKTPOH
MabJIyMOTIap acocuga y €ku Oy XOJAaTHUHT Y3rapuiiu, Oy MabiIyMoTJap
myamumdu maHdaTiapura 3ua Kenaud, y dJIEKTPOH MabIyMOT MyauM(IuTHIaH
Ooom Ttoptumm MyMmKkuH. lllyH7malt XomaTiaapHUHT OJNJIWHU OJHII MEXaHU3MHU
MabJIyMOT MYyaJTUQUHU Y3UTaruHa MabIyM OYIAraH OWUpOp COHIM TapaMmerp
(Maxduii kaauT) OmilaH OOFIIMK XOJJa XOCHJI KWIMHAIWUTaH COHJIAp KeTMa-
KeTnuruaa ubopar 0ynran InekTpoH pakamin um3o (OPU) xucobnanaau.

OPU ax00poT KOMMYHUKAIMS TaAPMOFUJIA DJICKTPOH XYXOKAT ajIMaIlnHYBH
)apa¢HuIa KyWniaru yura MacajaaHy €uuill MMKOHUHU Oepajiu:

— DJIEKTPOH XYKaT MaHOAaWHWHT XaKUKUIJIUTHHA aHUKJIAIIL,
— DJIEKTPOH XYXOKaT SXJTUTIUTHHY (Y3rapMaranJIuTHHA) TeKITHUPHIII,
— DJIEKTPOH XYXOKaTra pakamyii MUM30 KYWraH CyObeKTHH MyaUTU(IMKIAH
OOII TOPTMACIUTUHU TAbMUHJIANIN.
Xap xanaaii OPU anroputMu KKUTa KHCMJIaH HOOpatT Oyaaau.
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— WM30 KyWuu;
— UM30HU TEKIIUPHIIL
Paxkamnu um3onu wakinanmupuwi myonaxcacu. YOy MyoJiakaHd
Taiiépnam  Oockuumaa xabap JkYHATyBUM aOOHEHT A HWKKWATAa KaJIUTHU
reHepanusutaian: Maxguit kanut k, Ba ounK KaauT K, Ouuk kaiut K, yHUHT
Ky(ptu 6ynran Maxuil kanutu k, JaH XucoOai OpKajal OJIMHA Y.

Ounk kamutT K, TapMOKHUHT OOIIKa aOOHEHTIapUra WM30HHU TEKIIUPHUIIIA
doiiganaHuIl yuyH TapKaTHIIA U,

Pakamian HMM30HM WIAK/UIAHTUPUII YYyH SJKYHATyBUM A aBBajo MM30
YeKUJIYyBUM MaTH M HUHT xem (QyHKiusick A(M) xuiimatuHu xucoOnaiau (16-
pacm).

Xem-QpyHKIUS UM30 YEKWITYBYM AacTIa0ku MaTH ‘M HuU naijpkect “m’’ra
3uujamTupumra xusMar kuiaam. [aiimxkecr M - OyryH MatH  “M” Hu
XapaKTepJIOBYM OWTJIAPHUHT OENTWIaHraH Karra OyiamaraH COHUJAH uOopar
HucOaTaH Kucka coHaup. CYyHrpa «yHaTyBuu A Y3MHUHT Max(uil kanutu k,Omnan
naumkect “‘m” Hu mmdpnaiinn. Hatwkana onuHran connap xkypTtu Oepuirax
“M”MaTH y4yH pakamyii UM30 xucoOnaHaau. Xabap “M” pakamiid uM30 OWJIaH
Oupranukaa Kadyn KWITyBUYMHUHT ajipecura rodopmianu (1.21-pacm).

Xabap M Kadya KkuiyBunra
™ Xa6ap M
v m - xabap A >
Xern X3 CCHMETPHEK . Paxammu
. mudpIam
bYHKIIHS KHHMAaTH HM30

TK - HM30JIOBYH KaJlIHT
1.21—pacm. DnEKTPOH paKkamiIM UM30HH IIAKJUIAHTUPHIL CXEMACH

Paxkamnu um3zonu mekwupuw myonaxycacu. TapMOK aOOHEHTIapU
OJMHTaH Xabap “M "HUHI pakamyidi MM30CHHHU YOy XaOapHHM *YHaTyBUMHUHT
ouukK KUt K, €épraMuia Tekmupuiuiapu MyMkuH (1.22-pacm).

DNEeKTpOH pakamid MM30HM TeKIupuuiaa xadap “MHu KaOyn KUITyBUH
“B” kaOyJ KWJIMHTaH Jai)KeCTHU KYHATYBUYMHUHT OUMK Kanutu “K,” épmamuna
pacmidpoBKa KWiIaad. YHAAH TamKapu, KaOynd KUJIYBUMHU Y3U XeUIPYHKIIUS
h(M) épnamuna kaObyn KuinHTaH xabap “M “HUHT nadxectd “m’HU XucoOsanau
Ba YHU pacmm(poBKa KWJIMHTAHU OWJIAH TaKKOCTAiaW. Arap WKKamga JalJKeCT
“m” Ba“m'” MoOC Kejca pakamiIi UM30 XaKUKUH XHCOOTaHa IH.

AKC Xxonga MM30 KalOakuiamTUpuiaran, ¢€xku axO0opoT Ma3MyHHU

y3rapTupuiarad 0yiaaau.
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Xabap M Xom .
T Nam kufimar, b
P
Paxamin AcCHMETPHE Hemudpraaran
HM30 Aemug paam Xom KHiiMart, h

T K - ivaonn TEKLINPYBEYH KAIHT

xa, Hmzo THrpn

1.22 - pacm. DNEKTPOH paKamiii UM30HU TEKIIUPHUII CXEMACH

NM3o kyinm myamnud TOMOHHMAAH, (akaT yHra MabliyM Oyiaran maxdwuii
KaJIUT OWjaH amMaira omupuwiaad. VMM30HUHT XAKUKMIWJIMTUHU TEKIIUPUII eca
UCTAJITaH 1IaXC TOMOHHUJAH, UM30 MYAJUIMPUHUHT OYUK KaJUTH OWiIaH amaira
OLIMPWINIIY MyMKHH.

DNEKTPOH KOMMYHHMKALHJIAP Ba DIJIEKTPOH XyXOKaT AJIMAIMHYBU XO3UPIU
KyHJa MHII (o3acujaH Oynagurad MyHOca0aTJapHUHI —aXpajaMmac KUCMHU
XUCO0MaHnO, Xap KaHJald 3aMOHABUM TAlIKWIOTHU OJEKTPOH XyxoKaTiaap
alMallMHyBU Ba IHTEpHETCHU3 TacaBBYp KWIHILI KHUHH.

NHTepHeT TapMOfHIaH ONEKTPOH XYyXOKAaTiap alMalllMHYBH acoCHa
MOJIUSIBUHM (HaonusT 0aud OOpHIla MAabIyMOTIIap alMAIllMHYBUHH XUMOS KHJIMLI
Ba DJEKTPOH XYXOKaTHUHI IOPUIMK MAaKOMHHHM TabMUHJIAI OMPUHUYM Aapa)alu
axaMuIT KacO eTaau.

DJIEKTPOH XYXXKATJIU MAbJIyMOT alMalllMHYBH kapaéHuna DPUHu Kynnam
Xap Xuj TypAaru TYJI0B THU3UMJIApH (IUIACTUK KapToukajiap), OaHK THU3UMJIapHU Ba
CaBJ0 COXAJAPUHUHT MOJUSBHUNA (DAOTUATHHU OOlIKapuuaa DIEKTPOH XyXoKaT
QIMAllMHYBA TU3UMJIADUHUHT PHUBOXJIAHUO OopulIM OWJIaH KEeHI TapKaja
oonuIaan.

Xozupaa DPU Tu3uMuHM SpaTUIIHUHT OWp HEuTa WYHAIWIUIApU MaBXKY/I.
By iyHanunuiapau yuTta rypyxra Oy MyMKHH:

1. OYMK KanuTIu mudpraml anropuTMIaApUra acoCcIaHTaH;

2. CHUMMETpHK HIK(pall anropuTMiIapura acocjiaHraH;

3. UM3OHM XucOOJall Ba YHU TEKIIUPUIIHUHT Maxcyc ajropuTmiiapura
acoCJIaHTaH paKaMJIM UM30 TU3UMIIAPUIUP.

Kaautnapau 6omkapuin
Kamutnap Xakumarm  MabIyMOT  J9raHaa  axO0poT-KOMMYHUKAITHS
KPUNITOTU3MMHIa MaBxXy Oyiaran Oapua KanwTiap TYIUIaMAd Ba YJIapHHUHT
Myxoazacu OwinaH OOFIMK MabIyMOTiap TYWIYHWIAAUW. Arapaa KaauTiap
XaKuJard MabIyMOTIApHU  €Tapiu  JlapakaJard MHIOHWIM  Myxodaszaiu
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OOIIKapyBU TabMHUHJIAHMAaca, TAOMMIMKH, paKuO TOMOHra ax00pOT-KOMMYHHUKAIUS
TU3UMUAATA JCSIpIN MXTUEPUN MABIyMOTHH OJIMII YYyH TyJla HMMKOHUSAT
TYFUAJIAIU.
Kanutnapau Oomkapuii xapa€Hu KyiHuaara yuara Myxum OyJras:
Oapya KaJUTIApHUHT ¥3apo OOFIHMK Xoyja, SbHU Oup OyTyH XOjjaa HIUIamI
JKapa€HUHU TabMUHJIAI (KaJuTIap TreHEepalusCH);
KaTuTiap TYIMJIAMUHUHT  MakKcaJil  KEHran® OOpWIIMHM  TabMHUHJIAII
(KanUTIIapIapHUHT TYTUIAHUIIN);
KaJuTiapiapHu (QoipanaHyBunMiaap JAoUpacuja Takcumilall (KaduTJIapJIiapHUHT
TaKCUMJIAHUILIN ) jKapa€HIIapura axaMusiT OCpUIIHU Tanal 3Tau.

dudpdun — XeaMaH KaIMTIAPHM OYMK TAKCHUMJIAII NPOTOKOJIH. VY.
Hubdu Ba M.E. XemIMaHHUHT KaJIUTIAPHU OYMK TAKCHUMJIAII CUCTEMACU OYMK
KAJIUTIM OOLIKA KPUNTOTU3UMIIAp KaOu Max(uil KaauTHU Max(puil KaHaJl OpKajIu
Y3aTWIMIIMHUHT  X0XKaTH MYKIWUTMHA TabMUHJIAWAM, aMMO ayTeHTU(]HKanus
MAacaJIaCHHM euMaiili Ba YpTajark oJaM XyXyMura 6apomcnus.'

Mucou:

ALICE EVIL EVE BOB
Alice Ba Bob wukkura g, p | bysrynunra xam p=11, g=7 | Alice Ba Bob wukkuta g, p
(p>g) COHHU XOCWJ KHJIAIH. | MABIYM. (p>g) COHHM XOCHWJI KHIIQJH.
p=11, g=7 p=11, g=7
Alice  y3uHuHr  Maxdwuii Bob Y3UHUHT Mmaxhuit
KaJIATUHU  XOCHJ  KWJIAJIH. KaJIUTUHU ~ XOCHJ  KWJIAIIH.
XA:6 XB:9
YA:gX(A)(mOdp) _— ] YB:gX(B)(mOdp)
Ya=7°mod11=4 =Y 4=7 mod 1 1=8
Alice Ya=8 Hu KaOyn | bysrynunra xam Y =4, Y = | Bob Yp=4 Hu ka0yn xkunaau.
KHJIa]IH. 8 MabIyMm.
Maxduii kanut = Maxduii kanut =
Ys*4modp Y,*Bmodp
Maxdmit kamut = 8°mod11 = Maxdmuit kamuT = 4’modl1 =
3 3

Kyiinga 1.1-xanBanga xpunrtorpaduk XuMOs YCyJUlapd Ba YJapHUHT
ax00poT XaB(CU3IUTUHU TAbMHUHIIAIIA TYTraH YPHU KEJITUPUIITaH.
1.1->xanBan
Kpunrorpaduk xumos ycysiapu Ba ylIapHUHT ax00poT XaB()CU3IUTUHA
TabMHHJIAIIIA TYTTaH YPHU

Aaropurmiap ‘Maxqml”mmc ‘ AyTeHTI/I(l)I/IKaI[I/Iﬂ‘ SximTiauk ‘ Kamutnap |

! Stamp Mark. Information security: principles and practice. 100 — 102 — c.
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O0olIKapyBH
CHUMMETpUK aJIrapuT™M Xa Uk Uk Xa
Hocummerpux Xa UyK Uy Xa
AITOPUTM
DJIEKTPOH paKamII Uyx Xa Xa Uyk
MM30 aJITOPUTMHU
Kanut Tapkaruim Xa UyK Uy Xa
JITOPUTMHU
bup Tomonnama xam Uik Uk Xa Uk
dbyHKUMSIIAp
Xabap Xa Xa Xa Uyk
ayTeHTU(UKALUS KOJIU

Ha3sopar caBosiapu

AXO0pOT XaBPCU3IUTUHH TAIIKWII ATYBUMIIAPH.

AX00poT xaBPCU3IUTKIA MaBXKY]l MyaMMOJiap Ba ylapHH cababiapu.
Ax00poT xaBpcuznuruaa 3auiark TyIyH4acH.

AXO0pOT XaBPCU3IUTHIA TAXIU]] TYIIYHYACH.

AX00pOT XaBPCU3NUTHAA XYKYM TYLTyHUACH.

AXO0pOT XaBPCU3ITUTH CHECATH.

. AXOOpOTHM XUMOSJIAI yCYJUIapH.

8 AXOOpPOTHUHT KpUNITOTPA(DUK XUMOSICH.

9. Kpuntorpadus Ba KpuntoTaxjaui GaHiapu MaKca/u.
10.KpunrorpagussHuHr OyaumiIapu.

11.CumMmeTpuk mudprail TH3UMIAPU Basudanapu.

12. AcummeTpuK mudpIan TH3UMIIAPH Ba yiaapaaH GongaHul.
13.9PU anropurmiiapu Basudacu.

N LA LN
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2-maB3y. AyTeHTH(UKANNSA Ba naeHTHGUKAIuA ycy/uiapu. Pyxcariapau
HaszopatTaam. XyKyMJIAPHUA AaHUKJIAIl TH3MMJIAPH
(2 coar)

Pexa:
2.1. AyrenTtudukanus Ba uACHTU(DUKAINS YCYIUIapH.
2.2. PyxcarmapHu HazopaTianl.
2.3. Tapmokmapapo 3KpaH.
2.4. XyXyMJapHU aHUKJIAIl TU3UMIIApH.

Tasgsnu wmbopanap: wudenmughuxayus, aymeHmugurayus, asmopuzayus,
napo, OuOMempux Xycycusim, pyxcamiapHu HA30pamiail, MaLoamaa acociamean
Mooel, OUCKpeyuor mooei, ponea acocianean mooen, benna-Jla-Ilyoyna moodenu,
MApMOKIAPapo  3KPAaH,  XYICYCIAPHU — AHUKAQUWL — MUSUMIAPU,  PYXCAmap
mMampuyacu.

2.1. AyrenTtuukanus Ba naeHTupuKanus ycyuiapu

Hoeumugpuxayus - xxapaéuu GoilfalaHyBYNHU TU3UMIa TaHUTHII >KapacHu
o6ynu6, yHaa onataa ¢oiinananyBud y3 UCMHUAAH (JIOTUH), CMapT KapTajapjaH Ba
OMOMETpUK XycycusaTiapuaan QoiiagaHuII MyMKIH.

Aymenmughuxayusa scapaénu - hongananyBun €K MabIyMOTHU XaKUKaTAa
TYFPU SKAHINMHA TEKIIHPHII sKapaéun 6Y1u6, onataa 3 Typra 6ymHamm:

- bupop Hapcanu ounui acocuna. Macanan:naposn, PIN, caBon-xaBo0 Ba X.K.

- bupop Hapcara sranuk Kwiuin acocuna. Macanan: ID kapta, xaBhcuznuk
TOKEHJIApH Ba X.K.

- Masxyn ¥y3ura xoc Qakropiap acocuma. MacanaH: 0apMOK H3U, 103
ty3unuil, JIHK, oBo3, xapakar Ba X.K.

MMaposuiap acocupa  ayreHTHQUKANUAIALL [Tapon  acocupa
ayTeHTU(UKaIMIIAl  YCYJIM KEHI TapKajiraH ycyjjapAaaH Oupu caHaiuo
KoJmacaas, sHr 3aud ycynaup. Ilapon acocupa ayTeHTHUKaUsIall yCYJIUHU
3au(IUKKa 00 KeTyBYM OMUILIAP:

- Mypakka0 TapoJUlapHM 3Cra KOJHWIIM KHUMH OynaraHiuru cababmm
doiinarianyBYM TOMOHUIAH COJIIA TTaposuiapAaH GhoiianaHul;

- TMapoJIHU YHYTHO KYHUII MyaMMOCH;

- kyn TtuzuMmiapaa ¢oijaliaHyBYd TOMOHHUJAH aillHaH OWp XWJi MapoJiaH
b ol TanaHUIUIIN;

- TapoJj YKUO OJyBUM Xap XU JAacTypiap MaBXKyJJIUTH Ba X.K.

! Stamp Mark. Information security: principles and practice. 230 - 233 —c.
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Ilapon — ayreHtudukanusianaa KeHr (ohgaraHuIaéIral KaTTaIuK OYiuo,

dbolganaHuIaa KarTa KyJaIuK TyFIUupaad. AMMo, OapAOIIIUTH Ky 1a 1MacT.

Kpunmoepagux  xamum  —

ayTeHTU(UKaLMsIIAIIIA

OapIONUTUTH KUXATHJIaH MapoJjra Kaparasiaa 6ap 1oy,

ol nananuIuo,

Kpunrorpadguk kaaur

IMapoa

Kamut ymuamu 64 — 6ut

Kanurtnap conu 264

Kamut taconuduii Tanmanam

Taxoumun 2642=0% 14 xanurHH XHUCOOJIaIIH

+ [Taponr ymuamu 8 Ta Genrmman mbopar Ba 256

Ta 6enrunapaad GoiiIaTaHul MyMKHH;

+ Kamu maposuiap conu 256°=2%
+ [Maponnap Taconudwuii TaHTaHMANTH;
- Tax mumun 263 JaH KaM YpHHHII OwiiaH

Kepaxk.
MapOJIHU TOMA OJIaH (JIyFaT Oyiinua XyXyMm).
Emon mapon SIxmm maposn
—frank —Pikachu —jflej,43j-EmmL+y —FSa7Yago
—Fido —-102560 —09864376537263 —OnceuPOnAtlm8
—password —AustinStamp —POkemON —PokeGCTall150

[Taponnapra acocinanran ayTeHTU(UKAIMSIIANT TU3UMIIapU/a apodi 3 mapTta
HOTYFpH KUPUTWITAH TaKAWpAa TU3UM Kyiadranumu mapt. [lapomnmap omarna
daiinapaa xenulaHrad XoJijia cakjiaHaau. AyTeHTuguKaius xapaCHu XsUUIaHTaH
napoJi OpKaJiu amajira omupuwiaan. by xonga Oy3ryHuu (aiiaHu Kyiara KUpUTIaH
TaKIUpa XaM Mmapojra sMac OaJIKi YHUHT X311 KUiMaTura sra oynau.

Jlyzamea acochanzan maxoud. by Taxaun Typu mapoira acocjiaHraH
ayTeHTU(PUKaLUSIAl TU3UMIIAPH Y4yH Moc Oynu0, 3aud mnaposapiaH €Eku
yMyMHI OYnraH maposuiapiaH QoiiamaHWwiIral Takaupjaa katra doiga Gepanu.
ByHUHT ydyH Oy3fyHUM HMHTEPHET TapMOFWJAH KEHI (oimanaHWITraH maposuiap
pyiixatuHu (JIyFaTUHU) KYy4UpuO OJaAu Ba yJapHU THU3UMra OMpPUH-KETHUH KYHUII
OpKaJIu TEKIUPUO Kypasu.

[Taposmap x3lUIaHTaH TaKAMpAA XaM JyFaTra acoClaHraH TaXJIuJ YPUHIH
o0ymu6, 3and mapon doinanaHuITaH BaKTAa KaTTa camapa Oepaju.

[Taponnmapam caknamga oxaraa “ty3 (solt), s”maH KeHr QoiinanaHaam.
Bynunr yuyn ¢oiigananyBun Tacoguduil KaTTalnuk “Ty3 HHM TaHJAWaAM Ba mapoJjira
Kymmo, yHUHT y=h(p,s) Xo1 KuiiMaTuHU xucoOnaiiau Ba naposuiap (aitnura (y, s)
maknuaa €3uo kysaau. by epaa “ty3” maxduil caHanMaiian ammo, Oy3FyHUYH Xap
6up QoiinanaHyBYn YUyH YHH ATOXHAA XUCOOIALIH Tanab STHIaqm.

Haponnapuu anuknaw: mamemamuk xucooaaw. Oapa3 KUIAWIUK Mapos
8 Ta Oenrmman wubopat OYynub, y 128 Oenrmman umbopar Oynran anudOoman
onuHrad. Bynma Maexkyn maposmap conm 128°=2%°. Tlapommap daiinura sxamu
6y1u6, 2'° Ta maponnan n6opar 6ymu6, Taxmaumun 2°° Ta KeHT TapKaaraH napoiaH

"2 Stamp Mark. Information security: principles and practice. 237 — c.
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ubopar Oynran nyraTaaH (Qoigananagu. Arap MOapojHU JIyFaTaa Oymuin
SXTUMOJINTH Y4 Ta TeHT 1e6 onuHca:'

- nyrataaH ¢oiiianaHuIMaraH xomjaa, kammaa 2°°/2=2" ypHHHIIHE amaira
OUIMPHIIH [IAPT;

- “ry3”maH ¢oiigamanuiran xomga sca Vs (2'7)+3/4 (27°) =2°*°

ra TeHr Oynaau;

- “ry3”naH doiiaTaHIIMaran Xoiaa, 2> ra TeHr 6yam.

Awmanna naposutapuu O0y3ummra Password Cracker, Password Portal, LOphtCrack
and LC4(Windows), John the Ripper(Unix) BocuTanapaas ¢oiinaasaHuIMOKIA.

ID kapramap acocuaa ayTeHTHQHKAIMIANI YCyId Tapojuiap acocwia
ayTeHTUUKANMATIAIl yCyJUra Kaparanjga Oapionum caHaimuO, QoigamaHyBUH
TOMOHHMJIAaH WYKOTWIMO KYyHUII MyaMMOCH MaBXyld. by ycynma acocan
MaITMHAHUHT ITyJITHHH, TApOJI TEHEPATOPH, CMapT KapTa Ba Xak.

Kanut reneparopmapura acociaHraH ayTeHTH(UKAUMsUIAI — TU3UMU
I<yI7II/Iz[arI/IHa:2

L "Men Aanca®

3.PINR M .
. @ P —— : 2.R .
4. h(HR]‘ -_‘- ':J LM T
Kaamat —— L i
renepatopn, K 4 5. hiK,R) - 'i *
Admca e Boli, K

2.1 — pacMm. Kanut remeparopu opKain ayTeHTUDUKaIHsIIAIT

Magxkyn y3ura xoc xycycusitiiap €ku OMOMETpPUK IapaMeTpiiap acocuja
ayTeHTU(PUKaLUSIIANT YCyIu OapAOoNUIN caHAIUO, IOKOPUAAru ycysuiap/ia MaBxy/
Kamuuiukiap Oaprapad ostwirad. Kamuumnuk cudatumaa sca  QoiiganaHuiran
KypuiiMa HapX# €KH Kapa€H BaKTHHH Y30KIUTHHU KEITHPHUII MyMKHH.

AHaHaBuil ayTeHTU(UKaUsIA yCyJuiapy (Mapoib acocHia Ba HUMaraaup
STAJIMK KWJIWII acocuja) (oiimananuiiga Kynal OynuimmMra xapamaciaH KaTop
KaMYWJINKJIapra Jra:

— (QoligananyBun mnapoiaM ojatAa coaga Ba (oiimamaHyBUM XOTHpacHaa
CaKJIAaHUIIIM OCOH OYnuI y4yH KHucKa ¢pazanapiaan doiganananu, 0y dca ymoy
TU3UMHUHT 3au(IUTHHY aHTIaTaIH;

— MapoJUIapHU 3CAAH YUKApUO KYHUIIT MyaMMOCH;

— ayTeHTU(UKauusIam TOKSHIApUHU (CMapT KapTajiap Ba X.) HYKOTHO KyHHIILI
MyaMMOCH Ba X.

Ymby myammosnapuu 6aprapad 3T yUyyH YYUHYM UYHAIUII, OUOMEmpux
napaMeTpliapra acocliaHraH ayTeHTH(UKaluusIam ycyuiapuaad GoiganaHuaim.
buomeTpuk mapameTpiapra acociaHraH ayTeHTH(UKaUUsAIAl yCyUlapy Y3UHHHT

3 Stamp Mark. Information security: principles and practice. 252 — c.
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UIIOHWIMINK, VFupaad Oynamacnuk, Kkyuupub Oynmaciuk, Qoigananumniia
KyJalIuK Ba X. XyCyCHUSATIapu OmIad axxpanud Typaau (2.2-pacm).

DoiiianaHyBUMHU
ayTeHTH(UKanusIIan
bunumra Oranuk Askpanmac
acocCJIaHTaH KyJaira Xycycudarra
acoCJIaHTaH KVna

2.2-pacMm. AyTeHTu(UKaIUsIAI YCyIIapu
buomerpuk mnapamerpiapaa yHyTUII, UYKOTHO KYHUII, HycXa Ky4uMpHIL,
COXTaJallITUpUII Ba Oomika (olganaHyBud TOMOHHUJAH HILIATHO OYIMaciuru
KaOW MyaMMOJIAPHUHT UYKJIUTY OMIIaH aXXpayiud Typaju.

. . ITapoJa, MaxpuiJIuK buomerpuk
YMyMuii KYpHHHIINA: PO, ¢ TokeHn p
napamerpJiap
AyTeHTHGHKATMAIALI SmupuHInK éxn SAronanuk Ba
Oraiauk KWINII aCOCUIA .
acocu: HOAHHUKJIMK aCOCHa MIaXCUHIINK
Maxxkam éana cakiarl Houm €nna omu6 ropumn | Kambaxwmam-rupuin
XaBdcuszauk XuMosicu
Mypakkab
AHaHaBHIi KomOunanmon Kymd Mertann Kyid Xani0BUMIIIK
MucoJ T'YBOXHOMACH
Pakamun K mapomnu MammuHa nyiabTH Bapmok usu
Qoitnananum  gaspuna | TokeH Wykotwiran | [ID  anmamTupumiHu
XaB(cu3auK TOMOHHUIAH .
Max QUK Kamas | XoJarja KaTrta XaBd | MypakKaOJIUTH
KAMYMJIHTH
Oopaau 0JINO KEJIUIIH MyMKUH
PviixaTra oauui:
buomerpuk _ Tytu6 . Kapaén > pi
» L AKX TTATIT
XYCYCHUST OJIMIII (xucobmammap) Tenr
\ 4
Texkmmpu: 3
buomerpuk R Tytun6 _ Kapacn Tenr
XYCYCHAT OJTHIIT (xucoOmanuiap) sMac

2.3-pacm. buomeTpuk ayreHTUPUKAIMAIANT TU3UMIAPUHUHT YMYMHU HIILIAII
TEXHOJIOTUSCH




III. HA3APUI1 MATEPUAJIJIAP

Buomempux napamempnap mypaapu. buomeTpuk napaMmeTpiapHu Typiapra
aXpaTraHjad Kkypa, OHMOMETpPUK TMapameTpiiap OpKadu Kalylnl KUJIWHAETraH
CHTHAILTAp Typura Kapab axparum adsai Ba yiap Kyiugarmiap:'

— TypFyH OMOMETpUK curHauiap (0apMOK W3H, 103 TY3WIHII, KYJ IIAaKIH, KY3
KOpauyurH Ba X.K);

— y3rapyB4aH OMOMETPUK cHUTHA/UIap (0OBO3, Xapakar, KjaBuUaTypaja E3uIi
TE3JIUTH).

bynman Tamkapu OHMOMETpHK MapaMeTpiiap miaxcra OOFIMK —XO0Jjja
dbuznonoruk (6apMOK HW3H, 103 TY3WIHIN, KYJ IIaKId, KY3 KOpauufd Ba X.) Ba
XaTTH-XapakaTura (xapakaT, KilaBuaTypajga ¢E3ull TEe3JUIM) acoCliaHraH Ba
KOMOHMHAIIMOH (0BO3) mapameTpiiapra 0yInHaIu.

buomerpuk  ayreHTH(HKanUAIAl — yCy/Ulapd  KaHAal ~ OMOMETpHK
XyCycHsITIapra acoClaHTaHJIUTUra Kypa Kyiugaru Typiaapra OyiiuHaau:

— 0apMoOK u3ura;

— [O3HH TaHHO OJIMIITA;

— KY3 KOpauurura;

—  IIaXC UM30CHTa;

— OBO3ra;

—  KYJ T€OMETPHSICUTA;

—  JIHK Taxyimnura;

—  KYJI KOH TOMHPJIAPUTa;

—  KYJIOK LIAKJIWTa;

— KOMIIBIOTEp KJIaBUATypacujia E3UIll XyCYCUSTUTA,;
— Xapakarra acocJlaHTaH Ba X.

Buomempux xamonuxnap. Enzon mavaymomunu xabyn xunumumi oapaxcacu
6a énzonHu moc kenuw oapaxcacu (False Accept Rate (FAR) and False Match
Rate (MAR)): ymOy KaTTalWK, KUPUTWITAaH MablyMOT OWIaH MabiIyMOTJIap
0azacujarn MabJIiyMOTJIap MOC KeJMaraH Xojja THU3UMHH MyBapdakusTiIu
TEeKIIUPYBHU amajra OIIMPUII JapaXacuHu Kypcaraaud. bomka cy3 Owian
aliTranyia, HOTYFpU ypHHHUILIAD (DOM3HHHM KypcaTaau. YOy XaTOJHUK MHUKIOPH
Karra OyiraHn TH3UMIapAa oJaTAa, pyxcaT HTHiIMaraH QoianaHyBUHIapHU
TU3UMIAH (OHIaTaHUTITUTA WY K}"fﬁHnMaﬁz{H.2

Tyepu mavaymomuu uHKOp Omuauui oapadxcacu €EKu €E120H0aH MocC
keamacaux Oapadxcacu(False Reject Rate (FRR) or False Non-Match Rate
(FNMR)): ym0y KaTTaauK TYFpPU KUPUTWITAaH MabIyMOTHHU THU3UM EIIFOH
MabayMOT ne0 KaOyn Kuiuiiyd Ba OyHMHT HaTwxkacuja wmyBaddakusTcus

! Stamp Mark. Information security: principles and practice. 242 — 243 — c.
"2 Stamp Mark. Information security: principles and practice. 244 — c.



I1I. HA3APUI1 MATEPUAJIJIAP

TEKIIyPYBHH amajira OLIMpWIMIIWIra aWTwiaav. bomika cy3 OwiaH aiTrasna,
yI6y KaTTaluK TYFPU MabIyMOTIAPHH Pajl STUINII AaPAKACHHH KypCaTai.’

Ymby 1okopuga HOMJIAPU KEATHUPUITAH yCyJjlap KaHYaJMK OapAoluIu
caHaJIMacuH, ymoy ycyJiap acocuja WIuiad YUKWITaH TU3UM OapAOUUTHIUTH
dakar Oymapra Oofnuk Oynmaiinu. Opatma ymOy mapaMeTpiap XaKAKHMA
doiinaraHyBYl TOMOHHUAAH 5Mac, Oy3FyHYM TOMOHHMJAH XaM KHUPUTHIUIIH
MYMKHUH. YOy Xojiarjia aHaHaBUM ayTeHTH(QHUKAIUSIIAII yCylIHuJa y3ura spaiia
MyaMMO KenuO 4yuKagu. Yy MyaMMMOHHU OJITUHHU OJHUII Makcaauaa XO3upja
KeHI  TapKajraH  ukKku  ¢akmopiu  aymeHmugukayusiaul  YCyJIHUJiaH
dbolnananuIaIm. 2

Ymby ycynga  omatuil  ayTeHTHUKAIUsIalml — yCyluJaH — YTras
dbolinananyBun IOKOpUAArd ycyuiapjlan Oupu acocuja WKKUHYM MapTa
ayTeHTU(DUKausgaH YTKa3unaau. Yoy yeyn apoJ acocua
ayTeHTU(PUKaUUsIIall yCyJIuJa WUINTUPOK ATAETraH XakKuKWid (oilmanaHyBUd €KH
KOMITBIOTEP APKAHJIUTMHHU aHUKJIAaca, XaB(CU3IIMK TOKEHJIApUra acoCliaHraH ycyJijia
7ca TOKEH 3racu XaKUKUWINTUHU TEKIIUpaau. bUOMETpUK ayTeHTH(UKAIMIIAIT
ycyiutapusia 3ca (oigalaHyBUMHU XAKUKUIUINTA Ba TUPUKIWTUHU TEKIITUPUIIIA
dbolnananuIaIm.

YMymuii xonna MKKM (QakTOpiu ayTeHTU(UKAUUWSIAIl yCYJId OJAHM
ayTeHTU(PUKaUMsJIall yCylura KylmMMya XaB(CHU3JIMK MapaMeTpUHH KYIIau.
WUkkn Qakropan ayreHTU(UKAIUMSAIAl YCyId YHIAA QoijaiaHWiIral Kypuima
Typura Kapad WKKW Typra: ynaHran(connected) Ba ymanmaran (unconnected)
OYIMHAaIH.

VYrnanran KypuiManapra acociiaHTaH MKKU (aKTOpid ayTeHTU(DHUKAIMIAII
ycynuaa TYFpUAaH-TYFpu OOFJIaHTaH KypuiMa OpKaJIM MabIyMOT KaOyl
kunrHaau. Macanan, USB €ku Bluetooth acocuna ynanran KypuimManap.

VYnanmaran KypuJManapra aCOCJIaHTaH WKKH dakTopau
ayTeHTUPUKauusiam ycyiauaa (oijganaHyBuM KypuiMmMa Ba ayTeHTH(PUKALMS
TU3UMH OPACH]IA KOMJIAIIAIN.

Ky#inna ukku daktopiu ayTeHTUDUKAIUSTIANT YCyIapy KeATUPUITaH:

— Oup MapTaiy mapoi XOCUJ KUiInb OepyBuM KypuiMaiapra acoclaHTaH;

—  Oup MapTaau mapos XOCuJ KUinbd OepyBUM JacTypuid BOCUTAara acocjaaHTaH,
— TepMHHAJ (KOMITbIOTEp, MOOMII TeIe(OH Ba X.K.) XyCyCUSATUTa aCOCIIaHTaH;
— TAN (Transaction Authentication Number) pyiixaTura acocliaHras;

— SMS TokeHsapra acocjlaHraH;

— cMapTKapTajap Ba YMIl YKyBUYM KypHJIMallapra acoCIaHIaH;

3 Stamp Mark. Information security: principles and practice. 252 — c.
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— wMaxcyc xotupara sra USB acocnanras;
— OHOMETPUK XyCycHUsiTIapra acocjlaHTaH Ba X.K.

2.2. Pyxcatsiapuu Ha3oparJai

ABTopuzanus xapaéuu Oy — QoiifananyBuiura TH3UM TOMOHUJAH OepuUiIraH
doiiananuI Japaxacu.

Tyk capuk kut06. KommbioTep TH3uMIapu XaBGCU3IUTMHUA aHUKJIAII
kputepusinapu (Trusted Computer System Evaluation Criteria éku Orange book)
1983 #mnna von sTwiran O0ynuo, xo3upru kyHru, 2005 #unaga KaOysn KUJIMHTaH
ISO/IEC 15408 wnunr awnanoruaup. YmlOy Kputepus 3apyp €xku Maxduii
axOopoTiIapHU  cakjall, KUJIUPHIL, KOMIBIOTEp THU3UMIIADUHM  TaHJIAILI,
KJaccu(ukanusaaam yayH (ponaaaHuiaim.

Acocuti makcaou ea eocumacu. XaBQCU3IUK CUECATU KOMIIBIOTEP TU3UMHU
yayH Oatadcuit OYIuIM, FOKOPH Japa)kaja aHUKJIAHTAHJIWIY Ba TETUIUTA OYIHIIN
mapt. Mkku acocuid XaBPCU3NMK cHECAaTH MaBXy[: MaHAaTra acocjaHraH
xaB(CU3IHK cUEcaTh Ba TUCKPEIMOH XaBpcuznuk cuécatu. MaHnarra acociianral
xaBhcm3nmuk cuécaruna Maxbuil MabIyMoTiIapAaH QoinanaHuiaa HIUBUTyAI
EupommIra acocianaad. Xap Oup ¢doiganmanyBuura OepwiraH pyxcariap
TAIIKWIOTAaHN XaB(MCU3IUK cuécaTuaan Kennd unkaan. JJucKkepinoH XaBpCH3InK
cuécarua dca pyxcaTHH YeKIamia Ba OOMIKapHIga Koujaajiap TYIUIaMUIaH
dbolinananunaau. by kouwpamap ¢akat Oupop Kepakid OYiaraH MablyMOTHHU
OJIMIITA KapaTwiral 0ynaau. boiika cy3 Ounan aiftrana xap Oup MabIyMOT YUyH
doinalaHyBYUMHUHT pyXcaTiapy Typiinda OYIUIIT MyMKHUH.

XaBdcuznuk cuécatunan Oyinaxk, MHANBUIYA KaBOOTAPIUK MaBxKy 0YIuo,
yJiap acocaH y4Ta TajabaaH ubopar:

— ayTeHTU(UKAIUS;

—  aBTOpHU3AIINS,

—  ayJIuT.

Tyk capuk KuTOoO XaB(CHU3 TU3UM, WILOHYIM THU3UM, XaBPCHU3IUK CHECATH,
kadoNaTIIaHTaHJIMK JapakacH, XHCOOJOPJHK, HITHOWIM XucoOam Oasaiapu,
MYJIOKOT MOHUTOPHUHTH, XaB()CHU3IUK SAPOCH, XaBPCU3IMUK TEpPEeMETpU Kadu
TepMUHJIapIaH uoopar.

Ymby kputepus 4 ta: D, C, B Ba A 6ynumnapaan udopat 6o, xaBpcusiuk
napaxacu A na sHr rokopu. C, B Ba A 0yumnap KkucMm Oyaumiiapaad noopar.

D — DHr kuunk xaBpcu3nuk Tajgabura sra 0yamuM.

C — Huckpenuon xumosi. C1 — MaxpuHIMKHA AUCKPEUOH TAbMUHOTH OVIHO,
doiinananyBu, MabIyMOTJIAPHU OYIUMIa aXKpaTHIll Ba TUCKEPILUOH pyXcCaTJIapHH
oomkapumman ubopar Oymamu. C2 — pyxcarimapHu Oomkapur. J[uckpennon
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pyxcaTiapHu OOIIKAPUIITHUHT FOKOPH aHWK OVIHINM, WHANBUIYaN GoigailaHyBIN
Kaiin €3yBH, THU3UMIa pyXcaTjapHU OOIIKapHUIl >KypHalld, pecypcliapHU
U30IMsIIAII.

B — Mannarra acocianran xumosi. Bl — metaxaBdcuznukaan ¢oitganaHuiran
xonaa xumos. B2 — Tuzumnamran xumost. B3 — Xapdcuznuk romeHu.

A — cuHanran xumos. Al — cuHanrad au3aiiH Ba OKopu Al Kucmiapuaas
noopar.

Ymymuii kputepusiiap (Common Criteria for Information Technology
Security Evaluation, Common Criteria). Kommnbtotep xaBdcuznuru OVitnya
XaJIKapo CTaHAapT. Ym0y cTaHIapT acoCUi MKKH TanabaaH nbopar: QyHKIIMOHAT
Ba WIIIOHY Tajabiapuaan udopar.

OyHKIMOHAT Tanadinap XaBPCU3IMK Makcagura Kypa TrypyxJjaHaiu.
Yvmymuit xonga 11 ta gynkuumonan cund (3 rypyxuaa), 66 owmna Ba 135 Ta
KOMIIOHEHTAaH nOopar.

1. bupuaun TYypyx XaB()CHU3IMKHUHT 3JIEMEHTAp XU3MaTIApUHN aHUKJIAHTH.

. FAU — aynurt, xaBhcU3IHK.

. FIA — unentudukanus, ayreHTAQUKAIM.

. FRU — pecypcnapnan u6opar.

. DneMeHTap XaB(CU3IIMK XU3MATIApUIaH XU3MATIAPHU NIUTA0 YMKHUIL.
. FCO — anoka (;kyHaTyBUM-KaOyJ1 KUJIyBYU Opacuaaru xaB(cus ajioka).
. FRP — raitmpunuk.

. FDP — (oligananyBun MabIyMOTIApUHHA XUMOSUIALLL

. FPT — o0bexTHH xaBcuznuruau 6axomnant QyHKITUSICH XUMOSICH.

. YuuH4M rypyXx 00beKTHU Oaxosail nHdpaTy3uiIManapy OWIaH aaokaaop.
. FCS — kpunrorpaduk xumos.

. FMT — xaBpcu3muKHA OOIIKAPHIIL.

. FTA — 00bexTHH 6axomnanira pyxcar.

A W N = W A WD~ NN WND -

. FTP — nmonunu xanas.

XaBdcuznuk kadonatu Tanadbiaapu 10 Ta cund, 44 ta ouna Ba 93 Ta
KOMITOHEHT/aH ubopar.

1. bupunuu rypyx Tanabiaap/aH TallKUiI TONTaH.

1. APE — xumos npoduinnHu 6axosari.

2. AES — xaBdcuznuk Bazudanapuau 0axosarl.

2. UkxkuHUM TYypyX OOBEKTHM aTTECTAUUSJIAIIHUHT XaETHH LMKINAaH
ubopar.

1. ADV — 00beKTHU JoMuXaaiil Ba KypHIIl.

2. ALC — xaétuit IuKIHU KyU1ad KyBBaTall.

3. ACM — koH(rypanusiHu OOIIKapHUIL.
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4. AGD — ¢doiigananyBuu Ba aAMUHHCTpPATOPTA.
5. ATE — Tectnam.
6. AVA — 3auduuknapau 6axosari.
7. ADO — skermytanus Ba 3TKa3ub Oepuiira Tanadiap.
8. AMA — nionu-TanadiapuHu Kyuiad KyBBaTJIall.
ABTOpHM3alMAJIAIL  TEXHOJOTHSIAPU.  ABTopH3alMsUIamiga  KaTop
TEeXHOJIOTHsIIapAaH GoinanaHuind, yIapHUHT acOCUIapy Kylnaaruiap.
Mannatra acociaanran pyxcaraapau Oomkapum (Mandatory Access
Control (MAC)). by TexHonorusra acocal 00beKT €K CyObEKTHUHT XaB(H)CHU3IUK
Oaliporura acocaH OomKapuiaagud. XaBPCHU3IMK OalpoFu xaB(CU3IIK
napaxacuau Oenrwraiian. Kyiunarn 2.1 (a,0)-kanBanga xaBQpCcU3IUKHU XapOuid
Ba CaBJI0 COXAcUa JapakaJaHUIIN KeJITUPUITaH.
2.1 (a)-xamBan
Xap0uii coxana

Knaccupurxauus H3ox
Knaccudukaiiusinanmaras. Ax0opot mMaxduii €k Ki1accucupUKAUIIaHTaH YMac.
Maxduit amMMo | AXGopoT o4HK O¥iica, yHTra 3U€H dTUIIH MyMKHH.
KJaccu(puKalysilaHMaraH.

Kondunennuan dakart nuku (oiianaHuIl yuyH OUHK.

Max¢uit Ax0opoT MMJUIMH XaBQCHU3JIMKKA KUUIMH TabCUP ATHUILIH
MYMKHH.

Ton maxdwuii. Ax60poT MIWILIHI XaB(CU3IUKra yTa KUJAUM TabCUp 3TUILU
MYMKUH.

2.1 (0)-xanBan
CaBo coxacuga

Knaccupuxanus H3ox
Ouuk XaMMa y4yH O9MK MabIyMOT
Maxduit MasbayMoT 6U3HECTa TAbCUP STUILN MYMKHH.
[Taxcnii bup maxcra Teruiu MabiayMoTiIap.
Kondunennman by typmaru MabiaymoTinap O4YMIICAa TALIKWIOTra KULAUN
TabCUP TAJIN.

by TexHomorusra acociaHraH XaB(CHU3IUKHH OOIIKApUIN MOJenu Oy —
benna-Jla-ITagyna MOJIGJII/IJII/Ip.l

JIMCKpenuoH  pyxcaTjapHu  Oomkapum. Manrmarra  acocliaHraH
pyxcaTjaapHM OOIIKApWIN TH3UMHU XapOuWi coxaga KeHr dQoimananuicana,
JUCKEPIIMOH pyXcaTiapHU OOIIKAPHII TH3UMHU Y3UHHHT colia (oWTarmaHuIHIIN
Ownan axpanub typaau. byHra xypa oOBEKT 3racu Kaiich CyObEKTHU HUMa HII

"2 Stamp Mark. Information security: principles and practice. 271, 276 — c.
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KiWIimuHu Oenrwiap 6epanu. by ycynm mMaHmatra acociaHraH ycyjira KaparaHia
Kyaa xaBdCHU3U caHajaMacaja, OmNepalioH TH3UMIIapja KeHr (oiinanaHuiiaiy.
byHna acocan Gomnikapuiin MaTpuiacuaad GpoiaanaHuIaan. !

2.2-KanBai
Pyxcatnap maTpunacu
File 1 File 2 File 3 Program 1
Ann Own, read, write Read, write Execute
Bob Read Read, write
Karl Read Execute, read

Posutapra acociianran pyxcatrjapHu Oomkapum. by ycynra kypa
pyxcamiap cyObeKTIIapHUHT pojulapura acociaHuo oepwiaau. by Oup kypunuiiia
rypyxjapra axparuiira yxiamd MyMKUH aMMO YHJIaH (apkiu paBumiga Oup
doitnananyBun Oup HedTa TypyxJjapra Teruiuid OYJIUId MyMKIH. AMMO YMYMH
xoJia, oliganaHyBuu AroHa poJra sra Oyiau.

Kanuya. Kanua (uarmuszua: CAPTCHA — Completely Automated Public
Turing test to tell Computers and Humans Apart) - xommnbpioTep €KHM HHCOH
CKAaHJMTUHU AaHWKJIAITHUHT OYMK aBToMariamraH TypuHr Tectu Ae0 artamuo,
macodanaru ¢oinaJaHyBUMHU WHCOH EKM KOMITBIOTED SKAHJIUTUHU aHWKJIAIIIa
doitnananunaau. by repmun 2000 iiunaa naitno 6ynran 6ynu6, 2013 innra xeaud
KyHHTa ypTada 320 MiTH. Karmya kaputuiras (2.4-pacm).”

RLA7TG

T T SIlceeiN)

a) coaaa Kamga 0) Mypakkab kam4a

2.4-pacm. Kanmua

Ymlby TU3MMHHUHI acoCUid KaMuuiauru Oy Xap JAOUM XaMm Kamda EpKUH
udonananmaiiam. 'oxuma yHu XaTTOKK MHCOH XaM aHUKJIaid oJIMaiIu.

2.3. Tapmokaapapo 3xkpan
Tapmornapapo sxpan (T3) - bpanomaysp €ku firewall cucmemacu ned xam
aTATyBYM  TapMOKJIApapo  XUMOSHUHT  HXTHUCOCIAINTHUPWITAH  KOMIUICKCH.
TapMoknapapo HSKpaH yMyMHM TapMOKHHU HMKKHM €KUM YHIAH KyII KuUcmiapra
@KpAaTUIl Ba MabIyMOT IMAaKETIIAPUHU Ydrapa OpKaJd YMyMHH TapMOKHHHT OWp
KHCMHJIaH UKKUHYUCHUTA YTHIN IIAPTIAPUHUA OCITHIIOBYM KOWJAJIAp TYTUIAMHHH
amajra OWMpUIl UMKOHMHM Oepamu. Opatma, Oy usrapa KOPXOHAHUHT

3 Stamp Mark. Information security: principles and practice. 285-286 — c.
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KopropaTuB (JIokaj) TapMoru Ba Internet rmobGanm TapMOK opacuma YTKa3WIaIu.
Tapmokyapapo sKpaHiap Tapyd KOPXOHA JIOKald TapMOTH YyJaHTaH KOpIIOPATHUB
WHTPATapMOTHIAaH KUJIMHYBYM XY>KyMJIapJlaH XUMOsSJAIla WIUIATUIUILIAPH
MyMKUH OVicana, ojaria ylap KOpXOHa HWYKA TapmMoruHu Internet rioGan
TApMOKJIaH CYKHJINO KUPHIIAAH XUMOSIIAHAN. AKCapusIT TIXKOPAT TAIKUIOTIApU
YUyH TapMOKJIApapo SKpaHJIAPHUHT YPHATHIWIIM HYKH TapMOK XaB(CHU3IUTHHU
TabMHHJIAIIHAHT 3apypHil IIapTH XHCcobIaHam. "

Pyxcart satrsimaran TapMokiiapapo (organaHuinTra Kapiy TabCUp KYpCaTHUII
Y4yH TapMOKJapapo »HKpaH HWYKU TapMOK XHCOOJAHYBYM TalIKWUJIOTHUHT
XUMOSUTAaHYBYM TapMOFU Ba TallKW FAaHUM TAapMOK Opacuja >KOWJIAHUIIU JIO3UM
(2.5-pacm). bynna Oy TapMokiiap opacugaru Oapua ajoka ¢akaT TapMOKJIapapo
DKpaH OpKAJIM aMalra OMMPWIHMIIKA JIO3UM. TallIKWiIuid HyKTaWn Ha3apulaaH
TapMOKJIapapo SKpaH XMMOSUIAHYBYH TAPMOK TapKUOHUTa KUPa/IH.

Nykn TapMOKHUHT KYNTWHA y3CJUIADUHH OWPJAHWTa XUMOSUIOBYH
TapMOKJIapapo 3KpaH KyWHJIard UKKUTa Bazu(aHu OakapHuIlH Kepak:

— TalmKy (XMMOSsJIaHYBYM TapMOKKa HHUcOaTtaH) QoiiianaHyBYMIapHUHT
KOpPIOpaTUB TapMOKHUHT WYKH pecypciapusiad (OoNgaTaHUIIMHA Y3Tapaalil.
bynnait  QoiinananyBumiiap KaTopura TapMOKJIapapo dSKpaH XUMOSUIOBYH
MabJIyMOTIap Oa3aCHHMHT cepBepuaaH QoiJalaHuIlTra ypUHYBUM IIEPUKIIAp,
Macoamaru QoiimananyBumMiap, Xakepiaap, XaTTO KOMIIAHUSHUHT XOJUMJIapy
KUPUTHIUIIA MYMKHH;

— XUMOSJIaHYBYM TapMOKIaH (oiJamaHyBUMIApPHUHT TaIlKH pecypciapiaH
doinanaHuIUIApUHA YdTrapaiamni. by MacamaHUHT €4WJIUIIK, MacallaH, cepBepaaH
Xu3Mar Bazudanapu tanad sTMaiauran GporgataHUIIHA TApTUOTA COIUIITA UMKOH

oepanu.
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2.5 — pacm. Tapmokapapo 3KpaHHH yJall CXeMacH

Tapmoxmapapo SKpaHHH KiIaccUPUKaNUsIIANIAa CTaHIAPT MaBXKyJ SMac.
[ynra kapamacnan, ynapau OS] MOIETMHUHT Kaiick caTXWra HIianmra Kapao
KYWUHJAry Typiapra axxpaTuIl MyMKHH:2

— TakeT puaTepIapu — TAPMOK CcaTXu/a UILIaiIu;

! Stamp Mark. Information security: principles and practice. 288 — c.
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— JKCIEpT MakeTu punrepiaapu — TPAHCIOPT Caxyia UIUIAHIN;
— WJIOBA MPOKCHIJIAPU — WIJIOBA CATXH]IA.

Maker ¢uarepiaapu. by Typaaru tapmokiapapo 3KpaH TapMOK caTXuaa
NakeTJapHu TaxjWUlalira acocjaHral Oynu0, OyHJa KaluT MablyMOTiap
cubparuna: wmanba I[P wmamsumm, wmacodaaurm [P maw3un, wmanba moptw,
macodanaru nopt, TCP 6Gaitpok outnapu (SYN, ACK, RST Ba xak.) mapamerpap
acocHa amaira omupuiaau. by Typaarm TapMoKiIapapo SKpaH —acocaH
IOKOpHU/Iary mapameTpiap acocu1a KUPYBUYM Ba YUKYBYHU TpaQUKHH TaXJIMIUIANHIH.

By Typnaru tapmoxiapapo 3kpaH camapaiu O0Yyiu0, dakaT TapMOK caTXHaa
WAl Ba capilaBXa MabIyMOTJIapHH TaxXJWUIallga KaTrra TE3JHMK Oepajiu.
AMMO, Oy TypJiary TapMOKJIapapo 3KpaH KaTop KaMYMIJIMKIIapra sra:

— XOJIATHMHT TYPFYHJIMTH MaBXyJ dMac, SbHM Xap Oup TMakeT Typiauda
oynanu;

— Oy Typaaru TapMmokiapapo skpad TCP amokanu TeKmmpmainau;

— WJIOBA CaTXHM MabIyMOTJIAPHH, 3apapiIu JaCTypJapHU Ba XaK. TEKIITUPMAIH.

By Typmarm tapmoxnapapo skpaH ‘‘PyxcaTiapHu Ha3opatriam pyHxaTu
(ACL)” épnamuna coznanaau (2.6,2.7 - pacm).

HUnosa catxu

Tpancnopt carxu

2.6-pacm. Ilaket punrepu

Xapakar | Maunba | Macodaauru Man6a Macodanaru | IIpotokon Baiipok
1P IP opT opT
Pyxcar Nuknu Tamku NxTuépuin 80 HTTP NxTtuépuit
Pyxcar Tamku Nuxu 80 >1023 HTTP ACK
Takuk bapua bapua bapua bapua bapua bapua

2.7-pacm. PyxcaTnapHu Ha3opaTiall pylxaTura MUCOJ
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FOxopunarun xounara acocan (axat Web yuyH KupuIll Ba YMKHUII MaBXKY[
O0ynu0, KoJraH XoJUlap/ia xapakaTiap YeKJIaHTaH.

by coznanmManan Oy3ryHuM KaHnai Kuiaub Qoiinananumy MyMKUH ? ByHUHT
y4yH Jactiaad Oy3FyHUYM TapMOKJIapapo 3KPaHHUHT KalCHU MOPTH OYMK SKAHJIUTU
aHuKIam kepak. bomika cy3 OwiaH alTranjga MOpTIapHU CKAaHEPJAIIHU amalra
OILLIMPHILU KEpaK.

OuMK TOpPT aHUKJIAHTAHJAH CYHI, y TOPT OPKaIM 3apapid MabIyMOT
I000pWIMIIKM MYMKWH. ByHHM ONIMHM OJMII y4yH OJaTia, TapMOKJIapapo SKpaH
Mapxxya TCP OofnmaHMIIIapHU XOTHpAcHIa CakJallk Kepak Ba HaTHXKaaa KaOyin
KWJIMHTaH OOFJIAaHUII OJITUHTH OOFJIaHUII OMIaH OMp XUJ1 €KaHJIUTUHUA aHUKJIAWIH.

JkcnepT nakeru puiarpaapu. by Typnaru TapMokiapapo SKpaH MakeTHU
¢unrepmam  BazudacuHu  OaKapyBUM  TapMOKJIApapo  JKpaHra  MaBXKy[d
KaMUYWIMKJIapHu Oaprapad »Tamu. by Typra acocan TeKIIMpyB TapMOK Ba
TPAHCTIOPT caTXua aMajira omupuiaan. Kamuumuru sca, TEKIIUPUIT BAaKTHHHHT

KYIUTMTH Ba WJIOBA CATXU MabJIyMOTIAPUHH TCKIIUPHUIIT UMKOHU HYKIATHINAP
1
(2.8-pacm.).

Hnosa catxu

2.8-pacM. DKcmiepT makeTu GuaTpu

HNuoBa mpokcwiaapu. by Typmarun TapMmoKJIapapo 3KpaH OJIWHTH HKKHU
Typra MaBXKyJ KaMUWIHKJIApHU Yy3uga Oaprapad osTagm Ba wWjoBa caTxujaa
putaiinm (2.9 - pacm).’

2.9-pacm. NmoBa npokcunapu

By Toukamaru Tapmoxiapapo 3KpaHJa MakeTiap TapMOK, TPAaHCIOPT Ba
WJIOBa caTxjapujaa Tekimupuiaau. Mnosa catxu yuyH naket “Oy3ynu0” kaiTagaH
“Kypwiaan’”.
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HIaxcuii TapMOKIapapo 3kpaH. by nactypuil BocuTanap HOKOpUIArd yd
TypiaH Oupura Terunuid Oynub, ojatna OWp XOCTHH XHMOSUIAll y4YyH
dbornananunaau. by gactypuii BocuTanap cojna uHtepdeiicra sra 6yimubd, ocoH
cosnaHan.'

2.4. Xy:KyMJIApHU AaHMKJIAIl TH3UMJIAPH

Tamkunornapaa xumosiam OunaH OOFIMK OYiAraH MyamMMOJIApHHU €YUl
y4dyH aKcapusaT XoJulapja KucMaH EHpmamunuiapAaH  (odnananmmanua. by
¢HpammnIiap, onaraa, aBBajgo (oHgasaHa OJYyBYHM PECYPCIAPHUHT SKOPHM
Japakac OpKaJId aHUKJIaHaAW. YHIAH Tallkapu, XaB()CH3IMK MabMypiapu
KYIIMHYa Y37apura TYUIyHapiu OYnaraH XaB(CHU3IMK XaB(-Xarapjapura peaxius
Kypcatumiaau. Acnuaa xaBd-xaTapiap kyga kyn Oymumu mymkuH. Kopnopatus
ax0opoT TU3UMHHHM (PaKaT KaTbUi XKOpPUN HA30paTH Ba XaBPCUBIMKHUHI YMYMH
CUECATUHU TAbMUHJIOBUM KOMIUIEKC EHIammMml xaB(pcu3Iuk xaBd-xaTapiiapuHu
aH4YaruHa KaMauTUPUIITU MyMKHH.

Oxupru BakTAa TYpJd KOMIIAHUSUIAD TOMOHMJAH KaTop EHAAIIMIILIAD
UIUIa0 YMKWIANKY, Oy €Hammiriap HadgakaT MaBxy/1 3auIuKIapHu aHUKJIAITa,
Oanku Yy3rapraH 5CKM €KM Taiao OynraH sHru 3au(UKIapHU aHMKJIAIra Ba
yJiapra MOC XMMOsUIAIll BOCUTAIAPUHU KAPIIM KYHHUIIra UMKOH Oepanu. XycycaH,
ISS(Internet Security Systems) koMmaHusicu TOMOHUJAH XaB()CU3JIUKHU aJalTUB
oomkapun mojenu ANS (Adaptive Network Security) uinnad Ynkuiau.

XaBpCcuzNMKKa aAanTuB CEHAAIMII, TYFPU JOWMXAJTaHraH Ba SXIIH
OOLIKApMIIYBUHM >KapaéH Ba BocuTanap €paaMuaa xaB()CHU3NHUK XaB(-XaTapiiapuHu
peanl BakT peXMMUIA HA30patiall, aHWKJIall Ba yllapra peakuus KypcaTuilra
UMKOH Oepaiy.

TapMOKHHMHT aanTHB XaB(PCU3INTH KYWHIard aCOCUM y4Ta JIEMEHT OPKaJIu
TabMHUHJIAHAIN:

— XxaB(-xarapiapHu 6axoJa;
—  XUMOSUIAaHUIITHU TaxJIWJLIAILL;
—  XYXXyMJapHU aHUKJIAIIl.

Xasg-xamaprapnu d6axonaw. XaBd-xatapiapHu (KeITUPAJAUTaH 3apapHUHT
KUJIMWIIMK ~ lapakacu Oyiinda), TapMOK KHUCM THU3UMIIAPUHU  (GKUITUNIAK
napaxkacu Oyinua), TaxauyiapHu (YJIapHUHT aMajra OIMUPUIHMINA dXTHUMOJUTUTH
Oyiinua) aHWKJAI Ba pyTOanamaan noopat. TapMOK KOHGUTYpAIUACH MYTTaCHI
V3rapuiu cababnu, xaBd-xaTapiiapHu Oaxonaml skapaéHU XaM  Y3JIYKCHU3
VTKazwmmm J1o3uM. KoprnopaTuB axO0opoT THU3UMHUHUHT XUMOSUIAIl TU3UMUHU
KypHIl XaB-xaTapiapHu 6axonamijad OOUUTaHUIIH JTO3UM.
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Xumosnanuwinu maxauniawi - TAPMOKHUHT 3au( >KOWIapUHU KUAUPHIIL
TapMoK ynaHuIIIapaH, y3elaplaH, XOCTJaplJaH, HWIIYM CTaHIMsUIap/aH,
WIOBajapJaH Ba MablyMOT Oa3anapuaaH TapkuO tonraH. bymapHuHr Oapuacu
XMMOSJIAaHUIIIAp CaMapaJOpJIMTUHUHT  XaMJa HOBMAIyM 3au(IMKIapUHUHT
AHUKJAHUIIUTA MYXTOX. XUMOSUIAHUIIHU TaxXJWJUIAIl TEXHOJOTHSICH TapMOKHH
TaAKHUKJIAIL, HO3UK KOWJIApUHU TOMHII, Oy MabIyMOTJIADHU YMYyMJIAIITHPHII Ba
yimap Oyinda XxucoOoT OepuIll UMKOHUATHATA dra. Arap Oy TEXHOJOTHUSHH amajra
OLIMPYBYM THU3UM aJalTHUB KOMIIOHEHTTra XaM »dra Oyica, aHHMKJIAaHTaH
3au(IUKIapHU aBTOMATHK Tap3da Oaprapad >3TUII MYMKHH. XHUMOSJIAHHUILHU
TaxXJWUIAIl TEXHOJOTUSACH TapMOK XaB(QCUBIUTU CUECATUHHM, YHH TAIIKUIIOT
TalIKapucujgaH €K HMYKapucugaH Oy3ullira ypUHHUILIApAAaH OJAMH, amaira
OLLIMPUIITra UMKOH O€pyBYM TabCUPUYAH yCYJI XUCOOIAHAIN.

XUMOSAJITAHUITHU TaxJIWJUIAII TEXHOJIOTUSCH TOMOHH/IaH
UACHTU(UKALMSIIAaHYBYM MyaMMOJIAPHUHT O0ab3WiIapy KyWuaruiap:

— tuzumiapaaru "remmukiap” (back door) Ba TposiH OTH XWUIIMAATY AACTYD;

— Ky4CH3 IapoJjuiap;

— XHUMOSUIaHMaral THU3MMJIaH CYKWINO KupuIIra Ba "Xu3MmaT KWIMIIJIAH BO3
KEeUHuIl'" XUIUAard XyKxymiapra TabCUpUYaHIIvK;

— ONEpanyoOH TU3UMIIAPJIAary 3apyPUH SHIMJIAHUIJIAPHUHT NYKIIUTH;

— TapMOKJIapapo 3KpaHiapHuHr, Web-cepBepiapHuHr Ba MabiaymoTiap Oa-
3aCHHHUHT HOTYTPH CO3JIAHUIIH Ba X.

Xyorcymnapru anukaaui - KOpnopaTUB TapMOKAArd myOxanu XapakaTjiapHH
Oaxoyam >kapa€Hu. XyKyMJIapHH aHUKJIAIl ONEpallMoOH TU3UM Ba WJIOBAJApHU
Kaiuial >KypHa/UlapuHM €KW peajl BaKTAard TpapUKHU TaxJIMJUIALl OpKaJld
amanra omupwiagd. TapMOK y3eiuiapu €KM CerMEHTIAapUAa >KOWJIAITHUPUIITaH
XYXKyMJIapHM aHUKJIall KOMIOHEHTJIapU TYpJM XOAMCAJapHHU, XYCyCaH, MabiIyM
3andaukiapjan poiiiaraHyBuM XapakaTJIapHU XaM OaxoJiaiam.

Tapmok axOopormHM Taxauuiam ycyaiapu. Moxusaru Oyiinya,
XY>)KyMJIQpHM aHUKJIAll kapa€HU KOPHOpAaTUB TapMoOKaa Oynaérran uryoxaiu
XapakatiapHu Oaxosaml skapaéHuaup. bomikaya aifTranga Xy>KyMJIapHU aHUKJIAIII-
xucoOmam €Ky TapMOK pecypceiapura MyHalTHUpWIraH IIyOXanu XapakaTiapHU
uiAeHTUGUKAMSUTAIl  Ba yjlapra peakuus KypcaTtuin xapaéHu. Xo3upja
XYXyMJIapHH aHUKJIAIl TU3UMUJIA KyHHIaru yCysulap UIIaTHIIaau:

— CTaTHUCTHK YCYII,
—  JKCHEePT TU3UMIIAPH;
— HEWpPOH TapMOKJIapH.

Cmamucmux  ycyn. CraTuCcTUK EHAANIMIIHUHT acOCHi ad3auturu —

alJakayoH WIIad YMKWITaH Ba Y3WHM TaHUTIaH MaTeMaTUK CTaTHUCTHKA
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anmnapaTUHU UIUIATUII Ba CYOBEKT XapaKTepura MocCanml.

ABBaNl TaxJIMJUIAaHYBYM TU3UMHUHI Oapya CyObEKTJIapy yuyH Ipoduiuiap
aHuKnaHagu. Mnuatunaguran  OpoQWIUIApHUHT  STAlOHAAH — Xap  KaHJal
YeTJaHUIIN pyXxcaT dTHiIMarad (oigananuim xucobnanagu. CTaTUCTUK ycCyJuiap
YHUBEpCal XHCOOJIAHAIW, YYyHKM MYMKUH OyJraH XyXyMJIapHA Ba yIiap
doinananagurad 3anIUKIapHA OUIUI Tasad dTuiaMaian. AMmMo Oy ycyiuiapaan
doitnananumga Oup KaH4Ya MyamMMoJiap naiao oymaau:

1. CTaTUCTUK TU3MMJIAp XOJWCANap KEIUIIW TapTHOUra ce3yBUaHMaciap;
0ap3u Xoyiapaa OWp XOJUCAHUHI Y3W, KEIUIIM TapTHOWUra Kypa aHoMasl EKH
HOpMaJ (paoMITHU XapaKTepJialll MyMKHH.

2. AHomai GaonusATHHU aJeKBaT UJIECHTU(PUKALUAIAI MaKCaAua XyKyMIapHU
aHUKJIAll TU3MMH TOMOHHJIAH Ky3aTHJIYBUM XapaKTEPUCTUKAJIAP YUYyH YATapaBHii
(OycaraBuil) KuiMatTaapHu OEpUI KyAa KUHUH.

3. CratucTuK ycyJuiap BakT YTHIIM OuiiaH Oy3FryHUMJIap TOMOHUJAH LIyHAAH
"VpHaTHIMIIK" MYMKUHKH, XY’KyM Xapakarjiapyu HopMaj KaOu KaOyJsl KMJIMHAIH.

Oxcnepm  mu3zumaapu. DKCHEPT TU3UMU OJaM-3KCHEPT OWIMMIIApUHU
KaMpa® oOJIyBUM KoMJajap TYIUIAMMJAH TAIIKWI TONraH. DKCHEpPT TU3UMMIAH
doifnanaHuil Xy>KyMJIAapHM aHHUKJIAIIHUHT KEHI TapKajiraH ycyiu Oynuo,
Xy)KymiIap Xycycuaaru axOopoT Koujaajgap KypuHuiuuga udopanaHagud. by
KOHUJIAJIap XapakaTiap KETMa-KETJIIMTH €KW CUTHATypajlap KypUHUINMAA E3WINALIN
MyMKHH. By KoupanapHUHT Xap OMpUHHMHI Oakapwjiviuaa pyxcarcu3 (paoaust
MaBXXyMJIUTH XyCycuaa Kapop KaOyn KwinHaau. byHnall €HIAIIMIIHUHT MYyXUM
a(3ayuIUra — EIFOH TPEBOTAaHUHT YMyMaH OYJIMacCIIUry.

DKcnepT TU3UMUHUHT MabJIyMOTiapu Oa3acuja Xo3upja MabiyM OYyiraH
aKcapusT XyXymyap CLeHapuscu OVIuIIM JO3UM. OKCIEpT TU3UMIIAPH,
J0J13apOJIMKHYU CaKJIall MaKcaauaa, MabIyMoTiIap 0a3aCMHU MyTTaCcHUJI SSHIUJIAIIHA
tanad a3ragu. [apum  sKkcmepr TU3UMIApU  Kalylalm  KypHajulapuiaru
MabIYMOTJIAPHUA KY3JaH KEUMpHUIIra SAXIIM WMKOHUATHM TaBCUSl KHIICA[a,
CypajiraH sSHrujJaHUIl YbTUOOPCU3 KONIUPWIMIIKA €K MabMyp TOMOHMJIAH KyJaa
amMajra OWMPWIMIIA MYMKHH. by 9Hr KaMuja, DJKCHEPT  TU3UMH
UMKOHUSITIIADUHUHT OYTIamura om0 Keaaau.

DKcnepT TU3UMIIAPUHUHT KaMUYMJIMKIAPU UYUJA HT aCOCUMCH - HOMABIyM
XYXKyMJIapHU aKCJIaHTUpa OJMaciurd. byHOa onguHAaH MabiyM XYy>KyMHHHT
XaTTO O3TMHA Y3rapuIIM XY>KyMJIapHU aHMKJIAIl TU3UMUHUHT WIUTAIINATA XKUITUN
TYCUK OYJIMIIN MYMKHH.

Heitipon mapmoxnapu. XyXyMmlIapHU aHUKJIAII YCYJJIADUHUHT aKCapHsTH
Koujanap €KMW CTaTHCTHK €EHJAIIMII acoCHJa Ha30paTIaHyBUYM MYXUTHHU
TaxJwiam makinapugad  Goinananaau. HaszopatnanyBum MyxuT cudatuna
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Kaluiam OKypHaJulapu €KW TapMOK Tpaduru Kypuiauimd MyMKuH. bByHnai
TaxJWJUIall MabMyp €KH XYKyMJIApHU SHUKJIAII TU3UMU TOMOHHWJAH SIPATHIITaH,
OJIIMH]IaH aHWKJIAHTaH KOMJAJIap TyIlaMura TasHa/Iu.

XyKyMHHU BakT Oyinda €k Oup Heua HUATH Oy3yK ojlamiiap ypracuaa xap
KaHIail OYIMHUIIM OSKCHepT TH3UMJAp €EplaMHlia aHUKJIAlra KAWAHYUINK
Tyraupaan. XyXymiap Ba yiap YCYJUIAPUHUHT TYpIU-TYMAaHIIATH TyQaiim,
AKCHEPT TU3UMIIAPU KOUJATAPUHUHT MabIyMOTJIap Oa3aCMHUHI XaTTO JOUMUMN
SHTUJIAHUIIN ~XaM  XY)XyMmjiap Juana3oHWHU aHUK —UACHTU(UKAIMSIIANIHA
kadonaTiiamaiam.

Helipon TapMokiapuaan QoiagaHuil 3KCIEpPT TU3UMIIAPUHUHT FOKOPHIA
KEeJITUPWITaH MyaMMoOJapHU OapTtapad STUIIHUHT OUp YCyJIu XuCOOJIaHAH.
Okcriept  TH3uMmiiapu  (oiianaHyBudMra Kypuia€traH — XapakTepHCTHKaJIap
KouJanap MabIyMOTiapu Oa3acuparura MOC KEJIUIIM €KH MOC KEeJIMAaclHuru
XyCcycHujJa aHWUK >KaBoO Oepaosica, HEHpPOTApMOK axOOpPOTHM TaxJIWJUIAlId Ba
MabJIyMOTJIADHU AaHUKJIAITra YpraHraH XapaKTepUCTHUKAJapura MoOC KETUIIUHU
OaxoJail UMKOHUSTHHU TakIuM 3Taau. HeliporapMokiau udogalalliHuHT MOCIIHUK
napaxacu 100%ra eTummm MyMKHWH, aMMO TaHJAll XaKUKUWIWTA TaMOMaH
KYHUJITaH Macalla MUCOJUIAPUHY TaxXJIuuiai cudartura OOTIHK.

ABBaJ TMNpeaMeT COXAaCHUHUHT OJIIMHJAAH TaHjaa0d OJIMHTaH MMUCOJUIa
HEHPOTapMOKHU TYTpu uaeHTU(uKanusnamra "yprarumaan". Helporapmok
peaKIUsACH TaxJIWUIaHAIW, KOHUKAPJIU HaTHXKajapra SPUIIUII MaKcaauaa TU3UM
co3nanaau. HelipoTapMok XxaMm BakT YTUIlIM OWUJIaH, MPEIMET COXacu OuaH OOTIIMK
MabIYMOTJIAPHU TaXJIMJUTAIIHYA YTKAa3UIIKra Kapad "taxxpubda oprrupaau’.

HeiipoTapMOKJIapHUHT CYMHUCTEHMOJI KWJIWHUIIHA aHUKJIAIJArd MYyXUM
ad3aJTUTy, yIapHUHT aTaluH KUJIMHAJAUTaH XYXyMIIap XapaKTepUCTHUKAJTIApUHU
"Yprauum" Ba TapMOKIa OJAWH Ky3aTWITaHUTra yXIIamaraH 3JIEMEHTJIapHU
UJeHTUPUKAUSIIAIT KOOUIUATUIUD.

IOxopuna TaBcudaanran XyXKymIapHU aHUKJIAIl yCYJUIADUHUHT Xap Oupu
ad3aumMkIapra Ba kKamurmimkiapra sra. lly ca6abmu, xo3upnaa TaBcudaHTaH
yCyJulapHUHT (akat OutracujgaH QolganaHyBUd THU3UMHHU YYPaTHINl KUWWH.
Opnatna, Oy ycynnap Oupraiukia UuIaTiiIaIu.

Xyocymnapnu  anukiauwl MusuMIapUHuHe mypKymaanuwiy. XyxKyMIIApHU
anukiam  tm3umiapu  IDS  (Intrusion Detection System)ma unuiatuiyBuu
Xy)KYMJIapHU aHUKJIOBUM MeXaHU3MIIap OWp HeYa yMyMUH yCyJuiapra acocjiaHTaH.
Tabkugnam J03UMKH, Oy ycyuiap Oup-OMpUHM HWHKOp HTMalau. AKcapusT
TU3UMIIapJa OUp Heva yCyJIapHUHT KOMOUHAIMsICUAAH QoiiianaHuIaan.

XyXyMJIapHU aHUKJIAIl TU3UMJIApU Kylujaard ajgoMariapu Oyitnua

TYPKYMJIAHUIIA MYMKHH:
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— peakuus Kypcatuul ycyau Oyitnua;

—  XyXyMmjapHu (oIl ATHII YCyiau OYyinya;

—  XYXYM XyCYCHJIard axOOpOTHU WHUTHUII yCyJIn OYinya.

Peakust xypcarum ycynu OVitmda maccuB Ba aktuB IDSnmap dapkinanamu.
[Taccu IDS nap xyxyM (QakTIapuHu KaWaiailav, MabIyMOTJIapHH KXypHaj
daimura €3agum Ba oroxyaHtupunuiap Oepamu. AxtuB IDSmap, wmacanan,
TapMOKJIapapo »SKpaHHM KaiiTa KoHpurypamusuiam €Kd MapHpyTU3aTOpAaH
doiinasanun pydxaTUHU TEHepauusUianl OwiaH Xy)XymMra Kapiom Xapakar
KWINILTa YpUHAIH.

Xyxymnapau Qo stum ycynu Oyitmua IDSnapau KyWugard HMKKATA
KATEropusra ayKpaTHII KaOyIl KHIMHTaH:

— aHoMaJll XaTTU-XapakaTHU aHuKJam (anomaly-based);

— CYHMHMCTEBbMOJUIMKJIApHU aHUKJal (misuse detection €ku signature- based).

AHOMaJI XaTTU-XapaKaTHU aHUKJIAIl HyIu OWuslaH XY)KyMJIApHHM aHUKJIAIl
TEXHOJIOTUSACU KyHHWJaru TuIoTe3ara acociaaHrad. @ouJalaHyBUMHUHT aHOMAJ
XaTTH-XapakaTu (SbHU XY)KyMU €KW KaHJaWaup Fapasziid XapakaTh) — HOpMall
XaTTU-XAPAKAaTAaH YEeTJIAIIMIL. AHOMAJ XaTTU-Xapakarra MHCOJ TapHKacHiaa
KHCKA BaKT OpaJIUfHUIa yJIAHUIUIAPHUHT KaTTa COHUHU, MapKa3uil MpOLECCOPHUHT
IOKOPH IOKJIAaHUIIIMHYU Ba X. KYpPCaTUIIl MyMKHH.

Arap (QolinanaHyBUMHUHI HOpMaj XaTTU-XApakaTH MNOPOPUIMHU Oup
MabHO/JA TaBCH(UIAll MyMKHUH OyJiraHuaa, xap KaHAall yHIaH 4YeTJaHUIUIapHU
aHOMaJl XaTTH-Xapakar cudaruaa uAeHTUPKALMIIA MyMKUH Oynap 314. AMMO,
aHOMaJ XaTTHU-XapakaT Xap JOMM XaM XyXyM OymaBepMmaiinu. MacajaH, TapMOK
MabMypU TOMOHHJIaH F00OPHIITaH KYT COHJIM CYPOBJIAPHU XYXKYMJIAPHU aHUKJIAII
TU3UMH "XU3MAT KYpCaTUIIaH BO3 KEYMII' XWIMJArd XyxXyM cudaruga
uaeHTUUKAIUSIIANIA MyMKHH.

Ymby TeXHOJI0Tusl acocuaaru TU3MMJIaH (oilialaHnuTaH/1a UKKUTa KECKUH
X0JIaT 103 OEpUIIN MYMKHUH:

— XyXyM OyiMaran anomaj XaTTU-apaKkaTHU aHUKJIAII Ba YHU XyKyMJap

— cuH(pUra KUPUTHUII,

— aHOMaJI XaTTU-XapakaT Tabpudura Moc KeIMaauran Xy>KyMJIapHHU YTKa3uO
o0opumt. by xomat XxyxyMm OyinMaraH aHoMaj XaTTH XapakaTHU XyXKymiiap
cuH(UTra KUPUTHUIITA HUCOATaH XaBhIUPOK XUCOOIaHA Y.

By xareropusi TH3MMJIApUHM CcO3Jlallla Ba SKCIUTyaTalUACHIa MabMyp
KyWUUJIaru KUMUHYWIIMKIIApra 1y4 KeJlaau:

— (¢olimananyBud NpoPUIMHU KypHII cCepMexHaT macaja Oyiaumd, MabMypJlaH
KaTTa JacTia0Ku UIIUTapHH Tanad STajau.

! Stamp Mark. Information security: principles and practice. 295 — c.
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— IOKOpHJa KEATUPWITaH HMKKUTAa KECKWH XapakarjapJaH OWPUHUHT a0
OYIUIIM SXTUMOJUTUTUHY MAacaUTUPUII YUyH (hOHJamaHyBUM XATTH-XapaKaTUHUHT
ysrapaBuil KUMMaTIapUHU aHUKJIAI 3apyp.

AHoOMaJ XaTTu-xapakaTIapHUA aHUKJIAIl TEXHOJIOTHICH XYKYMIIADHUHT STHTH
XWIMHA aHUKJIAIIra MyJDKAJUIAaHTaH. YHHHT KUMYWIATH - JOMMO "ypraHumn"
3apypusTH. CYMUCTEbMOJUTMKIAPHU aHUKJIANI HYJIH OWIIaH Xy>KyMJIapHH aHUKJIAII
TEXHOJIOTUSICHHUHT MOXHUATH XYKYMJIAPHU CHUTHATypa KYPWHHINKIA TaBCHIaml
Ba ymly CcHUTHaTypaHH Ha30paTiaHyBUYM MakoHJa (TapMOK Tpaduruga &Exu
Kalanam oKypHajauaa) Kugupuiijgad ubopar. XyxkyM curHarypacu cudaruia
aHoMaJl (paoJIMATHU XapaKTEPJIOBUM Xapakariap IIabloHU €KU CUMBOJUIAP CaTpH
UIUIATUIMINN ~ MyMKHH. by curHaTypajgap Bupycra Kapiid TU3uMiapja
UIUIATUITYBYHM MabJIyMOTJIap 0a3acura yxmiam MabayMoTiaap 0a3acuaa cakjiIaHa/Iu.
Tabkuanam JO3MMKH, BHUpPYCra Kaplid pe3UJACHT MOHHUTOpIAp XYXyMJIapHU
aHUKJAll TU3UMIIADUHUHT XYCYCHI X0au XucoOnaHaau. AMmo Oy HyHamuuuiap
OollMIaH mapajyie]l PUBOXKIAHTAHJIApU cababiy, ylapHM axpaTuIl KaOyin
KWIMHTaH. YOy Xuwi1 TU3umiiap 6apya MabiyM XyKyMJIApHU aHUKJAcajia, SHTH,
XaJId MabJIyM OyJIMara Xy>KyMJIApHU aHUKJIai OJIMaiiIn.

By TusumiiapHu sKkcmyatanusacuaa XaM MabMypiiapra MyaMMOJapHH JIy4
KeJlaau. bBUpuHYM MyamMMO - CUTHATypaJlapHU TaBCU(IIAIl MEXaHU3MIIAPUHU, SHHU
Xy)KYMJIapHA TaBCU(JIOBUM TWIIApHU spaTuil. WKKUHUM MyamMmo, OUpUHYU
MyamMMO OuJiaH OorauK OYiu0, XyKyMIIapHU IIyH1aid TaBCU (ALl JJO3UMKH, YHUHT
Oapua MoaupUKaIMATIApUHU Kal1all UMKOHH TYFUJICHH.

XyXyM Xycycugaru axOOpOTHM HWUFHIN yCynu Oyinya TypKymulaml SHT
OMMAaBHUU XUCOOIaHAIN:

— TapMOK caTxuja XyXKymjapHu anukiam (network-based);

— XOCT caTxujia Xy>Kymiuapuu anukiai (host-based);

— WJIOBA caTxuja Xy>XyMmiaapHu aHukiaii (application-based).

TapMmoK caTxuaa XyXymJIapHU aHUKJIAIl TU3UMUJA TapMOKIaru TpapukHU
SIIMTHUILN OpKadud HUATH Oy3yK OJaMJIapHUHI MYMKHH OYJraH xapaxkatriapu
aHUKJIaHAU. Xy>KYMHH KHUJIUPHUII "XOCTAaH-XOCTrava" MpUHINANK OYiinda amanra
omvpwiaad. Ymly Xwira TaaulyKJId TH3UMIAp, OJaTaa  XyxKymiap
CUTHaTypacuaad Ba "Oup 3ymaa" taxmwianiian Govgananud, TapMOK TpapUTHHA
Taxyiaian. "bup 3ymma" Taximitam ycyiaura OMHOaH TapMoK Tpadwuru pea
€KU yHTa SIKWHPOK BaKT/la MOHUTOPUHIJIAHA/IA Ba MOC aHUKJIAIIl alrOpUTMIIapUAaH
dornananunaau. Kynuaua pyxcarcus doigananuin QaoJusaTUHU XapaKTePIOBUYH
TpaduKaaru MabJiyM caTpJIapHU KUJIUPUII MeXaHU3MIIapuaaH Goinananuiaam.

XocCT carxuja Xy)KyMJIapHA aHUKJIAI TU3UMH MabIyM XOCTAa HUATH Oy3yK
OJlaMJIapHM  MOHMTOPHMHIJIALI, JETEKTUpPJIall Ba Xapakarjapura peakius



I1I. HA3APUI1 MATEPUAJIJIAP

KypcaTuiira arairad. THU3UM XUMOsUIaHTaH XOCTJAa J>KOilamub, yHra Kapiiu
NYHAITHPWITaH XapakaTjapHU TEKIIMpaaud Ba OWIKOp Kuwiaad. by Tuszmmuiap
ONEpallMOH THU3UM €KUM WJIOBAJIAPHUHI Kalulall >XypHAJUIAPUHU TaXJIWIUIANIH.
Kaiignam xypHayuiapuHy TaxJIMiUIall yCYJIMHU aMaira OLIMpUII OCOH Oyicana, y
KyWUJaru KaMuuIdKiapra ara:

— KypHaJIJa Kala OJTWIYBYM  MAabIyMOTNIAD  XAKMUHUHI  KaTTaJWUTH
HA30paTJIaHyBYM TU3UM HIIUJIAIINA TE€3JIUTUTa CAIONN TabCUP KypcaTaau;

— KauJjaml >KypHaJIVMHU TaxJIWUIAIIHA MyTaxaccuciap €pJaMucHh3 amalra
omupud OYyImaiau;

— XO03Upraya KypHaJUIapHH CAKJIAIIHUHT YHU(PHUKAIUsIaHTaH (OpMaTH MaBxKyJ
aMac;

— Kaluialml  OKypHaJUIapuiard €3yBHM TaxJIWUIAl peajd  BakTAa aMaira
OLLIMPUIIMANIH.

[DSHUHT y4YMHYM XWIM MabJIyM HJIOBaJardk MYaMMOJIADHH KHWIWPHILTa

aCOCJIQHTaH.

Ha3zopar caBoJsiapu

WNnentudukanms.

AyTeHTuduKkams.

ABTOpHsI3aLHUs.

AyTteHTuduKaus ycyjiapu.

[Taponnap acocuna ayTeHTU(UKALINS.

CMmapT kapranap acocujia ayTeHTHPHUKAIUS.
BbuomeTpuk xycycustiap acocuaa ayTeHTHPHUKALUS.

e A

Pyxcartmapau HazopatTiamnl.

9. bomkapum moxaeiapu.

10. Tapmok1apapo 3kpaH Ba yJIApHUHT TypJIapH.
11. XyxyMiapHu aHUKIAIl TH3UMIIAPH.

DojigajaHIITaH agaduéraap

1. Stamp Mark. Information security: principles and practice. USA, 2015.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. T'anue C.K., Kapumo M.M., TomeB K.A. Ax6opot xaBdpcuznuru. 2008.

4. https://en.wikipedia.org/wiki/Trusted Computer System Evaluation

5. https://en.wikipedia.org/wiki/Common_Criteria
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3-mas3y. Coana ayreHTH(PHKANUSJIAIT TPOTOKOIapu. CHMMETPHK Ba
accuMeTpHK mWudpJIamra acocjaaHran nporoxo/uiap. SSH nporoxoJmn
(2 coar)

Pewxa:
3.1. Copna ayreHTU(UKAIMIIAIT TIPOTOKOJIIAPH.
3.2. CuMMeTpUK Ba aCCUMETPHK U pIIaIiTra acocIaHTaH
IIPOTOKOJLIAP.
3.3.  Secure Shell mpoTokomnmu.

Tasinu nbopasap: npomoxon, camapadopiux, MOOUNLIUK, aymeHUpuKayus,
Ceanc Kanumu, Kaaum makcumMaaul, Kpunmozpagux aieopumm, aymeHmuduxkayus
cyposu, ¢hovoanranysuu, wu@prawl, MaviymMom OYmyHIUcU, macoouguii coH,
napon, cepmuguxam, apoump, umM30 Kyuuul, UM3OHU MEKWUPULL, MAKpOpIaul
maxouo, napanien ceanc maxouou.

3.1. Coana ayreHTH(PUKANMAIANI POTOKOJIAPH
Nkkn €k yHI@aH OpPTUK TOMOHJAp OaxkapaauraH, Oupop-OMp MacaiaHu
CUMIIl YYyH JIOWMXAJAIITUPWITAH XapakaTiap KeTMa-KeTJIUTH IMPOTOKOJ
xuco0IaHuo, “xapakariap KETMa-KEeTIUTH CY3W MPOTOKOJ OOIIMIAaH TO OXUPHUTa
KaJlap KeTMa-KeT OaXapuiIuIIuHu Omiiaupanu. Xap Oup xapakaT HaBOaTMa-HaBOat
Oaxapuiaau, MIYHUHTIEK KeMMHTU Xapakatjap OJAUHIU Xapakariap TyraraHaaH
KeMMHIuHa OaxxkapwiMinHA Oouutaiau. “VIkku €Ku yHAAH OPTHUK TOMOHJIAP
Oaxxapaguran” CY3u TPOTOKON OaKAPWUIUIIKM YYyH KaMmHda HMKKH TOMOHHUHT
UIITUPOKH KepakiauruHu Owngupanu. [IpoTokonnu sxkka Ttaptubpa Oaxapu6d
oynmaiian. Huxost “Oupop-Ovp MacaiaHu euuil YYyH JOMUXaTaITHPUWITaH CY3H
MPOTOKOJ KaHAANaup HATHXKara 0110 OOpUIlIY KePAKIIUTUHU aHTJIATa Iu.
[Iporokonra yxmam, ammo Oupop-OMp HaTmkara oiaud OopMalguran
XapakaTiap KeTMa-KeTJIMru — Oy MPOTOKOJ 3Mac, akCMHYa OeKopra KeTKa3uiraH
BaKT XUCOOJIaHAIH.
[TpoTokomiap Kyinaaru Xycycustiapra sra OYJIuIg Kepak:
— amajulap OOIIMJaH OXWpUTAada TapTUOTa 9ra, SHHU Xe4 Oup aman yHAaH
OJITMHTHCH TyramaryHda OOIUIaHMACIIUTH Kepak;
— TPOTOKOJIHMHT Xap OMp UINITUPOKYHUCH MPOTOKOJTA OYHCYHHUINN TIapT;
— Xap Oup aman aifHaH aHMWKJAHTaH OYIMO, MKKH XWUJI MabHO KacO ITMaCIUTH
Kepak, Xap Oup Ba3uATIaH aHUK YUKHII HYJIU OYJIMIIN KEpaK;
— TIPOTOKOJI Y4yH OUTTa MINTHUPOKYMHUHT OVIMIIMA eTapiu 3Mac (MKKH EKU
YHJaH OPTHK OYJIUIIN KEPaK);
— MPOTOKOJHMHT Oapya HMINTUPOKYWIAPH aBBaJJaH OakapuiiaJuraH amasiap
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KETMa-KETJINTH OWJIaH TAaHUII Ba YHHU Oa)KapHIITa pO3H OYJIUIIIAPH KePaK;

— ToMOHIap Oupop O6up aHuK BazudbaHu Oaxxkapaauiap — Oy MakcaJCu3 amasuiap
OyIMacIuru Kepax.

— MPOTOKOJ TYIWK OYIUIIM JO3MM — YHAAQ aHWK Xapakarjap KeITHPWIIUIIN
Kepax.

Xap kyHnauk xaértumuzaa ¢gopman OyamMarad MpOTOKOJIIAP ACAPIN XaMma
KO NIITATUIIAIU: MacaiaH, TeleOH OpKalu TOPT OYIOpHIII, CailyIoBIapaa OBO3
Oepui Ba x.3. Omamiiap Oy MPOTOKOJUIAp XaKWAa yHYA YiammMaan. Yiap y30K
BaKT MOOaifHWIa SBONIOIMUIAINTAH, ylapAaH KaHaal QoigalaHuIIHE XaMMa
Ounaau Ba yJap WIMOHYIH UITUTAKIH.

[IpoTokoimmap  WNUIAIIMHA ~ HAMOWWIN  KWJIWII ~ y9yH  OWp-HedTa
UIITUpOKUYMIap €épaamuaan goinananamus (3.1-xansan).

3.1-xanBan
[IpoToxon HIITHPOKYKUIIApU
Nurrupoxuniap DaouATH bearnnanummu

Anuca Bbapua nmpoTokoyIapHUHT OMpUHYH A
UIITUPOKYHCH

bo6 bapua npoTOKOJUTApHUHT UKKHHYH B
UIITUPOKYUCH

Kspon VY4 Ba TYpT TOMOHJIM TPOTOKOJLIAP K
UIITUPOKYHCH

[eiiB TypT TOMOHIIM IPOTOKOJLIIAP D
UIITUPOKYHCH

Tpent Nmonunu BocuTaun T

EBa [TaccuB Oy3fyHuUHn E

Mbtopu EMOH HUAT/IN aKTUB OY3FyHUM M

Kpunrorpagpuk  mpoTokosa  KpUNTOAITOPUTMIAH  Ba  mudpam
KJIMTIIapuJaH QoigaianuiHy Oenruiad oepaaurad Koujaaaap Ba mpoleaypaiap
Tymiamuaup. Tomonnap Oup-Oupura uIOHUO AYCT OYNIMIIA MYMKUH EKU
aKkCcUH4Ya Oup-OMpHUra WIIOHMACIWTH, STbHM Oy3FyHYM OYJIUIIM  MYMKHH.
Kpunirorpadux mnpoTokon TapkuOura MabiyM OWp KpunTorpaduk alroputM
KUpaaAu, aMMO TPOTOKoJu1ap ¢akaTruHa Max(QUAINKHU TabMHUHJIAII Y4yH
mymxannanmarad. lIpoTokomnapna KpunTorpausHM —HOUIATUIINAH — Makcas
(bupuOrapiarK Ba HOKOHYHHMI SIIMTULTHU aHUKJIAII €KU YHTa WY KYHMAaCIuK.

YMyMu# Kouia myHaam:

ITpoTokonga KeNTUpUIAraHJaH TalIKapu KYNpOK Hapca Owinm €Kku
y3rapTupHIl MyMKHH 3Mac.
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bav3u mpoTokouiapAa MINTUPOKYMIIApAAaH OUpHU MKKMHYUCHHH aJlallu
MyMKHUH. bolka nporokoiapaa 3ca Oy3FyHYH MPOTOKOJHU OYy3WINN KU yHIArH
Max(uit MabIYMOTHH OMJIMO OJTUIIN MyMKHH.
Kpuntorpadux npotoxosuiap (KII) kyliumaru Oup Heya HIITHPOKYUIIAPIaH
TapKUO TOMraH TAKCUMIIAHTaH alTOPUTMIUD:
— ojamap;
— KOMIIBIOTEP JIacTypiapHu;
— KOMIIBIOTEpJIAap Ba XHUCOOIaIl KOMIUIEKCIIApH;
— MamJymotiap 6a3acu;
—  ajioKa TapMOKJIapH;
— ayTreHTU(DUKAIMS BOCUTATIAPH;
— Ba Oomkanap.
KITauar xap Ovp HIITUPOKYMCH MablIyM alTOPUTMIIAP KETMa-KETIWTHUra
MOC paBHILJa UII Oaxapaau. Xap Oup HMIITUPOKYM TOMOHUAAH OakapuiiaJurat
aman Kyiuaaruga OYJIHIIN MyMKHH:
— OomIKa HIITHPOKYHUTA (EKU UIITUPOKYMIIAP TYPYXUTA) XaOapHu 1060puLL;
— OollIKa MIITUPOKIUAAH Xaoap Kabyn KuiuwL,
—  UYKu amaj, S’hHU MINTUPOKYWIAp amMaira ommMpagurad 0ab3u XucoOuiarn
UILIapH.
KII nrtupoxuninapu 3 cundra 6ynuHaau:
1. Ooamoaeu (komynuii) uwmuporxuunap (A, B Ba xako3o Oenrunap
KypuHUIIKMAa udoaanaHnaau, MHAEKCIap OUaH XaM KEeJIHUIIU MyMKHH).
2. Hwonunu eocumauu (T Oenrucu xypunummaa wudoaaraHaAN, UHICKC
OWJIaH XaM KEJTUIIH MyMKHH).
3. Kyi#tunaru ukku cundra OYIUHYBYU 0)32YHUUIAD:
a) Ilaccus oOy3eynuunap (E Oenrucu xypuHumuga udomaiaHaan, HWHACKC
OWJIaH XaMm KEJIUIIH MyMKHH).
[TaccuB Oy3ryHuM OOIIKA MIITUPOKYMIIApTra F0O0OpraH xabapHu ynuiad OJIMILIH,
YFUpPIIAIIN Ba TaX U KAJTHIITA MYMKHH.
b) Axmus 6y32ynuurap (M Oenrucu kypuHummaa udomanaHagu, WHICKC
OWJIaH XaM KEJTUIIIH MyMKHH).
Axmue 6y32ynyu KyHujaru aMajjiapHu Oaskapuilid MyMKUH:
— OomKa MIITHPOKYWIApra OOpwiIraH xabapHu ymuiad ONHINIMA Ba TaXJIWJ
KHJTATITH;
— 1o0opuiIran xabapHu Y3rapTUpUIIY EKA YUUPHULIH;
—  SIHTY Xa0apHM XOCWJI KWJIMO, OOIIIKA UIITHPOKYUIApTa FOOOPHIIIH;
— VY3uHM OomIKa HINTHUPOKYM Kwinb  kypcatumm (OyHZaid — aKTUB

Oy3FyHUIIIApHU hupudeap ned HOMIAIIAN ).
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by Oynumpa comma ayteHTHUKANWs MTPOTOKOJUIAPUHHA KYPHUIN XaKuia
TyxTanub VyTwianu. byHna conma ayreHTHUKAIUS TU3UMIIAPUIAH TOPTHO
xaB()CH3 IPOTOKOJUIApra Kapab Goprran.'

Men Alice J
-
Tacourmna
-
MeHHHT mapomnnam "frank"
-

3.1-pacm. Conna ayreHTU(DUKAIUSTIAIT YCYIIN

by ycyn srona xommnerotepaa doiigananuiaranaa Kyjgai 0ynu0, TapMokaa
¢doitnanannmga xaBpau. byHpman Ttamkapu bobna Xam  ANHMCaHMHT TapoOJU

oymumun kepak. by ayreHTHuUKanusnam ycyiauaa Kydugard Taxiauj OYiauiim
MYMKHH.

&; MMen Alice 4

-
\ Tacmixkna a

- S~ 3
.

Mennnr naponnm "frank"

_|
-
-

Anuca bob
Tpuon
3.2 — pacm.
Men Alice /
’. am
I'I
Taconkna A
TPE'II[H Mennnr naponuM "frank"” . Bo6

3.3-pacm. Kaiita ro0opur Xyxxymu

FOxopuarn npoTOKOIHU sSHajIa caMapaaupok Tap3fa udojanann MyMKHH.
Ammo OyHaa XaMm roKopuaaru taxaua maBxya (3.4, 3.5 - pacmiap). 3.5-pacmaa
napoJi XelulaHraH Xojaa oyica xaM, Kaiita 1000pHIl TaXIuaura 6ap210H_ICI/I3.2

! Stamp Mark. Information security: principles and practice. 318 —c.
? Stamp Mark. Information security: principles and practice. 319 —c.
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MeH Alice, MeHHHTI naponnm "frank” g H
a Gl

4.4 — pacwm.

Men Alice

Tacourna

h(AliceHnHr maposmm)

3.5 —pacwm.

AyTeHTHUKaUsAIamga  ojaTAa  ‘CaBOJI-KaBOO”  yCyJNWJaH  KEHT
doitnananunaau (3.6 — pacm).

L Men AnHca

\ Nonce a
- £
’ F

h(Anucanuur naponun, Nonce)

L
L

L J

Annca

3.6 —pacwm.

AyTeHTuuKamIamga CAMMETPUK IHpaan ycymapuaad (poiaamuHunn

KEeHTI TapkKajiran. by xomma xap MKKM TOMOH OUp XWJI KaluTAa 3ra Oyaumm tanad
1
ATUIIA]IN.

Men Annca

R

E(R, K)

> Bo6,K

Amnca, K

3.7 — pacm. CummeTpuk mudpiain acocuaa ayTeHTUGUKaims
by epaa 6up ToMoHNama ayTeHTHUPHUKaLKS amanra OolmMpuiarad. Anuca 3ca
boOHM XaKuKMIUIMTUHM aHUKIak onaMmaiau. by MyamMo Kyilumaru pacmja

6aprapad stunran (3.8 - pacm). AMMo Oy ayTeHTHUKAIMSA TPOTOKOIMIa Auca
Fapa3 HUATIM QoiananyBuu Xam OYJIUIIN MyMKHH.

! Stamp Mark. Information security: principles and practice. 321 —c.
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Men Anuca -
- - L]
E(R, K) (g2
e EG—{: K) o -
Amuca, K - RO0.K

3.8 — pacm. Mkku ToMOHIamMa ayTeHTU UK

3.8 — pacma KeNTUpWITaH ayTeHTH(PHUKAIUS YCYIHMHH KyWHuaaru tapTadaa
Oaprapad 3tca 6ynaau (4.9 - pacm).

i
at |

A Men Ammca, Ra i
_, > &
Rb, ERa.K) ”*ﬂ
‘ a2
< E(Rb.K)
A..']};CELK - » D00k

3.9 — pacm. Mkku TOMOHJIaMa ayTeHTU(PUKALNS

Oxopunarn ayrentuduxanusiiam ycyau Oup Kaparanjga xaBdcus
KYpHiICcaIa, aMa ia mapaiiel ceaHe Xykymura 6apromcus (3.10 - pacwm). '

1. MeH Anuca, Ry

W/
> ¢
2. R, E(Ry, K) RS
* -
5. E(Rg, K
et e > 506, K
3. MeH Anuca,Rg '_,’:_’
>_ [ ]
(2
4. Rg, E(Rg, K) \“ﬁ
< .
TR 5o, K

3.10 — pacwm. Ilapemnen ceanc acocuaa Taxau/1

Oxopuparn Ttaxauggan kenau® YMKUO IIYHM aMTUII MYMKUHKH, OuUp
TOMOHJIaMa ayTeHTU(UKAIHASIIAII yCyJulapuaaH UKKH TOMOHJIaMa

ayreHTUUKanusutania ¢goigananum xaBdau skaH. by Kyimmaruda Oaprapad
stuil MyMkuH (3.11 - pacm).

! Stamp Mark. Information security: principles and practice. 322 —c.
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Men Anuca, Ra _
—' .‘/

Rb, E("Bob", Ra, K)

E("Anuca’, Rb, K)

>

Eo6, K

3.11— pacm. Mkku ToMOHJIamMa ayTeHTUPHUKAIUSITAIIT

3.2. CumMmeTpuK Ba acCHMeTpPHUK mmdpiamra
ACOCJIAHTaH NMPOTOKOJLIIAP

Ounk  KaMTam  mWH@piam  alropuTMiapuaad  QoiianaHuiran
NpoTOKoJIapAa, KyWuaaruda Oeinruianuiap KApUTUO OJUHAIUA: {M} Amca
AnYCcaHUHT OuYMK Kanmutuaad doigananud mmdpnam, [M]ame — AJUCAHUHT
maxduii KanuTH GUIaH HM30aNL. |

Ouuk kaauTiau mudpiam tu3umMu Ba DPU anroputminapunan dotinananuo,
OCOHJIMK OWJIaH ayTeHTU(UKAIUSUTAIIHE aMara OITUPHUII MyMKHH.

MeHn Anvca y
o W
{R}anuca .-
. -
F ' e
s Bo6
&}. MeH Anuca
- - -. F)
" R _4®
- s
’ [R]Anur.q
S > Bob

Anuvca

3.12 — pacm. Ouuk KanuTiv mudpiam acocuaa ayTeHTUGUKaIUsIaI

AyTeHTUdUKaIUsIaga oJaT/aa CeaHC KaJuTH J1e0 aTajiraH KaJauT MaBXy/l
o0y, y ayreHTudUKaIus *Kapa€HUJlaH CYHT OJIMHAIW Ba OWp CEaHC J1aBOMUA
doitnananunaan. Kyinna accumeruk mudprnam ycyauaad Goigananuiaral xoaa
CEaHC KAJIWTHHH Y3aTHII NPOTOKOJM KenaTupuiradH. Camapanu caHajcanga, UKKU

! Stamp Mark. Information security: principles and practice. 323 —c.
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TOMOHJIaMa aYTeHTI/I(l)I/IKaHI/IHHI/I aMaJira omurpHrJIMaraH.

Men Anuca, R Wl
> ot
{R, K} Anuca
-
X {R+1, K}&os
» 506

3.13 — pacm. CeaHC KaIUTUHU y3aTHIII

KYﬁHHaFPI IIPOTOKOJIAa HKKHM TOMOHJIaMa aYTCHTI/I(i)I/IKaI_[I/IHHaHI Ba CCaHC
o 1
KaJIuTH MaX(bHH KaJIuTHu XaB(l)CI/IS Tap3da y3aTHJII'aH.

Men Anuca, R wud
> W
[[R,K]Anmca}BoE
%
1 {[R+'T,K]505}Annca
»  Eo6
Anuca
3.14 — pacm. CeaHC KQUINTUHU y3aTHII
MeH Annca, R
>
R,K Anuca|Bob
4 [{R,K}anuca]
[{R+1,K}506]Anuca
> Bob

3.15 — pacm. CeaHC KaqUTHUHU y3aTHUIII

Hunxem-1pénep nporoxkosun

Poxxep Huaxem Ba Muxasn Illpénepnap ToMoHuman spatuiaran Oy
TPOTOKOJIAA apOUTP Ba CUMMETPHK KPUITOTH3MMAAH (ol IataHuIaTi:

1. A - ¢doiigananyBun umoHuad ToMoHra (W) ¥y3uHUHT ucMmuHM, B-
doiifalaHyBYNHUHT HICMUHY Ba Y3WHUHT Tacoau(uil COHUHU y3aTau.

A —> W: 4,BR,

! Stamp Mark. Information security: principles and practice. 325 —c.
Axbapo JI. E. “Ax06opoT XaB)CH3TNIMHE TAabMUHJIAIIHUHT KPUNTOTpadUK YCyUIlapH Ba yIApPHUHT
Kyumanwmmm”. 362 — c.
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2. 3 - UIIOHWIM TOMOH CE€aHC KAJIWTHU TeHepainus Kwiaau. by ceaHc
KAIUTHU Ba A - (oiijialaHyBUMHUHT UCMUHU B - doligananyBun OuinaH ymymMui
Oynran kanut opkanu mmdpaadau. Cynrpa A -QoiinanaHyBuu Ba ¥y3u Yy4dyH
yMyMUl Oynran kanut €paamuaa A - doigasaHyBYMHUHT Tacoguduii conu, B-
doiinaTaHyBUMHUHT HCMH, KamuT Ba MmHPpMatHHU mmdpraiiau. Huxoar y
mu@praaHrad MabIyMOTHH A -poiigananyBunra y3ataiu:

W — B: E,(R,,B.k,E,(k,A)) .

3. A - doiigananyBuu MabIyMOTHU Aemiudpnad, k -KaquTHU onagu. Y R,
Ba 1 - Oockuyzaa y3atwiran R, Hu comumtupanud. Cynrpa A - doligananyBuu
UIIOHYJIM TOMOH IH(pJiarad MabiyMOTHH B -¢oiinananyBuura y3zaraau:

A—>B: E, (kA .

4. B - ¢olinananyBun Oy MabIyMOTHHU JemU(piaiu Ba k - KaJIUTHH
onanu. CyHrpa y tacomuduii R, - COHMHHM TeHepauus Kuiamu. by tacomuduii
COHHHU k -KanuT épaamua mudpnaiau Ba A -poilnananyBunra y3ataau:
B—>A:E(R).

5. A - oiinananyBuu k - KaJIUT €plamMujia MAbIIyMOTHH Jemudpranm. A-
doitnananyBuu Taconuduii R, —1 - COHMHM reHepaus Kuiajau. by COHHU k -KaluT
Epnamuaa mudpnad kata B -dolinananyBuura y3aTaau:

A—>B:E®R,-1) .

6. B - doiinananyBun MabiymoTHH Jemmdpnad, R, -1 - COHUHHU
TEKIIUPaAN Ba XaKUKaTtnaH A - doiijgaraHyBYu OWIaH ajloKa YpHaTa&éTraHura
WIIOHY XOCHJI KHJIA]IH.

’. i 3 4K MIIOHWTH TOMOH
' (apGuTp)

3.16 — pacm. Y4 TOMOHJIaMa ayTeHTU(UKALUS
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by mporokonga R,, R, Ba R, —1 - COHJIapUAaH TaKpopaH (poiganaHuIaau.
Arap KpUINTOAQHAIUTUK aBBad (ONAATaHUNTAH k -KAJWTHU KYyJIra Kupurca, 3 -
Ooockuuna A -doiigananyBun HomuaaH B -dolinananyBunra MabiymMoT y3aTUIIN
MYMKUH.
Kep0epoc nporokosn

Kerberos mnportoxonu Hunaxem-llIpénep npoTOKOMMHUHT MOAMGPUKAIIMOH
BapUaHTH XucoOmaHaau. A - ¢oigananyBuu B - doiinananyBuu OunaH MabIyMOT
AJIMAIIHIIN YIyH yJIapra CeaHc KaauTH KyHHIardda aMaira OUHPHIanm:

1. A - doiinananyBun apOuTpra Y3uHUHT UCMU Ba B - doiinananyBYMHUHT
MCMU/IaH TAIKWJI TOTITaH MabIyMOTHH Yy3aTaIu:

A —>W: 4,B

2. ApOuTp HMKKHATa MabIyMOTHHU XOCHJ KHWJIaqu, OMPUHYMCH BaKT OEJTHCH,
xaétuil BakT L, Tacoguduit ceanc kamuT Ba A - (oHgaNTaHYBUYMHUHT HCMHJIAH
TaIIKWJI Tonrad. Apoutp 6y MabIyMOTHH Y34 Ba B - doitnananyBun yuyH yMmyMui
Oynran KanuT OwiaH MmUQpIaiad, UKKUHYUCH BaKT OCNTrUcH, XaéTUW BaKT,
Taconuduil ceaHc KanutT Ba B - (oligasaHyBUMHUHT MCMUJAH TAUIKWAJ TOMIaH.
ApOutp Oy MabiIyMOTHHU y3U Ba A -(doiifalaHyBUM y4yH YMyMUH OYJIraH KaJuT
Owian mmbpnaiiau. Y ukkaia mudpmMaTHHE A -doiiaianyBUUra y3atau:

W A: E,(t,L,k,B),E;(t,L,k,A) .

3. A - ¢oiigasanyBYM Y3UHUHT KaJUTH OusiaH OWUpUHYM MHU(PMATHHU
nemmdpraiayn. Y Y3WHUHT UCMH Ba BaKT METKacCHHH OwWpiamTupuO, kK - ceaHc
KanuT Owian mudpraiiau. by mmdbpmaTaau Ba apoutpan KaOyJ KWIraH UKKUHYH
mudpmatHHU B - doitnananyBunra yzaraau:

A— B: E (4,1),E,(t, Lk, A)

4. B - ¢oiinananyBuM V3UHUHT KaluTu €EpAaMuja UKKMHYM IIHPPMaTHHU
nemmdpiaiau Ba ceaHC KanuThra ira Oymamu. by ceanc kamut Epmammma
Oupunun mmpmaTHHE nemmdpraiau. Hatwxaga xocun Oynran A -
¢oiinaraHyBUMHUHT MCMHM Ba BakT Oenrucu aBBajrucu OuiaH mMoc Oynca, B -
doitnananyBun A - (QoiinanaHyBYMHN UACHTUGUKAMS Kuiagd. OHau A -
doiinananyBun yHU HICHTUGUKALKS KAJTUIIA y9yH BakT Oenrucura 1 pakaMuHH
Kymuo ceaHc KaiauT OwinaH mmdpruaian. Xocun OynraH mudpMatHHu A -
dbolinananyBuura y3aTaiu:

Arap xap Oup (oligamaHyBUMHHHT coaTiapu apOUTPHUHT COATH OWJIaH CHHXPOH

' Ax6apos J1. E. “Ax60poT xaB)CH3INTHHN TABMHUHIAIIHHHT KPUITOrpadyK yCyIIapy Ba yIapHAHT
Kyumanwmmm”. 366 — c.
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paBuIia uiiaca by mpoTokos sAxmm HaTwkKa Oepaiu.

SKEY nacrypu

MasbiaymoTHuHT xaBhcuznuruau Tabmuniaam yadyH SKEY (MabiyMOTHUHT
XaKUKUWJIMTHHA TEKIIMPYBUM) JacTypuaaH doigananuim MyMmMkuH. by nmactyp
KyWUJarnya amajira OmnpHIaIf.

A — ¢dolimananyBun ayTeHTH(HUKAMUS MacajJaCHHU Xajl KWIHII YIyH
tacomupuiiR conmam kupuragu. Kommerotep  f(R), f(f(R)), f(f(f(R))), ...
KHMUMaTIIapuHU XHUCOOMaiu. by KUHUMaTIapHU MOC XONIA X, Xy, X; ... X;oy €O

oenrunaiimu3. A dorinananyBun Oy pyHxaTHU KOro3ra €3ub oyiaau Ba OCpKUTAIIH.
byHmaH Tamkapu, KOMIOBIOTED X, KHMMAaTHU IHA(pIaHMaral XoJaa CaKIanIu.

A — dolinananyBuu cucremara OUPUHYM MapTa KUPUIIUA YIYH Y3 UICMUHU Ba
X, kuiiMatunu kuputagu. Kommbiorep f(x,,,) HUHT KHUMAaTHHU XUCOOJalan Ba

X,,, OWJIaH CONMINTHpaau. Arap KuWMartiap TeHTr OVyica, XaKuKaTaaH xaM A —

dboliananyBUM DKAaHJIWTUHU Tacaukiaan. CYHTpa KOMIIOTEp MabIyMOTIap
0azacugaru x,,, KHUMaTHU x,,,OWJIaH alMamTupuo Kysau. A — doitgananyByu sca

X, HUHT KUMMATUHU Y3 pYUXaTUAAH YIYUPaAIU.
Keitnnuanuk A — ¢oitnananyBun xap cadap cucremara KUpHILINAIA OXUPTH
yuupuiIMaral COHHM Kuputaau, wmacainaH i. Kommroorep f(x;) KUMMaTHU

XUcoOmaiim Ba MabaymMoOTNIap 0Oa3zacuja cakjaHa€Tral x COH OwiaH

i+l
cosmmtupanu. SKEY gactypuna xap 6up con Oup Maprta UIITUPOK 3Taau. byHmait
XOJIaTJa 3ca KPUNTOAHAIUTHK Xed KaHmal Qoiganu mabiymorra sra Oyia

OJIMaMIIH.

3.3. Secure Shell nporokon

SSH npoTokonu anoka Tapmoruaa, Macodamad Typud aman Oakapuill, UKKA
TapMOK (oiimamaHyBuMcH opacuaa XaBPCU3 KaHal XOCWJ KWIHII Y49yH
doitnananunagurad  KpunTorpaguk TapMOK MPOTOKOJUIUD. YOy aiaropuTMm
xaB(cu3 TapMOK OpKaiii Max(duid aJOKaHU TAIIKWJI STUI y4yH (HoigaTaHnIaan Ba
oyuna SSH ximuent Ba SSH cepBep opacuma xaBpcu3 KaHaid XOCHJI KWJIMHAIH.
Y6y nporokonsunr ukku SSH-1 Ba SSH-2 BapuanTIapi MaBxys.

Ymby mporokon Unix é&xyn LINUX cucremanapura pecypciapra
MypO’KaaTHU aMajira oImmpuiga (oigamaHWIaTuraH acoCuil OTWUIIMTANapIaH
canamu0, WINDOWS onepammon Tuzumu GoilalanyBUWIIapd  YUyH Xam
Mocnamtupwirad. Ymoy mnpotokon Telnet €ku Oomka xaBdpcuz Oynmaran
npotokosutap (Bekreley rsh, rexec, rlogin) ypuunu Oocuin makcaguaa HILIa0
yuKWITaH. Ymoly npoTokoiaa mudpiamaad ¢hoiganaHuil OpKaJid MabITyMOTHUHT

! Stamp Mark. Information security: principles and practice. 352 — c.
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OyTyHJIUTH Ba KOH()DHICHIMAIUIMTMHM TabMUHJAII amayra omupwirad (Jlekuw,
Oneapa CHoBneH TomoHuan 6asuaa NSA (National Security Agency) ToMoHUIaH
SSHHu nemmdpiamn opkaid MabIyMOTAAaH AlIMpUHYA (QolganaHmwirad ned xam
aluTUITaH).

SSH mpoTokonu Kyitnaaru UMKOHUSTIAPHU Oepau:

— xaB(cu3 JOTUH OWIaH OOFIaHUIIIHH;
— xaB(cu3 MabJIyMOT AJIMAIIUIIHA OYWK (MIIOHYCHU3) KaHAJI OpPKaJId amaira
OIIMPUIITHA TAbMHUHJIANTH.
SSH npoTtokosuiapu Kyiugarmiapra acocjaaHaau:
—  OYMK KJIWTIHU MHQpIaml alropuTMiapura EKu
— pakamuu cepTudukatiapra €Ku
— TapoJurapra.

YOy NpOTOKOJHUHT UKKH TypJard BapuaHTH, MyJUTMK Ba OYITyJ Typiapu
MaBXKy/I.

SSH Bazudanapu:

— xaB(cus Oyipyk-oitHacu (command-shell);
— xaB(dcus (aitn Tpanchepu;
— Port forwarding.

XaBdcuz Command-shell. Command shell Tuzumu Linux, Unix, Windows
OTIepaIfioH TU3UMIIapa MaBXyJ OYIu0, acocaH NacTypuil BOCHTaIapHHU IOKIAIIIa
Ba Oomka OyipykiapHu Oaxapuinga (oiinananunand. XaBdceusz command-shell
uinoBacu Macodaman Typub, OyWlpykiIapHu Oaxapuuiga, (ailjuilapHu Taxpup
KWIKIIAA, KaTaJloT TapKUOWHU KYpHINJa Ba MAbJIyMOT Oa3acHHHU OOIIKAPHIIIA
doinaraHuIUIKM MyMKUH. YOy TU3UMJIaH TApMOK, aJIMUHUCTPATOpU MacodaaaH
TypuO, ¥3 Basudamapunu Oaxkapuiia, Xu3MaTiIapHU OOIIKapuiljga Ba OOIIKa
amayulapHu  Oaxapuimga ¢oimanandimu MyMkuH. byHnma Oapua  Oyiipykiap
xaB(CU3 KaHAJl OpKaIu 1000puIaau.

Port forwarding. SSH nunr ymoOy mmkonusitu, TCP/IP xu3zmatu opkanu
amaJira OlUIMpPUIYBYH, e-mail, uCTeMOTIn MabIyMOTH 0a3acu Ba XaK. WioBajapaH
xaB(pcu3 kaHanm opkKaid (poWganmaHWII y49yH 3aMHH spartaad. Ymly Xu3mar
Oab3upa TyHetam kabu xu3maTHu amanra omwmpub, TCP/IP wnoBanapunam
xaBpcu3z kaHanm opkanm amaira omwupamud. Port forwarding xu3maru
YpHATWITaHAaH CYHT, XUMOSUTAHTaH KaHaJI OpKaiiu Oup ToMoHaaH (dhoiigaianyBuu
KHCM) UKKUHYM TOMOHTa (CepBEep TOMOHIa) MabJIyMOT JKYHaTUIaaAu. byHaa xocumn
KWJIMHTaH STOHA XMMOSJIAaHTaH KaHaJl OpKadu KyIiad wmioBajgap MabIyMOTIapH
1000puIIMII MyMKUH. bab3u unoBanapHu O6omkapumiaa Oyipykiap OMHACUHU Y3U
eTapiii caHanManau, rpaduk uHTepdeic opKamm OOMIKAPHUII Tablad ITHIIATH.
Ymby xomma SSH ymOy xusmatu opkamu Macodamard wuiaoBa OwiiaH
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Kpunrorpaduk XUMOSJIAHTAaH KaHaT XOCWJ KWiuWHaau. byHra mmcon KuimoO,
Virtual Network Client (VNC) Hu Mucos K0 oJIdil MyMKHH.

XaBcnz mmdpranrad TyHENT C

Tapmoxmapa  SSH Cepsep

WNutepuer
PO 3KpaH

SSH Kiuenrt

3.17 — pacm. SSH npoToxonu

XaB(cusz ¢aiin Tpanchepu. Secure File Transfer Protocol (SFTP)
nporokon SSH mporokonu acocupa wunuwiad uyukwiran Oynu6, Oynma FTP
IPOTOKOJIUAA MaBXKy 1l KYIu1a0 3anaukiap OJIy OJIMHTaH.

bupunungan SFTP @oiinananyBun JIOTMH/TIApOAMHU Ba 00OpHUIIAETIaH
MabIyMOTHHU MHU(PIIad KyHaTaIu.

HNkxknHupaan ymoy npotokoa SSH HuHT noptu (22 mopT) OpKaJld UILLIAiIH.
byngan tamkapu FTP mnporokonuma wmasxyn — Oynran Network Address
Translations (NAT) myammocu yupamaiiam.

SSH HUHT MPOTOKO.J aCOCH

— ®oigananyBuun ayrenrudukamnusicu (User authentication);

— Xocrtra acocnanras ayrentuduxanuscunam (Host authentication);
— MabaymoTHH mugpran;

— MabiaymoT OyTyHIIUTH.

< AyTteHTudukanms >

\ | “by mMeH” >

\ [ < “By MeH” |
SSH Knuent SSH Cepgep

Mudpnam

b b
y MEHIHE akshahdaskahjh345hnskdhf843 Y MEHHHE
xabapum xabapum

MabryMoT Oy TYHIUTH

3.18 — pacm. SSH ayTeHTHQHUKAIIUS UMKOHUTSIIAPH
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doiifanaHyBYu ayTeHTH(pUKaAUUACH (User authentication).
dolianaHyBUYMHUA XaKUKUWJIUTUHY TabMuHIamaa SSH Tu3zumMu Kyiuaaru Typaru
ayTeHTU(UKaLMIIAIT BOCUTaIapyuiaH (oiTalaHIIIaIN:
— TIapoJ acOCUJa;
—  OYHK KaJUTIIN mrdpIrant anropuTMIIapura acoCJaHTaH
ayTeHTHU(UKaLUsIAI yCyIUIapH;
— Kepb6epoc, NTLM Ba Gomkanap.

USERAUTH REQUEST
doliananyB4Yu HOMU
Xu3MaT HOMU

MeTtoa HOMHU

client server

S5H_MSG_USERAUTH_REQUEST

SSH_MS6_USERAUTH_FAILURE USERAUTH_FAILURE
_ (further authentication needed) doiiananuaaéTran
‘ ayTeHTU(UKaIMsIall  METOAJIapu
55H_MS6_USERAUTH_REQUEST HOMJIapHu

0aiipok xoJaTu
SSH_MSG_USERAUTH_FAILURE True: mactnabku ayTreHTUPUKALIUS

. (further authentication needed) MYBODAKHSTIH — aMMO  SIXITHPOK

ayTeHTusukadanm 3apyp

False: OJITUHTHU
SSH_MS6_USERAUTH_REQUEST ayTeHTHOUKALMATAIL

MyodaKkusTcu3
USERAUTH_SUCCESS
AyteHTuduKaIms Tyrajd Ba cepBep

S55H_MS6_USERAUTH_SUCCE 5ﬁ

XU3MaT CYpPOBUHU KYTHUIITHU
oomuIangn
llapon  acocuoa  aymemmugurxayusraw.  YmoOy  ycyn  Oomika

ayTeHTHU(UKalUWsIall ycyJjlapura Kaparaiaa kyn yupad, OyH7a mapos Ba JOTHHH
acocuna (horganaHyBuM XaKUKUiMru TabMuHiaanaau. bab3u nporokomnap, FTP,
Telnet mpoTokoIapu JIOTHH Ba MapOJIHM KaHallJja OuMK XoJsataa odbopaau. by aca
Oy3FyHUMIa TapMOKHM THHTIJIAII Ba yJIApHU KYJra KUPUTHUII UMKOHUHH Oepaju.
byngan ¢apkau paBumpa SSH npoTokonuga JOTMH Ba Maposl TapMOKIa
mudpaaHraH XoJataa oopuIaam.
SSH MSG _USERAUTH REQUEST

— QonpanaHyB4u UCMH

— X#n3MaT HOMH

— Ilapon
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— FALSE (6aiipox xonmatu FALSE)
— Ilapon
Ymby cypoBra cepBep Kylujaaruia >kaBod Oepuim MyMKHH:
SSH MSG USERAUTH FAILURE,
SSH MSG_USERAUTH_SUCCESS, éku
SSH MSG_USERAUTH PASSWD_ CHANGEREQ
Ouux Kaaumiu wugpraw anzopummaapuza acocnanean
aymenmugpuxayusiaws  ycyinapu.  YmoOy ycyn SSH  Tusummaa = KeHr
doiinananunaguran ayTeHTUQUKaIusuiam ycyimapuaad Oupuaup. bynna xamut
y3ywiurn 1024 Outnan 2048 Out opanuruga  Oynamu. YmlOy ycynna
doiinasiaHyBYM OUYMK KaJUTJIApW CepBepla cakjiaHaad. byHaaH Tamkapu
doitnanianyBun Max@uili KamuTra MOC MapoJira sra Oynu0, Oy3ryHuu Maxuii
KQIUTHU OWJITaHJla XaM MapoJICU3 TU3MMHH OOlIKapa OJIMan/Iu.
Kyiinna ceprudukatiapra acociianran cogaanamtupuwirad SSH nporokonu
KeJTHPUITaH:

Anuca,CP, R,

CS, Ry ;

g® mod p . ?“ﬂ

g° mod p, certificateg, Sg

E( Anuca, certificate,, S,, K) Bo6

3.19 — pacm. Conna SSH nipoTokonu

by epna:

CP="crypto proposed” Ba CS = “crypto selected”.

H=h (Amuca, Bo6, CP, CS, R4, Rg, g'modp, g’modp, g"’modp).
Sp= [H]sos;

SA=[H, Anuca, certificatea] aumca;

K= g*modp.

! Stamp Mark. Information security: principles and practice. 352 — 353 —c.
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SSH na MIM xy:xymu
k, Anuca , R, Anwuca , R,
> > /
AL Rg Re -
g® mod p - g' mod p F x_ﬂ

' g' mod p, certg, Sy g®” mod p, certg, Sg .,

- - Bob

Anuca E(Anuca, certa, Sa,K) Tpuau E(Anuca, certa, Sa,K)
- >

3.20 — pacm. SSH npoTokonu yprara Typran ogaM XyKyMH

AJinca KyiuIaruHu Xxucooamam:

H,=h (Anuca, 506, CP, CS, R, Rz, g'modp, g'modp, g*‘modp).
Ammo bo0 Kyiiugarura umM30 4eKajau:
H,=h (Asmuca, 506, CP, CS, Ra, Rg, g'modp, g’modp, g”modp).

Xoct acocaanran ayrearupukanusaiaam (Host authentication).

Ymby  ycynna dbolinananyBun  XOCTUra acoCJIaHTaH X0J1/1a
ayTeHTU(UKalMsIIall amaira olmmpuiaad. Arap Oup HeuTa (oiinananyBumniap
Oup mammHaga Oyrca y XoJja yjiap y4yH sSITOHa XOCT KajJuTH MaBxXyna OYiuo,
ayTeHTU(PUKalUsIIal alHaH [Ty KaJuTra acocliaHraH XOJijja amajra OLIUPHIIaJIH.
Ymby xonma doiganianyBud Y3UHUHT MIAXCHM KAJIUTH Ba MIAXCUHUA TabMUHIIAII
yayH ceptudukatuHu o0opaau. CepBep 3ca OUYMK KAJIUTHU allHaH Iy
doinaranyBYUTa TETUIILTN €KW TETHIILTA SMACIUTHHU Ba UM30HU XaKUKUWITUTHHA
TEKIITUPAIU.

SSH MSG USERAUTH REQUEST

—  @oiinaslaHyB4YM1 UCMU;

— Xu3MaT HOMH;

—  “hostbased’;

—  O4HK KaauTJIA aJTOPUTM HOMH;

—  Mmxo3 X0CTH y4yH cepTU(hUKAT Ba OYUK KAJIUT;
—  Mmx03 XOCTH HOMH;

—  Mwuxko3 xoctuaa ¢hoianaHyBIu UCMU,

— HmM3o (ceccust pakamu, Ba XaK).

Mabaymoruu mudpian.

IOGopunaérran mMabayMoT OolKayiap TyIIyHa OJIMAciIWIrd y4yH mudpain
anroputmiiapu  Epnamuna mumdpnanaad. byama SSH  mporokomm  Gioxm
nmdprnam anropurmiapu cananran (DES, 3DES, Blowfish, AES, Ba Twofish)
napnad doigananaad. MabliyMOT aJMalIMHUIIIAH OJIIMH UKKKM TOMOH Opacuia
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doiinamaHuIaHUIIN Kepak OyiraH Kpunorpaduk alropuTmiiap KeJIuImuo OJMHAIH.
AytenTudukanus xapaCHuIaH CYHT, YMyMUH KaJWUT TaHJIaHUO, ymoly KaauT
acocua GoigataHyBUIUIAp MabIYMOTHH mU(PIad rodoopHUIaIm.

MabjayMoT OyTYHJIUIH.

MabiyMOT y3aTWIHII Kapa€Hua Oy3FyHYM TOMOHUAAH MabllyMOTHH WYK
KWIMHUIITA YPUHUII €KUM MabIyMOTHH Y3TapTUPHII XOJATJIapy Ky3aTHJIAIu.
Ym0y XonatnapHd OJJIMHU ONWII Ba TeKmupum yuyyH SSH Tusummapuna
MabJIyMOT OyTYHJIMTMHU TabMUHIAIl anroputmiapu Qoigananmnamgu. SSH1
MPOTOKOJIMIA MAabIyMOTHU OyTYHJIMTMHM Tekmupuinga oaauii 32 outiu CRC
MabJIYMOTHHU TEKIIUPHIN TU3UMHUAAH (oinananuiran 0yica, SSH2 tusumuaa sca
MAC (Message Authentication Code) Tuzumiapuaan ¢oiiiagaHuIraH.

SSH  nporokomumma — KyWuaaru Kpunrorpaguk  aJropuTMIapaH
dbolnananuaraH:

— TCP ypuura SCTP npoTokonu KyJUIaHWITaH;

— ECDSA 5PU anropurmu;

— ECDH kanurt anMamuHu IpOTOKOIIH;

— UMAC Tu3umu, mabiyMOoTHH OyTyHiauruau Ttekmupuim yuyyH (HMAC
YpHHTA).

Ha3zopar caBosiapu

Kpunrorpaduk npotokos Ba ynapra Kyhiuinaaurad tainaduap.

Copna ayreHTU(UKALUSIALL YCYIUIApH.

CumMMeTpuK mupaaira acocianrad ayTeHTUQUKaUsIIa IpOTOKOIH.
AccumeTpuk mudpIamnra acocjaaHrad ayTeHTU(UKaLUsIal IPOTOKOJIH.
Kep6epoc npotokomu.

SKEY nmactypu.

SSH npoTokommu.

NSV kWD =
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IV. AMAJIM MAIIFYJIOT MATEPHUAJLIAPH

1 — amanmii mamryJior. lludpaam aaropurmiaapu (4 coar)

Numnnnar maxcaau: ludprnam anropurmiapu acocujga axOOpOTHHU
MaxX(UIATUTHHA TAbMHUHJIAIIL.

MacanaHuHr KYHWIMIIKM: YpraHwirad mudpianm ycyjuiapd acocuaa
OepuiraH TONIIUPUKIAP OaKAPUIICUH.

Ninu 6a:kapui y4yyH HaMyHa

CummeTpuk mumdpnam ycyuiapu (oiganaHWwIral ajiMallTUPUIIl TypUra
Kypa YpHH aJIMalITHPHII Ba YPHUTA KYHHII yCyIapura OyIMHAIM. YPHH
aJIMalIMHUII mU@pliapura O4YuK MaTH Oenrujiapu mMaxpuil xkaauT Ousian Oupop
aNropuT™M OyHHUYa TapTUOU Y3rapTUPUIIAJIN. S"pHHra KYyWHUII yCyJulapuaa 3¢a O4MK
MaTH Oenruiapu Oomika andaBuT Oenruiiapura aIMalTHPUIATH.

Coana ypuH aaMalITHPUII yCyJUIapH

VpuH anMamTHpHIra MHCON TApUKACHIA AcTia0KM axGopoT OIOKHHH
MaTpulara Katop Oyitmua €3uiiHu, YKUIIHU 3ca YCTYH Oyiinda amaira OIHUpUITHU
KypcaTUIl MYMKMH. Marpuna KaTopJapuHM TYJIAUPUII Ba MQpPIaHTraH
axO0pOTHU YCTYH OyiMYa YKUII KETMa-KeTJIUTH KaluT EpjaaMuaa OepuivId
MYMKHH.

Vpun anmamrrupuimn mudpr oaauii mmdpram xucobaanub, 6y ycymaa
KaTop Ba ycTyHAaH (oipananwiagu. YyHky mudpiam xkaaBajl acocuaa amainra
omupmwianu. by epna kanut (K) cudaruna sxaiBalHUHT YCTYH Ba KaTOPH XHU3MaT
kuiagu. Mata (T,) cumBostapuHuHT youamura kapad NxM sxkanBanu Ty3uiaay Ba
ounk MatHHU (T)) ycTyH Oyiinya >xoimamtupunu® 4YMKWIaad, KaTtop OViimua
Vkunu6 mmdpnanrad matara (T;) sra OynuHaau Ba Giokiiapra OyianHaIu.

Macanan, « AXO60poT XxaB(PCHU3IUTH KaABATIN» MATHUA MU PIAHCHH.
To=Ax060poT xaBhCcHU3IUTH KaTBAIH,

K = 5x5; B=5;
A 0 @ " i
X T C I B
b X " " A
O A 3 X JI
P B JI A n

T,=AO®UJI XTCI'B BXUUA OA3KJL PBJIAU
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YCymHUHT KPUNITOTYPFYHJIUTH OJOK Y3yHJIWUTHTa (MaTpuiia YiIdamura)
O0ornuk. MacanaH y3yHIUTH 64 cUMBoOJra TEHr OVirad OJIOK (MaTpuila Yidamu
8x8) yuyn kanuthuHr 1,6 10° xoMOMHALHACKH GYIHIIN MyMKHH. Y3yHmuru 256
CHUMBOJITA TEHT OYaTaH O0JI0K (MaTpuIa yirdamu 16x16) KaIUTHUHT MyMKUH OYJraH
KOMOMHAIUsACH 1,4 o 10%° ra etwmmm MYMKHH.

Uynanuunu ypun armawmupyw cAEGUAATH MHGPIAPHAHET KYyIIAHATHIII
amanga Kyn TapkanraH. bynmail mmumdprnam anropuTmiapu OUpop T€OMETPUK
aKjira acociadran 0ynamu. O4uK MabIyMOT OJIOKIApH TE€OMETPHK IIAKITa OUPOp
TpaekTopus (y3iaykcu3 wu3) OVinua >xkounamtupuiaau. [ludpmabaymor sca
Oolka TpaekTopus OViinua XoCuia KWIMHAAW. ['eoMeTpuk maki cudaruaa (n X m)
YidamMiy kajBail ou0, YHUHT OMpUHYM caTpu OomuaaH 0omnuiad ouuK MabiaIyMOT
OenTuiIapuH{ dYamnjaH YHITa KEeTMa-KeT >KOUJIAIITHpUO, caTp Tyrarad WKKAHYU
caTpra, OYMK MabIyMOT OENTrMIapUHH YHTAaH Yanra KeTMa-KeT Kouinamtupuo, Oy
caTp TaMOM O¥yniray, KEWWHIM caTpra OJIIMHTUCUTa TEeCKapu HyHaIUIga
KOWJTAIITUPWIIAAN Ba X0Ka30o. Oxupuaa TyaMall KOJITaH caTp sYerKaiapu OYUK
MabIyMOT andaBuTuaan Gapkiau Oyiran oenrwiap owian Tynaupmianu. CyHrpa,
OYMK MabJIYMOTHH >KOMIAIITUPUII TapTUOUIaH (papkiu O6yiaran Oupop MyHamu
TaHjaad oNMHHMO, NIy WYHAIUII acocuja MUPPMabIyMOT XOCWJ KUJIMHAJIH.
[udppmabayMOT XOCHI KUJIUII WYHATUIIA KaIUT BazudacuHu Oaxapaau. Mucon
cudatuaa “UyHaruwiiu ypuHn aimawmupuul wu@dpiaw aieopummuy’ KyMIaCUHU
mdpaamnn (4x10) —ymyamnm kajaBan acocuja KyWuaaruda amaira OUIMpPHIL
MYMKHH:

2 3 4

~
o0
\O
—_

N = NCH

SRR
SRR
I
R[N W
N IR s
QI | |8
ST S
SHESENES
QT IT =] o

By xanBan ycTyHnapu KeTMa-KeTIMKIAPUHU apajlalliTUpran xonaa (OyHmait
apanamTtupuniapauar - ymymuii  conn  10!=3628800 Tta Oymamu), macana,
72968411035 TapTHo (kamuT) Owtan
“wapoymuuuuanun@parieaaumuup. ypuaHuwmimuy”’ ma@pMabIyMOTHH XOCHII
kunuHaau. ndpMabiyMOTHH XOCHI KUIIUII Kapa€HUHU KaJIBATHUHT caTpiiapH
VpuHIapuHu €KW Xap OWp YCTyHJIapu caTpJIapuHU aloXuja alIMallTHPUIILIIAp
OwiaH sHA XaM MypakkaOmamtupuin MymkuH. Carpriap, yCTyHJIap Ba ajoxuja
OJIMHTaH CaTp YCTYHJApWHU €KW ajOXHJa OJIMHTaH YCTYH CaTpiapvHU MIUdpIam
xapaéHu OocKuwIapuaa Y3rapTupud Typull OWiaH siHa XaM Mypakkad Oyirax

mudpIiail anropuTMIAPUHU XOCUIT KUJTUIIT MyMKHH.
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Coana ypHura Kyium ycyJuiapu

Hugpnam  anropuTMiapy OYMK MabiIyMOT aildaBUTH OENTHIapUHU
MUPPMabIyMOT OeNruiiapura akCIaHTUPHILAAH MOOpaT SKAaHIMIU TaKUIJaHIH.
Axkcnantupunuiap QyHkuusigapu (kanut ae0 aTtaayBud HOMAabJIyM) HapaMmerpra
OOFIIMK XOJIa: KaJBall Ba aHAJTUTHUK M(oa KYpUHHUIILIapyIa OCpUITUIITN MyMKHH.
VpHura Kyimm mmgpiam anropuTMIAPUHHMHET NacTIa0K¥ HaMyHalapd OyiraH
TapUXUN MHUPpIAl aNrTOPUTMIAPUHUHT ACSPIN XaMMAacH >KaJBajl KYpUHUIIHIA
udomanaHaayn. YpHAra KyHum mmdpram  ajdrOpUTMIAPHHHHT  YMYMHMi
XYCYCUATHHU XHucoOra oiaud, Oy cHMH(Iard aaropuTMIIapHU KaJBajl KYpHUHHULIIA
Kyinaaruda ndoaanam MyMKUH:

Ounk Mabaymor ajagaBuTH A b s
(kmpuiuTya Oesruiap)
0.0.0.0_0 1.1 111 31 .31 .31 .31 31
llInppmaniaymor XX, Xy X3Xy | XoX; XpX3X, | - Xy X; X5 X5 X,

andaBuT (MKKWIHK CAHOK
cucTremMacu OeJIruaiapu)

Kupunmua andasut Oenrunapu conu 32 Ta, mry 32 Ta xap Xujl OelrujiapHu
6uriap OwiaH mbpomanam ydyH Gemr 6ut kubos, spHu 2° = 32. Kenrupuiran
*KanBanjgad ¢oigananunO, kupwutda andaButaa udopanmaHraH OYMK MaTyMOT
OeNTuIapyuHU yjaapra MOC KEIIyBYM MKKHJIMK CAaHOK CHUCTEMacuiaru Oemr OWTIIMK
Oenrmiapra aaMamITUpud MWHUPPMAbIyMOT XOCHJI KWIMHAIU, SIbHU x] € {0;1}.

Arapna, KeNTHpPWITaH JKaJBajja OYMK MabJIyMOT aidaBuTu Oenruiapura
muppMabIyMoT  adpaBUTUHUHI KaHAall Oem OWTIMK  Oedaruimapu  MocC
KYWUITaHJIMTH HOMAabJiyM Oyiica, Oy ’kaaBasl KainuT OYiauO, mudpMabayMOTIaH
OYMK MabJIyMOTHM THKJIALl Macajlacu MypakkaOnamanud. bynpail mmumdpnam
»)apaCHUHU U(HOAATIOBYN AITOPUTMHUHT KAIUTIAPUHUHT YMyMUN COHU 32! OYnuo0,

yoy n!z(ﬁj \2m - Crupnuar  dopmynacura Kypa  Kydujgaruda

e

32 32 32
2
= — <D, . > _ . . > _ . . — . . >
32! ;’7 2-.3,14-32 342 \J2-2-32 342 \J2-2.32=2%.2%.42>2%

xucoOmanaau. byHnmail xosar 3ca KaIMTHU OujiMaraH Xojiga aemrudiian
XKapa8HUHU amalira OIIMPHUIITHA KUAIUH MypaKkKaOIamTupaiy.

Addun tuzumunaru Le3ap ycynuna xap Oup xapdra aJiMamTHpuIIyBYU
xapduap maxcyc dhopmyna OVitnya anukinananu: E(x)=ax+b (modm), Oy epna a, b
- OytyH conmap Oynu0, kxamutinap xucobmanagu, 0<a, b<m. m — andaBur
Y3YHJIUTH.

Jemmdpnam sxapaéuu Kyiuaaru ¢opmysia acocuja amalira OUIMpPHIIAIN:
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D(E(x)) = a *(E(x) — b)modm. By epma a' modm 6Viinua a ra Teckapu
OyJraH CoH.
Jlotun andautu oiiianaHuiranaa y Kyinaarnia paKaMmaaHaIu:

A/B|C|DIE|FIGIHIT/JIK|L{M|INIOIP|Q|R|S|T|UIVIWX|Y|Z

Oj112(3(4|5(6(7(8/9(1 |1 |1 |1 |11 (1|1 |1 |1 |2|2|22|2]2
011 (2314|567 (8|9|0]|1 (2345

Mudpaam. Ymly ycynna mabaymoTiapau mmdpnam yuyH “ATTACK
AT DAWN” ounk MaTHM OJIMHKUO, KanuT cudaruaa a=3 Ba b=4 onunau. AndaBur
y3yHnuru m=26 ra TeHr. by Xxonma mmumdpram GyHKIUGCUHUHT yMyMUR
KypuHuiy  Kydumarumda Oymamnm:y = E(x) = (3x + 4)mod26. Oxopunaru
JKaJBajra acociaHuO KyWuJaruHu OJUI MyMKHH:

Xabap A T T A C K A T D A A\ N

0 19 19 0 2 10 0 19 3 0 22 13

[HudpramHUHT yMyMUR KYPUHHIIN ca KyHuaaruia 0ynaau:

Xabap AT T A |C K A T D A |W [N

0 (19 |19 |0 |2 10 |0 |19 |3 0 |22 |13
X

4 |61 |61 |4 |10 (34 |4 |61 |13 |4 |70 |43

3x+4

4 |9 9 4 |10 |8 4 19 13 (4 |18 |17
(3x+4)mod26
HIudp maTH E |J J E [K |I E |J N |E |S R

Nemmmdpaam sxapaéun. Jemmdpnam Qopmynacu D(y) = a 1(y —
b)modm ra tenr 6yau6, a~! = 9, b=4 Ba m=26 ra TeHr 6ynagy.

HIudp maTH E |J |J |E |K I E |J |N E |S R

4 9 19 |4 10 8 |4 9 13

N
—
o0
—
~

JlemmpratHUHT yMyMUR KYPUHHUIIH 3ca :

udppmara E |J J E |[K |I E |J N |E |S R

4 19 9 4 |10 |8 13 18 17

N
N

y

0 |45 [45 [0 [54 |36 |0 [45 [81 [0 [126 |117
9(y-4)

0O |19 (19 |0 |2 |10 (O [19 |3 |0 |22 |13
9(y-4)mod26

Xabap AT T A |C K |A|T D |A|W N

YacroraBuil TaXJIWJI YCYJIH
YacroTaBuii, SbHA CTAaTUCTUK XAPAKTEPUCTUKANAP YCYJIMIa CHUMMETPHUK
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¢KM HOCHMMETPHUK KPUIITOTH3UM KPUNTOTAXJWIUMCH MIHPpMaTHAAru Oenrunap,
xapdaap, CY3JIapHUHT TaKpOpJaHUIIApW COHMHM (YacToTajlapuHu) Xuco0Jial,
OYMK MAaTH Kaicu Twija €3uinraHuHu anukiaiiau. CyHrpa sca, mudpmata mudp
Oenrmwiapyd napaMeTpiapUuHM OYMK  MaTH Kailcu Twiga &3wiraH Oyica, Iy
TUJIHUHT TIapaMeTpiapu OmnaH conumtupanu. Macanan, uarims Tiinaa E xapdu
yactoTac 1okopu, mudpmaraaa L xappu gacrotacu okopu. [ludpmaranarun L
xappuau E xapdm Owmnan amMamTupwiagu, sSbHA MUGpPMaTH Ba OYHUK MAaTH
€3uaradH TWJI YacTOTaJapuHU KaMaiuil TapTuOujga €3u0, TapTHOU TYFpU KeraH
oenrunap y3apo anmamrupuianau. Keiiun mmdpmatn Gurpamma, Tpurpamma Ba k-
rpaMMaJIapUHUHT TaKpOPJAHUIUIAP COHMHU TOMUO, OYMK MaTH E3WJIraH THI
ourpamma, TpurpamMmma Ba K-rpammanapu OujgaH MOC XOJja  ajJMaIlTHPaJIu.
burpamma, Ttpurpamma, k-rpamma pgjraHma, MaTHOAa MKKWATa, ydra Ba K-ta
OCJITMHUHT KeTMa-KeT KEeJUIIM TylIyHwiaau. Macanan, uariu3 tuiuaa th, in, is,
er, he, en, Ourpammanapu, pyc TWIHIA €T, HO, €H, TO, Ha OUrpaMMainapu, €To,
€HO, HOB, TOB, 0BAa TpUIpaMMaJapu Kyn yupauau. Kyhnnaru xaaBanga WHIJIN3
TWIM XaphIapUHUHT Taiao0 OYIUIIMHUHT HUCOWM yacTtoTacu kentupuiran (40
000 Ta cy3 mumma).'

Xapd Conu Xapd YacroTacu
E 21912 E 12.02
T 16587 T 9.10
A 14810 A 8.12
O 14003 O 7.68
I 13318 I 7.31
N 12666 N 6.95
S 11450 S 6.28
R 10977 R 6.02
H 10795 H 5.92
D 7874 D 4.32
L 7253 L 3.98
U 5246 U 2.88
C 4943 C 2.71
M 4761 M 2.61
F 4200 F 2.30
Y 3853 Y 2.11
Y 3819 W 2.09
G 3693 G 2.03
P 3316 P 1.82
B 2715 B 1.49
A% 2019 v 1.11
K 1257 K 0.69

! Stamp Mark. Information security: principles and practice. 24 — c.
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X 315 X 0.17
Q 205 Q 0.11
J 188 J 0.10
Z 128 Z 0.07

IOxopuaa ailtu® yTwiraH NpUHLMIIIAP XO3UPrM KyHJa KEHI TapKajira
napoJUIapHU TaHjiam Oyiinua jnactypiapaa KymnaHwiagu. [laposutapHu TaHmamn
Oyiinya JacTyp aBBaJl0 SXTHUMOJUIMTM KaTTa OYiraH mapoJUlapHU TaHIalIu.
HXTUMOJIJIUTY KUYUK OYJTraH naposulapHu KeMUHTa 010 KYsau.

AS/1 okumJIM IM(pPIALI ATTOPUTMHU

AS5/1 mmdpnam anropuT™Mua 1acTia0Ku KaIUTHUHT Y3yHIUrd 64 OUTHU
TAIIKWT 3THO, y KYHHUIY YdTa PErMCTOpra KMiMaT KHiu6 Geprmaum:’

v' X: 19 bit (xp,x1,X2, ..., X1g)

v Y: 22 bit (Yo y1.V2, - V21)
v’ Z:23 bit (20,21,23, ...,Z22)
Xap 6up kamamaa: m = maj(xg, y10, Z10) XMCOOIaHATU
o macaaaun: maj(0,1,0) =0 Bamaj(1,1,0) =1
v’ arap xg = m ra TeHr 0yica, y Xoiaa X perucrop KuiiMatiapu
O t=Xx13Dx16 D x17 D x13
o x;=x;4fori=18,17,...,1 vaxy=t
v’ arap yjo = m ra TeHr 6yica, y Xxonaa Y perucTop KuiMariaapu

O 1=y @y

o y;i=yiyfori=21,20,....1 and yy) =1t

v’ arap z)o = m ra TeHr 0yica, y Xxoiaa Z perucTop KuiMaTiapu
O t=27® 290D 231 D 2oy

o zi=ziyfori=2221,....1andzy=1¢

v\ HATHKABMI KAJHT KeTMa-KeTJIurn x5 ® y,; @ z,, ra TeHr Gyaanu.

by amannap kyhunaru pacMia udoiananras:

! Stamp Mark. Information security: principles and practice. 53 — c.
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S T Y I T I O Y T Y T T L e
L
Y ¥ ¥ y 3 s 3 ¥o | ¥ 1 ¥ ¥rs | 3 ¥ vie | ¥ae | v _..&\_.,.
L B
Z lzr|ap |z g || Ze| oy s Zo |Ea)zn | Tl 2 | 2 | Zas | Zog ) 2rr | 200 | Tap

Macanan Kyiuuaar KypcaTWiIrad XoJj y4yH:

X JTilol1]ol1]ol1]o]1]o]1lol1]ol1]ol1]o]1

@
Y lif1fofof1f1]olofi{1]ofof1f1folol1]1]{of0f0][1}——>B—
1 v
@

Z J1]1]1]ofolofof1]1]1]1]ofo]o]of1]1]1]1]0f0]0]1
-

—»

@

m = maj(xg, V10, Z10) = maj(1,0,1) = 1 ra renr 6ynaau. Hatmwkana X perucrop
CUJDKAWIY, Y PETUCTOP CHIDKUMAWIU Ba Z PETUCTOP CUIDKUAWUIU. VHr ToMOHArH
outinap XOR aman OViinya kymunaau Ba 0 @ 1 @ 0 = 1 kuliMat oauHaIu.

Yoy ycynaa Oup uukiga Oup OUT KaJIUT XOCUI KUJIMHAIN.

DES mu¢paam aaropurmu

DES cranpapt mmdpnam anroputMu Amepuka Kymma [Itatnapu (AKII)
“Munuit Crannaptiap bropocu” Tomonuaan 1977 iiunaa 3bia0od KuiauHrad. 1980
nunna AKIauar “Crangaptiap Ba Texuonorusutap Mwumuii Uactutytu” Oy
QITOPUTMHH JIaBJIaT Ba CaBJIO-COTHK MOJIMACH coxacuaaru Mmaxguil OyimaraH,
aMMO MyXHUM OYJITraH MabIyMOTJIApHU pyXcaT dTUJIIMAaraH >KUCMOHHMM Ba FOPHUIIMK
maxciapian Myxodasza KuauHuIMAa mudpiam anroputMu cudaruga Kysiam
CTaHJapTH 1e0 KaOyJ KUJIIH. :

DES anroputmuzga: pactiabkd 56 OWUTIM KaldWTAAaH payH]l KaJWTIApUHU
XOCHJI KWJIMITHAHHT MYPaKKad SMAaciuTH, payHJ acOCHH aKCIaHTHUPUIIAPUHUHT
arrmapar-TeXHUK Ba JACTypUM TabMHUHOT KYpPUHHUIUIApUAA KYJUIAHWIMIIUHU
Ta@bMUHJAIIHUHT ~KyJaiurd, Xamjaa, yjap Kpunrorpaduk XOoCCaTapUHUHT
camMapajiopjiuird — KpUNTOOAPAOUUIUIUTUHUHT OKOPUJIUTH, Oy aJrOpUTMHUHT

! Stamp Mark. Information security: principles and practice. 58 — c.
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aCOCHM XyCYCUSTIAPUHU OCITHIIAN N,

Mudpnam sxapaéuu 64 OUTIIM OYUK MABIYMOT OJIOKJIAPUHHU aITrOpPUTMA
oepwiran /P —xanBain Oyinda YpuH alIMalITHPHUIN, YHUHT HATHKACHHU 1acTIIa0KU
56 OuTIM KaJuTAAH aJIrOpUTMJA KEITHPUITAH >KaJIBajiap OuilaH OWTIIAPHUHT
VpUHJIApUHU aJIMAaIITHPUII, LUKIMK Cypulll Ba 0ab3u OWTIApHH MYKOTHII
aKclaHTupunUiapuaan (Qorganann®d xXocwsa KWiIWHAguTraH 48 OWTIM payH.d
KaJIUTIapu XaMJa acoCHil akKclIaHTupumniapu Owmman 16 wmapra mmdpoar,
muQppNanl HATIKACH OJOKM OuTnapueu Oepwiran [P’ —xanpan Gyiimua
VpuHiaapuHu anMmamTupuiaad uoopart (1.1-pacm).

L R ‘ key ‘
28 28
shift shift
28 28
< I
5
48 Vompres/s/
28 28
key

1.1-pacm. DES anroputmunuHr 1 paynan

DES mmdprnam anroputmMuga (QolganaHWwiIraH MyXuUM — XaB(CU3IUK
Xycycustinapuaan ompu Oy S — xamBajnaup. by kajaBanmga KupyBYM KuWMar 6
OutHH Tamkuia JTHO, uwmkuiga 4 Outra y3rapagu. DES anroputmu comna
Kpunrorpaduk y3raptupunuiapaad uoopar 6ynuod, mmdpramaa Ba nemmdpiamnia
KaTTa TE3JIUKTa dra.

DES anroputmuna dovigananuirad E keHrauTupuiin sxaaBaim
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o Kupumpa 32 6ur

o 1 2 3 4 5 o 7 8 910 11 12 13 14 15

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
. Yuknma 48 6ur

31 01 2 3 4 3 4 5 6 T 8

78 9 10 11 12 11 12 13 14 15 16

15 16 17 18 19 20 19 20 21 22 23 24

23 24 25 26 27 28 27 28 29 30 31 O

DES na ¢oitnananunran S sxaaBasiap
Kupyeun 6 6ut mabaymot, 101011

= -
(0.5) (1.2.3.4)
l’ | 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
g0 | 1110 0100 1101 0001 0010 1111 1011 1000 0011 1010 0110 1100 0101 1001 0000 0111l
o1 | ©Q00QO 1111 ©111 @100 1110 OQOOQ10 1101 0001 1010 0110 1100 1011 1001 0101 0O11 1000
10 | 0100 0001 1110 1000 1101 0110 0010 1011 1111 1100 1001 0111 0011 1010 0101 0000

11 | 1111 1100 1000 Q010 O100 1001 OQOO01 O111 0O©O101 1011 0011 12120 1010 0000 0110 1101
Yurxumpa, 1001

P xanBan:
o Kupumpa 32 6ur

o 1 2 3 4 5 6 7 8 910 11 12 13 14 15
le 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

e  Ynpxkumma 32 6uT

15 © 19 20 28 11 27 1o 0 14 22 2 4 17 30 9
1 7 23 13 31 20 2 8 18 12 29 5 21 10 3 24

on

RSA anropurmn

1976 ¥unpa duddu Ba Xemnman y3mapununr «Kpunronorusiga sHru
HyHanmum» wWiMui unuiapuaa Oup ToMmMoHiau (yHkuus cudatuga y=g“ modn
udona OwiaH aHUKJIAHTAH AUCKPET Aapaxara KyTapuil (YHKUMSACUHU TakKIU(}
KUIKMO, a=log, ymodn Hdomanaru JMCKPET JOrapuMHU XUCOONATHUHT aMaIui

KUXATIaH Mypakkabiurura acociianran >aM. 1978 #umnga sca, Maccauycerc
TEXHOJOTUA UHCTUTYTHHUHT onumiapu: P.JL. Pusect, A. lllamup, JI. Annman,
V3MapuHUHT UMUK Makoiacuaa OupuHun 0ynud maxduii yciayOnu Ba XaKHMKaTaH
xaMm Oup TomMoHnM OynraH (yHkumsHU Takaud staunap. by makona «Pakamm
UM30JIApHU KYpHIL yCIIyOIapyu Ba OUMK KaJIUTIU KpUNTOcHCcTeManapy ae0 atainuo,
KYTIPOK ayTeHTU(UKAIIMS Macajajgapura KapaTuirad. X03Upru KyHjaa, Oy oKopuaa
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HOMJIapU KEJNTHUPWITaH OJUMIIAp Takiu(d 3TraH (QyHKIUSHHU, Iy OJUMIIAPHUHT
mapadura RSA Oup Tomonnu ¢yHkuusacu aevmnanu. by (yHkius mypakkad
OynMaif, yHWHT aHUKJIAHWIIN Y4YyH, JJIEMEHTap COHJIAp HaszapsicuaaH Oab3u
MabJIyMOT/IAp Kepak 6yiam.’

Mucoa: VYura xappman wubopar Oymran “CAB” wmabrymoTHHH
mdpraimus.

bu3 kymaiinmuk yuyH KuuMk TyO0 coHiapaaH QoigamaHamu3 Awmanna sca
MYMKHUH KaJap KarTa TyO coHap OuaH Il KYypusaau.

1. Ty6 6ynran p=3 Ba g=11 conapuHu TaHJ1a0 OJaMu3.

2. Ymly n=pg=3*11=33 coHnHU aHUKJIAaHMMU3.

Cyurpa, 9(33) =(p—-1)(g—1)=2-10=20 conunu Tonamus, Xxamaa 6y coH
Oowian 1 man gapkiau Oupop yMymuil OyiyBuMra sra OyamMaraH e COHMHHM, MHCOJ
Y4YH €=3 COHUHH, OJIAMU3.

3. IOxopuna kentupwirat (24) mapTHA KaHOATIAHTUPYBUU d COHUHU 3d=1
(mod 20) Tenrnukaan Tornamus. by con d=7

4. ludpnanumm kepak Oynran «CAB» MabIyMOTHHU TAalIKWJI 3TYBYH
xapmapuu: A—1, B—2, C—>3 mociukiap OuiaH COHJIM KYpUHHUINTA YTKa3HO
0Jin0, Oy MabJIyMOTHH MycOaT OyTyH COHJIAPHUHT, KETMa-KETIUTUIaH nbopar 1ed
Kapaiimuz. Y xonma mabiayMotT (3,1,2)xypunuinga 6ynaau Ba yHu {e;n}={3;33}

ounk Kamut Ouman f, (X) = x’(mod33) Oup TOMOHIM (QyHKUMS OuWiIaH

g praiMus:
x=3 1a [IIM 1=(3%)(mod33)=27,
x=1 na [IIM2=(1%) (mod33)=1,
x=2 1a [IIM3=(2%) (mod33)=8.

5. by onunran mudpnanran (27,1,8) mabaymorau maxduit {d;n}={7;33}

xamar 6unan S, (V) =y’ (mod33) udoma opxamn nemmudpraivus:

y=9 na OM1=(27") (mod33)=3,
y=1 na OM2=(1") (mod33)=1,
=29 na OM3=(8") (mod33)=2.

Mynmait kumb, kpuntotuzummiapaa RSA anrOpuTMUHUHT KYJUTAHWIIN
Kyhnaaruya: xap oup doiganaHyB4M UKKUTA €Tapiu Japaxaja KkaTta OyiamaraH p
Ba ¢ TyO COHJIapHM TaHJaiauIap Ba FOKOPUIA KEITUPWITAH aJropuT™ Oyiinda d Ba
e TyO coHnapuHu xaMm TaHnald onamu. bynna n=pq 0ynu0, {e;n} OYMK KaIUTHU
{d;n}sca maxduit kanuTHU Tamwkuwia 3Taau. OYUK KaauT OYMK MabIyMOTJap
kutobura kuputuiaau. OUuK KaauT OuiaH mupianrad MUQPPMAaTHHU 1Ty KaluT
Ounan nemmdpram UMKOHUATA HYK OYnuO, nemm@praliHUHT Maxpuil KaJluTH

! Stamp Mark. Information security: principles and practice. 95 — c.
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dakat mudp MabIYMOTHUHUHT XaKUKUAN dTacura MabIyM.

Tomuupuk

1. A5/1 mmdpnam anropuT™Mua Kydugara KuiMariap OuiaaH 5 OUT KeTMa —

KCTINK XOCHUJI KMJINHI:

X = (X0, X1.., X15) = (1010101010101010101)

Y=(yo, 1., Ya1) = (1100110011001100110011)

7 = {20, 71, ..., o) = (11100001111000011110000)

. Hezap ycynuaa Kyiuaura mu@pHA OYUHT Ba KATMTHUA aHUKJIAHT

CSYEVIXIVQMREXIH

. Kylinna 6epunran mmdppmMaTHHE YacToTajlap yCyJn OyinYa TaxJIuil KAJIUHT
Ba OYMK MaTHHU TOIIHHT:
GBSXUCGSZQGKGSQPKQKGLSKASPCGBGBKGUKGCEUKUZKGG
BSQEICACGKGCEUERWKLKUPKQQGCIICUAEUVSHQKGCEUPCG
BCGQOEVSHUNSUGKUZCGQSNLSHEHIEEDCUOGEPKHZGBSNKC
UGSUKUASERLSKASCUGBSLKACRCACUZSSZEUSBEXHKRGSHW
KLKUSQSKCHQTXKZHEUQBKZAENNSUASZFENFCUOCUEKBXG
BSWKLKUSQSKNFKQQKZEHGEGBSXUCGSZQGKGSQKUZBCQAEI
ISKOXSZSICVSHSZGEGBSQSAHSGKHMERQGKGSKREHNKIHSLI
MGEKHSASUGKNSHCAKUNSQQKOSPBCISGBCQHSLIMQGKGSZG
BKGCGQSSNSZXQSISQQGEAEUGCUXSGBSSICQGCUOZCLIENKG
CAUSOEGCKGCEUQCGAEUGKCUSZUEGBHSKGEHBCUGERPKHE

HKHNSZKGGKAD

Ha3sopar caBoJsiapu
1. S"pHH AIMAIITAPUII Ba YPHUTA KYWHII MU prapu.
2. Monayn apudmerpukacu.
3. DES mudpnam anropuTMu XyCcyCHUsITIapH.
4. RSA anroputmu.

DoiaJAHWITAH aga0uéTaap
1. Stamp Mark. Information security: principles and practice. USA, 2015.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information
Communication Security. 2010.

and

3. Axb6apos /. E. “Ax00poT xaB)CHU3IUTMHA TAbMHUHJIAIIHUHT KPUMITOTpapuK

yCyJIIapy Ba yJaapHUHT Kyutanwmimu — TorkeHT, 2008 — 394 Ger.
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2 — amasmii maryaoT. Tapmokiapapo 3xpan (4 coar)

Numuar makcaau: TapMmoknapapo 5KpaH KypWIMAacWHHM YpPHATHUII Ba YHU
CO3JIAlllL

Macananuar Kyduoammm:  @QoWJalaHyBuUM — IIAXCUKM  KOMIIBIOTEPH]IA
TapMOKJaH OYIMIIM MYMKMH TaxXJIWUIApDHU OJIIMHU OJMII Y4YyH IIaXCui
TapMOKJIapapo 3KpaH BOCUTACHHHU YPHATHILIYN Ba CO3JIAIIN JIO3UM.

HNunu 0a:kapuiln y4yH HaMyHa
Ymby amanuii umga maxcuid TapMOKJIapapo 3KpaHiiap Typura KUPYBYH
COMODO Internet Security Firewall nactypuii Bocutacu onMHHO, YHH YpHATHUII
Ba CO3JIaIll amMaJira OLIMPHUIIA]IH.
Ymly nactypuil BOCUTaHM YpHATUII YYyH TH3UMJAAH KyHUJaru pecypciap
Tanaabd dTUIAIN:
— Windows 7 (32-bit Ba 64-bit Bepcusiap) €ku Windows XP (32-bit Ba 64-bit
BepCUsIap);
— Internet Explorer 5.1 €xku yH1aH FOKOpH BEPCHUSACH;
— 128 MB onepaTtus xotupa (RAM);
— 210 MB xaTTuK IUCKIAH JKOH.
Ymby npactypuii BocuTaHu  http://www.personalfirewall.comodo.com)
MaH3WJINIaH OJIMIIMHTU3 MyMKUH.
Hactypuii Bocutanu kyumpu® onranunrusznan cynr, COMODO Internet
Security 8.2.0.4508 x32 ¢aiin ycruna ukku mapra 6ocunr. lllynnan cyHr xocun

OyJraH oifHaJaH KepaKkiu TAHJIOB TAaHJIAHA/H.
! COMODO Internet Security Setup =

Welcome to the COMODO Internet Security Setup 'f‘

Wizard

This wizard will help you configure your product. During this process please do not power
off your computer.

The installation may cause your internet connection to be temporarily dropped.

Back Mext Cancel

2.1 — pacMm. YpHaTUII TUIVMHU TaHJIAII

[lyngan CcyHr, TU3UM TOMOHMAAH Takiud OSTUITAH KEJIHUIIyBra 3
po3wurdHru3Hu  ownaupacus. lllyHman cyHr pacTypHu VpHATUII KapaéHu
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OKJIaHaau.

o
L=y

End-User License Agreement

Please read the following license agreement carefully

END USER LICENSE AND SUBSCRIBER AGREEMENT -

COMODO SECURITY SOFTWARE AND REMOTE PERSONAL
COMPUTER SERVICE

IMPORTAMNT - PLEASE READ THESE TERMS CAREFULLY BEFORE
DOWMNLOADIMG, INSTALLIMNG, OR USING COMODO'S ANTIVIRUS,
FIREWALL OR INTERMET SECURITY SOFTWARE AND REMOTE
PERSOMNAL COMPUTER SUPPORT SERVICES (THE "PRODUCTS™)
THE PRODLUCTS MEANS ALL OF THE ELECTROMIC FILES

PROVIDED EITHER BY DOWMNLOAD OR OMN PHYSICAL MEDIA (CD-

e A e T e

L T Ll N Tt I T

[+ I accept the terms in the License Agreement

| Print | | Back || MNext | | Cancel |

2.2 — pacM. Jlactyp mapTiapuHu KaOysl KUJIHII

Installing COMODO Internet Security

Please wait while the Setup Wizard installs COMODO Internet Security.

Status: Writing system registry values

Back Mext

2.3 — pacm. JlacTypHU YpHaATHUIII
JlacTyp ypHaTHITaHAaH CYHT KyHujaru olHa Xocwi Oyiaau Ba Oy olHagaH
Kepakiu OaHaHu TaHjaHT (MacaiaH, [ am at Home).
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COMODO nNetwork Detected

., Join a New Network

? Wired: 172.20.12.67/16

Please select your location:

| am at Home

Choose If you are at home and have just connected your computer to a
local network

| am at Work

Choose if you are at work place and have just connected your computer
to a local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop,
hotel or schoaol etc.

[] Do not detect new netwarks again

2.4 — pacm. Kepakiu TapMOKHU TaHJIAII

[lynpan cyHT, AAaCTypHMHT acoCUM OWHacu xocuia Oymamu. JlacTyp siHTH
VpHaTWITaHAAH CYHT, HWHTEpHEp TapMoFujaH y3 Oazacunu sHrwinanau. lynman
CYHT V3 MIIMHK Oonutaiiau. Arap aactyp y3 6a3acuHu sHTHIIaMaraH Oyiica pacMia
Kypcatuiaranu kabu “At Risk™ kypcaTkuuu naigo 6ynaau.

cCOMODO

Internet Security Premium

At Risk

x The virus signature

database is MOT up-to-
date Detected Threats Network Intrusions

Realtime Protection: Fix It!
i i It (-) Mever Updated = 0

Game Mode L Last Update Blocked Intrusions

Update Virtual op View Quarantine Get Live Support

2.5 — pacm. JlacTypHHMHT acocuil olHacu
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Hactypuu sarmmam yayH Update OGanam TanimaHagu Ba 0Oa3aHu OKJIa0

OJITYHI'a KaJap KYTHII TaBCHU 3TUJIAAN.
COMODO scan

Downloading:

Threat(s) Found: 0

Threat Mame

[] Turn off this computer if no threats are found at the end of the scan

Send To Background

2.6 — pacm. JlactypHu 6a3acuHU STHTUJIAIL

TusumHN TekmmMpu yuyyH Scan OaHaura yTUiIaAu Ba KEpakiad TEKUIIHMPHUII
TypH TaHJIaHAIH.

COMODO scn

Quick Scan Last Scan:
Scans commonly infected areas and memory. Mever

Full Scan Last Scan:
Scans all the files and folders in the computer, Never

Rating Scan

Scans commonly infected areas and memory in the
cloud for file reputation.

Last Scan:
Mever

Custom Scan
Scan files and folders or run custom scan profiles.

2.7 — pacm. Texkmmpuin TypruHHU TaHJIAII
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JIaCTypHUHI aCOCUM CO3JIAHMIUIAPMHYA aMajra OLINPHUII Y4yH, TACTYPHHUHT
acocuit onacupa ‘“Tasks” OGanmu TannaHagu. by oifHaga Oup KaHda OaHjjap
MaBxya Oynu0O, ynap ymymuil cosnanunuiap - “General tasks”, Tapmokiapapo
skpaH co3znanmanapu — “Firewall Tasks”, cannbox coznmanmanapu — “Sandbox
Tasks”, kenraiitupunrad coznaamanap — “Advanced Tasks”. Xap 6up 6anmmap ¥3
HOMUTA XOC Bazupanmapuu 6axxapu0, ymoy aManuii UImmaa TapMoKIapapo SKpaHHU

cO3Jiala 6I/IJ'IaH AKUHIAH TaHI/IH_II/I6 YUKWJIIadIU.
cCOMODO
Internet Security Premium At Risk

(o]
8§

zeneral Tasks

] Sean | View Logs

E Get Live Support

View Quarantine

Firewall Tasks
Sandbox Tasks

Advanced Tasks

2.8 — pacm. JlaCTypHUHT acOCHil CO3JIaHUIILIAP OMHACH

Tapmokjiapapo sKpaHHU OOIIKAPUIITHUHT OMHACH KyWumaru OaHIjapiaH
nubopar:

Home =

Geneial Tasks

Firewiall Timks

m Albow Appdication I = Flonage Mebworks

— Block Application Sters Metwark Acthving
. - [® :

Srealth Pors Open Advanced Setiings

L =
=l =

Sandlics Tasks

Achvanced Tosks

2.9 — pacm. Tapmoxkiapiapo 3xpan Bazudanapu
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— HWurepuer Tapmorura pyxcat 6epuirad uinoBanap (Allow application);

— HuTepHer TapMoFu oOpKaidu Oomkapuil 4ekjaHraH wioBamap (Block
Application);

— TapmokHu 6omkapuin (Manage Network);

— TapMokHH Kynnad kyiumr (Stop Network Activity);

— KOMIIBIOTEPHU TapMOKAa OOIKa KOMIBIOTEpapra Typid KYpUHHUIIAA
kypcatumr (Steals Ports);

— keHratupunrad coznanunuiap (Open Advanced Settings).

Ymby caxudana HSHr MyxuM caHairaH OaHjjapnaH Oupu Oy —

KEeHralTupuiran 6aniapanp.

COMODO Aavanced setting

General Sethngs

Applicannn Rules
Godral Bpley

fidesats P
o [] Set alert & ey e

Waebasite Filtering [0 Filter FPvE tra

File Rating

414 Cane]

2.10 — pacm. Tapmoktapapo 3KpaH oiiHacu
Yoy olHama TapMOKJIapapo JKpaHHU CO3JIATHUHT KEHI WMKOHUATIIApU
KeJaTupwirad 0ynub, Oy OaHI OpKaldu SHIM KOWAAJIAPHU SApaTUll, Koujaiap
TYPYXMHU SIpaTUIl, WIOBAJIAp YYyH Koujaajnap spaTuil, BeO cailTiapHu
dbuntepnam, daimapHu HazopaTiiam Kabu OWp KaTop HILIAPHU aMajra OIIWPHII
MYMKHH.

Tomuupuk
1. IOxkopuaa kenaTupwiraH MabiaymMOTIap acocuja TapMOKJIapapo SKpaHHU
VpHATUHT Ba MabJyMOTJIap 0a3aCUHU SIHTUJIAHT.
2. AHTUBHpPYC CO3JJaHMAJIapUHU VPHATUHI Ba AHUTHBUPYC Y4YyH Oa3aHu
SIHTUJIAHT.
3. Typnm wnoBamapHu OJOKJAN OpKAJIW HWHUIAMAETTaHWTa WIIOHY XOCHII
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KWIVHT.

4. KeHralTupuiaran co3jlaHuil OWHacuJaH (QoHganaHuirad Xojga, TYypiu
KouJanap sipaTUHT Ba yJIapHU UIIaraHUTa UIIOHY XOCUJT KUJIUHT.

5. Tapmoxyapapo sKpaH MIILIAIIl BaKTUIATH XOAUCaapHU Kaiia sTraHuHu Jlor
datinmgan QoiimanaHnd aHUKIAHT.

6. bapua HaTmXanapHu XUCOOOT/AA aKC STTUPHUHT.

Ha3zopar caBoJuiapu

1. Tapmoxkapapo 3kpaHHH Bazudacu.

2. Illaxcwuit TapMOKIapapo dKpaH Bazudacu.

3. TapMoKapapo 3kpaH Typiapu.

4. TapMmoKkapapo 3KpaHjaa SSHrd KOuJaaap spaTHIll.

dDoiigaiaHuIarad axadouériap

1. Stamp Mark. Information security: principles and practice. USA, 2015.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. T'anueB C.K., Kapumo M.M., TomeB K.A. Ax6opot xaBdpcuznuru. 2008.

3 — amauuii mamryJaot. Tapmokiapaa axoopor xaBdcusiauru (4 coar)

Numauar makcaam: SSL Ba [PSec TapMOK MPOTOKOJIIAPUHUHT TaxJIUIU Ba
yiapaaH QoigaiaHuIIl.

Cumcu3 TapMOK TPOTOKOJIIapuaa ax00poT XaB()CU3TUTUHU TaAbMUHJIALL.

Macananuuur Kyiumaummum: SSL mporokosuiapuga XaBGCHU3IUK TaXJIUIH
amaJra OLIUPHUJIICUH.

Jlokan cumcus tapmokiapaa (WI-FI poyrep) xaBdcusnuk coznanMaaapuHu
amaJra OLIMPHUJIICUH.

1-kucm
NiHu 6askapui y49yH HaMyHa
SSL  mapmox npomoxonu. Transport Layer Security (TLS) nmactna6
spatunran Secure Sockets Layer (SSL) mpOTOKOJMHUHT aBOMYMCH CaHaJHO,
KOMITBIOTEP TapMOFHUAA ajoKa XaB()CU3IUTMHH TabMUHIAII YYyH SpaTUITaH Ba
Oup Heura KpunTorpaduK MPOTOKOUIAp Ba aNTOPUTMIIAPJAH TAIIKHJI TOITaH.
Yoy nporokonga X.509 ceprudukarunan oigananuiran 6yand, TOMOHIApHU
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ayTeHTH(PUKAIHSIIAIIIA aCCUMETPHK m@pani aITOPUTMIIAPUAAH
dboinananuIaIm.

X509 cepmugpuxamu. Kpunrtorpadusga X.509 craHmapTd OUMK KaIUTIA
uHdpary3unmanap (public key infrastructure (PKI)) Ba mmTuésra acocianran
oomkapum wuHOpary3uiManapu (Privilege Management Infrastructure (PMI))
Y4YH MYJDKaJUIAaHTaH.

Ymoy X.509 v3 cepTupUKaTHHUHT Ty3yJIUIIHN KyHugarnya:

— Certificate;

— Version (Bepcus);

— Serial Number (cepuan pakamn);

— Algorithm ID (anroputm ID cn);

— Issuer (ceprudukart 6epyBUYM TAIKUIOT, SMUTEHT);

— Validity (aman Kuaui MyaaaTh);

— Not Before;

— Not After;

— Subject (cepTuduxaT 0IyBUM TAMKUIOT, HCTEMOIYH);

— Subject Public Key Info (ucTremMonun 04MK KaquT MabIyMOTH);

— Public Key Algorithm (o4uK KanuT anropuT™MH);

— Subject Public Key (ounk kamur);

— Issuer Unique Identifier (optional) (SMHUTEHTHHHI TakpopjaHMac
UIEHTU(DUKATOPH);

— Subject Unique Identifier (optional) (MCTEMOTUMHMHT TaKpOpIaHMAC
UICHTU(DUKATOPH);

— Extensions (optional) (keHraliTupuiIran UMKOHUSTIIAPH);

— Certificate Signature Algorithm (cepruduxarna ¢oiinananmiran DPU
aJITOPUTMHU);

— Certificate Signature (ceptudukar KyHuUIraH MM30).

TLS/SSL  mpotokonuaa QoiiianaHwiran pakamiaud cepTudukaTiapHu
SApaTyBYM, YYMHYM HWIIOHWIM TOMOH cH(}aTHIa KAaTHAINTaH TAIIKWJIOTIAPHUHT
2015 iun 6omuaaru KypcaTkuuu Kyiuaa kypcatwiras (3.1-xagsan):

3.1-xanBain
Pakamnu ceprudukaTiapau spaTyBUH TAIIKHIOTIAP
Vpun Tamxkunor DoiitanaHUIUIIN bosopaaru ynymm
L. Comodo 6.6% 33.6%
2. Symantec Group 6.5% 33.2%
3. Go Daddy Group 2.6% 13.2%
4. GlobalSign 2.2% 11.3%
5. DigiCert 0.6% 2.9%
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Xosupaa rokopumaa Hommapu kentupwirad SSL/TLS mpoTtokonBepcusmapu
amanna ¢oigaaHUIMOKIA Ba KyWHIaru >kajBajija yilapHUHT web caxudanapaa
doiinananui KypcaTKUwiapy Ba YJIApHUHT XaBPCU3IUK XYCYCUSTH KEATHUPUIITAH
(3.2-xanBan).

3.2-xanBan
SSL/TLS mpoTOKOUTapHUHT XaBPCU3IUTH TaXJIUIH
Hpotokon vW eb caxudanapia XaB(cHU3NUK KYpcaTKUIN
BEPCHSICH KyJ1a0 KyBaTJIaHUIIH
SSL 2.0 14.4% (—0.5%) XaBdcus amac
SSL 3.0 47.3% (—3.1%) XaBdcus amac
TLS 1.0 99.7% (£0.0%) ANropuT™m TypHra OOFIHMK
TLS 1.1 51.5% (+1.6%) ANropuT™m TypHra OOFIMK
TLS 1.2 54.5% (+1.8%) AnTopuT™M Typura OOFJINK

Ky#unarn, 3.1-pacmga SSL/TLS TapMOK MOpPOTOKOJMHHUHT  TapMOK
caTxJIapu/ia )KOWIAITYBU KEITUPHUJIITaH.

AMAaTHH CaTx, HTTP
‘.................'
- = Handshake
- |
» | FOKOpH mapaxami mpoTOKONn
n
SSL/TLS . Change Cipher Spec
n |
" TLS kaiin €3yBH IIPOTOKOIH -
: :
- n
‘...........l....-.I
Application data
TpaHCIIOPT caTxH TCP
Awmanmuit catx

3.1-pacm. SSL/TLS npoTokosu

SSL/TLS carxuHMHT Kyiu Tamkuia 3TyBud npotokoiu (TLS kaiin €3yBu
MPOTOKOJIM), JACTIA0KW MAabJIyMOTHU (PparMeHT/Iapra aXpaTHlll, CO3JIaHHIITra
Kypa (parMeHT MabIyMOTHH CHUKHILI, CHKWITaH MabiymoTra yHUHr MAC
KUAMaTUHU KYUIUI, XOCHJ OYJAraH MabiyMoT Xy(pTuHH mmudpram aaropuTMu
épnamuna mmdpram Ba yHra TLS kaiin €3yBH capiaBXaCHMHM  KYIIHII
amasuiapuaad Xxocui oynanu (4.2-pacm).

FOxopu oapasicanu npomoxon. Yoy npotokon TLS kaiin €3yBu mpoTOKoOJIU
yCTUJA >KoWamTupuiaradl Oyiaub, y TYpTTa HPOTOKOJaH uoOopar. Xap Owup
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MIPOTOKOJ Y3WHUHT Maxcyc Basudacura sra 6ynuo, yinap aioxuna €Ku Oupraaukia
XaM (poriganaHUIUIITT MYMKHH.

Handshake npomorxonu.Ymby npoTokoJl Xap MKKHM TOMOHAA OUp-OUpUHU
ayTeHTHUKanusIan, QolJalaHuIaurad  KpUINTOTpaduK  aJrOPUTMIIAPHU
KEJUIIUII Ba OOmIKa OOFJIAHUII MapaMeTIapUHH aJIMAallWil UMKOHWHU Oepasu.
Ymly mpoTOKOJI KJIMEHT Ba CEpBEp Opacuaa alMallMHyBUd TYpTTa Xabapiap
MaXxmMyacujaan ubopar. Xap Oup xabapiap MaXMyacu alloXpaa TakeT Oyiuo

1000pHIIa TN,

ChangeCipherSpec Protocol:ym0Oy TpOTOKOJ acocujia ajoka KaHallu
XUMOSITIaHA/IH.

MabIyMOT > 1. MabiyMoT hparMeHTH

2. Cuxui (ymymuit xonaa
doinananMaiin)

3. MabayMoT mudpiiamn

[Mudpmata

4. CapnaBxa Kyl

TLS xaiin €3yBu - MIudppmaTa
capiIaBXacH

3.2-pacm. TLS/SSL kaiin €3yBU NpOTOKOJIU

Alert  Protocol:ymiOy xabap Oepumr mpoTOKOJH, Oapdya TPOTOKOJ
HATWKAJTAPWUHU YBJIOH KWIUIIAA PoligamaHmiau.
Application Data Protocol:ymby NpOTOKOJ WJIOBa CaTXUAaH MabIyMOTHH
0J1i0, yHU Max(duii KaHaJl OpKaIu F0OOPUIIIHU TAbMUHIIANTIH.
TLS xaiio é3yeu gpopmamu. Yoy popmar yura Maiijonaad udbopar 0yiauo,
YHUHT acoCuia IOKOPH J1apakajiy MPOTOKOoJI Kypuinaau (3.6-xaasain).
— Byte 0:TLS kaiin €3yBu TypHu.
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— Bytes 1-2:TLS npoTokon Bepcuscu (major/minor).
— Bytes 3-4: kaiig &€3yBumaru MablymMoT Y3yHIUrd (Y3uJlaH TallKapHu).
Maxkcuman kuiimatu 16384 out éxu 16 Kour.

3.3-xanBan
TLS kaiin €3yBu dhopmatu
TLS kaiin €3yBu Bepcusicu MasbiiyMOT y3yHIUTH FOKOpH
TypHu major minor (bits 15..8) (bits 7..0) JapaXkaiu
MTPOTOKOJT
TLS kaiin €3yBu Typu Kyhinaaru 3.4->xaiBaijia KEeHJITUPUITaH
3.4-xanBan
Hex Dec Typu
0x14 20 ChangeCipherSpec
0x15 21 Alert
0x16 22 Handshake
0x17 23 Application
0x18 24 Heartbeat
[IpoTokon Bepcusicu 3ca 3.5-kaaBania KeATUPUIUO YTUITaH.
3.5-xanBan
Hex Dec IIporoxoa
BepCcUsicH
0x0300 3,0 SSL 3.0
0x0301 3,1 TLS 1.0
0x0302 3,2 TLS 1.1
0x0303 33 TLS 1.2

Handshake npomoxon gpopmamu. Ym0y npotokon TLSmpoTokonuma acocuit
poTOKOJUIapAa Oupu caHamuO, Oy MPOTOKON OpKaJM XaB()CU3IHUK MapaMeTpiapu
y3aTwiagu. Yoy MpoTOKOJ OpKaidu YHOUp Typaaru xabap y3aTHJIalId MyMKUH
(3.6-xamBan).

3.6-xanBai
Handshake mpoToxon popmaru

Byte +0 Byte +1 Byte +2 Byte +3

Xabap Typu Handshake mabnymoTs y3yHauru
(bits 23..16) | (bits 15..8) | (bits 7..0)
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Handshake mabiymoTn

Handshake maviymomu ysynnueu.Ymby malfon y3yHnuru 3 6ailt 0ynuo,
dakar Handshake MabaymMOTH y3yHIWTHHH OWITUpaad, capiaBXaHU Y3 HUWTa
onMaran xoiaa. burra TLS é&3ummacuma O6up Heura Handshake mabmymoru
oymumm mymkuH. Handshake mpoTtokonmpa xabap Typu Kyhujgaruda OYIuiim
MyMKHH (3.7-x%aaBan).

3.7-xanBan
Handshake mporokonuaa xabap typu
Xabap Typu

Dec Hex Tacaug
0 0x00 HelloRequest
1 0x01 ClientHello
2 0x02 ServerHello
4 0x04 NewSessionTicke
11 0x0b Certificate
12 0x0c ServerKeyExchange
13 0x0d CertificateRequest
14 0x0e ServerHelloDone
15 0x0f CertificateVerify
16 0x10 ClientKeyExchange
20 0x14 Finished

ChangeCipherSpec npomoxon gopmamu. Yy npoToKoa Outra xabapaaH
nbopar OYynub, makeTHUHT mudpraanranauruau Oowinupaau. TLS mporokomnu
Ooytyn TLS kaiig €3yBu MabIyMOTHHU UHKANCYLUSIIAWIH.

Alert nmpomoxonu.Handshaking Ba application Typumarum mpoTOKOa V3
UIIMHA HOpMaJl XoJlaTAa TyrarMaran Xojiga Alert mpotokonu opkaiu xabap
oepwianu. Illynra kapamacaaHn, ymOy xabap xap Oup TypJiard MpOTOKOJI OuiaH

Ooupranmukaa obopwianu. Arap ymoOy xabap mawiaymotu “fatal error” Oymca, y
XOJIJIa CeccHsl 3yNIUK Ouian énuinaan. Arap xabap MabiIyMoOTH “warning” O0yica, y
xonaa wmacodamaru ¢oiinamaHyBuu TajgaOura Kypa CECCUSHU TyraTuil EKd
TYraTMAacJIMK TaHJTaHAJIH.

Hapaxa Tacaud

3.3-pacm. Alert mpotokonu dhopmaTu
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Hapaoica. YOy maiinon Alert Hu mapaxacunu kypcaranu. FOkopuma a6

VTunaranuaek, ukku typaara Alert marxyn (3.8->kaaBain).

3.8-xanBan
Koan Japa:ka Typu Boraanum xouaTu
1 warning Bbornanum éku xaBcusnuk y3rapyBuaH OYIUIIN MyMKHH.
2 fatal Bornanum €xku xaBGCU3NMUK XaB()aM OYIUIIM MyMKUH, TUKIHO

OynMac XaToJHK 103 OepraH.

Arap sxapa€H HOpMaJ XojaTAa Y3 WIIMHU TyraTraH TakIupia Xam, Oupop

Oup nmapaxka Typu Katapwianu. XKapaHHUHT KaHJall TyraraHjiurd 3ca TacHU(
acocuja anukiaanaau. Kyituaa tacuud sxaaBanu kentupuiarad (3.9-xaasan).

3.9-xagBan
XKapaéun Tacaudu
Koan Tacuud Hapaika Koan Tacuud Japa:xa
0 Close notify warning/fatal 49 Access denied fatal
10 Unexpected message fatal 50 Decode error fatal
20 Bad record MAC fatal 51 Decrypt error warning/fatal
21 Decryption failed fatal 60 Expoﬁ fatal
restriction
22 Record overflow fatal 70 Protqcol Fatal
version
30 Decompresswn fatal 71 Insufﬁglent Fatal
failure security
40 Handshake failure fatal 80 Internal error Fatal
41 No certificate warning/fatal 90 User canceled fatal
42 Bad certificate warning/fatal 100 NO. . warning
renegotiation
43 Unsup ported warning/fatal 110 Unsupp 9rted warning
certificate extension
44 Certificate revoked warning/fatal 111 Ceﬂlﬁcate warning
unobtainable
45 Certificate expired warning/fatal 112 Umi;:;rﬁglzed warning/fatal
46 Certificate unknown | warning/fatal 113 Bad certificate Fatal
status response
Bad certificate
47 Illegal parameter fatal 114 hash value Fatal
Unknown CA dentity (used i
48 (Certificate fatal 115 Fatal
authority) TLS-PSK and
TLS-SRP)
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ApplicationData npomoxoau.Ymly NpPOTOKOJI MabIyMOTHU Immmdpiaad
XKYHATYBUM MPOTOKOJ caHaiuO, MabiayMoT Ba YHUHT MAC kuiimMaTu Oupraiukia
mndpianud dopunaau (3.4-pacm).

Masbaymor MAC kuiimaTn

3.4-pacm. ApplicationData mpoToxonu

Ha3zopar caBoJsuiapu
X.509 ceptudukaru.
SSL npoTokonu Tapuxu.
SSL npoTtokonuia xaBhCU3IHK yCyIUIapH.
SSL npoTtokonuia yprara Typrad ojam TaxXJIu/Iu.

b=

2-KHCM
Nau 0askapuil y4yH HaMyHa

CuMcu3 TapMOKJIap oJlamyiapra CUMJIM yJIaHUIICHU3 Y3apo OOFfaHUIILIapura
UMKOH Oepanu. By cwmkumn SpKUHIMIMHM Ba yH, IIaxap KucMiapuiaru €ku
OYHEHUHT oJuc Oypuyakiapujaard wioBajgapjaaH (oiganaHuIl HMKOHUHU
tabMUHIARIM. CHUMCU3 TapMOKJIap ojamjapra Yy3napura KyjJall Ba XoXJaraH
KoWnmapujaa DSJIEKTPOH TMOouTaHW ojunuiapura €ku Web-caxudanapan Ky3maH
KEeUHpUIIIapUra UMKOH Oepaju.

CuMcH3 TapMOKJIApPHMHT TYpJIW XWJUIAPH MaBXyl, aMMO YJIapHUHT OSHT
MYXUM XYyCYCUSITU OOFJaHMIIHUHI KOMIIBIOTEp KypuUJMalapu opacuja amaira
ommmpwamuanp. Kommberorep KypwiManapura maxcuil pakamiau €EpaamMuuiiap
(Personal digital assistance, PDA), wnoyrOyknap, Mmaxcuii KOMIBIOTEpIIap,
cepBepiap Ba MpuHTepiap Taautykiau. Opataa ysiu tenedOoHIapHH KOMITBIOTED
KypWIMaJlapd KAaTOpUra KUPUTHUIIMANAM, aMMO SHT SIHTM TeJedOHJIap Ba XarTTo
HaAYIIHUKJIAp MabJIyM XHCOOJIAlll UMKOHUSTIaApUra Ba TapMOK aJianTepiapura ara.
SAxuUH opaja 3IeKTPOH KypHJIMaJapHUHT aKCapusiTU CUMCHU3 TapMOKJIapra yJaaHHII
UMKOHUSITUHU TabMUHJIAHIH.

bornanum tabMuHIaHagUraH (QU3MK Xyoya Yidamuapura OOFIMK XoJija
CUMCH3 TapMOKJIAPHUHT KyWHJaru Kateropusiiapu GapkiaHaiu:

— cumcu3 maxcuid Tapmok (Wireless personal-area network, PAN);
— cumcu3 jokan tTapmok (Wireless local-area network, LAN);
— cumcu3 peruoHain Tapmok (Wireless metropolitan-area network, MAN):




— cumcu3 Tiioban Tapmok (Wireless Wide-area network, WAN).
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3.9-xanBan
Cumcu3 TapMOK ycysuiapu
Tapmok Typu | Tabcup goupacu Amaiaa Masxya Kyanannm
doiinana CTaHJapTJIap coxacu
HUJTHIIHA
Hlaxcuii doiiananyBYNIaH Vpraua Bluetooth,IEEE Tamku
cUMCH3 6eBocHTa 802.15,IRDA KypuimMaiap
TapMOKJIap SIKUHJIMK]1a Kabeytapy HUHT
ypHUIA
Jlokaa cumcu3s bunonap €xu Oxopu IEEE 802.11, Cumim
TapMOKJ1ap oducnap opacuaa Wi-Fi Ba TapMOKJIapHHU
HiperLAN MOOWJI KEHTalTH
puII
Peruonan [axapmiap Oxopu IEEE 802.16, Ba bunomnap Ba
cHMCH3 opacuzaa WIMAX KOpXOHajap Ba
TapMoOKJIap Internet opacuna
OesruaHran
CUMCH3
OOFIIaHUIII
I'mo6an cumcens byryn nyné ITact CDPD, 2G, byryn nyné
TapMOKJIap oyitnua 2.5G, 3G, 4G oyitnua
WHTEPHETIaH
ol nananumia

WI-FI TexnoJsiorusicuia (poigajaHUIraH KpUNTOrpaguk npoToKoJLiap

Cumcus

JIOKall

TapMOKJIapia

dholianuaran

Kyinaaru kpunrorpaduk npoTokosuiapaaH GonianaHuiIraH:
— Wired Equivalent Privacy (WEP);

—  Wi-Fi Protected Access (WPA) Ba yHUHT UKKUHYH BapUaHTH.

WI-FItexnonoruscuaa

Wired Equivalent Privacy (WEP) xaBdcusnuk anroputmu [EEE 802.11
cumcu3 TapMokiapu yuyH ¢oigananmimb, IEEE 802.11 cranmaptu 1999 iiun

CeHTAOp oimmakadya KuiauHraH OYiamO, cuMcu3 TapMoKJapaa (wireless

LAN)

MabIyMOTHU OYTYHJIUTHHHM, ayTeHTHU(PUKALUUS Ba TYIUKIUTHMHU TabMUHIAIIA

dbolnananumagm.
Yoy nporokonan 10 €ku 26 Ta YH OJTWIMK THU3UMAATH KaJUTIaH
doiinananunaan, Ba Oy KamuT gacTiad poyTepHH coznamga GoilgaTnHuiITad

napoJd owsian oup xun Oyianu.

Yoy

IPOTOKOJ /A

dbolnananuaraH:
— AyreHTH(]UKaIIHSIIAIT;

KyWujaru

XaB()CU3ITHK

aMaJMETIapuaaH
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— MabiymMOTHH OYTYHIUTHHU TabMHUHJIAIL,
— MabiymoT MaxQuilllariH1 TabMUHJIALI.
WEP oa aymenmugurxayusrau.Ymoby TpOTOKONIa UKKKH TypAaru
ayTeHTU(UKauusIagas Goijananuiaim.
— Open System authentication;
— Shared Key authentication.
bupunun ycynna ayTeHTH(UKaAIMsIIAl amaira OIIMPWIMai HXTHEPUN
doiinananyBun cepBepra Oornanumy MymMKkuH. Mabanymor WEP kanutu acocuna
mmdpnananu. PolgananyBuu cepepra OOfjaHallld y4yyH KIMEHT TYFPU KajJuTra
ara OYJIUIIN Kepak.
Shared Key acocuna ayrentuduxanusiiam ycynu 3.5 - pacMa KeITUPWITaH
6y116, 3.5 — pacMa yudy ayTeHTH)HKALMSHI CHHIMPULI YCYIIN KEITHPUITaH.

C = Nonce

A

STA ; [ e

IV, R = RC4(key || IV, C)

»
Ll

5.1 — pacm. Shared Key ayrentuduxanusnan ycynu

ct
STA g : -

IV1, R1 = RC4(key || IV1, Nonce1)

Evil STA l . A T

V1, R2 = R1 xor C1 xor C2

3.5 — pacm. Shared Key aytenTudukanus ycyamHu CUHAUPHULIT

R2=R1 XOR C1 XOR C2 = (keystream(key || IV1) XOR C1) XOR C1 XOR C2 =
keystream(key || IV1) XOR (C1 XOR C1) XOR C2 = keystream(key || IV1) XOR
C2 = KOHUKapJIH KaBooO.

Maviymom maxguiinacunu  mavmunnaw. WEP  TIpOTOKOIM  MKKH — XWIT
Y3YHJIMKIATu KanuTiaapjaan doigananranimmru cabadmu, ymap moc xonga WEP-40
WEP-104 ne6 aranagun. WEP-40Bapuantuaa 40 6utim (10 Ta yH onTriavk 6enrn)

! Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim. Wireless Network Security:Vulnerabilities,
Threats and Countermeasures.
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KanutaaH ¢oimnananu6d, 24 Ooutnu Oonutanrud Bektopnan (IV) doiinananwmamy.
WEP-104Bapuantuna 104 Outim (26 T1a YH OATWIMK Oelru) KaJlUTIaH
doitnananu0, 24 outnu O6onutanrud Bektopiaan (ovnananmnanu. Hudpram RC4
QITOPUTMH acocuja amainra omupuianu (3.6-pacm).
HNxxunun ycynaa WEP mporokonuaa ayreHTHUKaUUAIAl Y9yH OJIIUHN
CaBOJI-KaBOO TH3MMUIAH doimananunrad. JKapa€H KeTMa-KeTJIMTH KyHuaarnya;
1. Kmuent cepBepra (OomkapyB HyKTacura) ayTeHTH(HUKaNUsUIaml CYpPOBHHH
1000paIy.
2. Cepsep ¢oinananyBuura tacoguduii coHHu rooopaau(r, 128 dutnan karra
oynran) .
3. @oiinananyBuu ymlOy COHHU YMyMHUU KamuT (OOIIKApyB HYKTACH MapOJIH)
ownan mudpaad woopaau (ex(r)).
4. lIudpmaTHHU OYMII HATHXKACUTA Kapad, ayTeHTU(UKAMUIAIIIAH YTUIaI1
€K UVYK.
Mavaymomnu o6ymynaueunu mavmunuarau. WEP mpoTokosvga MabIiyMOT
oyrynnuruau tTabMuniamaa CRC-32 ¢ynkumsacunan doranaHuiaim.
WEP npomoxon 3augnruxknapu. Ym0y TpOTOKON amManga QoiamHull
Japakacu macauimra Kyiuaaru 3auimkiapy OpKaiy Keaud YMKKaH XYKymiiap
cababun Gyaran.'

ICV
v R~ <P
[Hudpnam
» 1V [MndhomaTa
v e —D
Hemmdpiamn

ICV
3.56-pacm. WEP nporokonuaa mudpar

! Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim. Wireless Network Security:Vulnerabilities,
Threats and Countermeasures.
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by epna: IV — 6onutanruy Bekrop, ICV — Mabaymotaunr CRC kuitmaTu.

1. Cepsep (Oommkapys HYKTaCHra) dbolnananyBYNHA
ayTeHTUPUKaLMsIIaMai .

2. Hludpnamaa Ba ayreHTU(UKAIMSIIAINIIA OUTTA KaTuTAaH (oiinaaaHuIaIm.
AyTeHTUUKAIMSIIALT TaBOMUAA CeCCUsl KamuTuaaH (oinaaaHuIManin.
[IpoTokon xabapHHU TaKpopIall Xy>KyMUAaH XUMOsJIAHMAaraH.
@oiinananwirad [Vkaiita Qoiiananunany Ba KUMaTH )Kyy XaM KHUYUK:

24 out y3yHnuK, 16.777.216 MyMKuH OYJIraH KaJauTiap.

N o kW

Kapwuitn6 17 munnuon xabapaan cyur [Vrtakpopianaau.

8. Aran tuzum 11 Mbps Tesnuknan ¢oigananca, cekynaura 700 ta maker
1000panu Ba 6up IV kuitmaTu Kapuitn6 7 coat y4yH eTapiu Oyiaau.

9. Oparna 6apua KypwiManapaa [VHongan OGomniaHau.

10. bas3u 3aud xanutnapaan ¢oigananum opkanu RC4  Ttacomuduit
caHaJMaraH KaJIUTIapHU UILIA0 YuKapaIu.

11. FOxopunarun cababra kypa, amanga RC4 opkanu Xocwsl KWIMHTaH
KUIMTHUHT 1acTiiabku 256 Gaittu onmmamaitu. AMmo WEP Oynnaii smac.

KOxopuna kentupuiran cababnapra kypa, amamga WEP mporokonuman
dboinanaHuI TaBCUs YTHUIIMaNIN.

WPA npomokonu. 2003 hunga Wi-Fi AllianceWEP nporokonun Wi-Fi
Protected Access (WPA) Owian anmamTupiraHud 3b0H Kuiaau. 2004 iiunna
WPA Ba WPA2 nportokonunu ¥y3 wuumra osraH 802.111 cranmaptd wunuiad
yuKuaAn. Yoy unuiad yukwiran npotokoiiap WEP mporokonmra xaparanma
xaBpcmzaup. Kypunmanap ymOy npoTokosiapiaaH QoiaJaHuIl yuyyH yJIapHU
anmnapaTr TOMOHAAH SHrUJall maprT.

WPA npotoxonmu WEP mnporokonuma maBxyn 3audiaukiapHu OGaprapad
TUII y4yH HHUiad uyukwiran Oynuo0, yHaa Temporal Key Integrity Protocol
(TKIP) npotokonunan doingananunagu. WEP nporoxomuna 40 outnu €ku 104
outnm xkanutiapaaH doipananunran 6yinca, WPA nporokonuga xap Oup maker
yUyH aJoXMJla XOCWI KWJIWHTaH KanuTiapaaH Qoiinananuwnaau. WEP npoTtokonu
3aud ne0 TONMWIraHJaH CYHT, BaKTHHYAJIWK KypWIMAJIApHU SHTWIAIITA Kajap
doiinananum  yuyyH Oapaomnuid  MpoTokod kepak oau.  TKIPmporokonm
WEPnporokonu acocuaa Kypuwiran 6yian6, WEP npoTtokonu Kypuiamanapu yuyyH
MOCAHUD.

Mavaymomuu  OymyHaueunu — TabMHUHIAIL — alropuTMiapu  cudaruia
dorinananunran CRC tusumnapu ypuura sca “Michael” ne6 HoOmIanyBuM
MabIYMOTHU OYTYHJIWUTHHU TEKYIUPYBUM anroputmaad dorngamanmirad. MAC
TU3UMJIAPU IOKOpUJArd WMKKWA THU3MMJIApra Kaparanjga OapJoluld CcaHajcaja,
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KyprwiIMalapAad IOKOPH UMKOHUSATIapHH Tanad stamu. “Michael” tuzumu MAC
Kaparanaa te3kop Ba CRC mapxya kamuminukiapau y3uaa 6aprapad Tra.

Aymenmugpuxayuanaw. WPAnporokonuna 802.1X ayreHTHUKaIMsIIALI
MojenuaaH GoinanaHuIaam.

2 AyTeHTHKAITHA
A}’TCHTHGIJHKBHI»IEHO BUH RADIUS/Dlameter CEPBEPH

LANHHHAT KONITaH
TAMIKHT 3TYBYHCH

3.7-pacm. 802.1X ayTeHTudUKAIUSATIAIT MOJEIH

Mavaymom  maxguiinueu. TKIP  npotokonuaa mmdpiam — alropuTMu
cupatuga RC4 oxumnu mudpnam anroput™muaan  Qoitgananwiradn. TKIP
NPOTOKONKNAA (POMJATAHIITaH KAJIUTIap MaXXMyacu Kyiuaaruiap.

WPA npokTokonuaa doigaraHuaTad KaIuTiaap

doiigananyBuM ayTeHTH(PUKALMATaAHA M.

Aytentuduxanus cepepu “Masterkey” HU XOCHIT KA IH.

“Master key” 6unan “Key Encryption Keys”nap mmdpnanaau.

“Key Encryption Keys” 6unan “Temporal key”’mudpnananu.

“Temporal key” goligananyBuu MabIyMOTHHH UG pIIaIia UIIaTHIIH.

“Temporal key” xamutiap TymiaMM HMKKA KajduTaaH, ynap 128-0utiu
mdpiiam kanuty Ba 64-6utiu Michael dyHkumsicn kanuTuaan nudopar.

Mavaymomnu  wugprawoa RC4  oxumiu mudpnam  aaropuTMUIAH
doitnananunran 6ynu6, WEP npotokonuaan dapkiu paBuiiga xap Oup mHaker
YUyH aJloXyja TaKpopiaHMac KanuTiapaad Qongananaim.

WPA2 npomoxoau IEEE 802.111-2004 éku 802.111 cTrangapTuga acocuia
unuiad yukmwirad Ba WEP, WPA (TKIP) npotokonuman tamoman (apk Kuiaau.
Ymly npoTOKON HIUIAIKM yYyH SHTUJAH M0 YUKWITaH KypuiMa acocuja
unuaiau. Yoy nporokonHudr 1Yk Homu CCMP (Counter Mode with Cipher
Block Chaining Message Authentication Code Protocol) ne6 nomanuuu®O, yHna
onoxmm mudpam aaroputMu caHaiaran AES-128 mmudpnam anroputmugax

dbolnananuIaIm.
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YOy nportokonaudr TKIP nporoxomupman acocuii ¢apku, 48-6utaun PN

(Packet Number) maitnonun ¢oiigananuiran 0Yiaumb, YHHHT acOCHM Makcaau Xap
Oup makeT y4yH aJIOXH]a XHUCOOIaHNO, MTAKETHH KaiTa I000PHII XyKyMHUTa KapIu

dbolnananuIaIm.
WI-FI cumcn3 anoka TapmMoKIapu ycyJulapyu TaxJIAIn
Xycycusit Cratuxk WEP JAunamuk WPA WPA 2
WEP
Hnentupuxkanusaam | Goinnananysun | Goiigananysun | OoijnananyBun | QoljanaHyBuu
, KOMITBIOTEP , KOMITBIOTEP , KOMITBIOTEP , KOMITBIOTEP
AyTeHTHQUKAIMAIA | YMYMUI KaluT EAP EAP ékn EAP Exu
1 YMYMHUH KUIUT | YMYMUH KQJIUAT
Byryniauk CRC-32 CRC-32 64-6utiu MIC | CBC pexumu
acocuga MIC
Max¢puitank Craruk kanut | Ceccus kanutu | TKIP acocuna | CCMP (AES)
KaJIUT
Kaautaapuu bup Pair-wise PMK PMK
TaKCHUMJIalI TOMOHJIaMa Master Key
(PMK)
Bouwuianruy BeKTOp 24-0ut 24-0ut 56-6ut 48-6ut (PN)
AJITOPUTM RC4 RC4 RC4 AES
Kanur y3ynauru 64/128 64/128 128 128, 192, 256
Tana6 >Tuaaauran UyK RADIUS RADIUS RADIUS
CTPYKTYypa

AW N —

Ha3sopar caBoJsiapu

Cumcu3 TapMOK TypJiapu.
WEP npoTtokonu Ba yHIa MaBxKy/l 3au(IrKiap.
WI — FI cranpaptuia xaBGCcusiuK co3iaHMalapyuHu YPHATHUIII.

DoiaJAHIITAH aga0uéTaap

WEP npotokonuaa ¢oitgananmirad Kpuntorpaduk aaropuTmiap.

1. Stamp Mark. Information security: principles and practice. USA, 2015.
2. T'aameB C.K., KapumoB M.M., Tomer K.A. Ax6opot xaBdcuzmuru. 2008.

3. Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim.

Wireless Network Security:Vulnerabilities, Threats and Countermeasures.
School of Multimedia, Hannam University, Daejeon, Korea. International
Journal of Multimedia and Ubiquitous Engineering Vol. 3, No. 3, July,
2008.

http://en.wikipedia.org/wiki/Wi-Fi_Protected Access
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4 — amauauii MmamryJaoT. Jlactypuii maxcyJoriap xaBpcusauru. Jacrypmii
MaxcyJoriaapaa MaBxkya 3auduiukiaap. (4 coar)

Nmpan makcaa: 3apapkyHaHJa JacTypuil BOCHUTAIAPHUHT TaXJIWJIUHU
amaJira OLIWPHIL.

MacananuHr Kydwimmu: bepwiran 3apapkyHaHaa — JacTypJiiapHU
TaxJIMJUIAINI BOCUTAJIAPY aCOCUIA TaXJIWJI STHHT.

Nau 0askapuil y4yH HaMyHa

3apapkyHaHJa JacTypuil BOCUTAJIAPHU TaXJWJ ATraHja oJaTaa CTaTUK Ba
JTWHAMUK TaxJIUJUIAII YCYJJIapUIaH KeHT oiljamaHuiaam.

Xap Oup TaxjwiUiam y3 HaBOaTHAa cojja Ba Mypakkad Taxjuiialuiapra
OYMHa M.

Comna craruk Taxjamia Bocutajgapu. Amannga 3] CTaTUCTUK TaXJIAI
YyTKa3uiia yaap Oup HeuTa aHTUBUPYC BOCHTAJIApU €pAamMuja TEKIIUPUIaJAA Ba
ylIapJaH OJMHIaH HaTWXanap TaxXJauwi STuiaav. YmolOy Bazudanu Oaxapuiijga
http://www.virustotal.com/ onmaitn 3]] Taxjauiaum BocUTacu KEHT (oiigaaHvIain.
YOy onnaitn Ttaxjawiam BocuTacu Hadakatr 3/ Oup Hedra aHTUBUPYC
BOCHTalapu EpaaMuaa TeCcTaWau, Oajdku yJIapHUHT JacTypuid TOMOHJAH
Ty3yJUIIMHY Ba YiIap XaKuaa KyIIIM4a MabIyMoTIapHu Gepanu (4.1 -pacm).’

tota

ranakyzes suspicious files and URLs f i

—

b2

Choerse File

4.1 -pacwm. http://www.VirusTotal.com/oiinacu

3/ napoan “kamopnapnu (strings)” anuknaw. Xap Oup gacTypuil BocuTa
ApaTWIMIINA MablIyM KeTMa-KeTMalIWKIaH uOopaT OYyJaraH MaTH IIaKJIujarud
MabiaymMoTiapjaan Qoupananmwiaau. Macaman, “GDI32.DLL”, “99.124.22.17,

' Michael Sikorski, Andrew Honig. Practical malware analysis. 10 — c.
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“Mail system DLL is invalid.!Send Mail failed to send message” Ba xak. Anbarra,
ApaTWIraH JacTypui BocuTajap skyHuaa ymap .exe, .dll caitn maxmiapuna
acceMmOnananu. bomika cy3 Owrad aitranma, Oy keHraWtmamaru Qaituiap yH
ontwink  (hex)canoxk cucremacumaa wudonmananagn (0x42, 0x41, 0x44->
BAD).benrunapan 16 nuk canok tusumura ytkasumiga omaraa ASCII (8-Out)sa
Unicode  (16-Out)kommam  craHgaptiapuman  QolpanaHwiaad. Yoy
CTaHaapTiapaa xap Owp kenran Oenrmiap kerMma-keriauru oxupu 0x00 Owuman
Tyraiuau. byHUHT MaHOCH 3Ca CYy3HUHT TYT'yTaHJINTUHY AHTJIATaIH.

Xo3upja acceMmMpiiaHraH (QaiutapjaH KaTopjapHH Tomuiaa ‘‘strings”
nactypuaan  (https://technet.microsoft.com/en-us/sysinternals/bb897439)  kenr
doitnananunaan. Kyiinna accemprnanran (QaiiimapiaH TOMWITAH —KaTtopiiap
KEJITHPHIITaH.

C:>strings bp6.ex_
VP3

Vi3

tH@

D34

99.124.22.1 &
e-@

GetlLayout &
GDIz2.DLL &
SetLayout &

M}C

Mail system DLL is inwvalid. !Send Mail failed to send message. ©

4.2-pacM. Strings nactypuja TaxIuuiail

Coana nuHaMHUK TaxJuia BocuTajgapu. Process Monitor (PM) nmactypu
Windows OT yuyH MymKaljaHTaH, KeHTaWTUPWITaH Ky3aTHUIl BOCHUTacu OYimoO,
MaBXyJl pErucTtopiapHu, (aill TU3UMIAPUHMU, TAPMOK, >KapaéH Ba XapakaT
okumnapuaH (thread activity)ky3aTHin HMKOHUSTHHE Gepan. '

by nmactypuii BocuTa OpKaJM XOAUCAIAp KETMAa-KETJIUTMHHU, BAaKTHHH,
*)apa€Hiap HOMHMHH, Kapa€H amajira OmMpaéTraH aMajiHW, XOJAHuca (03 Oeprax
MaH3WJIHU Ba XOAMCa HATHXKAaCUHU OMJIMIII MYMKHH.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 43 — c.
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o

i
E :
i
i‘.
:
- 2::'

4.3-pacm. ProcMon gactypu KypHUHUIIN

Yumby pactypaan Qoiimananran  xosjga Oapua xapa€HIapHU Ky3aTHII
Mypakkad, sSbHU XOJucalap >KyJla XaM KYI Ba yjap HYMAAH KEPaKJIMCUHU
aHuKIam Mymkyia. Kepakin MablIyMOTIapHM axpaTHO OJUII YYyH YyJIapHHU
dbuntepnam amanra omupwiaau. by amanau Process Monitor nactypuga amainra

omupuin yuyHn “Filter DFilter” 6anaura yTHIAIH.

W Process Monitor Filter

Display entries matching these conditions:
| orchitecture !v l lis !VI .V; then |Inclde 'v]
| Column Relation “Walue Action

(@ Piocess .. i smEs.ene Include

[ &3 Process ... s Frocror.exe Exclude

[l & Process ... s Procesp.exe Exclude

Cl&d Process ... s Autoruns exe Exciude

Cl &I Frocess ... iz Spstem Exclude

[] &) Operation  begins with IRF_MJ_ Ewclude )

i o] % ] | Cancel J

4.4-pacM. OUIbTP MEHIOCU

Process Explorer époamuoa xncapaéunapnu kyzamuwi. YOy nacTypui
Bocuta Windows TOMOHHJIaH WNUIA0 YUKWITaH OYnu0, TUHAMUK TaxTMJIIaIIa
KEHI KYyJUITaHWIaau. by gacTypuil BOCMTa OpKaldu akTHUB KapaCHiap pyuxaTUHH,
xapa€Hnap opkanu toknaHran DLL  Qaiinnap pyiixatunu, »xapaéHiaapHUHT
XYCYCUATIAPUHN Ba TH3UM XaKHJIa yMyMHH MabJIyMOTJIADHU OJIUII MYMKHH.
bynpan Ttamkapu skapa€HiapHM TYyraTull, OKJall KaOu aMaliapHu Oakapuii
MymKkuH. JlacTyp oitHacuaa skapaéunap maxapa makiauaa oepunaau. OitHama 7
ycTyH 0Ynmb, Process yctuma sxapaén Homu, PID yctuna sxapaén unentuduxaius
Homepu, CPU ycruna Qoiigananum kypcarkuuu, Description, Company name,
Working set, Private bytes ycryHnmapuman wubOopar. Opatuii xoyja JacTyp
oilHacuaa Xu3MaTiap MyLITH paHria, *apa€Hiap KYK paHria, siHru xapacHiap




IV. AMAJIMA MALIFYJIOT MATEPHUAJIJIAPU

SIIAJT paHrja, TyraTWIraH jkapaéHiap KH3W paHraa TacBUpiaHaau. o Ba

KU3WJI paHriap BaKTUHYANUK caHanaau. 31 taxymiamga Oy AacTyp OpKajiu SHTH
»apaCHHU XOCUIT OYIIMIIM Y3rapaiiy OpKaJid OWIIHII MYMKI/IH.l

= iutmes Femmrer Syatetedhale wewwapeimarmile. com | VAR Al drmn |
Fis Qpionw Ve process Frad s o

Wl oa ™ | % e ! | 1 .
Procm FU  PiveDpne IRARERGSE M0 Cwimton
1 Sy i Proces: Lo aF AEFE. o
iy i HEk 8
(LT am ak DK o' i e il wnd DO
= Frmoam 1AL TEE. 2 [crerapn cases Wekda
Titn P el A FDE T Gl B o it P
- verdagnn aws T E 1JMEE. 2T Pipet et -4 W=l B T
fma L] S SEOE  ORTE My i nige
T e e IEDOK ] e At e | H s
rezburrl wwn IMEE HERATE ) Gemriore: Harel Piomte b '
Y i e e el b ETRDK ol
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e lmed e RN ITAROE U Gy Hosl Prunss b 9y

I T Vi E: T4l Lo Hadt Pt fos '
=) moodry JENE NIME VS Sk S e App
o H e e LE D a Tl Wk Wik Tinh friemes
- s 106k TATLF. 16D Al s L T sbvass T
S e T E IEEE 06 B Gems
S . T & ITILK 126000 5 ot e Do
8 ardbenaebipctin re a3 FNRFE THLS S o DOM Emvices
Y b armnel i mawli e M JREDE  HGA S ewihoms DO Gy mes 0
o) e s JIXF 41P0F. . TH Davic Haot Pacanc ke el
o T PHIE Tddd E, Lt Kl I gt Vvt
= S WK 192K ez
e HAE AENE 100 Vihewe T ok b wpkoron
W | e B 0K b 0K TN Vissk e T ol Badaes
chirean ses 04 B TIBZE. TR CTF Loy
T rdakin ml rue M E RRAE VN Tolsl Cormmaseie 35 1o
O e, ETHO K 12T O Spuindanas Procsn Caplos
. etrm e i Hasrry B RTEE N Pk
T el paind mas TOKk i VNI Faend
b [ R R E TERE 2 HEE Te

H by kb
EE ST N e
L
Hueryod Cmprghe:
[
ViSwwe. e
Vi i
el Cowsorsts
C fims % Ca
btk -
Hooa Corpmn wey
S i i

P g 10,0 Clwrat Ching 53558 - Procesmmt 12 Phpsicn Lsags| B 60%

4.5-pacm. Process Explorer qactypuii BocuTacu KypUHHIIN

Tannanran >kxapa€HHUHT YCTUAA CHYKOHYA TYIMAacMHU MKKH MapTa OOCHII

OpKaju xapa€H XakuJia TYJIUK MabJIyMOTra 3ra OVIuIl MyMKHH.

uth
CriDTuTerTe g Ssinen s torwenwTramesl | By |
o b
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4.6-pacm. Process Explorer nactypuii BocuTacu XycycusiTiap oifHacu

Verify (mexwupuw) mannosu.Process Explorer pacTypuHUHT MyXum
XyCYCHUSTIapUHU Oupu Oy — mexwupuws TaHIoBU OYiIubd, Oy OopKaiu >kapaéHHU
XaKUKANA €KW alMalITUPWITAH JKAHJIWTHHU aHWKJIAIl MYMKUH. ByHUHT y4yH
nactypHuHr/mage 6annunan Verify Tyrmacuau 6ocuin tanad stananu. 3/ omatna

Vy3mapuHM OOIIKAa JkapaéH KYpUHHUINUAA KypcaTHINra XapakaT Kuaguiap.
JlactypHUHT Oy UMKOHMSTH 3ca Oy Y3rapHIlHU aHUKIall UMKOHUHH Oepajiu.

Kamopnapnu conuwumupuw. Process Explorer nacTypuHUHT ssHU OUp MyXHUM
XycycusiTnapunan Oupu Oy — Kapa€HIapHU Y3TapTUPWIMILINHU aHUKIAIIUD.

' Michael Sikorski, Andrew Honig. Practical malware analysis. 47 — c.
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Opnatna xymnabd 3]] map y3uHu Oomika xapaéH opkacura smmpanu. Kapa€HHUHT
JUCK/ara MmakKid Ba YHUHI XOTHpara OKJIaHTaH IIaKid opacunua (apk roszara
kenaau. 3J] AuMckmary MAKIUHU SMac, XOTHpaJard KUWMaTHHH Y3rapTHpau,
SbHH, Y3UHH (QYHKIMSIIAPUHU JKOMIAIITUPATH.

FErT—— ST T
rage | Paifumancs I Padermance Graoh | Thesdt | Iras | Perfomace 1 Pedormance Graph | Theads |
TP | Gy | Enviement Simge TR | Semmy | Envimoment Simge
Frtatle siings found 1 e soan Pratls efinga found i fha man
Syaten CurenComral Sat' Services StiraFielnfa
EC Comments
Servize[d Coirpery ams
servizelLnioadOn Sop Fi[keacnphon
evanting FAVORITES
MG3C_Np FieVermian
\PIFE:, Intamatizms
Defack Roe HackSae FAVORITES.DAT
Sihenticg o apatites LegalComyright
mpersonahonLeved Iicrmaott Comerstion All aghts reserved
Ruthesticatonlavel Legal Trackmarks
Coltslze Secuty Pasm OrgniclFienare
Softwar gaft:Wirdowe NTCurendemion’ Sechaet FAVORITES.DAT
R achine"SyatemCumeneControl Set Compol SecurzPips Sernvens’ PrtvateBuld
VS_VERSION INFO Produs Hame
SiirgFikelrfa FAVORITES
Compenyhiame = Frodu Vemion
[ SpeciziBuld
‘.1- Iﬂ‘l TN = B :J
Flrage  ( Memoy Seve | Frd I (hrage % Nemay Seve | Frd I
P af

4.7-pacm. KaTopyiapHu COTUIITUPUII

Regshot oacmypu opkanu pecucmop xonamu yzzapumiunu anuxiaumi. by
JACTypuil BOCUTA PErMCTOPHUHT MKKU XOJATUHU OUp-OMpU OWIJIaH COJIMIITUPHIL
yuyH doiigasaHumaim.

Hactypnan doiganaHuin y9yH AacTiad perucTOpJapHUHT >KOpUN XOJaTu
omunanu (I shotryrmacunu 6ocum opkanu). Illynnan cyur 3]1 roknanagu Ba OT
MabJIyM Y3rapuiuiap OYIWIIM Ky3aTWiaaud Ba nactyp Oy y3rapumapHu &E3u0
omu yuyn 2" shotryrmacu 6Gocumamu. IIyHIaH CYHr OTHHraH HKKH XOJaT
compareTyrMacHHH OOCHII OPKAJIM COMUIUTHPUIIAIH.

' Michael Sikorski, Andrew Honig. Practical malware analysis. 57 — c.
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Es Regshot 1.8.2

—Compars loge save s

% plainTNT  © HTML document

3 e shat I

[T Sean diri[idir25de ;... dr anl: I coripane I
CHWINDOWE HH |

I i { Elear I

—Oufout path it |

I CHDOCUME ~1user \LOCAI _I : About I

—Add comment into the log;

| | —

4.8-pacm. Regshot nactypu

Kanoaku mapmok. bab3sm 3] napHu TapMOKIa KanWeplaa yIyHUIIWUHU
aHUKJIAlIa Kajl0aku TapMOKJIapJaH KeHr (oijanaHwiagy, sbHU, 3/ XaKukuii
TapMOKJla YJaHWII YpHUTA KajlOaku sIpaTWIraH TapMOKKa yJaHaau. ByHUHr
HaTkacuaa 3JHUHT TapMoKAaru (GaoJusATUHU Ky3aTHIL UMKOHUSTH SIpaTUIIaIu.

ApateDNS oacmypu.Ymlby nactypuii Bocuta opkaiu 3] nmap TomMoHUIaH
Gepuiran DNScypoBIapHH Ky3aTHII IMKOHH MaBxKY/I.

1=

Capture Window | DS Hex View |

Time | Domain Requested |_DNS Retumed |
evil malwar3.com FOUND

1#] Using 127.0.0.1 as retum DS P!

1] DS set to 127.0.0.1 on AMD PCNET Family PCl Ethemet Adapter - Packet Scheduler Miniport.
=] Sending valid DNS respanse of first request.

<1 Server started at 13:21:26 suocessfully.

DINS Reply IP (Default: Cument Gatway/DNS): [127.0.0.1 a s

(=] EMVET
#of NXDOMAINs: ol 3]
Seecied Inteface: AMD PCNET Family PC| Ethemet Adapter- x| @) | “0R SS0Ver

4.9-pacm. ApateDNS nactypu KypuHHILIN

by nmactypuit Bocuta ¢oitnananyBun IKuuur IP man3unu Ba 53 moprtu
OpKajdu Ky3aTyBHM amajira omupu0d, kaOyn kuwiuHran DNS cypoBra kxaBoO
KaiTapaau Ba KaOyn KWJIMHTAH CYpOBHU (oiaJaHyBUYHra VH OJTHIHUK CAaHOK
tuzumuga Ba ASCII crangapTuaa HaMOMUII ATAJIN.

By pactypuit Bocutajman ¢oiinamaHuml ydyH, pacMia KypcaTtuiraH 2
O6anmma, DNS cypoBHM KaOyn KWdyBYM MaH3WIHHM Kypcatuin, 4 OaHama MocC
TapMOK HMHTEep(EWCUHM TaHJAIll Ba IIYHJIAH CYHI CEPBEpPHHU IOKJAll TYrMacHUHU

' Michael Sikorski, Andrew Honig. Practical malware analysis. 51 — c.
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oocumr Tanad stunaau. lynnan cyur 3/ Tomonunan robopuaran DNS cyposra
XKaBoO (oiiianaHyBUMra HAMOWUII STUITAHN.

Mypakka0d cTaTHK TaxJuwjJ BocuTagdapu. byHu amanra ommpumiga IDA
Pro npactypuman doinananunagu. by nactypuit Bocuta opkanu Portable
Executable (PE), Common Object File Format (COFF),Executable and Linking
Format (ELF) Typunaru ¢aitapau nu3accemMOpiian MyMKHH.

IDA Pro oacmypuoa 3/ napuu roxnaw. YOy macTypuii BOCHTaaa
TaxTWJIJIAHYBYM TACTYPHH IOKJIAI YUyH XKuxo3iap manenuaad “Load a new file or
database” OanauMHW TaHJaHAAM Ba KyWuaarn ouHa Xocwa OViaau. byHna
IDAPromactypu rokjiaHrad AacTypHu GOpMaTHUHU Ba MPOIECCOP apXUTEKTYPACUHU
I<}”/pcaTaz[H.1

Load file CS0ocuments and S aetlingss acdmifn kA ou aordraser e Fractioal b4 alw
|[Portable ouecutable fop SUEGEE [RE ] [pe o]
PSS orooutable [ESE] [dow, o]
Birrar file

Procesear ype

Irtel BORMBE Drocess s, melaps s

Al s
Leading ssgmant [==] E riakaled

Loading offz=t =] Indicastor mrisbl=c
(= FETHETETS

| Foarrsl aptions |

| Losd rescurcms
| Rename DLL sntiss |

[

[

| Manual load Eomrmnml optionzs |
[

L

] R sk irnpoits searet [ Frocmsaar oRtlons ]
| Crmate FLAT grous

Gystmrn DL clirmotong i pd Dy 5

[=Te [ cancel | | H g ]

4.10 — pacwm.

Ymby nactypuii BoCMTa MKKM MYXHUTra, rpaguk Ba TEKCT MyXHUTWTa dra.
Yy gacTypHUHT Tpaduk MyXHUTHAA Tax/IMJUJIAHYBUM NACTYypuUid BOCUTa OJIOK
CXE€Ma Ba paHrjap acocujaa TacBupiaHagu. Tekc MyxXUTHIa 3ca XOTUPa MaH3WIH Ba
YHJIa JKOMIamiran acceMoiep Ko TaCBUpJIaHaIH.

I'padux  myxuTna Kkomjmap  OJAUMAa  MAH3WIHM  YUKAPUII  YYYH
“Option—>General > 6anaura ytunaau Ba “Line Prefix” Oenrunanany.

IDA Pro gactypu MyxuTua KyWuaara OMHajiap MaBxy/I:

1. Functions window. ®olinananwiran ¢QyHKUMsIap pyHuxatuHu Y3 WUHra
onanu. by oinamga (F, L, S, Ba xak) ycTyHinap maBxya OViaubO, L KypcaTKuuu
KyTyOXOHa (PyHKIHMSCH SKAHJIUTUHU OWIITUPAIH.

2. Names window. Xap MaH3WIHM HOMJap OwiaH aranamu, QyHKIUsIAp,
KaTopJiap, KoJ HOMJIapH, MabIyMOT HOMJIApH.

3. Strings window. bapua KaTopinapHu KypcaTau.

4. Imports window. ®@aiin yuyH UMIOPT KWIMHIaH KyTyOXoHanap pynxaTu.

5. Exports window. ®aitnn ydyH 3KCNOPT KWIMHTAH KyTyOXoHajap pyHxaru.
Yy oiitna DLL dbyHKIUsAIapHU TaX I KWIHIIIA XKyAa MyXUMIUDP.

' Michael Sikorski, Andrew Honig. Practical malware analysis. 88 — c.
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6. Structures window. bapua MaBxxyJ MabllyMOT CTPYKTypaJapHHH pyixaTu.
Ymby nactypiia MabliyM HIUIapHU Oakapranja Typid y3rapuiuiap ro3ara
kenaau. JlacTimaOku xoima Kaitum yuayH 3ca “Windows—>Reset Desktop” Ganau
TaHJIaHAIH.
Ky#ingarn accemOiep komaaa OOFIaHUNILIAD KEATUPHWITAH OYIUO, yIapHUHT
acocHii y4ra Tupu 060p:
—  Sub links. Ymap ¢yskmusnap, printf Ba sub 4010A0 ra yxmami, roKIan
yAyH UIUIATAIAIN;
— Loc links.Cakpamr kepak Oynran ¢ynkuusuiapau, loc 40107E  Ba
loc 401097 ra yxmarm, roKJIam y9yH GoigaiaHuiaam,
—  Offset links. Xotupara KYWHIUIIN Kepak OyiaraH OOFJIaHUIILIaP.

00401075 jnz short @loc 40107E
00401077 mov [ebp+var_10], 1
0040107E loc_40107E: ; CODE XREF: @@®sub 401040+35]
0040107E cmp [ebp+var (], 0
00401082 jnz short @loc 401097
00401084 mov eax, [ebp+var_ 4]
00401087 mov [esp+18h+var_14], eax
00401088 mov [esp+18h+var 18], offset @aPrintNumberD ; "Print Number= %d\n"
00401092 call ®@printf
00401097 call @sub_4010A0
4.11-pacwm.

IOxopunmaru pacmaa 1 HykTamapaa CHUKOHYA TyTMAacH MKKH MapTa Oocuiica,
yHIA Kepakiii MaHu3uiara ytunaau. 2 Hykrtaga Cross-references KypcaTWiTaH
oynuo, ynap kypcatunran0x401075 man3wira YTUI KepakIUTHHU OWIITUPATIH.

Man3unza caxkpaw. BepTyan XOoTHpa MaH3WIMra cakpam ydyyH ogaui G
TyrMacu Oocunaau Ba Kepakiau Oynran mau3wia €ku sub 401730 é€xu printf
XoJaTaa KAPUTWIaad. ByHIaH Tallkapu KeHrauTupuiral xosnna Jump 2Jump to
File Offset 6annu TaHIaHUIIIA MYMKHH.

JlactypHuHT Search oWHacu OpKaJIM KEPaKiIu KOJHHU, TEKCTHU, OalTiap
KETMa-KETJINTUHU KUJIUPUIIT MYMKHH.

Cross-references napoan Gdovinananum. YmoOy xkarranukiaap IDA  Pro
nactypuna xref HOMH OwiaH TaHUKIW OYynuO, Kaiicu Kartop €ku (QyHKIUS
doiinanaHunaéTranIuruHy -~ Kypcataau. Arap Kadcuaup (QyHKIOUS — Xakuaa
MabIyMOT Kepak 0yica, Cross-references nan doiigananran xoimaa OyHU CONTATHK
OwJiaH aManra OIIMPHUIIT MyMKHH.

Koo Cross-references.Kyitnnaru koana Koxa Cross-references tacBupianran
oym6, 1 xucmma sub 401000 ¢ynkums main ¢yakumscuga 0x3 MaH3uIuga
yakupuiMokaa. 2 xonataaru Cross-referencesna aca kypcaTuiarad MaH3uira YTUII
AUTHIITAH.
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00401000 sub_401000 proc near ; ©®CODE XREF: main+3p
00401000 push  ebp
00401001 mov ebp, esp|
00401003 loc_401003: ; ®CODE XREF: sub_401000+19j
00401003 mov eax, 1

4.12-pacm

bepunran accembnep koawma Oupop Oup (QyHKIUSHH Heda Maparoda
YaKUPWITAHJIUTHHU aHUKJIAIll Y4yH, QYHKIKS HOMHU ycThia X TyrMacu OOCHIIa/Iu.

Ymby nactypuii BocuTa oOpkKanu (QyHKUMsUIApAAa HUIITUPOK  ATraH
y3rapyBumiap Ba [apaMeTpJIapHU AaHUKJIAIl HMMKOHUATH MaBxyl. Jlokan
Yy3rapyBumiap var_ oJij Kymumdacu Ounian 6epunianu. [lapamerpnap sca arg o
KylmummMyacu OusiaH Oepusiaam.

IDA Pro pactypu accembiiep kojnapaa ¢oitnananwirad 16 oaTUINK CaHOK
TU3UMUJIaTY KaTTAJIUKIAPHU TYPJIM CaHOK TU3MMJIIapua ndoianan UIMKOHUTA 3Tra.
bynunr yuyH accemOiep koimaH 16 TU3uMHIard KUWMaTHA TOIMHI Ba YHUHT
yCTUTa CHUYKOHYAHM YHT TyrMacuHM OocuHr. Xocuj OyiraH oWHajgaH Cu3
KUMMaTHU TYpJU CaHOK THU3MMJIAPHUAArd KYPUHUIIUHU KYPUIIUHTU3 MyMKHUH. By
UMKOHUST MabllyM KATOpJIAPHU Ba  KATTAIMKIAPHU  aHMUKJIAMIJA  KEeHT
dbolnananunagu.

Ymby gactypuii BocuTaaa Kojajgap Typjivya panriapja udoaaiaHaiu:

— 04 KYK paHrjaa KyTyOxoHa kojjiapu udogaiaHaiu;
—  KU3WI paHrja KOMIUISTOP XOCHI KWITaH Koauap udoaanaHaim;
— TYK KYK panrja ¢oigananyBuu €3ran Koanap udoaanaHaiu.

bynnan kenmu6 uymkamaku 3J[ Taxjwur TraHga TYK KYK paHTJard Kojjapra
KYTIPOK ATHOOP KapaTHill Kepak Oyiaau.

Mypakkad quHaMuk Taxjawi. Mypakkabd auHamuk taxjiawn OllDbgv2.01
debugger nactypuna amanra omupuiaaan. Yoy gactyp x86 apXuTeKTypacujaru
debuggernam yuyH doitnananmmmo, 0y nacrypaa 3/ roxnam €ku LK xotupacuaa
foknanrad 3J] Hu debug kunmum myMmkuH. Ymly aactypuid Bocuta 3lyapHUHT
JUHAMUK TaxJmingaa KeHr doigananunaan. Ymoy gactyp 3/ Taxymmiam ydyH
MIUIATHINTA KAJap, JACTypiIapHu Oy3um yuyH (Kpek Kamuin) poiinanaHuiran.’

3/] roxnaw. Ymly nactypaa 3J1 Kk ycyiaa roKiIam MyMKUH. bupununcu
31 Hu daingaH rOKJIall Ba UKKUHYMCH KOMITBIOTEpP XOTHUpacuia FOKJIaHraH 3J[
TyTUO oyuill opKaiu debug Kuaau.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 180 — c.
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4.13 — pacm. Suru 3/] roxiam (File=>Open)
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4.14 — pacm. XKapaéuna roxnanrad 3/] Tyrur (File—=> Attach)

YOy nactypuil BocuTaHUHT HHTepdeiicu Kyiuaaru olHazapaad nuoopar:
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o me= lmb by O wect ta
o TR RS I TR R P TR
(Bt ] LNRRES . [ERSEE [

4.15 — pacm. OllyDbg nactypu unrepdeiicu

Disassembler window 1. By olinadebugger nactypuHuHr accemoiiep Koauaan
ndopat. AccemOiiep KypcaTMaHu €KM MabJIyMOTHH Y3rapTUpPHUII YUyH ylmIOy OiHa
yCTUIA npoben TyrMacuHu OocuIl Tanad dTUau.

Registers window 2. YOy oiinana debugger mactypuma perucTopiapHUHT
x)opuil XojaTuHU kypcataau. lactyp debuggernam kuwiuin skapaéHuja ymoy
perucTopiap KuitMaTiiapy y3rapu6 6opaau. Y3rapuIliHi paHIIary y3rapuiapaas
Owmmm MyMKUH. Perucrop KMWMaTHHHM Y3rapTUPHUIN Y49yH TETHUIUIHM PETHCTOP
YCTHIa CHUKOHYAHUHT YHT Tyrmacu oocunaau Ba ‘“Modify” 6anau TaHnanaau.

Stack window 3. YumlOy oitHaga debug kuwinHa€TraH OKUM XOTHpacujia
CTEKHUHT >KOpUH XOJaTUHU Kypcaraau. by oliHana OepuiiraH OKUMHUHT FOKOPH
CTEKW HAaMOMWHIII dTUJIA]IH.

Memory dump window 4. YumilOy oiHaga XOTUpajard MablIyMOTIap
Hamomum ostunaau. Ymoy oitHaga CTRL-G Ttyrmanapunu Oocuill opKaiu
KEPaKJIU XOTUPA MABIYMOTH OJIMHAJIH.

Xomupa xapumacu. Xotupa xaputacu oiHacu (View—=>Memory map)
debuggernanaguran gacTyp TOMOHHUJAH >KOWJAIITHpWUITraH Oapya XoTHpa
OonmoknmapuHu kypcataau. Kyiuga OJOKHOT JacTypUHUHT XOTHpa XapUTacH
KEJITUPUIITaH.
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e
Address |Size Ouner Section |[Contains Type |Access ;l
a1 8008  AOeA1680 Friv |RY
B0EZ0008  B0ea16868 Friv |RW
B812Ca08 | 666818868 Priv |RH Gua
BB121A0A | BAEA2A8A stack of main thrcod|Priv |RBY  Gua
BP1300008 606020868 Map |R
60140000  GOEA4680 Priv |RY
BE240000 0OCAc @86 Priv |RY
ARZ500008 | AREAZ B8R Map |RU
AA26AAAA | BAR1 6 AAA Map (R
Bh2808608 | BAEZDAAA Map (R
BA2CAARA | BBE41888 Map |R

BA31 0404 | BBEAEBAA Map |R
BA320404 | ABEA40A8 Priv |RY
BH3304004 | BBEA3BAE Map |R
BA4A0U8Y | BREE1UPA | nc FE header Inag R

BA481 909 | BIEBABEA | nc -text code Inag R
BA4AEANA | BARA3ZAPA | nc rdata imports Inay |R
BA4AEANA | BAEAZ808 | nc .data data Inay |R
71iAAB0B08 | 60681888  WSZHELP FE header Inay |R
TiAA1808 | B0EA4888 | WSZHELP | .text code,.inports .exports | Inag |[R
FLAn5008 | BBER18868 | WSZHELP | .data dato Inog |R
"MANEB00A | GBEE10838 | USZHELP | .rsrc rESOUrCEs Inag |R
MOAT0008 | 06010848 | USIHELP | .»eloc velocations Inag|R

1 ABRAAA | PARA1@AA | LS2_32 FE headew Inay|R
1LAB1A0A | AAE12A8A | US2_32 .text code . inports . exports | Inag |R
Z1LAC4ARA | ARRATAARA | WS2_ 32 .data data Inag (R
Z1ACSA88 | BBER18AG WS2 32 .PSIC PESOUFCES Inag (R
Z1LACEH0A | BAEA1GAA | US2_32 .reloc relocations Inay (R
77010000 | BBEA1688 | msucrt FE header Inag (R
77011680 | BAE4CHAA | meucrt .text code.imports . exports | Inag |R
77050808 | BAEAYARA | msucrt .data data Inag R
77Ch400d | BAEA1PPA | msvcrt JPSPC YESOUrCES Inay R
77065808 | UARAZAPY  msucrt -reloc relocations Inag |R LI

4.16 — pacMm. nc.exenacTypy XOTUpa XapuTacu

Oxkum ea cmeknapnu kKypuw. 3] xymnabd oxumiap ¢oigamaHUITUIIH
MyMKHH. TaxJWIaHyBYM AacTypAa OKUMIApHH Kypuin ydyH View—>Threads
Oanauaad ¢oinananunaay. by oifHa OKMMIJIApHUHT XOTHpa MaH3WJIU Ba YJIapHUHT
MaB)KyJl XOJATUHU KypcaTaau (aKTHB, May3a XOJIATH EKU >KApaéH BaKTUHYAIMK
TYXTaTUiraH). Arap OKUM OUTTaJaH Kyn OYyiraH TakAupa, yjlapra BaKTHUHYAIUK
TYXTaTUO TypH, KEPAKIMCHUHM HIUIATAII MYMKHUH. Xap OUp OKMMHHU Yy3Hra
TerunuiM creku O0ynanu. 6.16 — pacmaa main okumu cteku “‘stack of main thread”
EpauFy OMJIaH HOMJIAHTaH.

Koonu mwknawm. OllyDbg nactypuma 3] debug xuium ydyH IOKiald
KyHujaru ycyapaan Gongananuiaim.

DyHkuus Menro Tyrmanap Epiank kypuuumm
OmpuKMacu
Run Debug—>Run F9 >
Pause F12 |
Run thread Debug->Run thread F11 ﬂ
Single-step/step-into Debug—> Step Into F7 b
Step-over Debug—>Step Over F8 ﬂ
Run until return Debug->Execute till Ctrl-F9 |
Return
Run until user code Alt-F9 U

Kenr ¢oitmanannnaauran Run Ba Pause TaHoBiapu, NacTypHH HIIHHH
Oomuiam Ba TYXTaTHIN YUyH (o TaTaHuIaIu.
Execute till User Code tannoBu 31 Taxymsnaniga KeHr (oiananuiaim.
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Tyxmamuw nykmacu. by HyKra TaxJIAJUDIOBYM TOMOHHUIAH YpPHATHIAIH.
JlacTtyp 11y HyKTara KeJruHjaa TyXTaiau Ba TaXJWUIOBYMHU OyWPYFUHU KyTalH.
OllyDbg nactypuna Oup HeuTa, AacTyp TYXTAaTHUII HYKTacH, KypwjiMa TYXTaTHLI
HYKTaCW,lIapTiId TYXTATHII HYKTajJapy Ba XOTHUPA TYXTaTHII HyKTaJlapuJIaH
doiinagaHuIl MyMKHH.

TyxTatuimn HyKTacMHM KyWuin Ba onu0d Ttanutam yuyyH F2 Ttyrmacunan
doiinananunaan. bapua TYXTaTUIN HyKTaJIapUHU KYPUII Y9yH KyWHJIaru pacMmia
KENTUPWITaH TapTUO TaHJaHaaW €KU yJApHUHI KUCKA TyrMmanap B|MH| 1y
OMpYHU TaHJAIl OPKAJIX amMalira OLIUPHUIIA]IH.

Debug Trace Options  WWir

Log Alk+L
Executable modules Alt+E
Memory map Al
Threads Ale+T
CPU Ak
Watches Aley

Search resulks
Fun trace

IMT3Z breakpoints hlk+6
Memory breakpoints alt+y

Hardware breakpoints  alk+H

Source Files

File. ..

4.17 — pacwm.

Hacmyp myxmamuw nyxkmacu. strings aactypu 3J{marum kKaropiapHu
KYpulll UMKOHUHU Oepaau. 3]1 sspaTyBumiapu 3ca Oy TaxJuira Kapum KaTopjapHu
MabJIyM CTaHJapTjiapra KoOJJall ycylauaaH QoijamaHuIIaan Ba KaTropiap
TymyHuO Oyimac xonra yTkaswmiaau. 31 rokinaHrania KoajlaHraH KaTop XOoTupara
IOKJIaHraHjgan cyHr, String Decoder ¢yHKumsutapu opkainu JIexojaepiaHaau Ba
Kepakiau OYWK Kartop onuHamu (6.18 - pacm). Ym0y TyXTaTuil HYKTacH ycCyJu
nexkonypiam (yHKUMSICH MaBXKyJ XoJulapja kKaTta camapa Oepaau. by xonna
tyxtarui String Decoder yakupuiaranian CyHr KyWnuiaaau Ba KEpakiu OYMK KaTop
OJIMHA[IH.

push offset "4NNpTNHLKIXoPm7iBhUAjvRKNaUVBIr"
call String Decoder

push offset "ugKLdN1LTéemldCeZi72mUjieuBqdfzZ"
call String Decoder

4.18 — pacwm.

Hlapmau myxmamuw HyKmacu. by Xonja JacTyp TYXTaJWIId MablIyM
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mapT Oaxkapwira Xojiga TyxTaau. By ycyn Taxiawiam BaKTUHU TEXKall
Makcaauaa KeHr Qoinananuwinanu. by Typaarm TyXTatdmigad —Kydugaruda
doiiganaHuIll MyMKHH:

— Debuggernam oifHacuna CHYKOHYAHMHT YHI Tyrmacu Oocwiaaud Ba
KyWHIaru KeTMa-KeTiuk Taninanan: Breakpoint—> Conditional;

— Kepakiau mapt kuputunaaun Ba OKrtyrmacu Oocwiagu, Macalia,
[ESP+8]>100;

— Play tyrmacunu 6ocuin opKaiu mapT OakapiInIIg KyTUIaIu.

Kypunma myxmamuw Hykmacu. By ycynna KypuiaMma peructopiapuiaH
doitnananunaan. by ycyn kyma Xxam Te3 amanra omupwiagud. by ycyn
KaMUYMJUTUTA OUp BaKTHHUHT Y3HJla TYPTTA TYXTATHUII HYKTAaCUHM KYHHUIII MYMKUH.
by ycynma TtyxTaTMm HyKTacHMHU Kyhuimn y4uyH Breakpoint->Hardware, on
ExecutionkeTMa-KeTJIUTY TaHJIAHA/IH.

Xomupa myxmamuw Hykmacu. by ycynaa TyXTaTuluiap XoTHUpaja aMmanira
omnpuiaau. TyXTtatum HyKTacu cudartujga XoThpa aApecHu OJMHAAH Ba XOTUpPa
MaH3WIA KeTMa-KeTiauruaa xapaxkartiantupunaaun. OllyDbg nactypu xotupa
TYXTAaTUIl HYKTacH yCyluHu &3uimn (write), Ykum (read) Ba amayira OUIMPHII
(execute) xonarinapu y4yH KyJam UMKOHUHHM Oepaau. by ycynaan ¢oitnananun
y4yH CHYKOHYAHWHT YVHT Tyrmacu Oocwim0O, Breakpoint->Memory, on Access
KEeTMa — KeTJIUTY TaHJIaHAH.

By ycyn acocan macrypaa DLL ¢aiin roKJaHUMIIM BaKTUHU aHUKJIAIl YUYH
unuiaTuiIaan. ByHUHT yuyH Kyln1aru KeTMa-KeTIMK aMalira OlupuIajiu:

— Xorupa xaputacura yTuO, kepakiu DLL ycTuma CHYKOHYAHUHT VHT
TyrmMacu 0ocuianu (.text Oynumuma);

—  Set Memory Breakpoint on Access 6aHIWHU TaHJIAHT;

— F9 Gocuitanu Ba KalTa/laH FOKJIAI aMalira OIIHPUIIA]IH.

by ycynna .text 6ynmumuga DLL rokaHranaad CYHT TYXTaTHIA/IH.

Xamonuxknap maxnunu. Debuggernamn sxapaéHu BaKTHIA TYpPJM HUCTHUCHO
xonatinap OYymumm wmymkuH. by xomma OllyDbg nactypu debuggernamnu
TYXTaTagd Ba WCTUCHO XojaTra Kkypcataau. by xonma doligananyBun
KyhHugaruiapaad OUpUHU TaHIal Tanad dTUIaIu:

— Shift-F7 6ocumn Ba uCTUCHO X0NaT UYUTA YTHILL;
—  Shift-F8 6ocui Ba nCTUCHO X0IaTaH KEMMHTH X0JaTra YT,
—  Shift-F9 6ocuin Ba MCTUCHOHU TYTHUII XOJATUHU EKHUIIL.

OllyDbg nmactypuna 3]/ taxjguinamga ogaTtaa 0apya MUCTHCHO XOJIaTJIapHU
Yuupu0 KyWuIn TaBcus 3Tuiaaan. by amanra ommupuim yuayH Options—>Exceptions
Oanaura yTuiaau:
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. Ignored exceptions
e
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4.19 — pacm. Exception MeHIOCH

Vizapmupuw. OllyDbg nacTypu nacTypia IOKIaHTaH MabIyMOTIApHH,
perucTop KUMMaTIapuHU Yy3rapTUpUIl HMMKOHUHU Oepanu. bByHuUHr yuyH
Disassembler window oitrHacunan Edit—>Binary Edit 6anau Tanianamu.

Tonmupuk
1. FOxopuna xypcaruiran kypcanmanap acocuaa Lab01-02.exe, Lab01-03.exe
Ba Lab01-04.exe 3]] napHM IOKOpHIa HOMHU KEATHUPWITAH CTATHK TaXJUJUIALI
Bocutasiapu Ba http://www.VirusTotal.com/Bocuracu acocuia Taxjaua STUICHH.
2. Sparunran 3/] spaTuirad KyHu.

3. Kaiicu kyTyOXxoHara Teruiuid KaHaa ¢aiiap uMOopT KWIMHTAH Ba yjap
Bazudacu.

4. 3] TapMOK XycycHsTIapUra KaHJaai Tacup KWIaIH.

5. Y6y 3/] MakcaauHu aHUKJIAIITa XapakaT KHJIUHT.

6. Lab03-0Ol.exe 3apapkyHaHja JOyCTypHUHHU IOKJAHT Ba KyWuaarujiapHu
Oa)KapuHT:

7. JHactnab procmon, process explorer, regshot, ApadeDNS nacrypiapunu
IOKJIAHT;

8. Ilynman cyHr 3] rokimaHr. MabiyM BakT VyTraHJaH CYHI IOKJIAHTaH
JUHAMUK TaxJIWIIAll BOCUTANApU XOJATHHHU Ky3aTHHT. ByHJaH Tamkapu CTaTHK
Tax)IWJIJIAl  BOCUTANApUAaH (QoiagaHrad Xojjia KyliuM4ya MabIyMOTJIApHU
OJIUHT.

9. Onunran Hatwxkanap acocuza 3/] ra raBcug O6epuHr.

10. IDA Pro mactypuma Lab05-01.dll daitnuan Taxymmi KWJIWHT Ba KyWHIarud
caBoJuIapra *aBo0 OCpHHT:

11. DIIMain MaH3UJIMHU aHUKJIAHT;

12. Imports oitHacugan Qoiigananrad xonga gethostbyname ¢yHKIusICHHHA




IV. AMAJIMA MALIFYJIOT MATEPHUAJIJIAPU

UMIIOPT KWJIMHTaH MaH3WINHU AaHUKJIAHT;
13. Gethostbyname Heurta yHKIIMS TOMOHUAH YaKUPTUPUIITAH;
14. 0x10001757 wman3mnma gethostbyname dYakupuJITaHIUTHHUA aHHUKJIAHT Ba
Kaiicu man3uiara DNS cypoBu 1000puiITraHIMTMHU aHUKJIAHT
15. 0x10001656 man3wina IDA Pro TOMOHHIAH HeuTa JIOKall Yy3rapyBUuiiap

AHUKJIAH/H.
Ha3zopar caBoJuiapu
1. Craruk TaxJusuiail yCyJUIApUHUHT KaMYUIUKIIApH.
2. JIMHaMUK TaxJIMJUTAIIHUHT ad3a/UIMKIapH.
3. PE daitnnapuu rokai ycyiapu.
4. Teckapyn MyXaHIUCIMK UHKUHEPUSCH.
5. Karopnap 6yitnua Taxjausiani.

DoiigaJaHIITaH agaduérTaap
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2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.
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4. https://technet.microsoft.com/en-us/library/dd277395.aspx
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V. KEMCJIAP BAHKU

V. KEUCJIAP BAHKHA

1 — keiic
1. Ax6opor xaBdcuznuruga ¢yHIaMeHTIaT Myammonapu Oy: Max(ulIuK,

OyTYHIIIMK Ba QoiJalaHyBYaHIUKHN TAbMHUHIAIITUD.

a. Xap O6up TeMuHra: MaxQuitnuk, OyTyHJIHMK Ba (oiganaHyBYaHINKKA
AHUKJIMK KUPUTHHT.

b. Max¢uitnuk XycycusiTu OyTYHJIWIMKIa Kaparanja MyXUM CaHaJIaH
aHUK MHUCOJI KEITUPHUHT.

c. byTynmuk xycycustu MaxQuUIIMKKa KaparaHja MYyXUM CaHajliraH
aHUK MHUCOJI KEITHUPUHT.

d. doliganaHyBUaHIMK XYCYCHSATH KOJTaHJApra KaparaHja MYyXUM
CaHaJIraH aHUK MHCOJI KEJITUPHHT.

2. baHk HyKram HasapuJaH KaparaHja, MIKO3 MabllyMOTJIAPUHUHT
Max(QUIIUrY MyXUMpOKMHU €Eku OyTyHnuru ? baHk Mko3n HyKrau
HazapuaaH4u ?

3. Ounaiin OaHK YpHura, Ajuca OHJIA MIaxMaT YHWHUHU TakiIud OHTAH.
DyHMHT y4yyH MWIKO3JIap Xap OMJIMK TYJOBHM amajira OIUMpPaJWiiap Ba
TU3UMTIa KUpHO Y31apura Moc pakMOHU TaHJIalauIap.

a. Kaiicu xoiia ANMCaHUHT OHJIAH MIaxMaT YUUHU y4yH Max(unIuK
Kkepak ? Mwxko3znap yayHuu ?

b. Huma yuyH OyTyHIUITUK Kepak ?

c. Huma yuyn dorinannyBuannuk Mmyxum Oy epaa ?

4. OnmaitH OaHk VpHHUra, Anuca OHJAMl IIaxMar YHAWHUHUA Takiaud OTIAU.
DyHMHT y4yyH MWIKO3/Iap Xap OHJIMK TYJOBHM amajira OIIMpaJuiiap Ba
TU3UMTIa KUpHO Y31apura Moc pakMOHU TaHJIalauIap.

a. AJNVCAHUHI  OHJIAWH  IIaxMaT  VHWHUHT  KalcH KHUCMHJa
kpunrorpadusian poigananunagm ?

b. Pyxcarnapuu HazopariamjgaHiu ?

c. XaB(CU3IUK MPOTOKOJINYH ?

5. dapa3 KUIAITHK cu3aa 6up ceKyHaa 2 Ta KaIuTHY TeCT/IaIl HMKOHHTA 3ra
KOMITBIOTEP MaBXY/I.

a. By xommbioTep épaamuaa 2*° Ta KaqHTHM TecTIaIl ydyH KaH4a BaKT
Kepak O0ynanu (Hua xucoOua).

b. By kommbroTep épaamuaa 2'*° Ta KaTUTHH TECTNALl YUyH KAHYA BAKT
Kepak Oymanu (itmn xucobuma).

c. By xommbiotep éprammia 2°°° Ta KaNIMTHM TECTIAIN Y4yH KAHUYA BaKT
Kepak Oynanu (Hua xucoOua).




V. KEMCJIAP BAHKU
2 —keiic
1. Ie3ap mmdbpnam ycynu épaamuaa mudpianrad Kydujgarura TeHr. Y Hra
TErunuid OYJIraH OYMK MAaTHHU Ba KaJMUTHU aHUKIAHT ? (Dakar MHTIU3
anmud0ocuaan, /A....Z/ horinanaHuIraH)
a. VSRQJHEREVTXDUHSDQWU
b. CSYEVIXIVQMREXIH
2. DES mmdpnam anroputMu OujiaH TaHUIIMHT Ba Kyluaaruiapra »xaBoO
OCpHHT:
a. OuuK MaTH OJJOKUHUHT Y3YHJIUTH;
b. IIudppmatH OIOKUHUHT y3yHIIUTH;
Kamut y3ynnury;
Paynn xanur y3yHnaury;
Paynmiap conu;
S >xagBanap coHu;

o Ao

. S ’kajBaga KHPYBUM Ba YUKYBUU MAbIYMOT Y3yHJIUTH;

3. ECB Ba CBC mmmdpnam peXUMIApUHUHT ad3ajuIMKIapu  Ba
KAMUYMJIMKIIAPUHU MUCOJIIap OnjiaH UCOOTIaHT.

4. ®apa3 kuauHr OnokiIM MmUdpiam ycyiaud Kydugarn Koujaa Oyiinua
mmdpaamau amanra ommpanu: Cy = IV XOR E(Py, K), C; = Cy XOR
E(P;, K), C, =C; XOR E(P,, K), ...

a. YHra moc Oyniran aemu@pian KOuTaCuHHA ¢3UHT;
b. by pexuman CBC pexum Owiran Takkociaranga ads3aumk Ba
KaMYMJIUKJIAPHUA AUTHHT.
5. DJEKTPOH pakamii UM30 YU4YH KyWuaarujiapHu UCOOTIIaHT:
a. Kanpail kunu0O Ba HUMa Y4YyH 3JEKTPOH pakaMiid MM30 XabapHH
1000puIIAaH TOHMACIUKHU TabMUHIAUIu 7
b. Kangaii kKm0 Ba HMMa y4yH AJIGKTPOH pakamiiM MM30 xabap
OyTYHJINTUHU TabMUHJIARAN ?

3 — keiic
1. buomMerpuk xycycusariapaaH (oianaHuirasia;
a. Unenrduxanusanam Ba ayTeHTU(UKAIUsIALI XKapaCHIIapy opacuiaru
dbapkHU alTUHT ?
b. FAR Ba FRR xaronuknapau aHuk MucoJiiap Ouiad TYITyHTUPHUHT.
2. daiinga napoaHu OOFIal OuJIaH MyMKHH OYJITraH X0J1a:
a. Huma yuyn nmaponnu aitnga xsuuiad caksiamt sxim ?
b. Huma yuyHn ¢aiinga maponan mmdpnad cakiaranmaH kypa xamuiad
cakJiara gxiu ?
c. “Ty3” HUMa Ba y HUMa y4YyH TapoJra Kymuob X3IutaHaau



V. KEMCJIAP BAHKU

. TamkumoTna XoaquMIapHU XaKUKUIIATAHA TEKITUPHUIT yayH 0apMOK M3HTra
acocjiaHraH OMOMETPUK ayTeHTU(DUKAIUAIAII TU3UMUIAH (poraanaHuIaau.
By ukkuta TH3UM MaBxyxa O0ynu6, Oupununcuaa FAR kypcarkuum 1 % ra
FRR kypcarkuum 3ca 5 % ra tenr. Ukkunuucuaa sca, FAR 5 % ra, FRR
aca 1 % ra TeHr.
a. Kaiicu TM3uM 3HT XaBCcu3 Ba HUMA YUyH ?
b. Kaiicu Tu3um xonumiaap60o0 Ba HUMA y4yH ?
c. Kaiicu Tu3nMHu Tannarad 0ynapIuHru3 Ba HUIMa Y4yH ?
. Aynuo Kanmyaman doitgananuirania:
a. Pean ayamo Kamuanu TacBuUpiaHr Ba KaHIald MIUIALIAHU
TYIIYHTUPHHT.
b. by Typnaru kanmdaman QoianaHwiIraHna TaxAuAuMra - KaHpjai
MabJIyMOTJIap MablIiyM OYynaau ?
. Anuca Ba bo0 opacujgaru MyJoKOTAA MakeTyiap mMuU@piiaHaad Ba OyTYHINK
CMMETPUK TU3UMIIapIaH (oilfalaHIITaH X0J1/1a amajra ONIupIaIn.
a. IP capmaBxanum Kaiicu KucMu ImUdprIaHaId Ba KalWcH KUCMH
mudpaanManam ?
b. IP capnaBxaHu KaiicCh KUCMUHUHT OYTYHJUTH TabMUHJIAHAIU Ba
Kalicu KuCMuJa UyK ?
c. Maspy3ana alTuO YTuiaraH TapMOKJIapapo 3KpaHAaH Kaiicu Oupu Oy
xouiza oitnananunany ? ’KaBoOMHTU3HU aCOCTAHT ?
d. Mabpy3aga HOMJApu KEJTHPWITaH TapMOKJIapapo JKpaHjap
TaxJIWJUIAI YIYH KaHJail MablIyMOTJIap MabJiyM Oynaau ?

4 — keic
SSL Ba IPSec mpoTokosmapu TapMOKJIa XaB()CHU3IMKHU TabMUHIAII YUYH
dbolnananunagm.
a. SSL mpotokonuu I[Psec mportokonra kaparanja ad3aumMKIapuHU
KYPCAaTHHT.
b. IPsec mporoxomau SSL mporokonra kKaparanna ad3auTUKIApUHU
KYPCAaTHHT.
c. SSL Ba IPSec mporokosmiapu opacuaard (papkHd Ba VXIIANUTMKHU
AHUKJIAHT.
. 4 — mabpy3ana kentupwirad SSH HUHT COOIANUIITUPUITAH MTPOTOKOIUTa
KapaHr.
a. Kaepma Ba kanpmaili kwiub Anuca ayTeHTU(UKALMIIAH YTMOKIA.
Huma Ttakpopiam Taxauauaad XuMOosIaMOKAa.
b. Arap Tpumu maccuB Xyxymuu Oyica (dakar MabIyMOTHH Ky3aTa



onaan), K xanutau xucobmai onmaiian. Huma yuyn ?

c. Arap Tpunu akTuB Xy)Xymuu OVyica (xabap xam ro0opa onaau), y K
KaJIMTHU XucoOnail onaau. Huma yuyn Oy KanuT OWiiaH MPOTOKOJTHU
Oy3a onmaiiau ?

d. Oxwupru xabapuu K kanut Ounar mmdpramgad Makcaa HuMa?

. ®@apa3 kuauHr WEP nporokonu Kyiuparuya y3rapTUpWiau. Xap Oup
NMakeTHH Iudpramaa K «xamutman  doiimananmnamn. K kamut
ayreHTUUKanusaaa ¢oigataHuIrad KajauT OunaH Oup XuJl.
a. by sxmm dukpmu €k MyK. AcociaHr.
b. by ycyn WEP na doitnananunran Kn=(1V, K) ycynra kaparanga
OapIOLITUMU EKU UVK.

. Wireshark €xu wuxtuépuit Tapmox cHubpdepunan ¢oitnananud, SSL
TapPMOKHU TYTHO OJIMHT Ba YHH TaXJIWJI STUHT.

. IPSec mnporoxomuuuar AH Ba ESP pexumnapu opacumaru ¢dapkHu
TYIIYHTUPUHT.

5 — keiic

. TakuknaHTaH KaTTAJWMKJIAPHU KUPUTHUIITA aCOCJIAHTaH XOTOJIMKIap Ba yJap
KaHaal xaBdaapHu 0O KETUITH MyMKHH.

. Hactypuii wmaxcynotnapaard 3audiaukiap ojaTaa uWHManap —OwiaH
n30xJ1anaau. Mucoinap OusnaH UCOOTIaHT.

. Karopnapuu taxmwmnampga omatna Strings nactypunian (oiiaaaHUIa .
Ymly nacTypHu anjuain yuyyH KaHjai ycysuiapaad dhoinananuiaim.

. SandBoxnman ¢oigananunarad XoJiga cojja JUHAMHUK TaxXJWJd aMajira
OIIMPHUILl MYMKHUH. by ycymHUHr ad3auiuru Ba KaMYWIMKIAPUHU
KEJITUPUHT.

. Bynyrnu xucoOnam Tu3uMIapuia BEpTYyJl MalllMHAJAPHU XOCWJI KUJIHIIIA
QKPATUITHUHT Kaicu TypuaaH QoiagaHuIaan Ba ylap Xakuja TYJIHKPOK
MabJIyMOT OCpUHT.
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VIL. TJIOCCAPUM

VIL TJIOCCAPUI

Ne Tepmun H3ox Description
1. — Tr3uMAa (oligananyBuunra, . :
. - View user specific access
ABTOpHM3alusl | YHUHT WKOOUI , ,
rights on the basis of a
ayTeHTU(HUKAIUACUTA aCOCaH, .. .
L. . positive result in its
Authorization | mabiym doiigananuin .
authentication system.
XYKYKJTapWHHA TaKJIAM STHIIL.
2. — BUPYCJIApHU aHUKJIOBYH EKU
pycrap . - a program that detects
AHUKJIOBYM Ba MYK KAITyBYH
HacTyD. Arap B . and detects and removes
. upyc uyK . ..
KI/IJII/I}g)Maca P BupyE Iy viruses. If the virus is not
, 3aXapJIaHraH .. :
o oo P removed, it is possible, the
JTAcTypui WYK KuinHaau. flHa | . .
infected program is
AHTHUBHPYC — BUpYCIapAaH XUMOSUIAIITa, ,
. destroyed. still - a program
3axapiiaHTaH JacTypui . ,
. . designed to protect against
Antivirus MOJyJIJIap Ba TU3UMITU . .
MAKOHTADHH 2 R viruses, detection of
HUKJIAITa, :
P infected software modules
Xamjia 3axapJaHraH
and system areas, as well
OOEKTJIapHUHT 1aCTIa0Ku . .
as the original, infected
XOJIATUHU TUKJIAIITa .
. objects.
MYJDKaJUTaHTaH JacTyp.
3. — KOMIIBIOTEPIA
Anmapar MabIyMOTJIapHH XuMositamiaa | - the use of hardware, for
XMMOSI anmnapar BoCUTaJlap/iaH, example, registers
MacajaH, ysrapa boundaries or locks and
Hardware perucTpiiapujiad EKu keys to protect data in
protection KyndiapaH Ba KaIUTIapAaHn | computers.
ol nananui.
4. | AcumMeTpuK
wngp — Oynnai mmdpaa mmdpnam | - a cipher in which the
KaJIUTH aemudpiian kanutura | encryption key does not
Asymmetric MOC KeIManamn. match the decryption key.
cipher
5. | AcumMeTpUK | - MaxUITAIITUPULT YCYIIU - the method of
g paam o0ynu6, mudpnam yuayH Typau | classification, in which
Asymmetric KJIUTIIApAaH different encryption keys
Encryption doitnananunagm. are used.
6. | Ayrentuduka- | —oaaraa TH3UM - checking user




VIL TJIOCCAPUI

uus pecypcnapuian authentication, device, or
dbornananumra pyxcar 3Tum | other component in the
Authentication | xycycuna kapop kaOysn yuyH | system, usually to make a
doiinamaHyBYUNHUHT decision about granting
(XaKMKUMJITUTHHI), access to system
KYPWIMaHUHT €KW TH3UMHUHT | resources; checking the
OOIITKa TalTKWI ATYBUNCHHUHT | integrity of stored or
UJIEeHTU(PUKAITUSACUHA transmitted data to detect
TEKIIUPHIII; CaKJIaHyBUH Ba unauthorized
y3aTyBYU MabJIyMOTiIapHUHT | modification.
pyxcarcus
MOAN(UKAMSUTAHT AHTUTHHH
aHUKJIAII YIyH TCKIITHPHIIL.
- TyIIMaHHUHT axO00poTHra,
ax0opoTra acociaHraH - actions taken to achieve
)apacHiapura Ba ax0opoT information superiority by
TU3UMIIapUra 3apap erkasumi, | damage information,
Ax0opoTt OMp BaKTHUHT Y3UTra TETUIIIM | processes, based on
ypyluu ax0opoTHH, axOopoTra Ba information and
ax0opoT TU3UMIIapura information systems of the
Information acoCJIaHTaH >KapaéHIapHU enemy while protecting
war XUMOSsLIAIT My OuiaH proprietary information,
ax00pOT yCTYHJIUTUTA processes based on
SPULINII YYYH 3apyp information and
qyopajlapHu KYpHIIl information systems.
XapakaTiapu.
- axOoport xosatu 6yau0, yHra | - state information , which
ounoan axbopotra Taconudan | prevents accidental or
€Ku aTallvH pyxcaTcu3 Tabcup | intentional tampering or
A sTHIITa €KUM pyXcaTcu3 YHUHT | unauthorized information
xbopor OJIMHUINIMTA WY KYyHuiaMaiinu. | to receive it, also - state -
XaB(CU3IUTH .
SHa - axOOpOTHU TEXHUK level data protection
Information BOCUTaJIap €paamMua during prqcessing
) UIUTAaHUIITUA YHUHT technologies to support the
security Max puitk preservation of its
(KoHbUIEHITHAIIINK), qualitative characteristics

SIXJINTIIMK Ba
doiinaranyBYaHINK Kabu

(properties) as privacy
(confidentiality) integrity




VIL TJIOCCAPUI

XapaKTepUCTHKAIAPUHU
(XycycusTiapuHu)
CaKJIAaHWIIIUHU TAbMUHJIOBUH
axOOPOTHUHT XUMOSTTAaHHUIIT
caTXy XOJaTH.

and availability.

9. | AxOopot - ax60poT xaB(pcuznuru o
- constant monitoring of
xaB()CH3JIUTH | Tasabiapura MOCIUTMHU
the process safety
MOHUTOPHUHTH | aHHMKJAIl Makcaauaa axoopor | . ..
information in the system
TU3UMHUJATH aX00pOT . . .

. information to determine

Information XaBQCU3IUTHHU TAbBMUHJIAIT | | . :
. . its compliance with safety
security JKapa€HUHU MYTTAaCHII . .
T information.
monitoring Ky3aTHIIl.
10. - XMMOSJIaIlra JOuu , o
A 5 - Information Security is
axOOpOTHUHT :
to ensure security of
AXOOpPOTHH (MabIIyMOTJIAPHUHT) .
cryptographic methods of
TeXHUK XaBQCU3IUTUHU XapakaTaard | . .
osi1a KOHYHIApra MyBOG information (data) to be
XHUMOSIJIAII VK, .
yHap Y . (to be) protection in
TEeXHUK, JaCTypuii Ba .
. accordance with
Hardware JACTYpUM - TEXHUK ,

) applicable law, the
Information BOCUTAJIAPHU HIILJIATHUO, . :
Securit HOKpUnTorpaduk ycysuia application of technical,

¥ . P P yeyIriap software and software and
épramMua TabMHUHJIAIIIAH
hardware.
nbopat ax00poT XMMOSICH.
11.| Ax6opoTHH
kpunrorpaduk | - axO0pOoTHU KpUnrorpadux - information security by
XMMOSLJIAIT y3rapTupui épaaMuaa means of its cryptographic
Cryptographic | xumosiar. transformation.
Protection Of
Information
12.| AxoopoTHHn :
P . . - dopaTA — the Information
TAIKUJINA - MABMYPHH 9 HU , . .
. YIi . pa’tap security which is carried
XUMOSJIAI KYJUTam iy OuiiaH amanra
.. out by acceptance of
Organizational | ompunyBuM ax60poT ey :

. administrative measures.
Information XUMOSICH.
security

13.| Ax0opoTHH — axOOpOTHU XUMOSLJIAII — the information
XYKYKHH Oyiinua cyObeKTiap security by legal methods
XUMOSLJIAIT MYHOCAa0aTHHU POCTIOBYH including development of




VIL TJIOCCAPUI

KOHYHHUM Ba MEBbEPUI

legislative and normative

Legal XyXKaTIapHU (aKTIapHH) legal documents (acts),
information UIUIa0 YMKUIITHYU, XaM/a subjects governing the
security YIIAPHUHT OKapUITUIITHHA relations on information
HA30paT KWIUIIHU Y3 HUnra security, application of
OJTyBYM ax00poTHU XyKykuii | these documents (acts),
ycyJutap épaamMuaa and also supervision and
XUMOSLIAIIL. control of their execution
14. — ax00poT XaB()CU3TUTHHU - includes a complex of
TabMUHJAIITa WyHantupuiran | the actions aimed at
TagOoUpIap KOMIUIEKCH. providing information
Amainna ax0opoTHH security. In practice it is
AXOOPOTHH XUMOSIJIAI JATraHaa understood as
XUMOSJIALT MabJIYMOTJIAPHU KUPUTHUII, maintenance of integrity,
cakJialll, Miiam Ba y3arumiaa | availability and if it is
Information YHUHT SIXJIUTJINTAHH, necessary, confidentiality
protection dbolinananyBYaHIUTHHN Ba of information and the
arap, kepak 0yiica, ax0oport Ba | resources used for input,
pecypCIapHUHT storage, and processing
KOH(HIeHIUATUTUTUHA and data transmission.
MaJaJTaml TyITyHUTa IH.
15. — ayTeHTU(UKALIHS BOCUTACH
0ymm6, dholnaraHyBYMHUHT
0apMOK u3JIapH, Ky - authentication, which are
MaHXACUHUHT T€OMETPUK personal features such as
Buomerpuk IIaKJIK, FO3 IIaKJIM, Ba user tone of voice, the
MabJAYMOTJIAp | yJIYamiiapu, OBO3 shape of the hand,

Biometric data

XyCyCHUATIIApH, KY3 €I BA TYp
MapJaCHHUHT MAKJIA KaOu
maxcuid, hapkiv ajoMaTiapH.
AcI Hycxanapu pakam
KYpUHUILNIa KOMITBIOTED
XOTHUpacua cakjaaHaau.

fingerprints, etc., The
originals of which are
stored digitally in a
computer memory.

16.

By3unum

Distortion

— MabJIyMOTJIAp CUTHAIIU
napameTpiapu
KUMMATIApUHUHT YPHATUITAH
tajabnapaand yerinaHumm. SIHa
- aJloKa JTMHUsCH Oyitnua

- deviation of values of
parameters of a signal of
data from the established
requirements. Also,
change of contents of the




VIL TJIOCCAPUI

y3aTUJIyBUM Xabap
TapKUOWHUHT Y3rapuIIy.

message transferred on the
communication lines.

17. — y3uHM, OOIIKA TacTypJiap
OaxxapunaéTranua, yaapra - a small program that
KUPUTYBYU YHYAIIUK KaTTa inserts itself into other
OynmMaran nactyp. SHa - programs when executed.
HyCXaJIapUHU OCUXTHED Also, a program which can
Bupyc spaTHII Ba KeHMHYAIIMK STHTH | spontaneously create their
HYCXaCHHH OOIIKApHIII Ba copies and modifies other
Virus KaiTa sipaTuIra SpUILHILI programs stored in files or
Makcaauaa aiiapaaru Ba system areas for
TU3UMJIM coXayapjaru Oomika | subsequent management
JACTypJapHH and reproduction of a new
MO (DUKATTHASIIAIT copy.
MMKOHHUSITUTA 3Ta JACTYP.
18. - 1aBJIaT TOMOHUJAH - information protected by
Myxo(ha3za KWIMHYBYH, (porr the state, the disclosure of
KWJIAHUIIN JaBJIaTHUHT which could have a
XapOui-uKTUCO UM negative impact on the
MOTSHIIMAIMHUHAT CUDATIN qualitative state of
XOJIaTUTa canOuil Tabcup military-economic
ATYBUU €KW YHUHT Mynogdaa potential of the country or
JaBJat cupu .
VMKOHUSTH, J1aBJIaT cause other serious
xaB(CU3JINTU, UKTUCOAUM Ba | consequences for its
State secret . . .
cuécuii MaH(aatiapu yuyH defense, national security,
Ool11Ka OFup oKuOaTiIapra economic and political
onu0 KeluM MyMKHUH OynraH | interests. To state secret is
MabaymoTiap. JlaBnar cupura | secret information
‘“xyna myxum” Ba “mytiako | classified "special
Maxuit” rpudim axo6opot importance" and "top
TALTYKJIH. secret".
19.| demmdpiaam — a cryptographic
A bp — nemmdprnant QyHKIUICUHA r.yp 8 p.
AJITOPUTMH algorithm, the inverse of
) amaJira ONIMpyBYH Ba . .
Decryption the algorithm encryption
] mQpran anropuTMuUra . .
algorithm, and decryption function
i ) TECKapH aJlTOPUTM .
deciphering implements.
20.| Mnentudukan | — Qoiigananuin cyobekiapu | -assignment to subjects
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us Ba 00bEKTIIapUra and objects of access of
UJIeHTU(PUKATOP OCPHII the identifier and/or
Identification Ba/EKU TaKJIUM STUJITAH comparison of the shown
UACHTU(DUKATOPHH identifier with the list of
Oepunrannapu pyixaru Ounan | the appropriated
TaKKOCJIAIIL identifiers.
21. — (bolitanaHyBYNIIAPHU ..
ek Hfllmj Typnyn q)aKTI()) prap - user au‘Fhentlcatlon based
on two different factors
(paxrop acociAd are usually based on what
ayTeHTH(HUKAIL aYTVCHTI/I(I)I/IKaLII/IHJIaH_I, ONATIA, | knows, and what
us dolinananyBuu Omnaauran
Hapca Ba 3TajuK KWIaIuraH he owns (g pas.sword-
based and physical
Two-factor Hapca (MacaliaH, mapoJib Ba . .
authentication | ¢pu3uK HICHTUDUKATOPH) identifier).
acocuja.

22. — the member of group
— rypyxra teruuuii smpul | of the people having
ax0opoTaaH ¢oinanaHu access to the classified
XYKYKHWTa 3ra rypyx ab30CH. information, belonging
Opnatna, ax60poT cupKud this group. As a rule, is the
YUKW OUSIaH OOFITHK key character in the

HHucaiinep MOYOPOJIa MyXHUM ITTaxc incident, connected with
xucoOnanaau. Ly nykran information leakage. From

Insider HazapuaaH, nHcaaepiaapHuHr | this point of view
KYWHJIArd XuJuiapy distinguish the following
dapkianaau: 6enapsosiap, types of insiders:
MaHUIYJISIUSAIaHyBUHTIAD, negligent, manipulated,
pamwxuraniap, kymmumda nyn | offended, disloyal, earning
WIIUIOBUYMJIAP Ba X. additionally, introduced,

etc.

23. Kamu Kanpaiiagup ax6opot - the code used for
doiinananuin BakoJaTUHU confirmation of powers on

Key TaCIUKJIAIl YIYYH access to some
UIUIaTUIaAUTaH KOJI. information.

24. | Kanutaap - KQJIUT (KPUIITOTU3UM - technical device or

reHepaTopu KaJIUTH), KaJTUT KeTMa- program designed to

KETJIMT'H, HHUIIWJIN3alluAd

generate arrays of
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Key generator

BEKTOpJIapH Ba X. cudaruia
WIUIATAITYBYH COH
MaccuBiapu €Ky OOIIKa
MabJIyMOTIAPHU UILIA0
YUKAPUILITA MYJDKAJUTAHTaH
TEXHUK KypuiMa €KU JacTyp.

numbers or other data to
be used as keys
(cryptographic) key
sequence, initialization
vectors, and so p.

25.

KomnbloTep
TU3UMH
XaB(CU3IUTH

Security of

— IECTPYKTHUB Xapakariapra
Ba €1IFOH axOOpOTHHM 3y pJ1ad
KaOyJ1 KWJIMHMIIIKMTA OJTH0
KEJyBYM UIIJIAHAUTaH Ba
CakJIaHyBYH aXOOpOTAaH
pyxcarcu3 QoiiianaHumira

- property computer
systems to resist attempts
of unauthorized access to
information processed and
stored, the input of
information, leading to

computer ypUHHUIIIApTra KOMIIBIOTED destructive actions, and
systems TU3UMUHMHT KapIiu Typa the imposition of false
OJIMII XYCYCHSITH. information.
26.| Kpunrtorpaduxk | — kpunrorpadux - the algorithm that
AJITOPUTM GyHKUMSITApHUHT OUPUHU implements the
Cryptographic | xucobsanHu amanra computation of one of the
algorithm OLLIMPYBYH aJTOPUTM cryptographic functions.
27.| Kpunrorpadguk | - MAbIyMOTJIapHU .

P pad Y P . — data security by means
XUMOS Kpunrorpaduk y3rapTUpuIl ,
Cryptographic | éparamuaa XuMosIaLI of cryptographic

yp g P p ' transformation of data.
protection
28. -field of knowledge which
—ax00poT Ma3MyHHUHH , o
o612 6 unites the principles,
HUKOOJIAIIl, YHUHT YIILT
B 4 Y methods and means of
KOJIMHUIIIH Ba Oy3UIIUIITN .
transformation of data
UMKOHUSATUHU OapTapad .
K orpad ATUII, aXO0POTHU carcus with the purpose to
untorpadusi , .
P P . P py% disguise contents of
dbolnanaHuIIIaH XUMOSIaIT ) )
Crvot h information, to prevent
ryptogra MakKcaJnia MabIyMOTIApHU o .
yprography USI; e Y . P possibility of its
rapTUPUII IPUHIIUIAPUHH, | | )
y3raptip PHHIITIED interception and
yCYJUIAPUHU Ba BOCUTAJIAPUHU | . . . .
information distortion, to
OMpIATHPYBYN OUITUM :
protect from unauthorized
COXacH. . .
access to information.
29.| Jlyratra — KPUNTOTU3UMIa OYMK MaTH | - attack on the
acocJIaHraH DJICMCHTIAPHU JIyFaTUJIaH cryptosystem that uses a
XYXKyM doiigananuiira acocjaaHrad dictionary of text elements
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XYKYM. open.

With a

dictionary

Attack

30. | Maxdwuii — information containing
— TapKUOHWa JaBJaT CHpHUra .
axooport oML MABIYMOTIAD GYIran data, carried to secret
Confidential Y poY state.
) ax0oporT.
Information
31. - information presented in
— olaM uImTUpoku OmnaH €ku | a formalized manner
aBTOMATHK Tap3/a y3aruiira, | suitable for
Masbaymoriaap R .
M30XJ1amra Ky UIIamra communication,

Data ApOKJIU, (popMaamran interpretation or
KypuHuIaa ndogananran processing involving
ax0oporT. human or automated

means.
32. — Oapua maHdaataop — information which

O4uK ax0opoT | MAXCIAPHUHT doesn't have restrictions
Open dbolnananuniapu oyrinda on access to it all
Information yekJiail OyiMaran ax0opor: interested persons:
ymyMmdoiigananyBuu ax0opot. | information public.
33. - ax0OpOT TU3UMUIAH
(TapMOFHIaH) SAITUPUHYA - tech (method) secretly to
IMaposnu 0y3u0 | QoiinanaHuIl TEXHUKACH access the system
OYHII (ycynm) 6ymu0, yuaa xyxxym | (network) information, in
KWwiyBud Tapad naposuiapau | which the attacker using
Password domr KutyBun €pramMuia opener tries to guess
cracking MapoJUIapHU aHHUKJIAIITa passwords (pick) or steal
(Tannamira) €ku YrUpIaIira passwords.
YPUHUO KYpau.
34, — KpUNTOTU3MTIa EKU - an attack on a

IMaccuB Xyxym

Passive Attack

Kpunrorpaduk npoToKoJra
Xy)XyM 0ynu6, OyHaa gyiniMan
Ba/€ku Oy3FyHUU y3aTHIIyBUH
mudpiranrad ax60poTHU
Ky3aTaJly Ba UILIaTaJH, aMMO
KOHYHUM (oiiganaHyBUIHIaAD
XapakaTura TabCup 3TMaNIH.

cryptosystem or
cryptographic protocol in
which the offender or the
enemy and observes and
uses the transmitted
encrypted messages, but
does not affect the actions
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of legitimate users.

35. - KypuiManiap, aactypiap,
MabIyMOTIapJapHH UIILIAIT - set of rules, defining
IIpoTokoa TU3UMJIAPH, KapaCHap €Ku algorithm of interaction
doiinananyBumnapHuHr y3apo | devices, software, data
Protocol XapakaTh aJlrOPUTMHUHU processing systems,
OENTHIIOBYH KOUaIap processes, Or users.
MaXMYH.
36. - ayTeHTU(UKATUSHU
TabMUHJIAII YYyH MaHOa - Additional information
TOMOHU/JIaH TakAuM >TuiyBur | provided by the source to
KYIIMMYa ax0opoT. provide authentication.
MasbnymoTinapuu 6sokura Eku | Sequence data that is
HUHT KpUnTOrpaduk added to the data or the
Pakamiu um3so }U] P rpag , .
y3rapTUpuiuIM Hatwkacura | result of its cryptographic
Dicital KylIwiaaurad MabiymoTinap | transformation of data that
igita ..
] g KETMa-KETJIUTU allows the recipient to
signature .
MabJIyMOTJIAPHU Ka0yJl verify the source and
KWJIyBUUTa MAaHOAHUHT Ba integrity of the data block,
MabJIyMOTJIAp OJIOKUHH as well as protection
AXJIUTIUTUHU TEKIIUPUIITA against fraud or forgery.
Xamjia COXTaIAIITUPHIIIaH
XUMOSIIAIITa IMKOH Oepaiu.
37.| Pyxcarcu3 C .
. - XUMOS1 OOBEKTH IaH - violation of regulated
doipmanu )
) perjiaMeHTIaHTaH access to the object of
Unauthorized . .
doitnanaHUIIHUHT Oy3UluIIM. | protection.
access
38. - muQpIiai Ba pacmu@ppoBKa , ,
Pp Up dp - a cipher 1s used for
CumMmeTpuk KUJTUII Y49yH aifHaH Oup . ,
- encryption and decryption
mngp KaJIUTAAH EKU OUpU OpKaIH
one and the same key or a
OOIIIKaCH OCOHTHMHA aHUKJIAIIHA | .
. . different key, such that
Symmetric MYMKHWH OYJIraH TypJiu ,
h doi one of them can be easily
cipher KanuTiaapaan GoigaianyBIu ,
P A A 4 obtained by another.
mudp.
39.| Tapmok - ax00pOT TAPMOFUHU - measures that protect the
xaBpcm3auru | pyxcarcus dpoilnananumgad, | network information from

MEBEPUN UILIALINTA

unauthorized access,
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Network tTacoaudaH €K1 aTalivH accidental or intentional
Security apaJallnilIaH €KU TapMOK interference with normal
KOMIIOHEHTJIapuHM Oy3uira | activities or attempts to
YPUHUIIAH SXTUET KWTyBYM | destroy its components.
gyopanap. Ac600- Includes the protection of
yCKyHaJlapHU, TaCTypui hardware, software, data.
TabMUHOTHH, MabJIyMOTJIAPHU
XMMOSIJIAIIHY 3 HUUTa OJIa]TH.
40. — anmnapar-1acTypui
BOCHTaNap EpaamMuaa
TapMOKIaH (oilTalaHuIIHU - a method of protecting
MapKa3JIallTUPUIL Ba YHU the network from security
Ha3zopaTJiall uynu Ounan threats from other systems
TapMOKHU OOIIKa and networks by
TU3UMJIIapAaH Ba centralizing network
Tapmoksapapo
TapMOKJIapJlaH KeJlaJura access and control of
IKpaH
xaB(cuznukka tTaxauanapaan | hardware and software.
i xuMosutai ycyiu. Slna - oup | Also, is a protective
Firewall . .
HeYya KOMIIOHEHTJIapAaH barrier, consisting of
(macanaH, 6paHamMay?p several components (such
JNacTypuil TABMUHOTH as a router or gateway that
UIUTAlIMral MapupytuzaTop | is running firewall
€KU UTI03]1aH ) TaIIKUIT software).
TOIraH XUMOS TYCUFU
XHCOOJIaHaIH.
41.| Taxau :
UL - TaxauaapHu Tacoaudan Ba | - threats can be classified
TypJiapu N . .
Tvpes of aTallMHIIapura, akTHB Ba into random and deliberate
P NaccuBJlapura TacHuam and can be active or
Threats .
MYMKHH. passive.
42. - pecypcnapuiaH Ba - the security of the system
- (byHKUIHOHATb from unauthorized use of
U3UM .
UMKOHUSTIAPUIAH Xam/ia its resources and
XaBQCH3IUTH .y
UIUIAIKAA TYpJu Oamiopar capabilities, as well as
KWINHAIUTAH KU possible violations of its
System . Ny
) KWJIMHMAWIMTaH X01aTiap functioning caused by
Security

cabab OymyBun OYmmIm
MYMKHUH Oyiran

various predictable and
unpredictable
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Oy3unuuapaad TH3SUMHUHT | circumstances.
XUMOSITTAaHHIIIH.
43. — TapadapHu
ayTeHTU(UKALIHSIIAII
BapHaHTu OYIHO,
TapadJIapHUHAT Xap OUpH y - authentication Option
OwmtaH y3apo xapakaraaru parties in which each party
TapaHUHT XaKuKaTaH Y31 verifies that interacting
AKAHJIUTUHH TEKITUPaIH. with her party - namely
o V3apo ayrenTuduKausIHT that for which he is. A.
Y3apo amajra OlMpyBYU implemented in such a
ayTeHTU(UKAL ) . .
MPOTOKOJTHUHT protocol identification, in
i UIITUPOKYUITIAPUHUHT Xap which each participant is
Mutual Oupu OUp BaKTIa XaM iboth pr.ove—dox.zvn and
L. HCOOTIIOBYH, XaM inspection. This allows a
Authentication . .
TEKIIUPYBYH XUCOOJIaHA Y. single session the protocol
by npoTokon of each participant to
OaKAPUIIUIIIHUHT OUp another participant to
ceaHcuzia xap oup prove their identity.
UITUPOKYNHUHT UKKUHYIH
UIITUPOKYMUTA allHaH y3U
HKAHJIMTUHYU UCOOTIAIINUTa
UMKOH Oepaiy.
44.| daoJa Taxaung — TU3UM XOJIaTUTra aTaluuH - the threat of a deliberate

Active threat

pyXcarcu3 y3rapTupuIl
KUPUTHULI TaXIUIH.

unauthorized system state
changes.

45.

DaoJ1 XyKyM

Attack active

- KpUNTOTU3UMIA EKU
Kpunrorpaduk mpoTOKOJITa
XyXyM 0ynu6, yHra OuHoaH
JyluIMaH Ba/€ku Oy3FyHUYH
KOHYHUH (oiiananyBuu
XapakaTura TabCUp ITHIIIH,
MacaJiaH, KOHyHUM
dolinananyBuu xabapuHu
AIMAIITUPUIIN EKU UYK
KWIWIIY Ba XabapHu spaTud
YHUHT HOMUJAH Y3aTUIIN Ba
X. MyMKUH.

- attack on a cryptosystem
or cryptographic protocol
in which the offender or
the enemy and can affect
the legitimate user actions,
for example, replace or
remove legitimate posts,
create and send messages
on his behalf, etc.
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46.| ®u3uk — pecypcilapHU aTailvH
peeypeiap . . | — the means used for
XUMOSJIAII KWIMHAIUTaH KU Tacoauduii . .
ensuring physical
Taxauanapaan Gunk .
) protection of resources
Physical XUMOSUTAIIHU TabMUHJIAII ,
tecti from threat deliberate or
rotection H UIUIATAIAUTaH
P Y casual.
BOCHUTAJIAp.
47. - oitganaHyBYMIIAPHUHT,
JACTyPJIApHUHT Ba - define and limit user
DoigaJaHUIIH | )KapaCHIaPHUHT access, programs, and
U OomKapuin MabIyMOTIapaH, Xxucoomamr | processes the data,
TEXHUKACH JACTypiapH Ba programs, and devices of
Access control | KypuwimanapuaaH the computer system.
dbolnanaHuuIapuHu
OeJrmiail Ba YekJiaml.
48. - aBTOpHU3aLMIAHT aH ..
. . - - property of an object in a
doiigaayBYaHI | MAHTUKUN OOBEKT CYPOBU .
o . state of readiness and
UK Oyiinya MaHTUKHIA
o usage upon request
OOBEKTHHHT TaHEPIIUK Ba . .
N . authorized entity.
Availability dolinananyBYaHIMK X0JIaTUIa
OYIUIIN XyCYCHSITH.
49. - HOMYBOGUK X0aucaap
mango OVIIMII XOJInua )
Y - the process of studying
KyTHJIQIUTaH 3apapHU .
Y Pep the characteristics and
aHUKJIAIl MaKcaauia,
weaknesses of the system,
OXTUMOJUTHK :
XaB@- xarap conducted using a
xucooanuiapaaH e .
TaXJIUJIHN . probabilistic calculations
dbolnananuo, TH3UM . .
in order to determine the
XapaKTEepPUCTUKATAPUHU Ba .
. expected damage in case
. . caj0uii TOMOHJIApUHU
Risk analysis . . Xand of adverse events. The
raHunm xxapaéau. Xasg — . ..
P P task of risk analysis is to
XaTapHU TaxXJIWJUIAIl Macajacu . o
y determine the acceptability
y €ku Oy xaB( — XaTapHUHT ,
of a risk to the system.
MaKOYJITUK Tapa’kacuHU
aHUKJIaI1aH ubopar.
50.| XaB¢cus — MaBJIYMOTJIAp Ba pecypciap | - an operating system that
onepanuoH Ma3MyHHTa MOC XAMOSIIAII effectively manages the
THU3UM JTapakaCMHHA TabMUHJIAII hardware and software to

MakKcaJaua alrapar Ba

provide the level of
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Secure JaCTypHUil BOCUTaJapHU protection corresponding
operating camapayid OolIKapyBYn to the content data and
system OTepalliOH THU3UM. resources.
S1. - TABCUPHU HATUKACUA
HOMAaKOYJI XoJlaTiapra ojuo
KEJYBUYM aTalUH EKU
- property system to
Tacoau(aH, MYKU Ba TAIlIKU .
Gexa o withstand external or
opjoBud (pakTopiapra | .
K uf : PHEp internal factors
Y TU3MMHHUHT Typa OJIUII e
: P destabilizing effect of
Xycycustu. fHa - . .
XaBd . o dai which may be undesirable
aBCHU3INK MabIyMOTHap (paiymapuHUHT | | ,
. az ap P its state or behavior. Also,
Ba JACTypJIapHUHT . .
. ypJap . a state in which data files
Security WIUTATWIIMIIN, KYpuO
. and programs may not be
YUKAITUIIHN B . :
used, viewed and modified
aBTOpU3aIMsIaHMarad .
by unauthorized persons
maxcinap (GKymiiaJiaH TU3UM . .
. (including staff system)
XOJIMMU ), KOMITBIOTEpIIAp EKU
computers or programs.
JacTypiap TOMOHHUIAH
MOAU(PUKAIASITAHATITN
MYMKHH OYyJIMaraH xoJar.
52. — KOMIIBIOTEP TU3UMU . :
— Maintain security
XaB()CU3IUTUTA TABCUP .
. control by registering
ATYBYU OYJIUIIN MyMKHUH . .
Xanens Svra o (fixation in the audit file) a
B(cH3INK nraH xaB(hyiu XxapakaTiiapHu .
a XZ AKTEDITO o P . P predetermined set of
TUTH JIOBYH, OJITUHIAH .
Y P P AREA events that characterize
aHUKJIAaHTaH XOaucaap .
. . . Ll the potentially dangerous
Security audit | TyrutamuHM pylixatra . .
. actions in the computer
onuni(aynut dannmuna L.
. o affecting its safety.
Kaiman) iy OunaH
XUMOSUTAHUIITHU Ha30paTiall.
53. — MyaiisiH TalllKUIoTAa - adopted in the

XaB(cusiuk
cuécaru

Security policy

Max¢uil axO0pOTHU EKU
YEeKJIAHTaH JIOUpaIaru
dolnananyBuniIapra
MYIDKaJIaHTaH ax00pOTHH
OJIUIII, UIILJIAI, y3aTHIII
Oyitnua KaOys KUJIMHTaH
OoITKApHUII CHECATH.

organization management
policy acquisition,
processing, transmission
of classified information,
or information on their
limits calculated range of
users.
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54. - TU3UMJIM J1aCTYpHUi - a user who is trying to
TabMHUHOTTA, KYTTHHYA make changes to system
HOKOHYHHUH y3rapTUpHIILIap software, often without the
KUPUTHILTA YPUHYBUH right to do. Hacker can be
Xakep doitnananyBun. Onatna émon | called the programmer,
XyOKaTjiaHTaH Ba 0ab3uja which creates a more or
Hacker HOXKOU3 Kymumua HaTuxkanap | less useful software tools,
TYFIUPYBUU O3MHU-KYTIMH are usually poorly
doitnanu Epnamun nactypiap | documented and
SApaTyBYH TACTYPUHH XaKep sometimes cause
ne0 aTalin MyMKHH. unwanted side effects.
55. - yekiu andaBUTAAru - a function that displays

Xew-¢pyHkuus
Hash function

Y3YHJIUTH YEKIJIA KAPHUILL UYIINA
CY3uHU Oepuiirat, oAaraa
KaThbUU Y3yHJIIMKIAry, Cy3ra
aKCIAHTUPUII (PYHKIIUSICH.

the input word of finite
length in a finite alphabet
in a given word, usually a
fixed length.

56. - XHcoOJIalll TU3UMHUIAH EKU - means for restriction of
YHUHT KUCMUJIaH access or use of all or part
(doiinaNlaHUIIHU YeKIalll of the computing system;
Xumosuian o
BOCHUTACH; allllapaTypaiaH, legal, organizational and
JlacTypJlaH Ba technical, including
i MabIyMOTJIap/iaH PyXcaTCu3 rogram, measures of
Protection . Y PAAH PY prog .
dbolnananuHu 6aptapad prevention of
ATYBUYM TAIKWJIMK Ba TeXHUK, | unauthorized access to the
KymiagaH, JacTypuid equipment, programs and
qoparsap. data.
57. — OOCKMHYMHHMHT orepalion | - breach of security of
XyKyM MYXUTHUHH OOIIKApHUIIINTa information system, which
UMKOH OepyBur axo0poT allows the invader to
Attack TU3UMU XaBPCUBITUTUHUHT manage operating
Oy3UITHUIIIH. environment.
58. - mudpram QyHKIUICUHU - a cryptographic
HIngpaam . .
amaJra oImupyBYH algorithm that implements
AJITOPUTMH . :
KpUIITOTPa(UK aNrOpUTM. the encryption function. It
) bnoxnmu mmdpruzum xonuaa | is created using base block
Encryption . .
. U pIaTHAHT MyansH algorithm for exact
algorithm

pexumMuia MuQpIanHUHT

encryption mode in block




0a3aBui OJIOKIIN
aNrOpuUTMHUJIaH QoiiTananno
XOCHJI KHJIMHA/IH.

cipher.

59.

HludppmartH
Ciphertext

- OYMK MaTHHU MU pIIain

HaTmKacugaru OJIMHI'aH MaTH.

- the text resulting from
encryption of the
plaintext.
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6. V3bexucron Pecny6bnukacuuuar Koncturymmscu. — T.: V36ekuctow,
2018.

7.  V36exucron PecryGmukacuumar 2020 iimn 23 ceHTsA6pma Kabyn
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PELHHEH3UA

HA yueOHO-MeToIHIeCKHi KoMIuIeKe, cocTapiennbii gou. LI.I'ynomosiM no
mony.io «Hugopmannonnan 6e30MacHOCTL» Al KYPCOB MOBLILICHHS
KBaAHQHUKAUHH H [EPENoAroTOBKH NeJaroriYecKux KaJApoB BBICITHX

o0pa3oBaTeAbHBIX YupexieHnil Hanpasienua «Mudopmaunonnan
De30NaCHOCT b

YuebHo-Mero/Mueckuli  xommmexe To  Momymio  «Hudbopmarmonnas
0e30macHOCTE»  COCTaBICH [UIA  KYPCOB  TOBBIIIEHHS KBAnMHUKAMH |
MEPENno/IrOTOBKA ~ MMefJarorMuyeckWx  KaZpoB  BBICIIMX  0Opa3zoBaTElBHBIX
yupex/IcHH Hanpasinenus «MudopmannorHas 0e30MacHOCTE) U COHEPIKHT B
cebe  mporpaMMy KYypCOB, PEKOMEH/IOBAHHBLIE [EIarOrHuecKue TexHONOrMMH,
TeKCThI JIeKIMHA, MAaTepHansl Ui MPAaKTHUECKHX 3aHATHI, Kelchbl, rioccapuid H
CIMCOK PEKOMEHIOBAHHOH JIMTEPATYPhl M HHTEPHET CAlTOB.

[IporpamMmMa MOAy7sl COOTBETCTBYST CONEPIKAHMIO THIIOBOH IpOrpaMMbl H
BK/IIO4aeT B cebs BBeJieHHe, LenW W 3aJa9d MOIyIs, TpeOOBaHWA K 3HAHMAM,
YMEHHAM, HABBIKAM K KOMIICTEHLIMAM CIIyIlaTeleH, pEeKOMEeHIAIHH K MPOBEIeHUI0
3aHATHH, pa3dMBKa YacoB MO TeMaM, KpaTKoe CONEepPIKAHME TeOpPeTHUYECKUX H
MPaKTHIECKHX 3aHATHH, CNHCOK PEKOMEHIOBAHHON [IMTEpaTyphl W HHTEpHET
caiitoB. B Teopernueckux MaTepmalax PpacKpbIBAalOTCS OCHOBHBIE METOIbl M
cpeactsa  wHQOpMauHOHHOH  GesomacHoctv. B mpakThuweckmx — paborax
ONMHCHIBAETCA cTpaTerds olecnedyeHus HHQOPMANMOHHON ©Oe3onacHoCTH B
MH(DOPMALIMOHHBIX CHCTEMAX.

Paspabotannbiii asTopamu y4yeGHO-MeTOAMYECKHI KOMIUIEKC MO MOIYIO
«Mudopmanuonnas 0e30MacHOCTE? COOTBETCTBYET  COAEPKAHHK THIOBOH W
y4eOHOH NMporpaMMel, Hackl pacnpeiene bl COOTBETCTBEHHO YacaM, YKa3aHHBIM B
yueOHOM IJIaHeE.

[lomeoas WTOTr, MOXHO CKa3aTh, YTO Y4eOHO-METONMYECKHH KOMIUIGKC II0
moaymo «Mudopmanronnas 0e30MacHOCTE» MOXKET OBITh PEKOMEHJOBAH K
WCTIONB30BAHHIO Ha KypcaX TIOBbIILEHWS KBaJH(pHKALMH H [EPENoJIrOTOBKH
[eJarorH4eckuX KaJpOB BBICIIHX 0OPa30BATETLHEIX YUPEkKIEHHH HarpaBieHHA
«Mudopmanmonnas GesonacHocTs», @ TAKKE €r0 MOXKHO DPEKOMEHIOBaTh K
MyOMHKAIHK.

H.o0. 3amecTuTeIA AHPEKTOPA 10 HAYYHOI
pabore u uHHoRanuaM COBMeCTHOro
besopyccxo-¥Y3Gexkckoro mexorpaciieBoro
HHCTHTYTA NPHKIAAHBIX TEXHHYECKHX
KBaanpuKan i, K. H.




OJMIT TABJIUM MYACCACAJAPH NIEJATOI KAIPJIAPHUHH
KAUTA TAHEPJIAIL BA MAJTAKACHUHHU OLIHAPHII KYPCH YVUVH
TANEPJAHTAH “AXBOPOT XAB®CH3JIUTH”

MOJIYJIMHUAHT YKYB-YCJIYBHN MAJKMYACHT A

TAKPHU3
Yxys-yeaybuit maxmya  “Axbopor xasdeuznuru” monynu G¥iiMda Kaiita
Ta€pnanl BA  Malaka OMMPHMIN THHIVIOBYMNAPM Y4YyH spaTWiraH. “AxCopor
xaBCH3IIH MO TYIMHUHE MaKkcaau axX00poT XaBQCU3IUTH yeyiapy 0yitnya o

MOIYNHHHT Basi(anapu sca ofMii TaBmIUM Myaccacanapu Iejaror kaapiapuna
axbopor xardcusnurd cuécaTuHn Ba axOopOT XaB(PCH3NHIMHM TabMHHIAIL XaKuaa
Hasapuii ra avaniii OMITHMIAPHH, KYHUKMa Ba MajlaKalapHM TaKOMUJIAIITHPHIIAAH
uoopar ncO Oenrvnadrad, Kafira tafiépnam Ba manaka OMUPHII HYHAIWIIMHHHT
¥3ura Xoc xycycusraapn Xxamaa gonzapd Macaamapuiiad Keaul YMKKaH Xouua YKys-
yeayOouil mancmyana  THHIVIOBYMIAPHMHI  ywiby MOAyn mOMpacuaarH OHINM,
KYHMKMa, Manaka Xamaa KOMMEeTeHIHstapura ky#iunaauran tanabnap acocusa

YKyB-yenyomit mascmyenaa Oepunran marepuaniap ymby Maxcaara WYHAITHPHIHO,

KOMIBIOTCD TapyvokaapH, ax0opoT XaB(CH3NWTH Ba KuOepxaB()CH3IHK COXacHOard
XO3MPrH KYHIAl1 3aMOHaBHH YCY/UIApMHH YpraHull, yJapHU TabiuM XapagHura
Kymnaw OViinia vasapnil B2 aManuid MabIyMOT/IAp KEJITHPUIITaH.

\:,"K_\'u-yc:l_\'{'-n['[ MajkMya Joupacusia OepunagTraH MaB3yJiap TabldM COXACH
Byiinua nenaror canpnapHd Kafta raiépnam Ba MalakacHMHM OLUMPHII MAa3MYHH,
cudary Ba ynapuuHr Taldéprapnurara KyduiagdraH yMyMHH Manaka TtanaGnapu,
VKYB peiciiapy ba 1acTyprapd acocujia MIAKJUIAHTHpWIrad 0yms, 6y opkamu ojuii
TABIMM MYyaccacalapy feaaror KaplapuHHUHT cOXara OWJ 3aMOHABHH TabliMM Ba
MHHOBAllM/  [EXHONOTHAIAPH, HIFOP  XOpHxHMH  TaxpubanapmaH camapain
ofimananuin. KplepXaBCCH3NUK YOy Ba BOCHTANAPHHM AMalIHETra KeHr TaTOHK
STHII Ouiian OofHK KoMIeTeHInsnapra sra OYiunapyu tTabMHHIaHATH.,

Ymyvan onranna, “Ax6opor xardcusnuru” monynu 6yiinua spatunrad YKys-

yeayomii Mazovyva Hapua Tanabnapra sxaBob Oepaau Ba YHH VKB KapaéHuaa Kyiuamn
Ba YOI AT YUY H TABCHS ITHIIT MyMKHH.

My xamnian An-XopasMHil HOMHIATH
TATY “AxGopoT Texnoaorusiapu” xadeapacu (ﬁ/
MY A1 p, Lpodieccop ' X.3aiinuagnnoB




