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1 BYJIUM

 WILITYY JTACTYP



Kupum

Jlactyp V36exucron Pecny6mmkacu ITpesumenturuar 2015 jiun 12 uonmaru
“Onuii TapaMM MyaccacaJlapuHUHT pax0ap Ba TNeAaror KajapJjapuHH KailTa
Ta€pam Ba MAJIAKACHHHM OLIMPUII TU3MMUHU SHAIA TAaKOMWUIAITUPHUII Yopa-
tanOupnapu Tyrpucunaa’tu  [1d-4732-conmu, 2017 #mn 7  ¢eBpangaru
“V36eKucToH PecnnyOnukacuHu siHajga PUBOXKIIAHTHPHUIN OYiinda Xapakatiap
crpateruscu Tyrpucuna’tu [1D-4947-connu, 2019 #un 27 aBryctmaru “Onwmii
TaBJIMM Myaccacajapu pax0ap Ba MeJaror KaJapJapuHUHT Y3IYKCU3 MalaKaCUHU
OLIUPHUII TU3UMUHHU XOpui 3Tuil Tyrpucuaa’tu [1P-5789-connun  dapmonmnapw,
myHuHraek 2017 #wwmn 20 anpenpgaru “Onud TabiuM TU3MMHHM — SIHaja
puBOXJIaHTUpHUII 4Yopa-Tagoupnapu Tyrpucuaa’tu [1K-2909-connmu Kapopuna
OesrujiaHral ycTyBop Baszudanap Ma3MyHHAAH KeIuO YMKKaH XOJia Ty3WIraH
Oynub, y onuil TabJIUM Myaccacajapu Ienaror KaJpJIapuHUHT KacO maxopaTH
XaMJla HWHHOBAllMOH KOMIIETEHTJIWIMHU PUBOXKIIAHTHPUIL, cOXara OWJ WJIFOp
XOPWKHUI TaxkpuOanap, sSsHrM OWJIMM Ba MaslakajapHU V3IAIITHPUIN, IMIYHUHTIEK
aMauérra KOpUM 3TUIL KYHUKMaIApUHU TAKOMUJUIAIITUPHUIIHN MaKCal KAJIA IH.

Hactyp noupacuja OepuiaéTraH MaB3yJap TabIUM coxacu OViimya megaror
KaJIpJlapHd KaWTa Taiépiaml Ba MajakaCUHM OINMPHUIN Ma3MyHH, cudaru Ba
YIApHUHT TaW€prapiaurura KyuwiaauraH yMyMHH Majlaka Tajgabjiapu Ba YKyB
pexanapy acocuia IAK/UIAHTHPHITaH OYIHO, YHHHT Ma3sMYHH Y30eKMCTOHHHHT
MWJUIMA THKJIaHUIIJIAH MAJUIME IOKCAIMII OOCKMYMAA OJUHM TabJIuM Baszudaiapw,
TabIUM-TapOusl  ‘KapaCHJIApUHM  TAlIKWI  ATUIIHUHT  HOPMATHB-XYKYKH
XYyKKaTIapy, WIFOP TabIUM TEXHOJOTHSAJIApU Ba MEAAroruK MaxopaT, TabJIUM
KapaéHnapuga axOopoT-KOMMYHUKAIUs TEXHOJIOTHSUIApUHU KYJUlall, amMaliuii
XOPWXKHUM THJ, TABUMIIM TaxXJIWJI Ba Kapop KaOysl KWJIMII acociiapy, Maxcyc (anmap
HETU3UJAa WIMHN Ba aMajlvuil TaAKUKOTIIAp, YKYB *Kapa€HWHU TAIIKHWJI STUITHUHT
3aMOHaBUM yciayOmapu Oyiimya CYHITH IOTYKJap, T[E€IarorHUHT KpeaTuB
KOMITETCHTJIUTHUHN PUBOXIIAHTUPUI, ri00an MHTepHET TapMoru, MyiabTUMEIHa
TH3UMIapugan  (Qogananuim Ba MacopaBUil  YKUTHUIIHUHT  3aMOHABHM
maKJlapuHyd  KyJutam  Oyiuva Terunuid OuiauM, KYHHKMa, Majaka Ba
KOMIIETEHIUSIIAPHU PUBOKJIAHTUPHUILTA HYHATTUPUIITAH.

Kaiita Taii€pnami Ba Majlaka OWIMPHUII HYHAIWIIMHUHL y3Ura XocC
XyCyCUsATIapu Xamja A0j3ap0 macanajapuaaH Keiaud YMKKaH XOJAa JacTypia
TUHIJIOBUYMJIAPHUHT Maxcyc (¢aHiiap Jaoupacuaaru OWwinM, KYHUKMa, Malaka
XaMJla KOMIIeTCHIMsIIapura Kyluinaauran Ttanabiiap TaKOMUJUTAIITUPUIMILN
MYMKHUH.

Ymly npactypaa ax0opoT XaB(PCHU3JIMIMHUHT JIOI3apOJUTH  Ba YHHUHT
Kpunrorpa@uk XMMOSICH, pyXCaTJIapHU Hazopatjaul yCyJulapu, JacTypui
MaxCyJIOTJIap XaBPCUTUTHHHU TAJOWK OSTHUII, aXOOPOTHUHI XYKYKHI Ba TEXHHK
xuMosicu ycyiutapu, SSL Ba [PSec TapMOK NMPOTOKOJUTAPUHM TaXJIUJIH, CUMCHU3
TapMOKJIapja ax00poT XaBGCHU3IUTHHU TabMHUHIANI Ba ylapiaru XaB(CH3IHK
MPOTOKOJIJIAPH, 3apapKyHaH/Ia IaCTYpUN BOCUTAJIADHUHI CTATUK TaxXJIMJIA Ba Java
JacTypJiall TUIUAa XaBCu3 AacTypiapHU UILIA0 YMKUII Oa€H ATHIITaH.




MoayaHMHT MaKcaau Ba Basudanapu
“Ax00poT TH3UMIIApU XaBGCUIUTH MOMAYJIMHUHI MaKcaa Ba Basudaiapu:

— TUHTJIOBUMJIApra axO0o0poT XaB()CU3IWTMHU TabMUHJIAII OWIaH OOFJIUK
MacajajapHd CUHINJA axXOOpOT-KOMMYHHUKAIMS TH3UMIIApUIA axOopOTIIapHU
XUMOSUTAI TEXHOJIOTHSUIAPUHUHT YPHU Ba UCTUKOOJUIH HyHaIMIUIapu mpodrmra
MOC OwJIMM, KYHHMKMa Ba MaJlaKaHU TabJIMM CTaHAapTHAa Tanad KWUIMHTaH
OMIIMMITApHU MIAKJUIAHTHPHUIIIND;

— ax00poT XaBPCUBIUTH TYNTyHYACH, YHU KYJUIAHHII COXACH XaMja axOoopoT
XaB()CU3IUTUHA TAabMHHIIANI Yopa TaAOWpiapw, yCyJUlapu Ba BOCHUTAJapUHU
Tax,THJI KHJIMO yiiap acocuaa ax00pOTHH XUMOSUTAI KOOMIIHSTIIApUHY ATaJlIallL;

— KOMIIBIOTEP TH3WMHHH CaMapajd XMMOSJIAII YCyJ Ba BOCHTACHUHU TaXJIHJ
KWIHIIJIaH HOOpaTaup.

MoayJ1 0yii4a THHIVIOBYMJIAPHUHT OMIIMMHM, KYHUKMACH, MAJIAKACH Ba
KOMIIeTeHIUSIJIAPUra Ky HWJIaJaurad rtajgadsaap
“AX00poT TH3UMIIApH XaBPCH3IUTH MOIYJIMHU Y3JTAIITHPUII >KapaEHHUAA
amaJira OIHpUIIaJUural Macajiajgap J0oupacuaa;
TunraoBuu:
- ax00pOT XMMOSICH, XUMOSUIAHAIUTaH OOBEKTIap, TaXJIuuiap Ba yiapra
KyTHJIQJIUTaH TabCUpJap XaKuaa OMIuMJIapra sra OYJIHIIY J03UM.
Tunriaouu:
— ax00poT XaB(CUZIUTH TABMUHOTHHHUHI 3apypuil TEXHOJOTHS Ba XHUMOS
BOCUTAJIAPUHHU TAHJIAILL;
— ax0opoT YMKUO KeTaJUTraH TAIKWINK Ba TEXHUK KaHAJJIAPHU aHUKJIAIIL;
- TalIKWIOT XaBPCU3IUK CUECATHHH SIPATHUII KYHUKMa Ba MAJIaKAJIaPUHU
AraJuIally 3apyp.
TunraoBuu:
— Mebépuil Ba (aBKyo1a BazusTIapaAa ax00poT XaBCHU3IUTH TUIUMIIAPUHU
TalIKWINHHY;
— MHTEJUJIEKTyal MYJIK Ba MyaUIM(IMK XYKyKWUHH, JOaBiaT (PaoJUSATUHHUHT
TypJu coxajapuia axOOpOTHH XUMOSUIAIL TPUHIUIUIAPY Ba YCYJUIAPUHU;
- ax00poT XaB(CHU3IUTMHU TAbMUHJIAII KOMIIETEHUMSAJAPHU >rajulalliud
JIO3UM.

Moay/THM TAIIKKHJI 3THII Ba YTKA3WII 0yiiH4a TaBcusijiap
“Ax060poT TH3uMIIApU XaBGCH3TUTH KYypCH Mabpy3a Ba aMajui MallFyloTiap
akKJIuaa oo Oopuiagy.

Kypcan yxkutum xapaéHuga TabJIMMHUHT 3aMOHABUM  METOJJIApH,
MeJaroruKk  TEXHOJIOTHsIap Ba  axOOpOT-KOMMYHHUKAIIUSI — TEXHOJIOTUSUIapU
KYJUTAaHWJIMIIY Ha3apJa TyTUJITaH:

— Mabpy3a Japciapujia 3aMOHABHU KOMIIBIOTEpP TEXHOJOTUSIApU €paaMuia
MPE3EHTAIMOH Ba 3JIEKTPOH-IUIAKTUK TEXHOJOTUsJIap/IaH;

— YTKa3uiaaurad amajivil MallFyJloTiapAa TEXHUK BOCHUTAJIApAaH, dKCIpecc-
CYpoBiap, TECT CYPOBJIApH, aKIUN XYXyM, TYPYXJH (QUKpiall, KUYUK TypyXJap




OuilaH MIUIall, KOJJIOKBUYM YTKa3uIl Ba OOIIKA MHTEPAKTUB TabJIUM yCYJUIAPUHU
KYJUIall Hazapa TyTUIaau.

Moay/ THHHT YKYB pexajaru 001mKa MoayJ/iap OujaaH O0FJINKJINIA Ba
Y3BUMJIUTH
“Ax0opor TH3UMIapH XaBdcuzaura® o~ MOIYJIM MasMyHH VKYB pekagaru
“AX00pOT  TEXHOJIOTHsUIapU  Ba  KOMMYHUKALMSUIADUHU  PUBOXKIJIAHHUIIT
UCTUKOOJUTapn” Ba “JlacTypuii TABMHHOT SPATUIN TEXHOIOTHsACH YKYB MOIYIIapu
OunaH y3BUIl OOFJIaHTaH XOJiJa MeNarorJiapHUHr axOopoT XaB(cuznmuru Oyinda
KacOuil meJaroruk Tauéprapiank JapakaCiHU OLTUPHUIITA XHU3MaT KUJIa Iu.

Moay/IHMHI 0JIMHA TAbJIUMIArd YPHU
MoaynHu Y3mamTUpUILI OPKAJIM THHIJIOBUMIIAP axO00poT XaB(CHU3IUTUAATH
TaxJIuJ Ba Xy>KyMJIapHU TaxJIMJI KWIKLI, aXO0pOTHHU MM(pall Ba Jemu@piIaliHg
ypranuii, aMmanaa Kyjjam Ba aXOOPOTHHM XMMOSUIAHTAHJIMTMHUA OaxoJiamira JIOup
KacOuil KOMIIETEHTJIMKKA 3ra Oyaaaumiap.

MoayJs 0yin4a coaryiap TAKCHMOTH

AyauTopus yKyB
OKJIAMacH
JKYyMJIAIaH
Ne Moayabs maB3yJjiapu - =
= = = S = S
| 2/ =32 25
f | & & F 7
£ o 25 > E
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=
1. | Ax6oport XaB()CU3ITUTUHUHT aHbaHaBUI
TUMcoiiapu.  AxOopoT xaBdcu3nuru cuécatu.
XUMOS TU3UMHUHHU JIOMUXAJIAI Ba aMaJira OIIUPHUII
OOoCKUYIapH. AXO0pOTHU XUMOSUIAIIIA
kpuntorpadusauar ypuu. Cummerpuk Onoxmm | 2 2
mudpiam  aaropUTMIIAPH. OunK KaIuTIN
mudpaam anroputmiaapu. Xom (GyHKUUSIAp Ba
OPU anroputmnapu. DJIEKTPOH pPaKamiidi HM30
ITOPUTMIIAPH.
2. | lllndpram anropurmiapu 2 2
3 | Ayrentudukanus Ba UASHTU(DUKAIUSA YCYIUIApH.
Pyxcarnapuu HazopaTmam. TapMokiapapo dkpaH. | 2 2
XyKyMJIapHU aHUKJIAII TU3UMJIApH.
4 | TapmoKIapapo 3KpaH. 2 )
5 |Comma  ayreHTHUKaUMAIAl — TPOTOKOJIAPH. | o 2




CumMMeTpuK Ba aACCUMETPUK mudpamra
acocjyanras nporokosuiap. SSH npoTokou.
6 | Tapmokitapaa ax60poT XaBOCUBITUTH 2 2
7 | Hactypuit maxcynoriap xabbcuznuru. lactypuit 2 2
MaxcyJIoTiapaa MaBxy 1 3audIukiap.
Kamu: 14 6 8

HA3APUI MAIIFYJOTJIAP MASMYHHA

1 - maB3y: AX00pOT XaB()CU3JIUTMHUHT AHbAHABUI TUMCOJLIAPU. AXO0pPOT
xaBgcusauru cuécatu. XMMOs TU3MMUHHM JIONHMXAJIA1 Ba aMAJIra OLUMPHUII
OocKu4wiIapu. AXOOPOTHH XUMOSJIAINAA KPUNTOTPAPUSIHUHT YPHH.
Cummerpuk 00kan mudpaam aaropurmiaapi. O4YuK KaauTan mudpaam
aaropurmiapu. Xom pyakuusiiap sa JPU anropurminapu. JjieKTPOH

1.1.
1.2.
1.3.
1.4.
1.5.
1.6.
1.7.
1.8.

PaKaMJIM HM30 aJropurmiapu (2 coar)
AXO0pOT XaBPCU3IUTH TYLIYHYACH.

AXO0pOT XUMOSICH.

AXO0pOT XaBPCU3TUTH CHECATH.

AXOOPOTHH XUMOsUIall yCyJUIapHu.

AXOOpPOTHHM XUMOSJIAIIa KpUMITOTpaQUsTHUHT YPHH.
CuMMeTpuK mudpai alropuTMIapH.
AccuMeTpuk mudpian alropuTMIapH.

Xsm ¢pynkuusiap Ba OPU anroputmnapu.

2 —maB3y: AyreHTuduKkanus Ba uaeHTuUKaNus ycyuiapu. Pyxcatiapun
HazopatJaul. TapMoKIapapo 3kpaH. Xy:KyMJIAPHU AaHUKJIAI TUSUMJIAPU

2.1.
2.2.
2.3.
2.4,

(2 coar)
AytenTtudukaius Ba uaeHTUGUKAIIS YCyIUIapH.

Pyxcartmapau HazopatTiamnl.
TapMoknapapo 3KpaH.
XyKyMJIApHU aHHUKJIAI TU3UMIIApH.

3 —mag3y: Comaa ayreHTHUKANUAIALT POTOKOIIaApU. CHMMeTpHUK Ba
aCCUMETPHMK IU(PJIALITra acoCJaHraH nporoxko/uiap. SSH nporoxko.u.
TenekoMMyHHKaIUA TU3UMJIAPH XaB(CU3IMITMHA TAbMUHJIa (2 coar)
3.1. Conna ayreHTU(UKALMSIAIT TPOTOKOJUIAPH.

3.2. CUMMETpHUK Ba aCCUMETPHUK I (pIIaIira acociaaHral mpoTOKoIap.
3.3. Secure Shell mporokou.




AMAJIMA MAIIFYJIOTJAP MA3SMYHHU

1-amannii mamryJaor. Hludpaam anropurmiaapu. (2 coar)

Comta cuMMeTprK mudprant yeymiapy. Llesap yeymu. YpuH aaMamTapu
mudpaapu. S}pHI/II‘a kyhum mudpnapu. YactoTaBuil TaxJidia yCcyiu. 3aMOHaBUUN
mdpaam anroputmiapu. DES mmudpnam cranmaptu. RSA ouumk kanutiou
mmdpaam  ycynu. Oxumin mudpram  yeymtapu. AS/1 okumiu  mwmdpiiain
AJNTOPUTMU.

2-amanuii mamryaot. Tapmokaapapo 3xpan (2 coar)
TapMmoKiapapo 5KpaH TEXHOJOIMACU. TapMOK XUMOsCHIA TapMOKJIapapo
3KpaH  BocuTajapuaaH  (Qoiinananum.  TapMmokiapapo  3KpaH — TypJapH.
TapMokslapapo »KpaH BOCHTAJapyUHU YpHATUII Ba co3jam. SHru Kowpaiap
spatunl. TU3UMHU HazopaTJiaml.

3-amaunii mamryJaort. Tapmokiapaa axoopot xaBgceusauru (2 coar).
TCP/IP mporokonuna maBxyn 3audiaukiap. SSL TapMoK MpoTOKOIM Ba
yHUHT Basudach. Yprara TypraH ogaM XyXyMH. SSL HpPOTOKONHMHH CO3AIL
X.509 ceprudukaru.
CumMcu3 TapMoka MaBxky[ 3audaukiap. CuMmcus TapMokaa (poiiaanaHuirad
xaB(pcuznuk nportokosmapu. WEP nporokonn. WPA Ba WPA2 mnpoTokosiapu.
Cumcus TapMoKIapAaH ¢oinananuniaa Oepuinaaurad XaBQCU3InK TaBCUSIIaPH.

4-amanmii mamryaoT. Jactypuii maxcysoriaap xaspeuszauru. Jacrypuii
MaxcCyJI0TJaapaa MaBxKya 3auduukiaap. (2 coar).
3apapkyHaHga JacTypud  BOCHUTajap. 3apapKyHaHIa  JacTypJlapHH
taxawuiam. CraTuk Taxywil. JmHamuk Taxjuia. 3apapKyHaHJa JacTypliaplaH
“karopiapuu (strings)” anukiam. Kanbaku Ttapmok. IDA Pro nacrypuna
3apapKyHaHAa nactypiapHu tokiami. J[uzaccemOepnam. Teckapu MyxaHIUCIHK
WHXUHUPHUHTU.

YKUTHUII AKJIJIAPH
Maskyp MoayJ Oyiinda Kyiugaru YKATUII aKJmapuaad GonaanaHuiIau:

- Mabppys3ajap, aMajiui MalFyjaoTiaap (MabIyMOTIap Ba TEXHOJOTHUIAPHU
aHTIIa0 OJIMII, aKJIMA KU3WKHIIHYA PUBOXJIAHTHPHII, Ha3apuid OWIMMIIApHH
MyCTaxKamJiar);

- JaBpa cyxOatiapu (kypuiaérraH jiolnxa euumiiapu Oyinda takiudg Oepuii
KOOWJIMSITUHU OITUPHIII, DIIUTHUIN, HAPOK KUJHUII Ba MAHTHKUN Xysocaap
YHUKApPHIII);

- 0axc Ba MyHO3apanap (Jioiimxajiap e€4uMu Oyiinda mamuiuiap Ba acocCiv
apryMEHTJIApHU TAKJAUM KWIHWII, SIIATUII Ba MyaMMoOJiap €YMMUHU TOTHII

KOOUJTUATHHYU PUBOKJIAHTUPHIII).






11 BYJIUM

 MOJIVJIHU YKUTHUIIJA
- DONJIAJTAHWIIAJIUT AH
. UHTEP®AOJI TABJIUM
 METOJIJTAPU



II. MOYJIHU YKUTUIIJA GONMTATTAHUIAIUT AH UHTEP®AOJI TABJIMM METOJIJIAPU

II. MOJYJHU YKUTHUIIIA ®OUJTATIAHUIAJUTAH UHTEP®AO.I
TABJIUM METOIJIAPHU

«baym kyourn» meroau

MeToAHUHT MaKcaau: Ma3Kkyp MeToj] TUHTJIOBUWJIApAa SHTU axOopoTiap
TU3UMUHM KaOyJl KUJIMII Ba OMIMUMIIAPHU Y3IAIITUPUINIINHA SHTAJUIAIITHPHIIL
Makcaauaa KYJUIaHWIagu, IIYHHHTEK, Oy MeToJ THHTJIOBYWIap YyuyyH “Ouuk’”
caBoJUIap TY3HIII Ba yJjiapra >kaBo0 TOIMII MAIIKW Ba3u(pacuHu Oearmiaim.

MeToaHu amMaJira OIIMpPUII TAPTHOM:

1. YmOy MeTonHH KyJulaml yuyH, oaaui Kyo kepak 0ynaau. KyOuuHr xap oup
TOMOHMJA KYWUUAAru Cy3Jap €3uUiau:
o Cana0 OepuHr, Tabpud OepuHr (oaaUil caABOJI)
o« Huma yuyH (ca0a0-0KM0aTHH AHUKJIAIITHPOBYHU CABOJI)

o  TymmHTHpHO OepuHr (MyaMMOHM Xap TOMOHJIAMa Kapall
CaBOJIH)

o Taxkuud O0epunr (amMaauéT OUIaH OOFJIMK CaBOJI)

o« Mucoa KeaTHPHUHT (MKOAKOPJIMKHUA PUBOKIAHTHPOBYH CABOJI)
o  ®ukp OepuHr (TAXJIUJ KWIHII Ba 0aX0J1a1I CAaBOJIN)

2. VKkuTyBuM MaB3yHH Genrunab Gepam.

3. YkuryBuM KyOMKHHU cToyira Tamaiau. Kaidicu cy3 ymKca, yHra TETHILUIH
CaBOJIHM Oepaji.

“KWHL” metoaun

MetoauuHr makcaam: Ma3kyp METOJ THUHIJIOBUMJIApJA SIHTU axOopoTiap
TU3UMUHU KaOyl KWJIMII Ba OWIMMMJIApHM TU3MMIIAILITUPUII MakKcaaunaa
KYJUTaHWIaau, IIyYHUHTOEK, Oy MeToJ THHIJIOBUMJIAp Y4YyH MaB3y Oyiinua

KyHugara skajaBaija OepuiraH caBojuiapra >kaBoO TOTHII MAaImIKH Basu(pacUHU
OeNruIanIn.

N3ox. KWHL:

Know — numanapnu ounaman?

Want — numanu ounuwinu xoxaatiman?
How - xanoau 6unub oncam 6ynraou?
Learn - numanu ypearnub onoum?.




II. MOYJIHU YKUTUIIJA GONMTATTAHUIAIUT AH UHTEP®AOJI TABJIMM METOJIJIAPU

“KWHL” meTroan

1. Humanapnu ounaman: 2. Humanapnu ounuwinu
- XOXJ1QUMAH, HUMATIAPHU
ounumum Kepak:

3. Kanaaii knaud 6uaund Ba 4. Humanapuu ounué onoum:
TONMHUO OJIAMaH: -

“W1H” meroau

MeTtoaHuHr Makcaau: Ma3Kyp METOJ TUHIJIOBUMJIAp/A SHIM axOopoTiap
TU3UMUHU KaOyl KWIMII Ba OWIMMMIAPHU TU3UMIIAIITUPHUII MAKCaAuaa
KYJUIaHWJIay, UIYHUHTJEK, Oy MEeTOJ THUHIJIOBUMJIAp Y4YyH MaB3y Oyiinua
Kyluaaru okajBajija OepuiraH OJTUTa caBoJUlapra >KaBoO TOMHUII MallKy
Ba3u(acuHu OeNruIaiam.

What? Huma?
(Tabpudu, Ma3MyHH, HUMA Y4yH
WIIJIATHIIAIN)

Where? Kaepna (>koinamraH, Kaepaan

OJIMII MYKHUH)?

What kind? | Kangait? (mapamerpiapu, Typiaapu

MaBXKy/1)
When? Kauon? (MumiaTuiam)
Why? Huma yuayn?

(vmaTuanan)
How? Kanpait kunu0? (sspatunay,

CakJIaHaJu, TYJIIUPUIAIH,
Taxpupian MyMKHUH)
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“SWOT-Taxjinia” MeToIM1.

MeToaHMHI MAaKcaaM: MaBXyJl Hazapuil Ouinumiap Ba amaiui
TaxXpuOanapHu TaxJIMJI KWIHIL, TaKKOCIAll OpKAIM MYaMMOHHM XaJl O3THII
UynnapHu TOMMINTa, OWIMMIIAPHM MyCTaxkamJjall, TakpopJiami, ©Oaxosaiira,
MYCTaKWJ, TaHKUAUM (UKpIANIHU, HOCTAaHAAPT Ta(paKKypHU MIAKIUIAHTUPHINITa
XU3MaT KWJIAJIU.

S — (strength) * Ky4JId TOMOHIIADH

W — (weakness) * 3an(), Ky4CU3 TOMOHJIAPU

O — (opportunity) * UIMKOHHSITIapH

T — (threat) * xaB(aap

“BEEP” meToaun

Metoauuur makcaaum: by wMeTon Mypakkal, KYNTapMOKIH, MyMKHH
KaJap, MyaMMOJIM XapakKTepuaarn MaB3yJlapHU YpraHuiira KapaTWraH.
MeTOMHUHT MOXHATH IIYHIAAaH WOOpaTKH, OyHJAa MaB3YHUHT TYPJIH TapMOKJIApH
Oyiinua 6up xui ax0opoT Oepuiaau Ba aifHU NMalTAa, YIApHUHT Xap OUpH aloXuaa
acmeKkTiapia MyXxokama OJTwiaad. Macamad, MyamMMo WKOOHW Ba canowuii
TOMOHJIapH, ad3ailTuK, (pa3uiaT Ba KaMuuiukiapy, ¢oiiga Ba 3apapiapu Oyiinda
Vyprauunaau. by wuHTepdaon MeTon TaHKUAWM, TaxJIWIANA, AHUK MAaHTHUKUN
bukpnamHn  MyBaddaKUATIN  PUBONIAHTHPUINTA  XaMJa  YKyBUYHJIAPHUHT
MYCTaKWJ Fosyiapu, (puKpiapuHy €3mMa Ba OF3aKd IMaKAa TH3UMIM OaH STHI,
XUMOSI KWIMINTa HWMKOHUAT sparaad. “Beep” METOIUJAaH Mabpy3a
MalIFyJI0TIapuaa UHAMBUIYA Ba Ky(QTIUKIApAard Wil MIaKiuaa, aMmaldid Ba
CEMHMHAp MAIIFyJO0TJIapuJa KUYMK TypyXJiapJard Uil IIAKIu[Aa MaB3y H3acUIaH
OWJIMMJIapHU MyCTaxkamjall, TaxXJWiIM KWIAII Ba TaKKOCHAll MakKcaauia
dbolanaHuI MyMKHH.
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MeTtoaHun amaJjira olmIMpuiI TApTUON:

TpeHEP-YKUTYBUYM UIITHPOKIMUIAPHHA S5-6 KUILIKUJAH HOOpAT KHUHMK
rypyxJjapra axparaiu;

TPEHUHT MaKCay, IIapTJIapy Ba TApTUOW OWIIaH UINTUPOKYUIAPHU
TaHUIITUPray, Xap OUp Typyxra yMyMuii MyaMMOHH TaXJIHJI

KHWJIMHUIIHN 3apyp 6§"HI‘3H KHUCMJIapH TYHIHMPHUJIIT'aH TapKaTMa

xap Oup rypyx y3ura Oepuiarad MyaMMOHU aTpodiirya Tax il
KWIKO, ¥3 MyJioXa3ajJapyuHH TaBCHUs THIIAETraH cxeMa oyiinya
TapkarMara €3ma 0a€H Kuiaau;

HaBOaTnaru 6ockuya 6apya rypyxJjap y3 TakIuMOTIapUHU
yTrazanunap. lllynnan cyHr, TpeHep TOMOHUAAH TaXJIHILIap
YMYMJIAIITHPUIIAAN, 3apYPHI ax00poTap OuaH TYJIAUPUIAIN Ba
MaB3y SIKYHJIAHAIH.

MyamMMo0JI1 €caBoJI

1-ycya 2-ycya 3-yeya

apzaumrn | kamunury | ag3anmurn | KaMIMIuru ad3aIMry - | KAaMYMWINTH

XyJoca:

“Keiic-cTaan” MeTOIHN

«Keiic-ctagm» - uHIM34a cy3 Oynmb, («case» — aHWK Ba3usAT, XOJHCA,
«stadi» — YpraHMok, TaxJIWJ KWJIMOK) aHWK Ba3USTIAPHU VPTaHUIN, TaXJIUAJ
KWIKII acOCHIa YKUTHUIITHU aMajra OUIUPHINTa KapaTUiraH METOJ XHUCOOJIaHau.
Maskyp wmeton gactina® 1921 #wmn  TapBapa  yHuUBepcUTETHa aMaluid
Ba3UATIAPJAaH MKTUCOAMM OomkapyB (anmapunu ypranumaa GoigaianuIn
TapTuOuaa KysuiaHnwirad. Keiicia  ounk axOopoTiapaaH €KUM aHWK BOKea-
X0AucaaaH Ba3usAT cudaTuaa Tax, i1 yayH (QoiiialaHuI MyMKHH.
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“Keiic MeTOIN” HM aMaJra omupui 60CKUYJIapu

40011 Da0/UAT MAKIU
00CKUYJIapH BAa Ma3MYHH
1-6ockuu: Keiic Ba yHuHT | ¥ sKKa TapTHOIArd ay uo-BU3yall HII;
ax0opoT TabMUHOTH Owmiad | v/ Kelic OWIaH TAHUIIMII(MATHIIM, ayAH0 EKU

TaHULITUPHILL Meaua MIaKiaa);

v’ ax6opOTHH YMyMJIAIITHPHILL;

v’ ax6opoT TaxXJInIu;

v/ MyaMMOJIApHU aHHUKJIAII
2-00CKHNY: Keiicau | v/ vHIUBHIyasT Ba IypyX/a UIILIALL,
aHUKJAIITAPKIN ~ Ba  YKYB [ ¥ MyaMMOJIapHH J0J3apOJIMK MEPAPXUSCHHN
TONIIMPUFHU OeNTHIaIn AHMKJIALL;

v/ acoCHii MyaMMOJIM Ba3UsATHU OCIITHIAII
3-00ckmu: Keiicmarn acocuii | v/ MHIMBHIyaN Ba TypyX/a HIILIALL
MyaMMOHH  TaXJWI  OTHUII | v MyKOOHWII €4nM HYIUTapUHU UILTa0 YHKHIIL,
OpKaJIX YKyB TONIIMPUFUHUHT | v\ Xap OHWp EYUMHHHI WMKOHHUSTIApH Ba

€UYMMUHH W3JAlll, XaJl 3TUII TYCUKJIAPHH TaXJIWJ KWJIUILL

UynnapuHu unad YuKHIil MYKOOMJI €4UMJIApHU TaHJIaIl

4-06ockmu: Keiic eunmuHH sKKa Ba rypyxJa uiuian;

€YMMHWHU IIAKJUIAHTUPUII Ba MYKOOWJI BapUaHTIIAPHU aMayijia KyJuiamn
acocnari, TAKIUMOT. MMKOHHSTIAPUHH acOCall;
VKOIM-JIONHNXA TAaKIUMOTHUHH Tau€pall;
AKYHHM XyJoca Ba Ba3UAT EYMMHUHUHT
aMaJIMM aCIEKTIIAPUHU EPUTHUIL

AN AN

AN

“AccecMeHT” MeTOaH

MeTOAHMHI MAKCAJAU: MAa3Kyp METOJl TAabJIUM OJYBUWJIAPHUHT OWIUM
JapaxacuHW 0axoJiall, HazopaT KWIWIL, Y3JAlITHPUII KYpCaTKUYM Ba aMalluid
KYHUKMAJIAPUHH TEKIIMPHUILITa HyHANTUPpWITaH. Ma3kyp TEXHHKA OpKaJIU TabJIuM
OJyBUWJIAPHUHI  Owiuil  Qaonustd Typau — WyHanumouiap (TecT, amMmaiui
KYHUKMAJIap, MyaMMOJM Ba3uATIAp MKW, KHECHUH TaxJIWI, CUMIITOMIIAPHU
aHUKJIaI) Oyiinya Talxuc KUjanHaau Ba 0axonaHaau.

MeToaHu amMaJira OIIMpPUII TAPTHOM:

“AccecMeHT’ap/laH  Mabpy3a MaIFyJIoTIapuaa TajladaJapHUHT EKU
KaTHalIUWJIApPHUHT  MaBXyJl  OWIMM  JapakacMHM  YpraHuuiia,  sHTU
MabJIyMOTIapHU 0a€H KWIMIIIA, CEMUHApP, aMaJIuid MalIFyJloTJapia 3ca MaB3y
€K MaBbJIyMOTJApHU Y3JAIITUPHIL Japa)kacuHU OaxoJjalll, NIYHUHTEK, ¥3-Y3UHU
Oaxoyaml Makcaauaa WHAUMBUAyad Imaknna  (oiJalaHuIl TaBCUs STUJIAIU.
[IyHuHTAEK, YKATYBUYMHUHI WXKOIMM EHIAIIYBA XaMmJa YKyB MakcaJJlapuiaH
KeJInO 4MKuO, accecMEHTra KyIrm4a TONIIUPUKIAPHA KUPUTUIT MYMKHUH.

Xap Oup Karakgaru TYFpu kaBoO 5 Oamin €ku 1-5 Oanrada GaxojaHUIIN
MYMKHH.
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N
L t Tect MyamMo/4 BasuAT
/‘w&m b o
2\
AP
Tymynua TaXJINJIH Amanuii Bazuda
(cummrom)

“Uucept” MeToau

MeToaHu aMaJIra OIIMPUIN TAPTHOM:

» YKUTYBUM MAIIIFYJI0Tra KaJap MaB3yHUHT aCOCHH TyIIyHYaJIapy Ma3MyHHU
EPUTWIITaH MAaTHHH TapKaTMa €KY TAKAUMOT KYPUHUIIUAA TalEpIIaiiiu;

> SHTH MaB3y MOXMATHHU EpPUTYBYM MaTH TabJIUM OJIyBYHJIApTra
TapKaTWIaaAu €KW TaKAUMOT KYPUHUILINIA HAMOWHUILI ATUIAAN;

» TabJIUM OJTYBUWJIAp WHIUBHUAYaJ Tap3/ia MaTH OWJIaH TAHUITUO YUKHO, ¥3
IaXCUM KapalulapuHu Maxcyc Oenruiiap opkainu udopanaiiawiap. MatH Ounax
unuiamga Ttanadanap €Ku  KaTHaIluWiapra KyHuJgarn Maxcyc OenruiapiaH
dbolnananui TaBCUsS ATUIAN:

bearunap Martn
“V” — TaHUIIl MABITYMOT.

“?” — Ma3Kyp MabJIYMOTHH TYIIYHMAJUM, U30X KEPAK.
“+” 0y MabJIyMOT MEH yUyH STHTHIIHK.

[13

—” 0y (ukp €Ku Ma3Kyp MabIyMOTra KapimuMan?

benrunanran BakT SIKyHJIaHTa4, TabJUM OJYyBUWJIAp YYYH HOTAHHUII Ba
TyIIyHapcu3 OYJIraH MabiIyMOTIap VKUTYBYM TOMOHMJAH TaxJIWil KUJIMHUO,
W30XJIaHAW,  YJIapHUHT MOXUATH TYnuK Eputwianu.  CaBojuiapra »KaBoO
Oepunaay Ba MAIIFyJIOT SIKYHJIaHAIH.
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I11. HABAPUH MATEPUAJLIIAP

1-maB3y: AXO00pOT XaB(PCU3TUTMHUHT AHBAHABUI THMCOJLIApU. AXO0pPOT
xaBgcusauru cuécatu. XUMOsl TU3MMHUHM JIONHMXAJIAII BAa aMAJIra OLUUPHUIL
OocKu4JIapu. AXOOPOTHH XUMOSJIAINAA KPUNTOIPAPUSHUHT YPHH.
Cummerpuk 010kIM mHdpaam aaropurmiaapi. O4YuK KaJautTan mudpiaam
aaropurmiaapu. Xom ¢pyakuusiiiap sa IPU anropurmiaapu. J1eKTpoH
paKaMJId UM30 ajroputmiapu (2 coar)

Pewxa:
1.1. AXO0pOT XaBPCHU3IUTHU TYITYHYACH.
1.2. AXO0pOT XUMOSICH.
1.3. AXO0pOT XaBPCU3TUTH CHECATH.
1.4. AXOOPOTHM XUMOSIIAII YCYJIIApH.
1.5. AXOOpPOTHHM XUMOSJIAIIa KpUIITOTpaUsHUHT YPHH.
1.6. CummeTpuk mudpian alropuTMiapH.
1.7. AccumMmeTpuk mudprain aaropuTMIapy.
1.8. Xom ¢pyakuusiap Ba OPU anroputmnapu.

Tassnu umbopanap: axbopom, xaspcusiux, 3au@aux, mMaxouo, XyHCyMm,
OYMYHIUK, OUOANAHYBUAHIUK, MAXPUUIUK, UOeHmuUDuKayusl, aymeHmugurayus,
aemopuzayus, XyKyKuil Xumosl, MAWKUIUU XUMOs, UHICUHEP-MEXHUK XUMOs,
oacmyputi XuMos, anapam XuMos, Mapmox Xasgcusiueu, OnepayuoH MmusuUm
xasgcuznuey, 0acmyputl Maxcyiom xag@hcusiueu, Kpunmoaocus, Kpunmozpagus,
Kpunmomaxaui, wugpiaw, oewudpraws, X3ui @GYHKYus, Kaium, 31eKmMpoH
PAKaAMIU UM30, CUMMEMPUK WUDPIAW, ACCUMEMPUK WUGpIaw, OYUK Kaaum,
maxguu Kaium, KOAIU3USA, OYMYHIUK, MAXPUUIUK, OKUMIU wugprawl, OI0KIU
wugpraw, MavryMomuu aymeHmu@uUKayuaIau musumiapu.

1.1.Ax00poT XxaB(CU3IUTH TYHLYHYACH

YMymxkaxoH ax0opoT riodaiantyBu Kapa€Hiapy ax00poT-KOMMYHUKAIIHS
TEXHOJIOTUSJIApUHU HadaKaT Mamaiakariap UKTHUCOAUETH Ba OOIIKa coxXajlapuia
XKOpUW ATHIL, OadKh axOOpOT TU3UMIIAPU XAB()CHU3IUTMHU TabMHUHIAIIHUA XaM
TaKazo 3TMOKJA. AXOOPOT TEXHOJIOTHsJIApUHU XaETUMU3HUHT Xap Oup >kabxacura
KUpuO OOpHIM, HWHCOHJAPHUHI axO0opoTra OYyiraH TalaOlapuHd OPTHUILIH,
ax00OpOTHU MYXUMJIMK Japa)KaCUHU OPTHINUTA OHO Kenaau. byHuHT HaTHx)acuaa
sca, aXOOPOTHU KYJra KHPUTHINTA KapaTWiTraH XaTTH-XapakaTiap MUKIOPH OpTUO
kenmMokna. by aca ¥3 HaBOatmma xap jkabxama axOopoT XaB(CHU3IUTHHU
TabMUHJIAI TOJI3apOIUTHHI OWUJIIHPATTIH.
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AX00pOT XaB(CU3ITUITHHUHT AHBAHABUI THUMCOJJIAPH

Ax060poT xaB)CH3IUTU MabIYMOTIApPHU XUMOsUIAll yCyJulapu OuiiaH
mryryjsiaHagn. Ax6opot xaBdcuznmuruja aHabHaBUM TUMcosuiap cudaruaa 1.1-
pacmaa kypcatunrad, Amnuca, bo6 Ba Tpunu omunran 6ynu6, Anuca Ba boO
KOHYHUU (QoigananyBunnap €xku “aximm omamuap”’, Tpuam sca Oy3ryHUH EKU
HUATH OYy3YK OJ1aM.

Xasgcuznux coxanapu. AXO0poT XaBOCH3NWTHHUA TabMUHJIAII Oapya
coxaljiapjia amajra OlUpuiIno, yaap acocaH Kyhuaaruiapra OyiIuHaIu:

— Tapmok xaBpcuznury;
— Web na xaBpcH3IMKHM TabMHUHIIALL,
— HnoBa Ba omneparmon TU3uM XaB(CHU3IIUTH.

Axbopom  xaegcuzniueu  myammonapu. Ax0Oopotr  xaBdcuznuruaa
MyaMMoJiap Typu Kym OYnu0, ynap acocan Kyiujaru cababiapra kypa Keauo
ypKaau’;

— Kym 3apapin, xaTom qacTypiapHu MaBxKyUINIH;
— Husitu 6y3yK ¢oiinananyBYMIapHA MaBXKYJIUTH;
— Conuan UHXUHUPUHT;

— ®u3uk XUMos 3au(IIUKIapy Ba XaK.

Boo

Tpnmi

1.1-pacm. AXGopOT XaB(CU3IUTH TUMCOJIIAPH

AX00pOT xaB(CHU3INIHJIa MyaMMOJIADHU OPTHUIIWIa acocaH KyWuaaruiap
MOTHUBAIMS OYJIUIITA MyMKHH:
— doina;
— Teppopusuwm;
— XapOwuii coxa Ba Xax.
Ax0OopoT xaBdcHu3IMrUAa MaBXKyJl MyaMmMmoJiap XaB(IMIMK Aapakacura
Kypa: 3auyvK, TaxaU1 Ba Xy>KyMra o0 KelyBunuaapra OyJIuImm MyMKHH.
Saugnrux — Oy TH3UMAA MaBXKyJ Oyiran xaBGCHU3IMK Myammoacu OViuo,

1 Stamp Mark. Information security: principles and practice. 1 —c.
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yJIap acocaH THU3UMHHHT XN MIAKUIAHTUPUIMATAHINTH KA CO3JTaHMAaraHIuTy
cababmu kenub uyukagu. 3audaukiap TU3UMIApAA KaTTa €KUM KUYMK Tap3na
MaBxkya OVianu.

Taxouo — Oy MmaBxyn OynraH 3au(uivK HaTWxXacuaa OVIUIIM MYMKUH
Oynran XyXyM Typu OYynu0, yaap acocaH TU3MMHH KaMUYWJIUKIAPWHH YpraHWII
HATWKACcHUIa KEJINO YNKaIH.

Xyorcym — Oy MaBXyA TaxJAWIHU amalra OUIMpWIraH KypuHHAIIN OYmuo,
OyHJa KyTWITaH TaxXJIU1 aMajira OIupUiIaIi.

1.2.Ax00poT xumosicu

YMmymuii  xonzga axO0opoT XaB(CH3IUIM KOHCENCHSICM y4uTa TalIKWJ
ATYBUMJAH HOOpPATIMIMHM  3bTHOOpra OJMHCA, axO0opoT XaB(CU3IUTHHU
TabMMHJIAII JIOTAaHAA MAbIyMOTHUHI KyHUJArd ydTa XyCYCHSTMHHA TabMHHJIALI
TYLIYHUII MyMKHH.

Kyitnna xentupunran 1.2 - pacmaa ym0y ydra XyCyCHUSITHU TabMHHJIAIIIA
KpUnTorpapuk yCyJUIapHUHT TYTTaH YpHHU KeITUPWITaH. Y MyMHN X0Ja axoopoT
XaB(CU3WINTUHN TabMHUHJIALI JeraHia Yoy ydra XyCYCHSTHH TabMHHJIAIL
TYIIyHUIUO, Xap Oup XyCyCHUAT MYXUMJIMIU axOOpOTHUHI Typura Ba

doitnanaHuIUIIMra Kypa xap XUJI oYUM MYMKHUH
1

1.2 - pacm. AXGOpOT XaBCUBIUTH XYCYCHSITIIApU

Macanan, oMMaBHIl Typaaru MabIyMOT Y4YyH OUpHHYM HaBOatna,
doiinaraHyBYaHIIMK Ba OYTYHJMK XYCYCHSTJIApUHM TabMUHJIAIl MyXuUM OyJca,
JlaBJaT CUpH Japa’kacUJard MabIyMOT YUyH YHUHT KOH(DUIESHIUSIUTUTY OUpUHYN
VpUHIa Typaji.

Konduaenumamuk (pyxcarcu3 YKUIIHUHT MYMKHH 3MACJIUTH)
XYCyCHSITH axOOpPOTHUHT pyxcaT JTuiMaraH (oiganaHyBuniIapiad SIIAPHIIL,
MabJIyMOT MAHOCHHHM TYIIYHHO OJIMAcIMK Yy4YyH, YHH TYIIYHApCH3 XoJjariaa
YyTKazum kabu Bazudanapau Oakapuill opkainu O6axapuinaau. AXOOpOTHUHT yIIOy

L Stamp Mark. Information security: principles and practice. 2,3 —c.
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XYCYCHSITH KpuUNTOrpaduKk XHUMOS yCyJUlapuIaH OWpH caHalraH, MuQpianl
ycymiapu acocuga amanra owmpunaau. udpnam ycymiapu €pnamuaa o4mMK
MabJIyMOT SIIMPUHTAH KYpUHMILArKM MUPpPMaTH XoiaTtura ainaHaau. by aca yau
Oy3fyHuH (oiJalaHUIINAAH OJITUHH OJa]IH.

byrynnuk (pyxcarcu3 €3MIIHHHI MYMKHMH OJMACJIMIM) XYCyCHUATH
acocuia MabJIyMOTHH Y3aTHII JaBOMHUJA YHTa Y3rapTUPHII KUPUTHITAHIUTH EKH
KUPUTHJIMAraHJIuTH aHUKJIaHaOu. Yoy XycycusaT Oolkaya KWiMO alTHITaHIa,
MabJIyMOTHH OY3FyHUYM TOMOHHUJAH Y3rapTHUpWiraH (aJMallTHpWITraH, Ydupuo
TAlUIAaHTaH)JIUTUHU aHUKJIAIIHU Ouiaaupagud. AXOOPOTHUHI yIIOy XYyCYCHUSTH
KpunTorpauk XMMOs yCy/JIlapy acocuja aMaira OuMpuiaaud. Xo3upla
Kpuntorpaguk x3m  QyHKOUSAIAp acoCHAa MAabIyMOTHHHI  OyTYHJIUTHHH
TabMHUHJIANI YCYJUTApU aMauETAa KeHT KYIUTaHUIa Iu.

dojiiganaHyBYaAHIMK XyCYCHSATH axOOpOTHaH HCTaJraH BaKT JOMpacHia
doiifalaHuIl UMKOHUATH MaBXYUIMTM OwinaH OenruiaHagu. YOy XycCyCHAT
OUYMK TypJard MabiIyMOT Y4YyH AacTJIaOKu Tanald 3TUiagurad Ttanadaup. Ymoly
XYCYCHUSITHU OY3WJIMIIUTA OJUO KelyBYM XykyM ycyiapunan o6upu DOS (Denial
of Service) éku ynunr maknantupuwiran kypunuimu DDOS (Distributed denial of
Service) cananmuO, ymlOy XyXyM YCyldd THU3UMHHU (poliganaHyBUaHIUK
XYCYCHSTHHH Oy3WJIHUIINTA OJINO KEeTaIu.

Ymly yuta XycycusT axO00pOoT XMMOSCHHUHT aCOCHUN TAaIIKWJI dTyBUMJIApU
caHanuO, axOOpPOTHM XUMOsUIAll J3TaHJa acocaH NIy y4dTa XYyCYCHUSTHH
TabMHUHJIANI TYMIMHWIAAA. AMMO YOy y4Ta XyCyCHST TYJIUK OaKapuIHIIN YIyH
Oup HedTa OaKapuUIUIIM MyMKHH OYynraH unuiap Tanad stunanu. bomikada Kkumuo
aifTranaa ymoy ydTa XYCyCHSTHM Oa)kapuILJaH OJIAWH, KyHuaa KeaTHpUIraH
amanuéTiiapau 6axapuiira Tyrpu kenaau (1.3-pacm).

Nnentnduxanus

AyrenTuduranus

ABTOpHU3aUMs

1.3-pacm. @oiiganaHuiIHu OOMKAPUII
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Hoenmughuxayus — Oy QoiinanaHyBYMHN TU3UMTIA Y3UHU TaHUTHII Kapa€HU
oymu0, yHaa doigananyBuyd HOMHUJAH (JIOTHH), Maxcyc IIaXCUil KapTajgapaaH ¢Ku
OMOMETpPUK XyCyCUsTIIapuaaH (HoiganaHuI MyMKHH.

Aymenmughuxayus — 0y QoigamaHyBUMIAPHN XAKUKUHUIUTHHN TEKIIUPHUII
xapaéuu O0ynu0, >kapaéHu HaTkacuga ¢oinamaHyBud TU3UMJAH (HoigamaHuII
yUyH pyXcaT oJaau €K OJIManIn.

Aemopuzayus — Oy QoiganyByura TU3UM TOMOHHUAAH OEpUIraH XyKyKJap
TymnamMu 0ynub, QolganaHyBUMHM TH3UM JOWpacHia KWJIAIIN MyMKUH OYnraH
Basupaapuau Oenrunangm.

1.3. Ax6opoT xaB(CcH3IUTH CHECATH

Axbopom xaegcuznueu cuécamu — TAWKUAIOT Y3 (aonusTuga puos
KWIAJUraH ax00poT XaB(PCU3IUIKM coXacuaaru XyxoKaTJlaHTaH —Koujanap,
MyoJiaXanap, aMalluid ycyiiap €K aMal KWIMHAJAWTaH MPUHINAILIAD MaKMyH
caHanu0, y acocu/ia TalKWIOTa ax00pOT XaB()CU3TUTH TabMUHIIAHAIH.

AXO0pOT XaBPCUBJIUTUHUHT CUECATUHMU WIUIA0 YMKUIIAA, aBBAJIO XUMOS
KWIMHYBYM OOBEKT Ba YHMHT Basudanapu aHukjaaHaad. CyHrpa JylmIMaHHUHT Oy
00BEKTra KU3UKHUIIN Jlapa)kacy, Xy>KyMHHUHT dXTUMOJUIA TypJiapu Ba KypuiIaauraH
3apap 6axonanaau. Huxosrt, MaBxy/ KapIii TaAbCUP BOCUTANIAPU €TAPJIH XUMOSHU
TabMHUHJIaMalIurad OObEKTHUHT 3aud KOoMIapu aHUKIIaHA U,

Camapanu XxuMosi yuyyH Xap Oup OOBEKT MYMKUH OViraH Taxauajiap Ba
XY)KyM TypJapH, Maxcyc HHCTPYMEHTIIAp, KypoJuiap Ba MOPTIOBYN MOTAIADHUHT
UIUTATAIUIIN SXTUMOJITUTH HYKTaW Ha3zapuaaH OaxoJaHUWIIM 3apyp. TabKuiamt
JIO3UMKH, HUATH OYy3yK OJlaM y4yH DHI KMMMAaTJIM OOBEKT YHUHT >bTUOOPUHU
TOPTaAW Ba IXTUMOJUIM HHUIIOH OVIMO XW3MaT KWJIaAu Ba yHTa Kaplik acoCHi
Kyuilap unuiatuinaav. byHma, xaBhcHM3nuK CHUECATUHMHT HIUIA0 YHKWAIUIINIA
eunuMHu OepuiiraH OOBEKTHUHT peajl XMMOSICHHI TahbMUHJIOBYM Macajajiap Xucoora
OJIMHMIIIH JIO3HM.

Kapmmu Tabcup BocuTamapu XUMOSHHHT TYJIMK Ba OIICJIOHJIAHTaH
KOHIICTIIIUSCHTa MOC KEJIWIHM MmapT. by IPraHM, Kapum TabCHp BOCHUTAJIapUHU
Mapkasuja  XUMOSUIAaHYBYM  OOBEKT  OyiraH  KOHIICHTPUK  JoHpajapia
KOMIAIITUPHIT JIO3UM. By Xonma AyImIMaHHUHT HCTalraH OOBEKTra Wymm
XUMOSTHUHT DIICJIOHJIAaHTaH TH3UMUHU KecuO VyTamu. MynodaaHuHr Xap Oup
yarapacd IIyHJad TallKui KWIMHATUKHA, KYpUKIAIl XOJUMUHUHT KaBOO
JopaJapuHHU KYpHUIIMIa erapiinda BaKT MoOalWHWIa XYy)KYMUYHWHH YIIIa0 TYpPHII
UMKOHHU OYJICHH.

Cyurru OockMYja KapIid TabCHUP BOCHTAJAPU KaOyJl KWJIMHTAH XHUMOS
KOHIIEeTIUsicura OwWHoaH Oupnamrtupwiagd. byTyH Tu3uMm Xa€TH HUKIMHUHT
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OomulaHFuy Ba KyTHWJIYBUM YMYMHUH HapXWHU JAacTiabku Oaxomjaml amanira
OLLIMPUIIA]IN.

Arap Oup OMHOHMHI MYHMAA TYpJIM XUMOsSJaIIl Tajabjapura sra OyiraH
oOBbeKTIap KoMmamran 0yica, OuHO oTceknapra oynuuaau. [y Tapuka ymymuit
HA30paTJIAHyBYM MAKOH HMYMJIa MYKH NEPUMETPJap aXpaTuiagud Ba pyXcaTCu3
doiinamaHuIaH WIKU XUMOsI BOcuTanapu spatmianu. [lepumerp, oxatna, hpusmux
TYCUKJIAp OpKajdu aHUKIaHuO, Oy TYCUKIApJaH YTUII SIEKTPOH YyCyl EKU
KYpUKJIall XOAUMIIApH TOMOHHJIAH OaKapHiyBUM Maxcyc MyoJiaxanap épaamuia
Ha30paTiaHa/Iu.

YMymuii usrapara €ku mnepumerpra sra OyiraH OWHONAP TYpPyXHHH
XUMosIama Haakar anoxuia 0O0ObeKT KM OMHO, OalKM YHUHT JKOMJIAHUII KOUU
xaM xucobra onuHUIIM 3apyp. Kynm connm OuHonapu OyiraH ep ydacTkaiapu
XaB()CU3IMKHMA TabMHHJIAIl OyiiM4a yMyMHUid €EKM KHCMaH MOC KeJaJuraH
Tajabysapra sra Oynanu, 0ab3W ydacTKajap 3ca mnepuMerp Oyiimdya TYCHMKKa Ba
AroHa MyJakka sra. YMyMH NEpUMETp TalIKWJ 3THO, Xap Oup OMHOJAru XUMOS
BOCUTAJIAPUHUA KaMaWTHUPHUII Ba YJIapHU (akaT XyXyM KHJIUHUIIN SXTUMOJH
KYIIpOK OVyiraH MyxXxuM OOBEKTIapra YpHaTHUIl MYMKHH. XyAAd IIy TapuKa
ydacTKaJaru xap Oup umopar €ku OOBEKT XYKYMUUHHU YILIA0 KOJMII UMKOHUSATH
HYKTau HazapujaH 0axoyaHaIu.

IOxkopunarn kenTupuiaraH Tanadnap TaxXJIWiIM KypcaTaauKd, YJapHUHT
Oapuacu axOOpPOTHHU MILJIAII Ba y3aTHIL KypuiIMalapuIaH XyKyKcu3 (oiganaHuil,
ax00opOoT SATYBUMJIAPUHU YTUpJAll Ba ca00TaXX UMKOHMSATHHU WY KYyWMacIuKKa
OJINO Kenaau.

bunonap, umopatiap Ba ax00opoT BOCUTAIAPUHUHT XaB(PCU3IUK TU3UMUHU
Ha3opaT TYHKTJIApMHA OWp 30HAJaH MWKKUHYM 30Hara yTum uWynuanaa
YKOMIAIITUPTraH X0JiJ1a KOHIIEHTPHUK XaJIKa KYPUHUILIK/IA TAalIKWI STUII MaKCcaJaura
MyBOpUK xucobsanaau (1.4-pacm).
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1.4-paCM. BI/IHOI[aF 1 KOMIIBIOTCP TU3UMHWHUHI XaB(i)CI/ISJII/IK TU3HUMH

1-xyayn. Kowmmnbiorep Tapmoru (KT) XaBOCUBIUTMHUHT TallKd 30HACU
TabpMUHIaHUIIN:
(GU3HUK TycHKIap
nepuMeTp Oyitnad yTuin xoitnapu
Xyayara KUpUIll Ha30paTUHUHT HOABTOMATUK TU3UMU
2-xyayna. KT xaBpcuznuruHuHT ypranaru 30Hacu
TabMUHITAHUIIN:
AUIMKJIAPU AJIEKTPOH XUMOSUIaHTaH Ha30paT MyHKTIapu
BUJICOKY3aTHUIII
OYM OV111 30HaapHU YMKApUO TalIanl
3-xyaya. KT xaBpCU3TUTHHUHT WYKHA 30HACH
TapMuHIIaNI:
maxcuii  KommbloTepra  QoiimamaHuim  gakar HazopaT THU3UMH  OpKajiu
UISHTH(PUKAMUSATAITHUHT OMOMETPHUK TH3UMU

AxOopor xu3maT OWHOJApW Ba XOHAJapura KHPUITHUHT HA30paTU
Macajlacura KeJjicak, acocuil yopa-Hadakat OMHO Ba XOHaJIapHH, OaJKU BOCHTaIap
KOMIUJIEKCUHM, YyJIApHUHT (QYHKOUMOHAN Basudanapu OyiiMya axpardin Ba
n3oJisAnusiam. buHO Ba XoOHamapra KHUPUIIHM Ha30paTIOBYM aBTOMATUK Ba
HOABTOMATHK TH3UMJAp WIUIaTWiIaau. HazopaT Tu3uMHM KyHAYy3W Ba Kedyacu
Ky3aTHIIl BOCUTaIapu OWIaH TYIAUPUIUIINA MyMKHH.

XaBQCUBMUKHUHT  (U3UK  BOCHUTAJIAPUHM  TaHJANl  XUMOSJIAHYBYH
OOBEKTHUHT MYXUMJINTUHU, BOCUTAJlapra KETaJWraH XapakaTHH Ba Ha3opaT
TU3UMH HIMOHWIMIIUTH JTapakKacHHH, WKTUMOUHN JKMXATJapHU Ba WHCOH HadCu
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Oy3yKJIUTMHU OJAWHIAH YpraHuiira acociaHaau. bapmok, kadtiap, ky3 TYp
napjacd, KOH TOMHpJiapu H3JIapu €KW HYTKHUM aHUKJIAlml KaOu OHOMETpHK
UHACHTU(UKaIMsUIall uOulaTWiMmy - MyMmkuH. [llapTHOMa acocuza TEXHHUK
BOCUTAJIapra Xu3MaT KypcaTyBUM XOAMMJIAPHU OOBEKTTa KUPUTHUIIHHUHI Maxcyc
peXUMU Ky3aa TyTwirad. by maxcmap wuneHTHUKaUWsIaHTaHIapUIaH CYHT
O0BEKTra Ky3aTyBUM XaMpOXJIUTH]A KUPUTUIAAU. YHAAH TallKapu yjapra aHuK
KEJUII PEeKUMHU, MAKOHUHN YdTrapaliaHuIl, KeIuO-KEeTUIl BaKTH, Oa)kapaJuraH HIil
XapakTepy ypHaTUIAIH.

Huxosit, 6uno mepumerpu Oyiindya OOCTUPUO KUPHUIIHU aHUKJIOBYH TYPJIU
JaT4uKiIap €praMuia KOMIUIEKC Ky3aTHIl YpHaTwiagu. by natumknap oObeKTHH
KYPUKJIAIIHUHT Mapka3uid NmocTu OujiaH OOrjlaHTaH Ba OYIMIIM MyMKHUH Oyira
00CcTHpUO KHpUII HYKTAJApUHU, allHMKCAa WIUJIaHMAaWJUraH BaKTJapAa, HazopaT
KHJIaU.

BakTu-BakTH OWJIaH 3LIMKIIAp, poMJjap, TOM, BEHTWIALMS TYWHYKJIApU Ba
OOILIKAa YMKHII WYJUIADUHUHT (UMK XUMOSUIAHHUII WIIOHYWIWJIMIMHUA TEKIIMPUO
TYPHIL JO3UM.

Xap Oup XoHara MYUAard HapCaHUHT MYXUMIIMJIUTUTA OOTJIMK (o amaHuII
TU3UMHUTa 3ra Oynirad 30Ha cudatuaa Kapanaau. Kupui-uukum XyKyKd TU3UMU
maxc €K OOBEKT MYXHMMIIUTUra OOINIMK XOJIJIa CEJICKUMSUIM Ba Japakalapu
Oyiinya pyrtOananran Oymumm mwapt. KuUpumI-uMKum  XYKYKd  THU3UMHU
MapKazJjamrad OYIuIIM MyMKHUH (pyXxcaTtiapHu OOLIKapull, >KaJBajl Ba KaJeHap
peXANTApUHUHT  PEKATAINTUPUIUIIMN,  KUPUII-YUKHUII  XYKyKUHUHT  €3Ma
HaMyHaJIapH Ba X.).

Hazopar TM3uMHMHM BaKTH-BakTH OWJIaH TEKIIMPUO TYypHII Ba YHHU JOUMO
uira jJaékaTiid XoJija cakjall JIoO3uM. byHM HXTucocnamraH OyiuHManap Ba
Ha30paT OpraHJiapy TabMUHIIANIN.

[ITaxcuit koMmblOTep Ba (PU3MKABUI XUMOSI BOCHTalapu KaOu Yimyammapu
KMYMK ac000-yCKyHaJapHH KYy3/7a TYTUILI MyMKHH.

FOxopuna kentupunaraniapra Xxyjnoca KWiuO, KOMIBIOTEp TapMOKJIApPUHU
XUMosJaIa axo00poT xaB(pcuznuru cuécatu KaHjaal aHUKIAHWUILIN XyCycHuia cy3
foputamus. Opatna kym cornm  (poiimanaHyBumMiapra sra OYATaH KOpIIOPATHB
KOMIIBIOTEp TapMOKJIAapH y4yH mMaxcyc “XaBdcuznuk cuécatu” nebd araiayBuw,
TapMOKJa WIUIAIIHM MabiIyM TapTud Ba Koujajgapra OYHCHHAMPYBUU
(perinamMeHTIIOBYM) XYXOKAT Ty3UJIaau.

Cuécar ojmatna MKKUM KUCMJAaH uOopaT Oymaau: yMyMUNH TPUHIUILIAD Ba
WIUTAIIHUHT MyalsH Koujanapu. Y Mymuil npuHuumiap Internetna xaBpcuznukka
E¢HAAIINIIHN aHUKJIaca, KOMJajap HUMa pyxcaT STWIMIIMHM Ba HUMa pyxcaT
sTUIMaciHuruiu - Oenrunanan. Kowupmamap MyailssH Myonaxkanap Ba Typid
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KyJutaHManap OusiaH TYJIIUPUIUIIA MyMKUH.

Opatna xaBpcu3nuK cu€catu TapMOK acoCUi cepBUcCHapuliaH (JIEKTPOH
nmoutra, WWW Ba xak.) ¢dolgagaHUIIHA perjaMeHTIaNa Xamjla TapMOKJIaH
doiinananyBUMIIapHd yiaap KaHaail ¢oialaHuIl XyKyKWra sra SKaHIUKIApU
Ounan  TaHumtupangd. by aca  ¥3  HaBOatuma  (oitmamaHyBUMIApHU
ayTeHTU(UKaLKATIAI MyOJIaKaCUHU aHUKIIal .

by Xxyxokatra xuanauid EHAAIUII JIO3UM. XUMOSHHUHT  Oomka Oapua
CTpaTerusicu XaBQCH3IUK CHUECATUHUHT KaThbUM OakKapWIWIIM TaXMHHHTA
acocnanrad. XaBdcuznuk cuécatu ¢oianaHyBYWIIap TOMOHHUJAH KYITHMHA
MajoMaT OpTTUpWIMIIUTa cabad Oynaau, 4yHKU yHAa ¢oipalaHyBUura MabH
ATWITAH Hapcajap OYMK-OWIWH E3uiran. AMMO xaB(cH3IMK cuécaTu pacMuit
XyXXKar, y 6Hp ToOMOHIaH Internet TtaxkxauMm 3TYBUM CEpBHCIApAA HIIJIAII
3apypUSITH, UKKMHYM TOMOHJIaH MOC MyTaxaccuc-npodeccruoHamiap tapaduaan
udonananran xaBPpcusnuk Tanadiiapy acocuia Ty3usiau.

ABTOMAaTIAIITUPUIITAH KOMIUIEKC XHMOSUIAHTaH XHMCOOJIaHAM, Ka4OHKH
Oapua amasiap oOBEKTIIap, pecypciiap Ba MyoJiakajdapHu OE€BOCHUTa XUMOSICUHU
TabMUHJIOBYM KaThUI aHUKJIAHTaH Kouaaaap Oyitnua Oaxapuica (1.5-pacwm).

NnenTudpuxkanus
Jam, ayTeHTugnka
MAJIALT

BakoaaTaapHn
TAKCHMJIALI

HNmutapuu Kaiajiam
Ba Ky#xaTra oJimul

Kondunenuuasu
JJMKHM TabMHWHJIAII

Bupycra kapmm
XUMOH yCyJlIapu

Masbaymor
OyTYHJIUTHHU
TabMHUHJIAII

1.5-pacM. Ax6opoT xaBhcHU3MUry CUECATUHN TABMUHJIAIIIHUHAT aCOCHI KOHUIaIapH

Xumosira KyHuiaaaurad TanabJapHUHT aCOCUHU TaxXIujjiap pyixaTu TallKul
stanu. byHnai Tamabnap 3 HaBOaTua XUMOSHHMHI 3apypuil Baszudanapu Ba
XHAMOSI BOCUTAIAPUHU aHUKJIANIH.

1.4. AXOOpOoTHM XHUMOSJIAII YCYJLJIApH
Jlemak, KOMIIBIOTEp TapMoOHAa axOOpPOTHH caMmapaid  XHMOSCHHH
TabMHUHJIALI YYyH XUMOSI TU3UMHMHH JIOMMXaJIall Ba aMajra OlMpuil yu 00cKu4ia
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amaJra OIIUPUIIUIIN KepaK:
- xaB(-xaTapHU TaxJIMJUIAILL
- XaB(CU3IHUK CUECATUHU amalira OlupuIL;
- XxaB(CU3IHUK CUECATUHU Majia/1JIall.

bupunyu  60ockuuoa  KOMUBIOTEp TApMOWHHHT 3aud  dAJIEMEHTIApU
TaXJWIaHAAW, TaXIuAJap aHUKJIaHAJAM Ba OaxollaHaI, XUMOSHUHT ONTHMA
BOCHUTAJIapy TaHJIaHau. XaB(-XaTapHH TaxJIMIUIAII XaBPCU3IUK CUECATUHU KaOyIl
KWW OWJIaH TyrajuTaHaIu.

Urkxkunuu 60ckuy - XaBPCU3IMK CUECATUHM aMalira OIIMPHUII MOIHUSBHMA
XapaxkaTJaapHU XucoOJall Ba MacajalapHu €4MIll YYyH MOC BOCUTAJIAPHU TaHJIAII
Owian OonutaHanu. byHna TaHnaHraH BoOCHTalap MIUIAIITMHUHT UXTHIOMIN
AMACJIHUTY, BOCUTAJIAPHU €TKAa3u0 OepyBUMIAPHUHT 00pYCH, XMMOSI MEXaHU3MJIApU
Ba Oepuiaaurad kadoiaTiap XyCyCcHIard Tyjaa axOopoT OJIMII UMKOHUSATH KaOu
OMWIAp XHCOOra OJMHUIIK 3apyp. YHJAH TallKapu, ax0opoT XaB(CU3IUTH
Oyiinya acocuil Kouagap akc TTUPUIITAH MPUHIUILIAP XUCOOra OJMHUIIN Kepak.

Yuunuu 6ockuy - xaBGCU3NUK CUECATUHM Majajiall OOCKHUYMA HT MYXHUM
nucoOmaHaau. by Oockuyga  YTKaswiaauraH TaaOupiap HHATH — OYy3YyK
OJIaMJIAPHUHT TapMOKKAa OOCTHPUO KUPHUIIMHHU JOMMO HA30paT KWJIMO TYPHUIIHH,
ax0o0poT OOBEKTHMHH X,MMOSJAll THU3UMUAArd “‘paxHa’JapHU aHUKJIAIIHH,
KOH(HIEHIIMAT MabIyMOTJIAapJaH pyxcaTcu3 (oiganaHuil XOJUIapUHH XucoOra
OJIUIIHKA Tajad sTaau. TapMOK XaB(CU3IWTKM CUECATUHM MaJajjialija acoCHil
XKABOOTApJIMK THU3UM MabMypu OViHuAa Oymanu. Y XaB(CHU3JIMKHUHT MyailsiH
TU3UMH OY3WIMIIUHUHT 0apya XoJUlapura orepaTuB MyHocabaTr OWIIIUpHIIIH,
yJIapHU TaxJIWJUIAld Ba MOJUSBUN BOCHUTAIAPHUHT MaKCUMal TEXaJUIIUHU
xucoOra oJiraH XoJiJla XMMOSIHUHT 3apypHil ammapart Ba JacTypuil BOCUTalIapuIaH
doitnananuim mapr.

AXOOpOTHM  XuUMoOsUIallJla  XO3upJa KaTop XMMOS  yCyJUlapuiaH
dbolnanannaub, yMyMMui XoJija yiap Kyiuaaruiapra OyJInHaIu:

— axOOpPOTHUHT XYKYKUU XUMOSICH;

— axOOpPOTHUHT MHKUHEP — TEXHUK XUMOSICH;

— axOOpPOTHUHT TAIIKWINNA XUMOSICH;

— axOOpPOTHUHT NaCTypPUH XUMOSICH;

— axOOpOTHUHT amapar Ba anapaT-IacTypHil XUMOSICH.

XUMOsl yCYJUIApUHUHT TYpJIaHMILIK yiapja (oijganaHuirad BOCUTalap Ba
EHJOIMIIIapra acociaHaau. XUMOsS YCYJUIApUHUHT TaHjIall 3ca Y3 HaBOaTuia
TAIIKWJIOT/Ia MIUIA0 YMKWITaH ax0o0poT XaB(CHU3IUTH cuécaTura Kypa amasnra
ommpuiand. Opatna axOopoT XaBQCH3IMIMHM TabMUHJIAIIA Oapya XHMOS
yCyJlapuiaH KOMIUIEKC Tap3aa (poiJanaHuil OPKaId SPULLUIA N,
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1.5. AXOOpOoTHM XUMOSJIAIIIA KPUNITOTPAPUSIHUHT YPHH

DONEeKTpOH KYPUHUIIIATH MAabIyMOTIApHU XQKMUHU OPTHILHW, YHU CaKJjIall
OwiaH OOFIMK OYITraH MyaMMoJap XaKMHHHM XaM OpTUIIUTa oiub Kenaau. Yoy
MyaMMOJApHU Xajdl KWIMIIAA MaBKyA Oynaran ycymiap 3ca, KyHJaH-KyHTa
saurunanasepaau. lllynra xapmacman axOopoT XaB(CH3IMTMHU TabMUHIIAIIAA
KaauMmaa XaM (QoiganaHuiarad Ba Xo3upaa xaM (oigananuwinaérrad ycyimapaaH
oupu Oy — kpuntorpadux xumos ycymuiapuanp. Kpunrorpaduk xumos ycyiiapu
V3UHUHT WIIOHYWIWIIMTH, CaMapaJopiurd Ba (olganaHUIl Japakacd KamMpOBU
KeHIJIuru OwnaH Oomika ycymnapiaaH dapk Kuwiaad. Xo3upjaa axoopoT
XaB()CU3IUTUHYA TABMUHIIAITHUHT Xap Oup sxabxacuaa kpunrorpaduk ycysuiapaaH
doiinanannnmoraa. by sca yHHHT MyXuMIMTHAAH Japak Oepajiu.

YMymuii  Xonma axOopoT XaB(OCH3NMWTH KOHCEINCHSACH ydTa TaIIKUII
ATyBUMZAH HOOpATIMTMHU IBTUOOpPra OJcaK, axOoopoT XaB(CUIUTHHU
TAbMHUHJIANI J3TaHJAa MAabIYMOTHHHI KyHHJard ydra XyCyCHATHHU TabMHHJIIAII
TymyHun MymkuH. Kyinna xentupunran 1.7- pacmaa ymOy ydTa XyCyCUSITHU
TabMUHJIAILIA KPUNITOTPA()UK YCYIUIAPHUHT TYTraH YPHU KEITUPUIITaH.

Axbopor
XaB(CH3IHTH

Konpumeannanmg byrynimk

(Kpunrorpaguk (Kpunrorpaguk
YCY/LIAp acocHia) yey/Iap acocuia)

1.6-pacM. AX60poT XaB(CH3IUTH XYCYyCUATIAPH

Ymly yuta XycycusT axO0pOT XMUMOSCUHUHT acOCHUM TalIKWJ 3TYBUMIAPU
caHaiO, axOOpPOTHM XMMOSUIAIl JI3TaHAa acocaH WIy yuyTa XYCYCHUSATHHU
TabMUHJAII TYIIHMHWIAIM. AMMO yIOy yuTa XyCyCHUST TYJIUK OaXapuiIulld y4yH
Oup HeuTa OaXapWJIUIIK MyMKHUH OYyiraH unuiap taiad stuiaau. bomkaya Kuauo
aiiTranyia ymoy yuTa XYCyCHSITHM Oa)kapuIlJlaH OJIIUH, KyWHJa KeITHUpUJITaH
aMaTMETIIapHU OaXkapuIlra TYFpU Kelaaau. 2.2-pacMaa KeJITHPHITaH jkapaéHiap/a
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KpunTorpaduk XxumMost ycysiapuaad (oiganaHuil Japakacu 3ca Kyhuaaruga.

i

1.7-pacm. doiinanaHuiIHA OOITKAPUIIL

AyTreHTH(ukanus >xapaéHu (oHganaHyBUYMHU TU3UMAAH (Qoii1amaHull
YUYyH YHU XAKUKUIIUTMHU TEKIIUPUII caHaiuO, 2-pacMja KeITHPUIITaHUJIEK,
ayTeHTU(PUKauusuiam kapaéHu Kpunrtorpaduk ycywiapauH (oiagalaHuiIrad
X0JaTaa aMaliru omupuino, OyHaa KpUnTorpaguk KajauT y3yTUII IPOTOKOJIIapH,
ayTeHTU(UKaLUsIall MPOTOKOJIApHU, MAbIYMOTHU ayTeHTHU(QHUKAUSIIAL KOJUIapH
Ba xak. ¢oinananunagy. Yoy kapa€Haa XxaMm Kpunrorpapuk Xumos ycyiiapu
Y3UHUHT OapIOLLIUTH, UIHOHWIMINTYA OWIaH akpanul Typau.

Kpunrorpagpusa - axOopornapHu aciaupaH Y3rapTHUpWITaH —XoJaTra
aKCIAHTUPUIL YCIYOJIapUHU TONUII Ba TAKOMUJUIAILITUPUIN OWJIaH HIyFUIUIAHAIH.
JactnaOku cucremanamrad Kpunrorpaduk yciayOnap spamu3 Oommaa, FOnumii
[le3apbHUHT WII IOPUTHIN E3UIIMANapuia ydpaau. Y, Oupop MabIyMOTHH
Maxbuil xoliga, OUPOp KHUIIUTA €TKa3MOK4M Oyica, an(aBUTHUHT OUPUHYHU
xappuHu anpaBUTHUHT TYPTUHYM Xaphu OunaH, UKKUMHYMCUHUA OCITMHYKMCH OuiiaH
Ba XOKa30 Iy TapTUOAa aJMAIITUPUO MATHHUHT aclid XOJIaTUJaH MudpIaHrad
MAaTH XOJIATUTa YTKa3raH.

AxOGopotiapauHr Myxodaszacu Macanamapu Owian kpunrosorus (Kryptos-
maxduit, 1090s- mam) danm myruanaan. KpunrTojorus makcamiapu y3apo
Kapama-Kapiuy OViran MKKA HYHAIUIITra 3ra: — Kpunmozpaghus Ba KpUnmoaHaiu3.

KpunrtorpadusstHuHr OYMK MabJIyMOTIapHU IIHdpram MacajlajapuHu
MaTeMaTHK yCayOsapu OusaH IIyFUUIAHUIIN TYFpPUCHA IOKOpUIa alTHO YTUIAH.

Kpunrtoananuz sca mmduprnam ycayOuHu (KaTUTUHU KU aIrOPUTMUHK)
OwyiMaraH xoJsija mudpiaaHraH MabIyMOTHHU aclid XOJATUHU (MOC KEIyBYHM OUHMK
MabJIYMOTHH) TOIHUII MacajaJlapuHu €YUl OWJIaH IIyFUJUIAHA]IH.

XO03Upru 3aMOH Kpunrorpaduscu KyWugard TypTrra OYIUMHU ¥3 HUuUTa
OJIaJIN:

1) CuMMeTpUK KPUITOTH3UMIIAP.
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2) O4HK KaJIUT aJTOPUTMHUTa aCOCIAaHTaH KPUIITOTU3UMIIAP.

3) DeKTpOH paKkaMJId UM30 KPUIITOTH3UMIIAPH.

4) KpunToTuzumiiap ydyH KPUNTOOAPIONUIM KAIUTIAPHM HUILIa0 YUKUII Ba
ynapiaH GoigalaHUIITHN OOIITKAPHIIL.

Mudpnam Tuzumnaapu ¢oinanaHuIagural KaauTiap COHHMra Kypa HKKU
KHCMIa OYJIMHAIU: CHMMETPHUK Ba aCHMMETPHK - OYMK KaJUTIIH.

CuMMeTpHK KpUNTOTHU3UMIIapa mudpian yayH XaM Ba Jemudpran yayH
Xam Oup XWI KaluTAaH (poiganaHumagm.

O4YuK KaJUTIM KPUNITOTU3UMIIApAA UKKUTA KaIUTAaH doiganaHuIagn -—
¥3apo MareMaTuk OOFIMK OyiaraH O4yuK Ba €MUK Kanutiapaad. byHmoa
MabJIyMOTJIap XaMmMara MabJiyM OYJraH MabJIyMOT F00OpUIaETral MaXCHUHT OYHK
KTy OwiaH mudpianaan Ba (akaT MabIyMmMOT HOOOpWIAETTaH IIAXCHUHT
Vy3urarvHa MabJiyM Oyiran €nuk KajauT OusiaH aemudpianaiu.

Kanuriapau Ttakcumiiam Ba OoIKapuml — KpUNToOapAOLLIH
KUIUTIIAPHU UIIA0 MKyl (€K sIpaTHI), yJIapHH MyXodaszaau cakiail, xamja
KanuTiaapHu (QoigananyBumiap opacuja myxodaszalaHraH XoJija TaKCHMJIAII
YKapa€HJIapuHU ¥3 UUWTra OJaIH.

JJIEKTPOH  paKaMJIM MM30 - DJJIEKTPOH MaTHra WJIOBA KWJIMHAIUTaH
Kpunrorpaduk alMallTUpuIIIad uoopat 0yiuo, 11y 3JIEKTPOH MATH KYHATHIITaH
maxcra KaOysl KWIMHTAH OJJIEKTPOH MATHHUHI Ba MATUHHU  pakKamiu
MM30JIOBUMHUHT XAKUKUN €KW HOXAKUKUM HKAHJIMIUHU aHUKJIAll WMKOHWHU
oepanu.

1.6. CummeTpuk mmdpJaam aJaropuTmiapu

ugpnam anropuTMiIapu acocilapuHU OYHK MabIyMOTHH H(OJATOBUU
andaBur OenrunapuHu Eku  Oenrwiap OUpPUKMATapUHU UG PMABIYMOTHH
udoaanoBun andaBur Oenrmwnapura €k Oenrmwiap — OUpUKMaliapura
aKCIAHTUPYBUM MaTEMaTHUK Mojeap Tamkuin dSTwiagu. lyHuHr ydyH Xam
mudpIial anropuTMIApUHU CUH(pIapra aXXKpaTUILIHUHT OONUTaHFUY OOCKUYH, yJap
HETM3UIark aKCIaHTHPHUII TypJIapy acocHja aMalra ommpuiIand. Arap mudpamt
)apa€Huaa OYMK MabiIyMoT andaButu Oenrunapu mudp MabIymMoT andaBUTH
Oenrmnapura amMamTHUpHWIca, OyHIall aKCIaHTHPUINTA AaCOCIAHTaH IHQpIIaIl
QITOPUTMH  ypHHUTA Kyhum mmdpnam cuHbura kupaad. Arap mmdprant
xKapaHuJa OUYMK MabIyMOT aji(paBUTH OCNTHIAPUHUHT YPUHIIApU aIMAIITUPHUIICA,
OyHaal mudpiam aaropuTMH YpuH ajaMalITHpUIN MHU@piam cuHpUra Kupaiu.
Kypunu6 typubnuku, VpuH amiMalITUPUII IIUQpPIAll aJlropuTMiapuaa OYHK
MabIYMOTHU TalIKWJI ATyBUYM ajipaBUT OCNTWIApUHUHT MabHOCH MUQD
MabJIyMOTJAa XaM Vy3rapMaciaH KoJaiu. AKCHHYA, YpHUTa KyWuin mudprain
aNropuTMIapuAa MUPPMAbIYMOTHH TalIKWI OJTyBYM andaBUT Oenruiapu
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MabHOCH OYUK MabIyMOTHH TallKWJI 3TYBUM ajadaBUT OEITUIAPUHUHT MAbHOCHU
Owran Oup xwn OYnMmaiau. [udpnam >xapaéHuma YpHura KyHuIn Ba YpuH
AIMAIITUPUII  aKCIAHTHUPUIUIAPUHUHT  KOMOWHAIMsUIapuaH  Oupraimkia
dboiinananuiaca, OyHIai mudpiam adropuT™MHd KOMIO3WIMOH  IIupIarn
Typkymura kupanu. Jlemak, mmudpriam aaroputMiapy akCIaHTHPUII TypJiapura
Kapad ypuuea xyuuui, ypuu aimawmupuul 6a Komnosuyuor mudpnam cuHpura
OyIuHaIu.

Hudpram aNrOpUTMIIAPUTa KYWWJIaIUTaH acocun Tanadnap
KyHugaruiapamp:

— mudpiIaHradn ax00poTHHU Y3rapTupuO Kyhumn €xku mudpHu 0y3ubd ouminra
WYJI KOJAUPMACIIUK;

— ax0opoT XuUMOSiIcM (aKaT KAJIUTHUHT MabIymydrura OOFIUK OYiuo,
QITOPUTMHUHT MabJIyM €KU HOoMabiaymiurura 0ornuk O0ynmaciuk (O. Kepkrodd
KOHMJacH);

— pactnabku  (mmdpraHaguran) axO0poTHW €KW KalUMTHU  OH—po3
y3raptupuin mudpiaaHran MaTHHU OyTyHiai y3raptupud ro6o—pumu yo3um (K.
[[IenHoH TaMONWIH, “YIUPUIUIT XOAUCACH);

— KaJUT KUMMAaTIapu COXacu IIyHJail KaTTa OYJIMIIM KepaKKU, YHAA KaJIUT
KUiMaTiapuHu Oup OolaH KypuO YUK acocuaa muppHu 0y3ud ouuill UMKOHU
OYJIMACIIUTH JIO3UM;

— aNTOPUTM WKTUCOIWHU >KUXATHaH TeKaMJIM Ba €Tapiid Te3 KOPJIUKKa dra
OYIIUIIN JT03UM;

— mmbpmaTHHU Oy3u0 ouummira keraauraH capd-xapaxariap ax0opoT
0axocuaaH IOKOPH OVIIMIIN JTO3UM.

[Mudpnam anropuT™iaapu, KaduTiapAaH QoiJajaHUII Typiapura Kypa,
CUMMETPUK Ba acHUMMETpWK cuH(pmapra OymuHamu. Arap mmudpram Ba
nemmdprnan xapaéHiaapu OWp XWJ KalIuT OWJIaH amaira omumpuwica, OyHian
mudpIa aaropuTM CUMMETPHUK MMdprail alropuT™Md CUHQUra Kupaad. Arap
mudpaam sxkapaéHu Oupop k, KanuT OwiaH amaira OmupwiuO, aemudpranl
xapaéHu k, =k, Oynran k, KaauT OuaH amainra OIIMPUIHO, k, KaauTHU
Owiran xoiga k, KaauTHU TOMMIN CYWJIMIIM Mypakkad OyiraH macana OusaH
O0ornuk OVyica, OyHaai mudpann aaropuTMd aCUMMETPHUK MHUQPIIall alrOpUTMH
cuH(Ura TaaTyKJIu Oyaau.

CummeTpuk mudpiam adropuTMiapd MabIyMOTHH Imudpramga Ba
nemudpanga ailHad Oup Xuil Kanutaad doigananaau. byHmal KpUuntoTU3uMIa
KaJTuT aJOKaHWHT (aKaT WKKaJla TOMOHH YYyH MablyM, JIEKWH HWKKOBIApHUIaH
OOIIKAa Xe4 KUMIa OIIKOpa OYJIMAaciaurv, SbHU Yy3rajapAaH MyTJIako Mmax@ui
Oymumy mapT. byHmal TU3MMHHUHT XaB(CH3JIUTM acocaH sAroHa Maxduii
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KQJIMTHUHT XUMOS XOccajlapura OOFIIUK.

Kpunrornsumuan doimananumga MaTH Myaumdu mudpram anroputMu
Ba MU QpIanl KaIUTH BOCUTACH A aBBAJIO JACTIA0KM MaTHHU IH(pIaHraH MaTHTa
Vrupaau. MatH Myamummbu yHu Y3u (QoiimanaHuiiy y4dyH Inudpiaarad Oyica
(Oynma kaiuTiaapHW OONIKAPYB TH3UMHUTA XOKAaT XaM OyiIMaian) yHH cakjiad
KySId Ba Kepakiid BakTaa mudpraHraH MaTHHU odanud. OUYuiaraH MaTH aciu
(macTimabku MaTH)ra aifHaH Oyica, cakina® KyHwiIraH axOOpPOTHUHT SXJIUTIUTUTA
UIIOHY XOCHJI OYmaau. Akc Xoimaa ax0opoT OyTyHIUTH Oy3wiran OYaud duKagu
(1.8-pacm). By epna k — 1000pyBur Ba KaOy/1 KHJIYBUYMHHHI CHMMETPUK MaxQuii
KaJTUTH.

IMudpaanran axoopor

Nactnabk JlacTnaok
H aX60poT AXx00poTHH Iu¢paanran u axbopor
> M ppiram e ax00poTHH >
AACTIA0KMCHTa YTHPHUIIT
k k

1.8-pacm. CUMMETPHUK KPUIITOTU3UMIIAPIA aXO0POT aJIMAILIHIII

Arap wmmdpnaHran MaTH YHH SpaTraH KUMCaJaH Vy3ra KOHYHHH
doitnananyBuura (oqyBUMIa) MYyIDKajulaHraH OVyica, y TETHIUIA MaH3WITa
xYyHatuiaanu. CYHrpa mudpiaHraH MaTH OJYBYM TOMOHHUJAH YyHra aBBajjiaH
MabIyM OYyiaraH mu(pHUA OUYMII KaJUTH Ba aJTOPUTMU BOCHTAcCHAA JACTIA0KU
MaTHIa yTUpWIAIN.

CUMMETpHUK KPHUNTOTH3UMIIApAa axO0opoT ajaMmamuil yd OOoCKhYyaa 103
oepanu:

— ax0opoT *KYyHATYBUM YHU OJyBUMra max@uii tap3ga Maxduil KaauTHH, SHHU
UKKOBJIApUJIaH y3ra Xe4 KUMra MablyM Oyiamaran y3apo Maxduil KaJluTHU
TOMILINPA]IH;

— JKYHaTyBYM Yy3apo Maxduil Kaiut OuyiaH axO0opoTHH mmwHdpiad yHU
OJIyBUMTIa XKyHaTaIu;

— Kalyn KuinO oJlyBYM axOOpOTHU OJMO YHUHT WHPPUHH Y3apo Maxduit
KJIUT OWJIaH oYaau. YMYyMYH OJITaHJia MKKaja TOMOH Oy KaJluTIaH Oup Heda 0op
KaiiTa porianaHuIuIapyd MyMKHH.

Arap mudprnant xapaHu OYMK MabIyMOT al(aBUTH OCINTHIIADUHUHT HKKH
Ba YHJIAaH OpPTHK YEKJIH COHJArd OWpUKMaJapuHU MHPPMabIyMoT ajdaBUTH
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OenruiapuHUHT OMpUKMalapura akCIaHTHPHUINra acocjaHran Oyica, OyHzaii
mudpiam aaropuTMu 0gokau  mmepaam cuddura kupaau (1.9-pacmna AES
MUCOJUAA OJOKIHN MH(pIai aNropuTMHu KEITUPUITaH).

{128-6ut ounk matH} {128-0uT ounk mMarH} {128-0uT ounk maru} {128-6ut

Hé_/ < I
yuK MatH (128 bits)

AES <= Kannt (128-256 bits)

Mudp matH (128 bits) | >
{128-6ut mm¢p mara} {128-6ut mmdp marn} {128-6ut mmdpp mara} {128-6ut

1.9-pacm. broxnu mmdpnan

Kpunrorpadusina Omoxiu mmdpiamn airopuTMmiiapd KEHT KYJUTAaHUIHO,
MOXMST KUXaTJAaH Kyhujaaruya. MacanaH, o4uMK MaTtH 128-OUT y3yHJIMKKa 3ra
OynraH Kucmiapra axpaTwiagyd Ba xap OMp KUCMIIAp YCTHAA alOXH]a-aloXuaa
amamap Oaxapwiagu. KupyBum ymOy kucMm yctuaa Maxduid KaauT acocuia
amaiiap 6axxapuiaau Ba HaTwxkanga 128-0utinu mmdp MaTH OJIMHAIH.

broknu mmumdpnam anropuTMiaapu SpaTHIMIT acocura Kypa KyWuaaru
TypJaapra 0yIvHau:

V3rapruprir-aaMamtapuin TapMokiaps (Substitution-permutation networks);
®eiicten Tapmorura acocnanras (Feistel ciphers);
Jlan-Macceit mmdpnapu (Lai-Massey ciphers);

Baoxknu mmdpaam aaropurmiapu uuuiam pexkumiapu. CUMMeETpuk
mudpiam alropuTMiIapuaa  XaBOCHU3NMMK HyKTaW-Ha3apuaaH Kpunrorpadux
TU3UMIIAPJIAaH MabIyM KEeTMa-KeTJIMKJIapra acociaanuo ¢doiganuauin MaBxya. by
toudagaru anropuTMiap OJOKIM ImM@pIaANl aIrOpUTHUMIIAPU  MOJEIIapu
CaHaJIa/IH.

Y0y anropurMiapia aMmaira onmmpyBud BekTop (initialization vector, 1V)
naH ¢oinanaHunagu. Amanra OIMUPYBYM BEKTOp MablyM OWTIap KeTma-
KeTJIMTUIaH udopat OYaud, OUMK MaTHTa €KUM KaJIUTra MabJiyM ajJropuTMm OViinya
kynmtaau. by katTanuk kanutaan dhapkiu caHaauo, ogaTaa 3apyp Oyiica xam cup
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caKJIaHMaiu. |

Xo3upaa KyMuJaru MoJieJuiap KeHT KyJUTaHUJIA N

Electronic codebook (ECB);

Cipher-block chaining (CBC);

Propagating cipher-block chaining (PCBC);

Cipher feedback (CFB);

Output feedback (OFB);

Counter (CTR).

Electronic codebook (ECB). [dactnabku comga Moaesiapaan oupu 0yauo,
OYMK MaHT OJioKJiapra OYauHaau Ba Xap Oup OJIOK ycTHaa KajauT OWjIaH aMasiap

oaxxapunaau (1.10, 1.11-pacmuap).

OYME MAaTH OHHE MaTH OYHE MAaTH

11T III1IITITm TIII1I111M
| | |
| 0 .| 6 _.| 6
| mgpram | ™ | mugpran | <™ | mugpram
ITITTI11I1 (ITITTIITI1 (ITIIITIT11T
mudp MaTH mHdip MaTH mudp MaTH
Electronic codebook (ECB) moaynna wudppnat
1.10-pacm. ECB Moaynaa mudpmnanr
mudp MaTH mudp MaTH mudp MaTH
ITITTITIIT1 [ITTITTITTIT11 (ITITTITTITT]
| | i
Droknu Broknu Brioknn
EalHT
— |meumdppnaw | ™ T genmppnaw| | gelwMdpnat
CITIITITIIT TIITIIT1IT1 (ITIITITIIT1
OYHE MATH OYHE MATH OYHE MaTH

Electronic codebook (ECB) Monynna nemmdprant

1.11-pacm. ECB monynaa nemmdpant

Ymby MOAETHUHT acOCUN KaMUMIIUTH OMp XWJI OYMK MaTH Oup Xui mudp
MaTHra anMmaimanaud. bynapaan Ttamkapu Oy MoOJed MaTHHU SAIIUPUIN KaOu
Bazu(amapuu Oaxapmaiinu. Illymapuu xwmcoOra osiraH xonjga yra Maxduit
axOopotnap OwiaH unuamjga ymoy MojengaH (QoiganaHuil TaBCUs STHIMaRIN
(1.12 - pacm). [lacTypuii TOMOHIaH aMaJra ONMIUPHIIIA MapajuIe] Xucobanuapra

ACOCIIAHTaH XOJI1a MU(pPIANIHA AMaJra OLIUPHII KIMKOHHSATH MaBXKYy/l. 2

L Stamp Mark. Information security: principles and practice. 72 —c.
2 Stamp Mark. Information security: principles and practice. 73 —c.
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1.12-pacm. ECB pexxuMuHUHT 3aubauru

Cipher-block chaining (CBC). Yuioy monen 1976 iun IBM TomoHuaan
uniad yukuiarad OYnmO, nactiad OYMK MaTHra OOIIIaHFUY BEKTOp KYIIUIIHUO,
HaTIKa KanuT épaamuna mmdprananu (1.13, 1.14 -pacmmap).

OYWK, MaTH OYME, MATH OMKE, MaTH
[TTTTTTTTTTTT11 OTTTTITITT7T [TTTTTTTITTTT11
MRHUT BeK  (1v) % %9
O — l—.
Kanut —-| wudppnaty KanutT—s|  wudpnaL KanutT—s=| wndppnad
NN EEENENEE NN NN
WncppraaHT WndppmaHT LcppraaHT

1.13-pacm. CBC monenaa mmdpaan

Hemmdpnamaa muppmatH kamut Epaamuna nemudpiaanud, OONUIaHFUY
BEKTOpra KyIIniaay Ba HATHKala OYMK MaTH OJIMHAH.

WnchpmanT WncppmanT WnchpmanT
OTTTTTTTTTT1 OTTTTTITTTT1] OTITTTTI71T
Kanut —=| dewmdpnall | | kanut—-| deldpnall | | Kanut—-| Aelundpnady
WHut BEK  (1V)
O — - .
OTTTTTITTTT1 OTTTTTITTTT1] OTITTTTI7TT
OYMK MATH OYMK MaTH OYUK MaTH

1.14-pacm. CBC monenaa aemmdpa

Ymby pexumaa mumdpramga Oup XWJ MabIyMOT OJIOKJIApU Xap Xl
mudpmaTH Onokimapura anMamTupuiagu. by sca mmdpmaTHra Kapad Taxjmil
KWIWII YCYJIUHH oiauHu oymmra épaam 6epamu (1.15 - pacm). Kamunmuru sca
TU3UMHHU TMapajuiesl Tap3fa aMalild OUIUPHII MYMKHH d3Mac, cabadu KeWnHTu
OOCKWY HATHXKACH OJIIMHTH OOCKUY HATHKAcUTa OOFIUK. !

L Stamp Mark. Information security: principles and practice. 74 —c.



I1I. HA3APUI1 MATEPUAJIJIAP

1.15 — pacm. CBC pexxuMuHUHT ad3aJlITUTH

Nonce CaHOK Nonce CaHOK Nonce CaHOK
c50bef35. 00000000 £59hcfas5. 0O0000OL 58hef35. 00000002
TITTITITITT I TTTTITITITT

! i !

KamaT—s| WHOPMAW | gapyr | WHOPMAW | yapyr—s| Wichpnaw

OYME MaTH _,,? OYWK MaTH _,.? OYME MaTH

RENRNRNRENENE (I RERRNRNRNNRNE
RENRNRNRENENE (I RERRNRNRENRNE
[LnchpmanT (LncpmanT (LchpmanT

1.16-pacm. CTR mozenna mudpiain

Counter (CTR). OFB wMopmen kabu ymOy Moaenga XaM OKHMIIA
mmdprnamaa 610K MADPIIANTHE aMalira OMIMPUI YIyH amaiaa GoiaanaHuiaaiu.
By KeliuHru KaJuT KeTMa-KeTJIMTU CaHarud KUUMaTUHM mu@pIiail aMalid OpKajid
amasira ompaan. CaHarud KMMMaTH 3ca TaKpOpJaHMAWIUTaH AJITOPUTM acoCHIa
XOCHJI KWIMHAAW. YOy yCysa aMmanja KeHr ¢oimanaHuind, KpunToOapaouuInra
OwsiaH Ba Tapajuie] XucoOJsial MMKOHWHU Oepuinu Ownan Oenrunanaan (1.16,
1.17-pacmuap).

Mence CaHOK Nonce CaHOK Mence CaHoK
c59bcf35.  0OOOOOOD ¢59bcf35.  0OOO0OOL c59bcf35.  0OOOO0O2
ITTITTTTTTT] OTTITTITTTT1T] ITTITTTTTTT]
KANUT lwmchpnan KanmT wnpnaw | wanut lwmchpnan
Wncppmant Wncppmant Wncppmart
T TITTTTTTT] OTTTTTTTTTTT] OTTTITTTTTTT]
I TITTTTTTT] OTTIITITTTT1T] I TITTTTTTT]
OYMK MATH QYUK MaTH OYMK MaTH

1.17-pacm. CTR mozenaa aemmdpiarit
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FOxopunaru pacmnapaan KypuHHO TypuOauKu, 0ab3u MM@pIam pexuMIapuaa
XaM mudpiam xam aemudpart amamuiapy Ouprajivkia aMmaira omupuica 6ab3una
dakat mmdpaam amanugad GongaTaHuIaIu.

CuMMeTpuK OKUMJIM mu@paam aaropurmiaapu. OKuMIM mudpIania
sca mudpnam Oupmuru O6up Out Eku Oup Oalt Oymaam. Hatwka omatna yHmaH
onauH YyTran mmdp oxumura Oornuk Oynaau. bynmail mmudpnam cxemacu
MabBJIyMOTIap OKUMHUHHM Y3aTUII THU3UMIApuIa KYyJIJIaHWIaAu, SbHU OyHIa
MabJIYMOTHH y3aTHII UXTUEPHM BaKT/Aa OONUIAHUIIN Ba TYTaTUIUIINA MyMKHH.

MabJyMOTHUMHI HKKWIHK KYPUHM N

M=010010101010101100111010110101101011010101001

XOR amaan .
KaauTHUHT HKKWJIMK KYPUHUIIT

K=0101011010111111101111111110111111111111111111111

HInppMATHHUHT HKKWINK KYPHHHIIH

C=00011100000101001000010100111001010010101011

Ountk mars > — < S
—

1.18-pacm. Oxumiu mudpian TH3UMU

Arap mmdprnam xapa€HW OUYMK MabIyMOTHH H(OAATOBUM 3JIEMEHTAp
(macaman: Out, apum Oait, Oem Out, OaiiT) OenrwiapHu MUGPMABIYMOTHH
n(poaanoBun 3JaeMEHTap Oenrmiapra akCIaHTHUPHIL aCOCHIA aMmalira OUIMPHUIICA,
OyHIail mudpnanm aaropuTMu y3JIykcu3 (OKuMin) mudpiaam cuHGTYpKyMuUra
kupagu. Ymly Toudagaru mudpiam aaropuTMIAPUHUHT YMYMHI cXemacu
Kyiingaruua (1.18-pacm).!

Oxkumin mudpram aaropuTMiapyd OJIUH OMMaOON caHajlraH Ba KHYHK
UMKOHUSTIa 3ra KypuiMmanapia xoc Oynran. OKumiM mm@praml airopuTMmiapu
MabJIyMOT Y3YHJIUTHTa TEHT OYJraH KaJUT KeTMa-KeTIurujaaH (oiaanaHraHIuru
cababnu Ba X03HMpJa KOMIIBIOTEP TEXHUKACH MMKOHMSITUHM OPTUIIM HAaTHUXacuaa
OKUMJIM MMGpIall aaropuTMiIapu YpHUHU OJOKIM IM@piam airoputTMiapu
ArajIaMoKAa.
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Oxkumin mu@pram airopuTMiIapura MOOMI aloKa BOCHTAJApH  allokKa
crangaptu GSM (Global System for Mobile Communications) mpoTtokoiauaa
doitnananunrad A5 CHJDKUTHII PETUCTOpJAapUra acoCHaHraH OKUMIIM Iu@piart
QITOpUTMH, CHUMCH3 ajloKa BocUTalapwiapuga Maexya WEP mnpotokonuaa
doitnamanunranr RC4  oxumiu  mudpnam  aJlropuTMIapUHA  MHUCOT  KHIHO
OJIUIITUMU3 MYMKHH.

1.7. AccumeTpuk mM@pIam aJropuTMiIapu

AcuMMeTpUK mHUdpIam TH3UMIAPUAA HMKKUTA KaJIUT MIUIATUJIAIH.
AXO0OpOT O0uMK KanuT €paamMpaa mmdpiaaHca, Maxuil kKaaut Epaamuaa
pacmmdpoBka KWIMHAAU. ACHUMMETPUK MIM(pall TU3UMIAPUHU OYMK KaJIUTIN
mu@pran Tu3uMiIap 1ed xaMm IpUTUIAIN.

OuMK KamuTiIM TU3UMIIAPUHU KYJJlall acocuaa KailTapuinmac €xku Oup
TOMOHJIM (QyHKUMsIapaan (¢oigamanum €raau. bynmail (yHkuusuiap Kyuaarua
Xycycusimiapra sra. Mabiymkn X Mabaym Oynca Yy=f(X) dbyHKImsHM aHWKTAm
OCOH. AMMO YHHMHI MabJiyM KuiMaTu OYyiin4a X HU aHUKJIAIl aMaJIuid >KUXaTJaH
MyMKUH 3Mac. Kpunrorpadusga smmpus ne0 atanyBuu Wynra sra Oynran Oup
TOMOHJM (yHKUMsUIap MIUIATUIAAM. Z HapaMeTpiau OyHjaal  QyHKuusuiap
Kyliugaru xycycusimiapra sra. Mabaym Z yuyH E;, Ba D, anropurminapunu
aHWKIam MyMKuH. E, anroputmu €pramupa aHUKIMK coxacuaaru 6apya X y4yH
fz(X) dbyHKUMSHM OCOHTMHA OJNMINI MYMKWH. Xynau my Tapuka D, amropurmu
épaamuia KO3 KuiiMaTIap coxacuaaru 0apya y yuyH teckapu Gpyrkuums X=f (y)
XaM OCOHIMHA aHMKJIaHaau. AHM BaKTAa >KOMU3 KHMaTiap coxacuaaru Oapua Z
Ba Jespiu O0apua, Y yuyH xarto E; mabnym 6ynranuna xam f 1(y) au xucobnammiap
Epmamuaa Tonub OymMaiian. Ouuk KanuT cudartraa y unuiaTuica, Maxgui KaauT
cudaTtua X UIUIATHIIAIH.

O4MK KaJUTHU MIUIATHO mM@pIaall aMaira olypuiraiia y3apo MyJiokaria
Oynran cyObeKkTiaap ypracuaa Max@uil KaJuTHU aJdMallMIl 3apypUsITH HYKOJIaIu.
by on3ca ¥y3 HaBOaTuaa  y3aTUIyBYM  aXOOPOTHUHI  KPUNTOXUMOSICUHU
COJIANIAIITUPA/IH.

ACHMMETpUK  KpUNTOTH3UMJApAa  axO0opoTHM  mmdprammga  Ba
nemmdpanga TypJid KadTiapaan GonaanaHmiaiu:
ounk kamut K axOoporHm mmdpramga HILIaTHiIagd, Max@ui KaJauT K J1aH
X1c001ad YnKapuIIaIn,

Max(puil KaauT K, YHUHT Xy(QTH OYNraH OYMK KaldUT €pAaMuaa Mu@pliaHral
ax00opoTHU pacmnppoBKa KUIUIIA UITTATHUIAIN.

Maxduit Ba ouuk kanutiap xypr-xydrt renepauusnanaan. Maxduil kaaut
sracujia KOJUIIN Ba YHHU pyxcaTcu3 (poWJalaHUIIaH UIIOHWIN XUMOSIIAII 3apyp
(cuMMeTpHUK anropuTMmaard mudpaam kKanutura yxmal). OYuK KaauTHUHT
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Hycxanapu Max(uii KaJluT sracu axO00poT aJlMalliHAAUIaH KPUOTOrpaduK TapMOK
aOOHEHTJIAPUHUHT Xap Oupuaa OYIUIIN IIapT.
AcUMMETpUK MU(pIaIIHUHT yMyMJamTupuiarad cxemacu 1.19-pacmma

KCIITUPHUJITAH.
Kabyn KimryBYMHHHT OYHK
kanutu KB
Kynarysuu A Kaoyn krryBun b
Kalyn KnuiryBUMHUHT
Maxdwuit kaauta Km
Ks
A 2
Xabap M \ Iudpmata C Xabap M
ndpnam EB Hemmdpnam Ds
J XuMosiJlaHMarat
KaHal

1.19-pacM. AcuMMeTpUK MIHPPIANTHUHT YMyMJIAIITUPUITAH CXEMaCH

AcCUMMETpUK  KPUOTOTU3UMIA  IH@piaHraH  axOOpOTHH  y3aTHII
KyHuarnda amanira OlnMpusiIaim:
1. Taiéprapauk 60CKUYH:

— aboHeHT B ky(hT KaJIuTHH TeHeparusuiaian: mMaxduil kaautr K Ba O4MK
kanut Kg;

— ouuK KanuT Kp aOoHEHT A ra Ba KoJiraH abOOHEHTJIapra *yHaTUIaau.

— A Ba B abonentnap ypracuma ax00poT aJIMAIIIHIII;

— aboHeHT A aOoHeHT B HuHr ouumk kamutu Kp €paamuaa axOopoTHU
mundpiaiiay Ba mudpmaTHHU a0oHEHT B ra xxyHaranu;

— aboHeHT B y3uHuHr Maxduit kamuth Ks Epmammma  axOGopoTHH
nemmdpnaian. Xed kuMm (mry skymiagaH aOoHeHT A xam) ymlOy axOopoTHU
nemudpiai oJMain, 9yHkl aboHeHT B HUHT Maxduil KanuTu yH1a HyK.

ACHMMETpUK KpUOTOTU3UMAA axOOpOTHU XHMosuialml ax0opoT Kalyin
KHJIYBUH KaauTH Kg HUHT MaxX()UUAIUIHATa aCOCIIaHTaH.
ACUMMETPHUK KPUNTOTU3UMIIAPHUHT aCOCHH XyCYCUATIapy KyHuaarmiap:

1. Ounk KaaUTHU Ba MHMGP MATHHU XHMOSUIAHTAH KaHal OPKAJIM JKYHaTHIII
MYMKHWH, ShHU HUATU OYy3yK OJlaMra yJjap MabJIyM OYIUIIN MyMKHH.

2. uppmam Eg:M -> C Ba pacmmdpoBka kumum Dg: C 2> M
AITOPUTMIIAPH OYHK.

Amanna acuMMETpUK MmudpIan aarOPUTMIAPUHUHT SIPaTUII Y49yH Oup
TOMOHJIaMa (pyHKIMsUIapaaH (MyaMModiapias) (hoigalaHuIl TaBCUs STUTAIN.
Xo3upAa OYMK KAJIUTAM TU3UMIAPHUA  SIpaTUIl  Y4yH Kydugarua
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MyaMmMoJapiap KeHr Goiaananuiaiu:
— KaTTa COHHHM MKKHUTA TyO KYMmalTyBuM makiauaa udoiaar,
— JHCKpET JIoTapudmiiail MyaMMOCH;
— SJUTMNTHUK 3TPU YU3UKJIapra acoCIaHTaH.

O4MK KaJIUTAM KPUOTOTU3UMIIAPHUA OUpP TOMOHIH (PYHKIMsIIAp KYPUHHILIU
oyiinua dapkiam MymkuH. bymapauar wumma RSA, Dnp-I'aman Ba Mak-Dmuc
TU3UMIIAPUHU aJOXUAa THIra OJUII YPUHIM. XO3HpJa PHI caMapaid Ba KEHT
TapKalIraH OYMK KaduTiau mudpruam anroputvu cudatuaa RSA anropurmunun
KypcaTuil MyMKHH. RSA HOMHU anropuTMHM spaTyBUWIApU (paMUIUSITIAPUHUHT
oupunumn xapdunan onunrad (Rivest, Shamir Ba Adleman).

RSA wugppraw ancopummu accuMeTpuk IH@pram aaropuTMiapyu HYUAA
SApaTWIraH JacTia0Ky aJropuTMiap/aH Oupu caHainuO, KaTTa COHHU MKKHTA TyO
COH KYTIANTYBYMCH IIAKINAA ENUII MyaMMOCHUTa aCOCIaHTraH. X03Upru KyHJa Xam
ymly anroputMmaaH amanjga kamunaa 1024-Out kanutiaaH QoiigaiaHuin TaBCUS
STHIIAIM.

One-l'aman muzumy 4YEKIW MaWJOHIapAa AUCKPET Jiorapu@MIapHUHT
XMCOoOaHuIl Mypakkabaurura acocianrad. RSA Ba Onp-I'aman Tu3uMIapuHUHT
acocuil  KamMumiaura — cudartuga  MOAyNdb  apupMETHKacuAaru — Mypakkad
aMaJUIapHUHT Oa)KapWIMILK 3apypHUsTHHU KypcaThil MyMKUH. By y3 HaBOaTmaa
alTapauya XucoOam pecypciaapyuHu Tainad Kujaaau.

1.8. Xom ¢pynkuusiaap sa IPU anropurmiaapu

AXOOpPOTHHHI KpUNTOTpapuK XMUMOSICUHUHI acocui Basudanapujiad Oupu
Oy — MabiayMOT OYTYHJIWUTHHU TabMHUHJIAUANDP. MablIyMOTHH OyTYHJIUTHHH
TabMUHJANIA X311 (QyHKOMsUIap ae0 aTadyBud TU3UMIIApAaH Qoiinananuiuo,
yim0y TU3UMIIap axOOpOTHU Y3aTHII JaBOMHAA Y3rapraHIUTUHUA TEKITUPHIIIA
dbolnananuIaIm.

Yoy tusumnapHunr nactiadku Bakwapura CRC (Cyclic Redundancy
Check) TusummapuHuM MHUCON KWIUO OJUII MYMKHH. XO03HMpJa XaM KHYHUK
xucoOnanuiap Tanad STWiIaJAWraH KypwiManapaa Ba Tuzumiiapaa aiiHaHn CRC
TU3UMIIApUIaH KeHr doinananunaan. Macaman, WEP mnporokommma, TapmMox
KypriMajiapuaa Ba Xak.

Xom dyHKuus ne0 uXTUEpU y3yHaukaaru (outr €xku 6alT OMpruKiIapuaa)
MabIYMOTHU OWpOp (UKCHUpJIaHTaH y3yHIUKAard (OUT €xku OalT OupiumKiIapusa)
KuiiMaTtra YyTkasyBud (QyHKOUsAra aitunagu. Xom  (QYyHKUMSUIAD CTaTHCTHK
TaXpubalapH YTKa3uIIIa, MAHTUKUN KyprJIMaiapHU TEKIIUPHIIAA, T€3 KUIUPUO
TONUWII  QJTOPUTMJIAPMHM  Ty3WIIJAa  Ba  Mabiaymoriap  Oaszacuparu
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MabIYMOTIAPHUHT TYJIATUTUHA TEKIIUPHUIIAA KYJIJTaHUIA .

Kpunrorpadusina xsm ¢yHKkuusuiap Kydujaarda MacajalapHd Xail KUJIUII
YUyH UIUIaTUIIAIN:

— MaBJIYMOTHHU y3aTHIIJa €KW CaKjIalla YHUHT TYJIAJIWTUHU HA30paT KUJIMII
YUYH;
— MaBbJIYMOTHUHT MaHOAWHM ayTEeHTU(UKAIUS KAJTUIT YIYH.

MabayMOTHU y3aTuiga EKU cakialiaa YHHHT TYJATUTHHA Ha30paT KAJTUIIT
ya9yH Xap OMp MaBJIyMOTHUHT X311 KuiMatd (Oy X311 KUHMaT MabIyMOTHU
ayTeHTU(PUKALUS KWIKII KOJU EKU “UMUTOBCTABKA -MabJIyMOT OJOKIapu OuiiaH
OOFJIMK OYyJiraH KylIMM4Ya KUPHUTHJITaH OClIru JAcHuiIaau) XucoOimaHumaau Ba Oy
KUMMaT MabJIyMOT OwiiaH Oupra cakjiaHwiagd €KU y3aTwiaad. MabiyMOTHU
KaOyyn KwiraH QoiaJaHyBYl MabIyMOTHHHT XJI KUHMATHHU XHUCOOJIAaWInd Ba
YHUHT Ha30paT KUUMaTH OWJIaH COJIMINTUPAIU. Arap Takkochamga Oy KuiMmatiap
MOC KeJIMaca, MabJIyMOT Y3rapraHjiMruHu OUIIAUpaIu.

Xom pyHKUMA 1e0, UXTUEPUM Y3YHIUKIAard M MabiyMOTHU (PUKCHpJIAHTaH
y3ywkaaru h(M)=H kuiiMatra akciaHTHpPyBYH, OCOH XHCOOJaHAJAUTraH OUp
TOMOHJIA (DYHKIIMSITA alTUIIA/IN.

Xom KuiiMat OoIka HomJjiap OwtadH: “Xam koxa”, “‘cBepTka’, “‘mankect”,
“OapmoK u3napu’’ 1e0 xaM atanaju.

Xsu pyHKUMATa Kyduaara tanadniap Kynuinaau:
NxTuépuii y3yHaukaaru MaTHra Kyuiad 0ynaau.
Uukuia TalHIaHTaH Y3YHIUKIArd KUiiMaTHU Oepaiu.

W N e

NxTtuépuit 6epmiran x 6yitnda h(x) ocon xucoOmaHaau.

4. Uxtuépwmii 6epunran H 6Vitnya h (x)= H Tenrnukaan X Hu xuco6s1ad Tonud
oynmaiiau. (bup TOMOHIMIUK X0CCaCH)

5. Omumnaran x Ba y#x MartHnap yuyH h(x)# h(y) Oynamu. (Komnmususra
OapJOLLTUIIMK XOCCACH).

Xo3upaa amanaa xdu QyHKUMsuiap y3u ajgoxunaa QoigamaHuwiMain, Oanku
ylap ycrujaa unuiad YMKWITaH TU3UMIIAp KeHr doipananunaan. Yoy
TU3UMJIApJIapra, OJJIEKTPOH pakamid HM30 aJroOpUTMIIapu, MabIyMOTIapHU
ayTeHTU(PUKAUSIIANT TU3UMUJIAPUHU OJUIITUMU3 MYMKHH.

Mavrymomnu aymenmugpuxayusiaw musumiapu (MAC) xsm GyHKIUSIAp
OakapraH MabJIyMOTHH OYTYHJIMTMHM TabMUHJAIl Ba3udacu ycTura Kymumya
paBuIIa, MabIyMOTHH ayTeHTHUKanusiam BasudacuHu XaM Oaxxapaiu.
Ymymuit xonga MAC TuzummapuHudr unviamu Kydugarn 1.20-pacmpa  ake
STTUpHUIran.!
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1.20-pacm. MAC Ttu3umnapu

Ymly Tusumiapna QakaTriHa WKKH TOMOHTa MabiyM OVynraH maxguit
napametp “Kamutr” Qoitnananunud, ymOy napameTp opkaiu ¢doiigaianyBuu
MabJIyMOTH ayTeHTUUKauMsaan yTrasuwiaau. Xozupaa MDS, SHA1, SHA2 xom
dbynkuusuiapura acocinanran MAC TuzuMiiapuaad amaijga KeHr Goigananuiaam.

bynnan Ttamkapy MabIyMOT MaHOAWHWHT XAaKWUKWUHJIMTHHA TabMHHJIAIIIA,
MabIyMOT MyaJTMQUHU  aHUKIAIIA »dJIEKTPOH pakamiau umizo (OPU)
dolnanannnu0, yIrapHUHT acocui Bazudacu Kyhiuaaruaapaad noopar:

- maxduil kanuT gakat QoitnananyBun (A)HUHT Y3UraruHa MabiyM Oyica, y
xonaa ¢oitnananyBun (b) ToMoHugan KaOyn KWIMO OJIMHTaH MabIyMOTHHU (DakaT
(A) ToMOHMIAH XYHATWITAHIUTUHU paj 3TUO OYmaiiauy;

-KOHyH Oy3ap (pakub® ToMoH) wMaxdui KaJIUTHH OWIMaraH XoJjjaa
MaaupuKamusIam, COXTaJamlTUpHUII, (aoa MoaudHKanMsIIam, HUKOOMam Ba
Oomka mry kaOW ajoKa THU3UMH KOWJAJTAPUHHUHT OY3WIHMIINTA WMKOHHST
TYFIUPManau;

-aloKa TH3UMHUAAH GONTATaHYBYMIIAPHUHT Y3apo OOFJIWK XOJjIa HII
IOPUTHUIIIN MyHOcabaTuaaru Kymiad KeJIWIIMOBUYMIMKIApHU Oaprapad 3Tamu Ba
OyHIall KEeTUIIMOBUMIIMKIAD KEMMO YMKKAHAa BOCUTAYUCU3 AHUKJIMK KUPUTHUII
UMKOHUSITH TYFUJIA]H.

Maxcyc DOPU anroputmiiapu pakaMiad HM30HU XHCOOJAll Ba WM3OHH
TEKIIUPHUII KUCMIIapuaaH wuOopar. Pakamiu wWM30HM XucoOjamr KHCMH HM30
KYWYBUMHUHT Max(duil KadUTH Ba UM3OJAHUIIA Kepak OYJraH Xy>KKATHUHT XOIII
KuitmMatura OOfnuK OYymaau. MIM30HM TEKIMpUI KUCMH MM30 STACHHUHT OYUK
KaJIUTUTa Ba KaOyJl KWIMO OJMHTAH XYXKATHUHT X3I KUHMaTura OOFIHK XOJIIa
amaJira OIIMpUIaIN.

DJIEKTPOH PAKAMJIM UM30 AJITOPUTMIIAPH

Xap KaHgait €3ma xaT €Ku Xy>OKaTHUHT OXHPUJA 1Ty XYXOKaTHU Ty3yBUHCH
€K TY3MIIl YUyH >KaBOOTap OYJraH IMIAXCHUHT UM30CH OVIMIIM TaOWUM XOJIIUP.
bynnait Xomar omarna Kyidugarn MKKuTa MakcaaaaH Keiaubd 4uKaau. bupuHunmas,
MabIyMOTHH OJTraH TOMOH V3WJa MaBXKyJl HUM30 HabMyHacura OJIMHTaH
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MabIYMOTJArd UM30HU COJUINTHPTaH XOJJa Iy MabIyMOTHUHT XAaKHUKUWJIUTHUTa
UIIOHY XOCWJI Kujaau. WKKWHYMAAH, WIaXCUA HMM30 MablIyMOT XYKKaTura
IOPUIUK KUXaTaaH MyautidaukHu kadonariaiian. bynaail kadgonat eca caBgo—
COTHK, MIIIOHYHOMA, MaXOYpHUSAT Ba 11y KaOu OUTUMIIApIa ajJoXuaa MyXUMIup.

XyxoKaTiapaaru KyHuira maxcuii MM30JapHU COXTAJIAIITUPHIL HUCOAaTaH
Mypakkab Oynu0, maxcuii UM3OJapHUHT MyaUTH(IIapUHH XO3UPTU 3aMOHaBHil
WIFOp KpUMHUHAJIUCTUKA ycnyOnapuaaH (oiiamaHuIl OpKaId aHUKJIAIl MYyMKHH.
AMMO DIEKTpOH pakaMiIiM UM30 XyCyCUSTIapu OyHaaH dapkiu OYnud, MKKUIUK
CaHOK CHCTAMACH XYCyCHSTJIIapu OujiaH OeNruiiaHaguraH XOTHpa perucTpiapu
OuTnapura O00FIUK. XOTHpa OUTIAPUHUHT MabiyM OMp KETMaKeTIUTHIaH uoopar
Oynran DIEKTpOH HUM30HM KYyuyupuO® Oupop xoira KyHuI €Exku Y3rapTUpHUII
KOMIBIOTEPIIap aCOCHIArd aloKa TU3UMIIAPUIa MypPaKKaAOIUK TyFAUPManIH.

byrynru rokopu napakaga pUBOXIJIaHTaH OyTyH NyHE CHUBHIM3AIMSICHIIA
Xy;oKaTiap, kymiaagaH Max(@uil Xy#OKaTJIApHUHT XaM, OJEKTPOH KYpPHHHILIA
WIUIATIIMIIN ~ Ba  aJlloKa TU3UMJApuia Y3aTWIUIIM KEHI  KYJUIaHWIHO
OopwinaTraniauru  DJEKTPOH  XyXoKarigap Ba  DJEKTPOH  MM30JIAPHUHT
XAKUKUIINTUHA ~ aHUKJIAIl ~ MacallaJapuHUHT  MYXUMJIMTHHA — KEITHPUO
YUKapMOKJIA.

OuMK KaIWTAM  KpUNTOorpapuK  TH3UMIIAD KaHYaIUK Kylnad Ba
KpUnrodapaouym OyJIMacuH, ayTeHTU(PUKALKUSg MacalaCUHUHT TyJa €YMJIMIINra
#aBoO Oepa onmMaiigu. LllyHuHr yuyH ayreHTu(ukanus yciayOu Ba BOCUTalapu
Kpuntorpaduk ajroputmiiap OwiaH OUprajvkia KOMIUIEKC XOJAa KYJJIaHUITUIIN
Tanaabd dTUIAIH.

Kyi#inna nkkura (A) Ba (b) dolinananyBunnapHuHT aoka MyHocabaTiapuia
ayTeHTU(HKALMSA TU3UMH paKuO TOMOHHUHT V3 MaKcaau WyIuaard KaHmaau XaTTH-
XapakaTiapuJaH Ba KPUNTOTH3UM  (poiilamaHyBUYMIAPUHUHT (DO gamaHuII
NPOTOKOJMMHU  ¥3apo Oy3uiuILIapAaH cakjallld KePakKJIUTMHU KypcaTyBUd
X0JIaTyiap KYpuo YMKUJIA N,

Pao smuw. ®oiinananyBun (A) ¢oiinananyBun (b) ra xakukaran Xxam
MabJIYMOT XKYHATraH O0yan0, y3aTUiaTaH MabIyMOTHH Pajl STUIIA MyMKUH.

bynnaii xomma Oy3wIMIIMHWHT (TApTUOCHU3IMKHUHT) OJUHU  OJIHII
Makcaua DIEeKTPoH (pakamiii) uM301aH GoiiananuIaam.

Moougpuxayusnaw  (yzeapmupuw. @DovinananyBun (b) xabyn Kwimb
OMHTaH  MabIlyMOTHH  Y3rapTupud, Iy  Y3rapTHpWIraH  MablIyMOTHH
dornananyBuu (A) r00opau, 1e0 TabKUIIaIM (1abBO KUIAAH).

Coxmanawmupuw: doinananyBun (b)HuHT y3u Mabaymor Taképnald, Oy
coXTa MabIyMOTHH (oiimananyBuu (A) r0bopau 1ed 1abBO KUK,

Daon mooupurayusnaw (yzeapmupuur): (A) Ba (b) dboiinanmanyBuniapHuHT
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y3apo anoka Tapmorura yuuHuu Oup (B) ¢oiimananyBunm HOKOHYHUU Tap3jaa
OofaHuO, yJapHUHT ¥3apo y3aTa€TraH MabIyMOTJIApUHHM Y3rapTUpraH XoJjja
JeSIPIIN Y3ITyKCU3 y3aTHO TypaJiu.

Hukobnaw (umumayusnaw): Yuunum ¢onananyBun (B) doiigananysun
(b)ra doiinananyBum (A) HoMUAAH MabIyMOT KYHATaIH.

Oxopuna cana® yrunrad: MoaudUKanUsAIaAN, COXTATAMTUHPHIIL, (Ao
Moau(UKaMsIIaI, HUKOOIa Kadu anoKa TH3UMHU KOMAAJAPUHUHT Oy3UIHIINHU
OJJIVHA OJUII MaKcaJuaa pakamJid CHUTHaTypaJaH— pakamid HM30 Ba
y3aTWiIaJUuraH MabJIyMOTHUHI OUPOp KMUCMHHHM TyJa ¥3 WYUra OJXYBUM paKamiiv
mudpMaTHIaH noopaT Oyrad MablyMOTAaH GhonaaIaHuIaIu.

Taxpopraw.: @onpananyBuun (B) QoiinananyBun (A) TOMOHHUIAH
doiinananyBun (b)ra sxyHaTwiaran wabiyMoTHU Takpopan (b)ra xyHatamnu.
byHnaii HOKOHYHUH XaTTH—XapakaT ajloKa yCyJduJaH OaHKJIap TapMOKJIapuja
ONEeKTUPOH XUCOO—KUTOO TH3MMHUAAH (ONAATaHUIIA HOKOHYHUIIMK OuiiaH
Vy3ramap MOyJUlapuHUA TalOH-TapoX Kuwiuiiaa Qoigananwiaay. AHa IIyHJan
HOKOHYHMI ycyiuiapAaH MyxodaszalaHuil y4yH Kyduaard 4dopa - TaaOupiapu
KypWIaau.

- UMHUTAIMsUIAITra 6apJONITHINK — UMUTA0apOILTHIIHK;

- KPUNITOTH3UMTIa KUpa€TraH MabIyMOTIapHH Myxodasza Makcaiapuaan
KeJuO yuKuO TapTUdIall.

DJEeKTpOH pakaMiM HMM30 ajoKa TH3UMIIapuia OWp Heya Typ Kouzaa
Oy3wmnuiapuiad Myxodas3a KUITUHUTITHA TABMUHIIAWIN, THHU:

- Maxduit kanmut dakat QoitnananyBun (A)HUHT Y3UraruHa Mabiym OVyica, y
xonna ¢oitmananyBun (b) Tomormaan kaOyn KUaInO OMMHTaH MabJIyMOTHU (pakar
(A) ToMOHMIAH XKYHATWITAHIUTUHU paj dTUO OYmaiiauy;

-KOHyH Oy3ap (paku0® ToMoH) wMaxdui KaJIUTHH OWIMaraH XoJjjaa
MaguuUKausIan, coxXTtajamTupuil, (aon Moaudukanusanam, HUKOOJanm Ba
Oomka ury Ka0uM ajlioka TU3UMU KOWJAIAPUHHUHT OY3WIUIINTA WMKOHHST
TYFAUPMaNI;

-aoKka TU3UMUAAH GOoNAIaHyBYWIAPHUHT Yy3apo OOFJIWK XOJjla HII
IOPUTHUIITN MyHOcabaTuaaru Kymiad KeIWIIMOBUYWIMKIApHU Oaprapad eranu Ba
OyHIall KEeTUIIMOBUMIIMKIAD KeMMO YMKKAHAa BOCUTAYUCU3 AHUKJIMK KAPUTHUII
UMKOHUSITH TYFUJIA]IH.

Kyn xomnapna y3tuna€rran MablyMOTIapHU ImMdpramra xoxaT OyiMai,
YHU OJEKTPOH pakaMiId HMM30 OWIaH Tacaukiam Kepak OVmanu. bynnai
XoJlaTiapja OYMK MAaTH >KYHaTYBUMHMHI €MUK KaauTH Owinad mudpianuo,
OJIMHTaH mu@pMaTH OYMK MaTH OujaH Oupra >kyHaTtuiaaan. MabliyMOTHH KaOyi
KWINO OJTaH TOMOH JXYHATYBUYMHUHT OYHMK KaluTH Epaamuaa mudpMaTHHA
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nemrdprad, oYK MaTH OMJIaH CONUIITHPUIIIN MYMKHH.

1991 i#iunpa AKII pmarm Cranpaptinap Ba TexHosorusuiap Mwuuimii
Nuctutytn DSA (Digital Signature Algorithm) pakamianm uM30 aJIrOpUTMUHUHT
cranaaptunu DSS (Digital Signature Standart) 6u3 rokopuaa kenarupran Iin-I"aman
Ba RSA anropurmitapu acocuna sipatu6, porimananyBuniaapra Takand erras.

JlacTma® TabKUIJAHTAHWACK, HM30 XYXKATHUHT IOPUANK MaKOMHHH
kadonaTinaian. XO3UPTH PHUBOXKJIAHTAH JKaMUATIAA axO0pOT KOMMYHHUKAIIHS
TapMOKJIapuja OJICKTPOH MABJIyMOT ajJMAalIMHYBUHUHT KEHTrau® Oopwuim
MabJIYMOTJIAPHUHT MaxX(@UIIUTUHU, XaKUKUWITUTUHY Ba MyaJUTM(IIMKHU YPHATHUII
MacajajapuHyd €4YuIIHU Tanad eraau. MacanaH, anMmamwiraH JIEeKTPOH
MabBIyMOTJIap acocuaa y €ku Oy XOJaTHUHT Y3rapuiid, Oy MablymMoOTiap
myamumdu mMaHdaTIapura 3uja Kenud, y dJIEKTPOH MabIyMOT MyaUTH(IIUTHAaH
o6om TopTumM MyMKuH. IllyHmail XomaTJapHUHT OJJMHHA OJIMII MEXaHHU3MHU
MabIYMOT Mya/UIMPUHU VY3UTarmHa MabiyM OViaraH OWpOp COHJIM IapameTp
(Maxduili kanuT) OwiaH OOFIMK XOJJa XOCHJI KWIMHAJIUTaH COHJIAp KeTMa-
KeTnuruaa udopar 0ynran InaekTpoH pakamiin um3o (DPU) xucobmananu.

OPU ax60poT KOMMYHUKAIIMS TapMOFUJA JIEKTPOH XYKKAT aIMAIIMHYBU
apa¢HUIa Kyln1aru yuyra MacajlaHy eurill MMKOHUHU Oepajiu:

— 3JIEKTPOH XYOKaT MaHOAaWHWHT XaKUKWUHJINTHHU aHUKJIAIIT,

— 3JIEKTPOH XYXOKAT SXJTUTIMTUHY (Y3rapMaraHIuTHHA ) TEKITUPHIII,

— JJIEKTPOH XYXKaTra pakaMiii MM30 KyWTraH CyOBEeKTHH MyaUTU(IUKIAH
OOIIT TOPTMACIMTUHA TAbMUHJIANIH.

Xap kangait OPY anroputMu HKKUTa KUCMIaH HOOpat Oymaau.
— HWM30 KYWUIIL;
— WM30HU TEKITUPHIIL
Pakamnu um3onu wakiaaumupuui myonaxcacu. YOy MyolakaHU

Taii€pnam  Oockuumaa xabap KYHATyBUM aOOHEHT A HWKKUTAa KAJIUTHH
reHepanusutaian: Maxpuii kamut K, Ba ounk kaauT K. Oumk kamuT K, YHUHT
Kyt Oyiran maxduii kamutu K, 1aH XucoOiant opKaiu OJUHA/IH.

Ounk kamuT K4 TapMOKHUHT OOIIKa aOOHEHTIapUra UM30HU TEKIIUPUIIIA
doitnanaHuIl yayH TapKaTHIIA N,

Pakamiam WM30HU WIAKIUTAHTUPUII YYyH JKYHATyBYHM A aBBajo HM30
yekmiyBud MatH M HuHr Xem (ynkuuscu h(M) kuiimatuau xXucoOmavaum (16-
pacm).

Xem-pyHKIIUS UM30 YEKWITYBYM AacTIa0ku MaTH ‘M HU naijpkect “m’’ra
3uujamTupumra xusMar kuiaau. aiimxkecr M - OyryH MatH  “M” Hu
XapaKTEPJIOBYM OWTIAPHUHT OENTHIaHraH Karta Oyiamaran coHugaH uoOopar
HUcOaTaH KucKa conaup. CYHrpa )KyHaTyBUH A Y3uHUHT Maxduii kanutu K,Ounan
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naitkect “m” uHu mumdpnaiau. Hatwkana onuHran conmap XKyQpTu Oepuirax
“M”’MaTH y4yH pakamJid UM30 XucoOjaHaau. Xabap “M” pakamin uM30 OuJiaH
Oupramukaa KaOys KWIyBUYMHHHT aapecura ooopuianu (1.21-pacm).

Xadap M Ka0ya KuiyBunra
™ Xabap M
h 4 m - xabap A >
Xem o CCHMETPHK | Paxa
. mudpaan
byHKIHA KHIMaTH HM30

K - IM30/I0BYH KaIHT
1.21-pacm. DNEeKTpOH paKkaMiIl UM30HU IIAKUTAHTUPHUII CXEMACH

Paxkamnu um3zonu mexwupuw myonaxcacu. TapMoK aOOHEHTIapu
oJluHTaH xabap “MHMHI pakaMjM HM30CHUHHU YOy XaOapHU KYHATYBUMHUHT
ounk kanut Ky épaamuaa Tekmupunuiapu MyMmkuH (1.22-pacm).

DONEeKTpOH pakamJid MM30HW TeKIupuiaa xabap “MHu KaOyn KUITyBUH
“B” kaOyJs KWJMHTaH Jai)KeCTHU KYHATYBUMHUHT OUMK Kanutu “Ky” épmamuna
pacumpoBKa Kuiaau. YHAAH TallKapH, KaOyl KWIYBUYMHHU Y3U XEHIPYHKIUS
h(M) épnamuna kaOy KIMHTaH Xabap “M “HUHT DaijpKecTH “m"HU XUCOOJIanau
Ba YHM pacmrdpoBKa KWJIMHTAaHW OWJIAH TaKKOCIaau. Arap MKKalla JalJpKecT
“m” Ba“m'” MOC KeJica pakamMIIM UM30 XaKUKHH XUCOOIaHaIu.

AKc Xonma uM30 KanOakuJalTHpWirad, €ku axOopoT Ma3MyHH
y3rapTupuirad Oyiaau.

Xabap M o ]_, Xosm Kuiimar, h
bynkIma KHIMAT, Tk
—_—
PakamTH AccHMeTpHK Jemmudprauran
HM30 nenrud pIIant XoII KHitMart, h'

T K - umzoHH TEKIMHPYEYH KAIIHT

Xa, Umzo TVrpu
1.22 - pacM. DIEKTPOH pakaMIM KM30HU TEKITUPHII CXEMACH

Um3zo kyitnm myammd TOMOHUIAH, (pakaT yHra mMabiym OyiraH maxduii
KaJuT OWjaH amanra omupuiagu. VIM3oHMHI XaKMKMAJIUTUHU TEKIIUPHII eca
UCTAJITaH MIAaXC TOMOHHUIAH, UM30 MYaJUITMQUHUHT OYUK KaJTUTH OWIaH amaira
OLITUPUITUIIIA MYMKHH.

DNEeKTPOH KOMMYHUKAIMsIAp Ba DIEKTPOH XYX#OKAT aJIMAIIMHYBH XO3UPTU
KyHIa WUII [o3acuiaH Oynaauran MyHOCaOaTIapHMHI — axkpajiMac KHUCMHU
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XUcoOMannb, xap KaHmald 3aMOHAaBUM TAIIKUIOTHU OJEKTPOH XyXOKatTiap
aJIMAaIIMHYBHU Ba MIHTepHETCH3 TacaBBYp KWINII KHWHH.

WNHTepHeT TapMoruaaH OIEKTPOH XYyXOKaTiap aJIMAllMHYBH acoCHAa
MoOJIUSABUN (paonuAT omb OOpHUlia MabIyMOTIap aIMAallMHYBUHU XUMOS KUJIHII
Ba DJEKTPOH XYXOKAaTHUHT IOPUANK MAaKOMHHHM TabMHUHJIAII OMPHHYU Japakaliud
axaMusT KacO eTaau.

DNEKTPOH XYXAOKATJIM MabJIyMOT aJIMAIIMHYBHU kapaéHuaa DPWHu Kyiamn
Xap XWwi TypJard TYJIOB TU3UMIapH (IUIACTHK KapToukanap), O0aHK TU3UMIapH Ba
CaBJ0 COXAJIAPUHUHI MOJUSBUN (AOJUATHHM OOLIKApUIIA DJIEKTPOH XYXKKaT
aJIMallMHYBU TU3UMJIAQPUHUHT PUBOXKJIAHUO OopuiiM OWiaH KeHI TapKaja
OoIuIaIn.

Xo3upaa OPU TU3MMUHM SpaTUIIHUHT OMp HEuTa UyHAIWMIIJIapH MaBXKy.
by iiyHanumuiapHu yura rypyxra OyJaui MyMKUH:

1. OYMK KaJIWUTIU MHQpIam aropuTMIIapUra acoClIaHraH;

2. CHUMMETPHK IH(pIall aJropuTMiIapura acociaHTaH,

3. MM30HM XucOOJall Ba YHM TEKIIMPHUIIHUHT Maxcyc ajJropuTMiiapura
acOCJIaHTaH paKaMJIM UM30 TU3UMIIAPHUINDP.

Kasutiaapau 0omkapuin

Kamutnap  xakuparu  MabiymMoT  JI3raHjia  axO0opOoT-KOMMYHHKAIIHS
KpUIITOTU3UMHUJIa MaBxyZ Oyiaran Oapua KanuTiap TYIUIaMd Ba YJIapHUHT
Myxodazacu OunaH OOFIMK MabIyMOTIap TYUIYHWIaAW. Arapaa KaauTiap
XaKuJard MablIyMOTJIApHU  €Tapiid  JapaXaJarn HUIIOHWIM  Myxodazaiu
OOIIKapyBU TabMHUHJIAHMAaca, TAOMUNKH, paKuO TOMOHTra ax00pOT-KOMMYHUKAITUS
TU3UMUAATA JCSIpiId HUXTUEPUN MABIyMOTHH OJIMII YYyH TyJIa HWMKOHUSAT
TYFUAJIATU.

Kanutnapau Oomkapuii xapa€Hu KyMuaara yura MyXum OYIIraH:

Oapua KaduUTIApPHUHT Yy3apo OOFIWK XOJda, sSbHU Oup OyTyH XOJiAa MIUIAII
XKapaCHUHU TabMHUHJIANI (KaJIUTIIAp TeHEPaLUsCH );

KaquTiIap TYIJIAMUHUHT  MakKcaJjil  KEHramn®  OOpWIIMHM  TabMHUHJIALI
(KanmuTiaapJIapHUHT TYIJIAHUIIIN);

KaJmuTiIapiapHu (QoipananyBuniaap JAoupacuja Takcumulall (KaduTJIapJiapHUHT
TaKCUMJIAHHMIIIN ) )KapaHlapura axaMusiT OCpUIllHA Tanad dTaju.

Judpdpun — XeaMaH KaIMTIAPHM OYMK TAKCHMMJIAIl NPOTOKOJH. VY.
Hudbdu Ba M.E. XemIMaHHUHT KalWTIApHU OUYMK TaKCHUMJIAII CUCTEMACHU OYMK
KAJIMTIM OOLIKA KPUNTOTU3UMIIAp Kabu Max(uil KanuTHU Maxpuil KaHaJl OpKajIu
Y3aTWIMLIIMHUHT X0XKaTH WYKJIUTMHU TabMHUHJIAWIM, aMMO ayTeHTHU(UKaIUs
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MacaJlaCHHH e4Maiiii Ba YpTagary ogaM Xy:Kymura 6apaomcus.t

Mucoa:

ALICE

EVIL EVE

BOB

Alice Ba Bob wukkurta g, p

bysrynunra xam p=11, g=7

Alice Ba Bob wukkurta g, p

(p>g) COHHU XOCHJI KHWJIAIH. | MABIyM. (p>g) COHHU XOCHJI KHJIAJIH.
p=11, g=7 p=11, g=7

Alice  y3unmHr  maxduit Bob Y3uHUHT  Maxduit
KaTUTUHU ~ XOCWJI  KWJIAJH. KaJIUTUHU  XOCHJ  KWJIAJIH.
Xa=6 Xp=9

YA:gX(A)(mOdp) _— | YB:gX(B)(mOdp)

Y a=7°mod11=4 —— A= 7°M0d11=8

Alice Ya=8 wuum «kaOyn | bysrynuura xam Yg =4, Ya = | Bob Yp=4 uu kaOyn Kuiaim.
KHJIA]IH. 8 MabIyMm.

Max¢wuit kanmut =
Ys¥4modp

Maxduit kamuT = 8°mod11 =
3

Maxduii kanut =
Y, *Bmodp
Maxduit xamut = 4°mod11 =

3

Kyiinga 1.1-xanBanga kxpunrtorpaguk XuMOS YCyJUIapd Ba YJapHUHT
ax00poT XaB(CU3IUTUHU TABMUHIIAIIA TYTraH YPHU KEJITUPUIITaH.

1.1-xanBai

Kpunrorpadux xumos ycysiapu Ba ylIapHUHT ax00poT XaB)CU3IUTUHA
TabMUHJIAIIIA TYTTaH YPHA

AJaropurmiap Max¢uitink | AyreaTupukanus | SAxauriank KaauTnap
O0omKapyBHu
CHMMeETpHK aJIrapuT™M Xa MK UyK Xa
Hocummerpuk Xa Uyx Uyx Xa
AJITOPUTM
DNEeKTPOH paKaMIIu Uyx Xa Xa UyK
MM30 aJITOPUTMHU
Kanur tapkaruin Xa fI}”/K fI}”/K Xa
JITOPUTMH
bup TomonIama xa1 fI}"IK ﬁ}"lK Xa fI}"/K
byHKIMAIAp
Xabap Xa Xa Xa Uyx
ayTeHTU(UKALUSA KOJTU

L Stamp Mark. Information security: principles and practice. 100 — 102 — c.




I1I. HA3APUI1 MATEPUAJIJIAP

Ha3sopar caBoJuiapu

AX60pOT XaBPCH3IUTUHY TAITKWI STyBUHUIIAPH.

Ax060poT xaBpCcU3IUTHIa MaBXKy MyaMMoJiap Ba ylapHu cababmapwu.
Ax60poT xaBpcuznuruaa 3auIuK TynryH4acH.

Ax60poT xaBpcU3nUruaa Tax I TyIIyHIaCH.

Ax060poT XxaBPCcU3NUTHAA XYKYM TYITyHUACH.

AX00poT XaBPCU3IUTH CUECATH.

AXOOPOTHU XUMOSIIAI YCYJUTapH.

8. AXOOPOTHUHT KpUNTOTPAPUK XUMOSICH.

No ook~ wWNRE

9. Kpunrorpadus Ba KpuntoTax,imia GpaHiapy MakCa/Iu.
10.KpunrorpadusHuHT OyTumiIapu.

11.CummeTpuk mudpiam TH3UMIIapHU Bazudanapu.

12. AcummeTtpuk mudpaant TH3UMIapy Ba yiuapaaH GO aHuIIL.
13.9PU anroputmiapu Bazudacu.

DoiaJIaAHWITAH aga0uéTiap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. T'anmes C.K., KapumoB M.M., Tomes K.A. Ax6opot xaBdpcuznuru. 2008.

4. Ilnaitep b. Ilpuxnagnas xpunrorpadus. I[IpoTOKoIbI, anTOPUTMBHI,
HUCXOJHBIE TEKCTHl Ha s3bIke Cu. — M.: u3narensctBo TPUYM®, 2003 -
816 ctp.

5. AxOapos [I.E. AxOopoT XaBPCU3TUTHMHN TAbMUHJIAIIHUHT KPUNITOTpaduK
ycyJiapu Ba ynapHuHT Kyutanwumimu. 2008.
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2-MaB3y. AyTeHTH(puKkauusa Ba uaeHTuukanus ycyaiapu. Pyxcaraapuu
Hazopatiaam. Tapmokiaapapo 3kpan. XyKyMJIapHH aHUKJIAI TH3UMJIapu (2
€0ar)

Pexa:
2.1. AyreHtuduxanus Ba HACHTUDUKALNS YCYIIAPH.
2.2. PyxcarnapHu Hazopatjarl.
2.3. Tapmoxkiapapo sKpaH.
2.4. XyXyMJIapHU aHUKJIAIl THU3UMIIapH.

Tasinu ubopanaap: uodenmuchuxayus, aymenmughuxayus, asmopuzayusi,
napo, OuoOMempux Xycycusim, pyxcamiapHu HA30pamiail, MaHoamed acociaHean
Mooel, OUCKpeyuor Mooei, poiea acocianean mooen, benna-Jla-Ilyoyna moodenu,
MApMOKIAPapo  3KPAaH,  XYICYCIAPHU — AHUKAQUWL — MUSUMIAPU,  PYXCAmap
mMampuyacu.

2.1. Ayrentudukanus Ba uaeHTUGUKAIUA yCyLIIapH

Hoeumugpuxayus - xxapaéuu GoifalaHyBYNHU TU3UMIa TaHUTHUII >Kapa&Hu
oynu6, yHaa ogataa QoiinananyBud ¥3 UCMHUAAH (JIOTHMH), CMapT KapTajap/JaH Ba
OMOMETPUK XyCcycuaTiapuaan QoiiaJaHuII MyMKUH.

Aymenmughuxayusa sxcapaénu - hongananyBun €K MabIyMOTHU XaKUKaTAa
TYFpH DKaHJIUTMHY TEKIIUPHIN KapaéHu 6ymuo, ogataa 3 Typra 0yamHamu:

- bupop Hapcanu ounui acocuna. Macanan:naposn, PIN, caBoi-xaBo0 Ba X.K.

- bupop Hapcara sranuk Kwiuin acocuna. Macanan: ID kapta, xaBhcuznux
TOKEHJIApH Ba X.K.

- Masxyn ¥y3ura xoc Qakropiap acocuma. MacanaH: 0apMOK H3U, 103
ty3unuil, JIHK, oBo3, Xxapakar Ba X.K.

MMapoasiap acocuaa  ayreHTHQUKANMSJIALL [Tapon  acocuna
ayTeHTU(UKaIMIAl  YCYJIM KEHI TapKajiraH ycyjjapAaaH Oupu caHaiuo
KoJmacaas, sHr 3aud ycynaup. Ilapon acocupa ayTeHTHUKaUsIall yCYJIUHU
3au(IUKKa 00 KeTyBYM OMUILIAP:

- Mypakka0 TapoJUlapHM J3Cra KOJHWIIM KHUMH Oynaraniuru cababmm
doiiarianyBYM TOMOHUIAH COJIIA TTaposuiapAaH GpoiaanaHu;

- TMapOJIHU YHYTHO KYHUII MyaMMOCH;

- kyn TuzuMmiapaa ¢oijaliaHyBYd TOMOHHUJAH aillHaH OWp XWi MapoJiaH
b ol TanaHuIUIIN;

- TapoJj YKUO OJyBUYM Xap XU JacTypiiap MaBXyJJIUTH Ba X.K.

L Stamp Mark. Information security: principles and practice. 230 - 233 —c.
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Ilapon — ayreHtudukanusianaa KeHr (ohgaraHuIaéIral KaTTaIuK OYiuo,

dbolganaHuIaa KarTa KyJalIuK TyFIUpaad. AMMo, OapAOILIUTH Ky la MacT.

Kpunmoepagux  xamum  —

ayTeHTU(UKaLMsIIAIIIA

OapIONUTUTH KUXATHJIaH MapoJjra Kaparasiaa 6ap 1oy,

ol nananuIuo,

Kpunrorpadguk kaaur

IMapoa

Kamut ymuamu 64 — 6ut

Kanutnap conn 2%

Kamut taconuduii Tanmanam

Taxaumuu 2%4/2=2% ta kamuten xwucoGnamm
Kepax.

r [Taponr ymuamu 8 Ta Genrmman mbopar Ba 256

Ta 6enrunapaaH GoiiaTaHuIl MyMKHH;

- Kamu maponnap conn 2568=254
- [Maponnap Taconudwuii TaHTaHMANIH;
L Taxaumuen 2% gam  kam ypUHUII  OWIaH

MapOJIHU TOMA OJIaH (JyFaT Oyiinua XyXyMm).

Emon mapon

Sxmm napon

—frank —Pikachu
—Fido —-102560
—password —AustinStamp

—jflej,43]-EmmL+y
—09864376537263
—POkemON

—FSa7Yago
—0OnceuPOnAtlm8
—PokeGCTall150

[Taponnapra acocinanran ayTeHTU(UKAIMSIIANT TU3UMIIapU/a apodi 3 mapTta
HOTYFpPU KUPUTWITAH TakAupaa TuzuM Kyhduanumu mapt. [lapomnap onatna
daiinapaa xenulaHrad XoJijia cakjiaHaau. AyTeHTuguKaius xapaCHu XsUUIaHTaH
napoJi OpKaJid amaira omupwiaan. by xonga Oy3ryHuu QaiiaHu Kyjara KUpUTIaH
TaKIUpa XaM Mmapojra sMac OaJIKi YHUHT X311 KUiMaTura sra oynau.

Jlyzamea acocnhancan maxoud. by Taxaun Typu mapoira acocjaaHraH
ayTeHTU(PUKaLUSIAl TU3UMIIAPH Y4yH Moc Oynu0, 3aud mnaposapiaH €Eku
yMyMHI OynraH maposuiapiaH ¢oinanaHuwiran Takaupraa karra Qoiga Gepanu.
ByHUHT ydyH Oy3fyHUM HMHTEPHET TapMOFWJAH KEHI (oimanaHWITraH maposuiap
pyiixatuHu (JIyFaTUHU) KYy4upuO OJaAu Ba yJapHU THU3MMra OMpPUH-KETHUH KYHUII
OpKaJIu TEKIUPUO Kypasu.

[Taposmap X3UIIaHTaH TaKAMpAA XaM JIyFaTra acoClIaHTaH TaxXJWJ YPUHIH
o0ynuo6, 3and napon doinanaHuIraH BaKTAa KaTTa camapa Oepajiu.

[Mapomnmapam caknmamga omarna “ty3 (solt), s”’maH keHr QoiinamaHaam.
Bynunr yuyn ¢oiigananyBun Tacoguduil KaTTalnuk “Ty3 HHM TaHJAWaAM Ba mapoJjira
Ky1mmno, yHUHT y=h(p,s) Xa11 KUiiMaTUHU XxucoOaaiiau Ba naposuiap Qaitnura (y, s)
maknuaa €3uo kysaau. by epaa “ty3” maxduil caHanMaiian ammo, Oy3FyHUYH Xap
oup (olimanaHyBuy y9yH YHH aJOXUaa XMCoOamy tanab stunanu.t

Haponnapuu anuknaw: mamemamuk xucooaaw. Oapa3 KUIAWIUK Mapos
8 Ta Oenrumman ubopat OYynub, y 128 OGenrmman ubopar Oynran amudoOoman
omuurad. Bynma masxyn mapomnap coru 1283=2%. Tlapommap ¢aiinura xamu
6ymu6, 21° Ta maponnan uGopar 66, Taxaumun 2%° Ta KeHr TapKalraH IapoJigaH

12 Stamp Mark. Information security: principles and practice. 237 —c.
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ubopar Oynran nyraTaaH (Qoigananagu. Arap MOapojHU JIyFaTaa Oymuin
SXTUMOJUINTH Y4 Ta TeHr e onuHca:?

- nyraTaad QoljanaHMIMaraH Xoija, kamppa 2°%/2=2% ypunuman amanra
OLLIMPUIIIH LIAPT;

- “ry3”nman Qolinananunras xonaa sca s (21%)+3/4 (2%°) =254% ra Tenr 6ynanu;

- “ry3”man ¢olimananmwivaran xonzaa, 22° ra Tenr 6yaanu.

Awmainna mapomnapau O0ysumra Password Cracker, Password Portal, LOphtCrack
and LC4(Windows), John the Ripper(Unix) BocuTanapaas ¢oiinaasaHuIMOKIA.

ID kapranap acocmaa ayreHTU(dUKAIUsIANl yCyJId Mapoiuiap acocuaa
ayTeHTU(PUKalMsIall yCyJura Kaparahja OapIonuid caHanuO, QoiinanaHyBuu
TOMOHHMJIAaH WYKOTUIMO KYHUII MyaMMocH MaBxXyld. by ycynama acocan
MalIMHAHUHT MyJITUHH, IAPOJI TEHEPATOPH, CMAPT KapTa Ba Xak.

Kanut reneparopmapura acociaHraH ayTeHTHU(UKAUUSUIAl  THU3UMU
Kyﬁm[arnqa:z

1. "Men Annca"

3.PINNR A& > Y
— A 2.R B
4. h(K,R) L« ML‘
K — » B
ret]el;;;'ropn,K < 5. h(K,R) ,
Anmca > Bo6, K

2.1 — pacm. Kanut renepaTopu opKaiu ayTeHTU(UKAIUSIIAIT

Magxkyn y3ura xoc xycycusitiiap €ku OMOMETpPUK IapaMeTpiiap acocuja
ayTeHTU(PUKaLUSIIANT YCyIu OapAOoNUIN caHAIUO, IOKOPUAAru ycysuiap/ia MaBxy/
Kamuuiukiaap Oaprapad ostwirad. Kamuunuk cudatumaa sca  QoiiganaHuiran
KypuiiMa HapX# €KH Kapa€H BaKTHHU Y30KIUTHHU KEITUPHUII MyMKHH.

AHaHaBuil ayTeHTU(UKaUsIA yCyJuiapy (Mapoib acocHia Ba HUMaraaup
STAJIMK KWJIWII acocuja) (oiimananuiiga Kynal OynuimmMra xapamaciaH KaTop
KaMYWJINKJIapra Jra:

— (QoligananyBur mnapoiaM ojatAa coana Ba (oilgamaHyBUM XOTHpacuaa
CaKJIAaHUIIIM OCOH OYNuIl Yy4yH KHCKa ¢pasanapnan doiganananu, Oy sca ymoy
TU3UMHUHT 3au(IUTHHY aHTIaTaIH;

— MapoJUIapHU 3CAAH YUKApUO KYHUIIT MyaMMOCH;

— ayTeHTU(]UKaUMsAIall TOKEHIAPUHU (CMapT KapTanap Ba X.) HYKOTUO KyHuII
MyaMMOCH Ba X.

Ymby myammonapuu 6aprapad 3TUII yUyyH YYUHYM UYHAIUII, OUOMEmpUK
napaMeTpliapra acocjiaHraH ayTeHTH(UKauusaam ycyuiapuaad GoianaHuaaau.
buomeTpuk mapameTpiapra acociaHraH ayTeHTH(UKaLUsAIAl yCYUlapu Y3UHUHT

3 Stamp Mark. Information security: principles and practice. 252 — c.
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UIIOHWIMINK, YFupnad Oyamacnuk, kyuupud Oynmaciuk, Qoigananumniia
KyJalIuK Ba X. XyCyCHUSATIapu OmIad axxpanud Typaau (2.2-pacm).

DoiiianaHyBUMHU
ayTeHTH(UKanusIIaI
bunumra Oranuk Askpanmac
acocCJIaHTaH KyJaira Xycycudarra
acoCJIaHTaH KVna

2.2-pacMm. AyTeHTUUKAIMsIIAII yCYIUTapy
buomerpuk mnapamerpiapaa yHyTUII, UYKOTHO KYHUII, HycXa Ky4uMpHIL,
COXTaJallTUpUII Ba Oomika (olganaHyBud TOMOHMJAH WIUIATHO OYiMmaciuru
KaOW MyaMMOJIAPHUHT UYKJIUTY OMIIaH aXXpayiud Typaju.

. . ITapoJa, MaxpuiJIuK buomerpuk
YMyMuii KYpHHHIINA: PO, ¢ TokeHn p
napamMerpJiap
AyTeHTHGHKATMAIALI SmupuHInK éxn SAronanuk Ba
Oraiauk KWINII aCOCUIA .
acocu: HOAHHKJIUK acocua MIaXCUIIINK
Maxxkam €n/1a cakmant Houm €nna onmu6 ropummn | Kambaxwmam-tupuin
XaBdcuszauk XuMosicu
Mypakkab
AHaHaBHIi KomOunanmon Kymd Mertann Kyid Xani0BUMIIIK
Mucoa TryBOXHOMAacH
Pakamun K mapomnu MammuHa nyiabTH Bapmok usu
Qoitnananum  gaspuna | TokeH Wykotwiran | [ID  anmamTupumiHu
XaB(cu3auK TOMOHHUIAH .
Max UK Kamas | xojartaa KaTra XaBQ | MypakkaOIuru
KaMYMJIMTH
Oopaau 0JINO KEJIUIIH MyMKUH
Pviixatra osuur:
buomerpuk _ Tytu6 . Kapaén > pf
» e AWK TTATIT
XYCYCHUSAT OJIMII (xucobmnarinap) Tenr
\ 4
Texkmmpum: 7}
buomerpuk _ Tytun6 Kapacn Tenr
XYCYCHSAT OJIUIIT (xucobmnaniiap) amac

2.3-pacM. bruoMeTpuk ayTeHTUUKAIMSIAI TUZUMIAPUHUHT YMYMUN WIILTAL
TEXHOJIOTHSICH
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buomempux napamempnap mypaapu. BuoMeTpuk napaMmeTpiaapHy Typiapra
aXpaTraHjad Kkypa, OHMOMETpPUK TMapameTpiiap OpKadu Kalylnl KUJIWHAETraH
CUTHaJIIap Typura Kapa6 axpaTum ad3ai Ba ynap Kyhugarumap:t

— TypFyH OMOMETpUK curHauiap (0apMOK W3H, 103 TY3WIHII, KYJ IIAaKIH, KY3
KOpauyufH Ba X.K);

— ¥3rapyBu4aH OHMOMETPUK CHUTHa/UIap (OBO3, Xapakar, KJIaBHaTypada E3WIl
TE3JIUTH).

byHnan Tamkapu OHMOMETpUK MapaMeTpiiap Iiaxcra OOFIMK —XoJaa
dbuznonoruk (6apMOK HW3H, 103 TY3WIHIN, KYJ IIaKId, KY3 KOpauufd Ba X.) Ba
XaTTH-XapakaTura (xapakaT, KilaBuaTypajga ¢E3ull TE3JIUId) acocjiaHraH Ba
KOMOHMHAIIMOH (0BO3) mapameTpiiapra 0yInHaIu.

buomerpuk  ayTeHTHHKanusIam — ycyJulapuw  KaHAal ~— OMOMETpHK
XyCycHsITIapra acoClaHTaHJIUTUra Kypa Kyiugaru Typiaapra OyiiuHaau:

— 0apMoOK u3ura;

— [O3HH TaHHO OJIMIITA;

— KY3 KOpauurura;

—  IIaXC UM30CHTa;

— OBO3ra;

—  KYJ T€OMETPHSICUTA;

—  JIHK Taxyimnura;

—  KYJI KOH TOMHPJIAPUTa;

—  KYJIOK LIAKJIWTa;

— KOMIIBIOTEp KJIaBUATypacujia E3UIll XyCYCUSTUTA,;
— Xapakarra acocJlaHTaH Ba X.

Buomempux xamonuxnap. Enzon mavaymomunu xabyn xunumumi oapaxcacu
6a énzonHu moc Kenuw oapaxcacu (False Accept Rate (FAR) and False Match
Rate (MAR)): ym0y KaTTalWK, KHPUTHIIFAaH MabJIyMOT OWJIaH MabJIyMOTJIap
O0azacujarn MabJIyMOTJIap MOC KeJIMaraH XoJija THU3UMHH MyBaddaxusaTan
TEeKIIUPYBHU amajra OIIMPUII JapaXacuHu Kypcaraaud. bomka cy3 Owian
aliTranya, HOTYFpU ypHHHUILIAD (DOM3HHHM KypcaTaau. YIIOy XaTOJUK MUKIOPH
Karra OyiraHn TH3UMIapAa oJaTAa, pyxcaT HTHiIMaraH QoianaHyBUHIapHU
TU3UMIAH QoNTaTaHUIIIITa WY K}”lﬁHnMaﬁnH.z

Tyepu mavaymomuu uHKOp Omuauui oapadxcacu €EKu €E120H0aH MocC
keamaciuk oapadcacu(False Reject Rate (FRR) or False Non-Match Rate
(FNMR)): ym0y kaTTaJiuKk TYFpH KUPUTHITAH MAabIyYMOTHH TH3UM CIIFOH
MabIyMOT ne0 KalyJnl KWIuIIM Ba OYHMHI HaTwxkacuaa MyBad@akusTcus

L Stamp Mark. Information security: principles and practice. 242 — 243 —c.
12 Stamp Mark. Information security: principles and practice. 244 —c.
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TEKIIyPYBHH amajira OLIMpWIMIIWIra aWTwiaav. bomika cy3 OwiaH aiTrasna,
yIOy KaTTaIuK TYFPU MabIyMOTIapPHH paj STUIIUII JapaXkKacHHH Kypcaraau.®

Ymby 1okopuga HOMJIAPU KEATHUPUITAH yCyJjlap KaHYaJMK OapAoluIu
caHaJIMacuH, ymoy ycyjuiap acocuja WIuiad YUKWITaH TU3UM OapAOLUIMIINTU
dakar Oymapra Oofnuk Oynmaiinu. Opatma ymOy mapaMeTpiap XaKAKHMA
doiinaraHyBYl TOMOHHUAAH 5Mac, Oy3FyHYM TOMOHHMJAH XaM KHUPUTHIUIIH
MYMKHUH. YOy Xojiarjia aHaHaBUM ayTeHTH(QHUKAIUSIIAII yCylIHuJa y3ura spaiia
MyaMMO Kenu0 4yuKagu. Ym0y MyaMMMOHH OJITUHHM OJHMII MakKcaauja X03upiaa
KeHI  TapKajraH  ukKku  ¢akmopiu  aymeHmugukayusiaul  YCyJIHUJiaH
doiinananunann. 2

Ymby ycynga  omatuii  ayTeHTH(UKANUsIAll — YCyJWJaH  YTra
dbolinananyBun IOKOpUAArd ycyuiapjlan Oupu acocuja WKKUHYM MapTa
ayTeHTU(DUKausgaH YTKa3unaau. Yoy yeyn apoJ acocuza
ayTeHTU(PUKaUUsIIall yCyJIuJa WUINTUPOK ATAETraH XakKuKWid (oilmanaHyBUd €KH
KOMITBIOTEP AKAHJIUTMHHU aHUKJaca, XaB(CU3IIUK TOKEHJIApUTa acoCliaHraH ycyJiaa
7ca TOKEH 3racu XaKUKUWINTUHU TEKIIUpaau. bUOMETpUK ayTeHTH(UKAIMIIAIT
ycylutapusia 3ca (hoigalaHyBUMHN XAKUKUIINTA Ba TUPUKJIMTUHU TEKIIUPHUIIIA
dbolnananuIaIm.

YMymuil Xonma MKKM (QaKkTOpiau ayTeHTU(UKAUUWSIAIl yCYJId OJIHM
ayTeHTU(PUKaLMsIIAll yCylaura KylMMya XaB(CHU3IMK NapaMeTpUHH KYIlIau.
WUkkn Qakropan ayreHTU(UKAIUMSAIAl YCyId YHIAA QoijaiaHWiIral Kypuima
Typura Kapad WKKW Typra: ynaHrad(connected) Ba ymanmarad (unconnected)
OYIMHAaIH.

VYrnanran KypuiManapra acociiaHTaH MKKU (aKTOpid ayTeHTU(DHUKAIMIAII
ycynuaa TYFpUAaH-TYFpu OOFJIaHTaH KypuiMa OpKaJIM MablIyMOT KaOyl
kunrHaau. Macanan, USB €ku Bluetooth acocuna ynanran KypuimManap.

VYnanmaran KypujManapra acOCJIaHTaH UKKH bakTopau
ayTeHTUPUKauusiam ycyiauaa (oijanaHyBuM KypuiMmMa Ba ayTeHTH(PUKALMS
TU3UMH OPACH]IA KOMJIAIIAIN.

Ky#inna ukku daktopiu ayTeHTHGUKAIUSIIAI YCYIapy KeATHPUIITaH:

— Oup MapTaiy mapoi XOCUJ KUiInb OepyBuM KypuiMaiapra acoclaHTaH;

— Oup MapTaiv mapoi XOCHJ KUianb OepyBuM JacTypuidl BOCHUTAara acocjaaHTaH,
— TepMHHAJ (KOMITbIOTEp, MOOMII TeIe(OH Ba X.K.) XyCyCUSATUTa aCOCIIaHTaH;
— TAN (Transaction Authentication Number) pyiixaTura acocjiaHras;

— SMS TokeHsapra acocjlaHraH;

— CcMapTKapTajap Ba YdIl YKyBUM KypHJIMajlapra acoCIaHraH;

3 Stamp Mark. Information security: principles and practice. 252 — c.
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— wMaxcyc xotupara sra USB acocnanras;
— OHOMETPUK XyCycHUsiTIapra acocjlaHTaH Ba X.K.

2.2. PyxcaT/jiapHu Ha3opatJjaml

ABTopuzanus xapaéuu Oy — QoiifananyBuiura TH3UM TOMOHUJAH OepuUiIraH
doiiananuI Japaxacu.

Tyk capuk kut06. KommbioTep TH3uMIapu XaBGCU3IUTMHUA aHUKJIAII
kputepusinapu (Trusted Computer System Evaluation Criteria éku Orange book)
1983 #mnna von aTwiran Oynub, xo3upru KyHru, 2005 iwmina kaOyn KWJIMHTaH
ISO/IEC 15408 wnunr ananoruaup. YmlOy Kputepus 3apyp €xku  Maxduii
axOopoTinapHM  cakjall, KUAUPUII, KOMIBIOTEp TU3UMJIAPUHM  TaHJAIL,
KJaccu(ukanusaaam yayH (ponaaaHuiaim.

Acocuti makcaou ea eocumacu. XaBQCU3IUK CUECATH KOMIIBIOTEP TU3UMH
yayH Oatadcuit OYIuIM, FOKOPH Japa)kaja aHUKJIAHTAHJIWIY Ba TETUIUTA OYIHIIN
mapt. Mkku acocuid XaBQCU3MMK CUECATH MaBXKyA: MaHJaTra acoclaHTaH
XaB(QCU3IUK cUEcaTH Ba AUCKPELMOH XaB(pcu3nuk cuécaru. Manaarra acocjiaHral
xaBhcm3nmuk cuécaruna Maxpuil mabiymMoTiapAaH QoigamaHumia HAUBUILYAI
énmommiura acociuaHaad. Xap Oup (¢oilnananyBuura OepwiraH pyxcatiiap
TAIIKWIOTAaHN XaB(MCU3IUK cuécaTuaad Kenuo dnkaan. Juckepunos XxaBCu3InK
cuécarua dca pyxcaTHH YeKIamia Ba OOMIKapHIga Koujaajiap TYIUIaMUIaH
dorinananunagu. by kouwpamap ¢akat Oupop Kepakid OViIraH MabIyMOTHH
OJIMIITA KapaTwiral 0ynaau. boiika cy3 Ounan aiftrana xap Oup MabIyMOT YUyH
doinalaHyBYUMHUHT pyXcaTiapy Typiinda OYIUIIT MyMKHUH.

XaBdcuznuk cuécatunan Oyinaxk, MHANBUIYA KaBOOTAPIUK MaBxKy 0YIuo,
yJiap acocaH y4Ta TajabaaH ubopar:

— ayTeHTU(UKAIUS;

—  aBTOpHU3AIINS,

—  ayJIuT.

Tyk capuk KuTOoO XaB(CHU3 TU3UM, WILOHYIM THU3UM, XaBPCHU3IUK CHECATH,
kadoNaTIIaHTaHJIMK Jdapakach, XHCOOJOPJHK, HITHOWIM XucoOiam Oasaiapu,
MYJIOKOT MOHUTOPHUHTH, XaB()CHU3IUK SAPOCH, XaBPCU3IMUK TEpPEeMETpU Kadu
TepMUHJIapIaH uoopar.

Ymby kputepus 4 ta: D, C, B Ba A 6ynumnapaan udopat 6o, xaBpcusiuk
napaxacu A na sHr rokopu. C, B Ba A 6yaumMiap kucm 6ymumMiaapaaH uoopar.

D — OHr kuuuk xaBcu3nuk tagabura sra Oyimum.

C — Huckpenuon xumosi. C1 — Max(puHIMKHA AUCKPEIUOH TAabMUHOTHU OYIHO,
doiinananyBu, MabIyMOTIApHU OYIUMIa a>KpaTHIll Ba TUCKEPLUOH pyXcCaTJIapHH
oomkapumman ubopar Oymamu. C2 — pyxcarnapHu Oomkapur. J[uckpennon
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pyxcatiapHu OOLIKAPHUIIHUHT IOKOPU aHUK OYIWIIH, HHANBUAYaN (oiinasaHyBun
Kaiin €3yBM, THU3UMIa pyXcarTjapHU OONIKApHIl JKypHald, pecypcllapHU
U30IMsIIAII.

B — Manpnatra acocnanran xumosi. Bl — metaxaBdcusnuknan ¢ongananuiran
xonaa xumost. B2 — Tusumnamran xumos. B3 — XaBdcuznuk qomeHu.

A — cuHanran xumos. Al — cuHanrad au3aiiH Ba OKopu Al Kucmiapuaas
noopar.

Ymymuii kputepusuiap (Common Criteria for Information Technology
Security Evaluation, Common Criteria). Kommneiorep xaBdcusnuru Oyitrua
XaJIKapo cTaHaapT. Ymly cTaHIapT acoCUi MKKH TanabaaH nbopat: GyHKIHMOHAT
Ba WIIIOHY Tajabiapuaan udopar.

OyHKIMOHAT Tanadinap XaBPCU3IMK Makcagura Kypa TrypyxJjaHaiu.
Ymmymuii xonga 11 ta @ynkunmonan cund (3 rypyxna), 66 omna Ba 135 Ta
KOMIIOHEHTAaH nOopar.

1. bupunun rypyx XxaB()CHU3IMKHUHT 3JIEMEHTAP XU3MATIAPUHNA aHUKJIAU]IH.

. FAU — aynurt, xaBhcU3uK.

. FIA — unentudukanus, ayreHTUPUKALIHS.

. FRU — pecypcnapnan u6opar.

. DIeMeHTap XaB(CU3IIMK XU3MATIApUIaH XU3MATIAPHU NIUTA0 YMKHULL.
. FCO — anoka (;kyHaTyBYHM-KaOyJ1 KHITyBYHM Opacuaaru xaB(hcus anoka).
. FRP — raitupunuxk.

. FDP — ¢oligananyBun MabIyMOTIApUHA XUMOSIIALLL

. FPT — o0bextHH xaBcuznuruau 6axomnamt QyHKIUSICH XUMOSICH.

. YuuH4M rypyXx 00beKTHU Oaxosail nHdpaTy3uiIManapy OWIaH aaokaaop.
. FCS — kpunrorpaduk xumos.

. FMT — xaBcu3nukau OOIIKAPHIIL.

. FTA — 00bexTHH 6axomnanira pyxcar.

A WO DNEPE WS WDNEDNDWDNPE,

. FTP — nmonunu kanan.

XaBdcuznuk kadonatu Tanadbimapu 10 Ta cund, 44 ta ouna Ba 93 Ta
KOMITOHEHT/aH ubopar.

1. bupunuu rypyx Tanabiaap/aH TallKUiI TONTaH.

1. APE — xumos ipodrnan 6axoar.

2. AES — xaBdcusnuk BazudanapuHu Oaxosari.

2. UkxkuHUM TYypyX OOBEKTHM aTTECTAUUSJIAIIHUHT XaETHH LMKINAaH
ubopar.

1. ADV — 00bekTHM JIOHHXajaml Ba KypHIIl.

2. ALC — xaétuii nuKIHYU Ky11a0 KyBBaTjalll.

3. ACM — koH(rypanusHu OOIIKapHUIL.
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4. AGD — ¢doiigananyBuu Ba aAMUHHCTPATOPTA.
5. ATE — tectnar.
6. AVA — 3auduuknapau 6axosari.
7. ADO — skcrimyTanus Ba 3TKa3u6 O6epuiira tagadap.
8. AMA — umoHy4-TaiabaapuHu KyJ1ad KyBBaTIIAILL.
ABTOpHM3alMAJIAIL  TEXHOJOTHSIAPU.  ABTopH3alMsUIamiga  KaTop
TEeXHOJIOTHsIIapAad (oinananmimoO, yIapHUHT acoCUAIapy KyWraaruiap.
Mannatra acociaanran pyxcaraapau Oomkapum (Mandatory Access
Control (MAC)). By TexHoorusra acocan 00beKT KU CyObEeKTHUHT XaB()CHU3IINK
Oaliporura acocaH OomKapuiaagud. XaBPCHU3IMK OalpoFu xaB(CU3IIK
napaxacuau Oenrwraiian. Kyimnarn 2.1 (a,0)-kanBanga xaBQpCcU3IUKHU XapOuid
Ba CaBJ0 COXACHa JapaKaTaHUIIN KEITUPHUITaH.
2.1 (a)-xamBan
Xap0uii coxana

Knaccupurxauus H3ox
Knaccudukaiiusinanmaras. Ax06opot Maxuii €k Ki1accucu(UKaIUsIIaHTaH IMAC.
Maxduit amMMo | AXOGOpoT o4HK O¥Jica, yHTa 3U€H TUIIIH MyMKHH.
KJaccu(puKalysilaHMaraH.

Kondunennuan dakart nuku (oiianaHuIl yu4yH OUHK.

Max¢uit Ax0OopoT MMUIMH XaBQCHU3JIMKKA >KUUIMH TabCUP ATHUILIH
MYMKHH.

Ton maxdwuii. Ax60poT MIWILIHI XaB(CU3IUKra yTa KUJAUM TabCUp 3TUILU
MYMKHH.

2.1 (6)-xanmBan
CaBo coxacuga

Knaccupuxanus H3ox
Ouuk XaMMa y4yH O9MK MabIyMOT
Maxuit MasbiayMoT 6U3HEcTa TabCUP STUILN MYMKHH.
[Taxcnii bup maxcra Teruium MabiayMoTiaap.
Kondunennman by typmaru MabiaymoTiap OYMiICAa TALIKWIOTra KUILAUN
TabCUP ITAIH.

by TexHomorusra acociaHraH XaB(CHU3IUKHH OOIIKApUIN MOJenu Oy —
Bemna-Jla-Tlaxyna mogemaup.t

JIucKpenuoOH  pyxcaTJiapHu  Oomkapuil. Masgatra — acoclaHTaH
pyxcaTiapHu OOIIKapWill THU3UMU XapOui coxaga KeHr (QoinanaHuicaa,
JUCKEPIIMOH pyXcaTiapHU OOIIKAPHII TH3UMHU Y3UHHHT cojia (oWTarmaHUIIHIIN
Oounan axpanub Typagu. byHra kypa oObeKT sracu Kailcu CyOBEeKTHH HUMa HII

12 Stamp Mark. Information security: principles and practice. 271, 276 —c.
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KWIMITUHU Oenrmnap O6epamu. by ycynm MaHmaTra acocjaHTaH ycyjira KaparaHia
Kyaa xaBdCHU3U caHajaMacaja, OmNepalioH TH3UMIIapja KeHr (oiinanaHuiiaiy.
Bynna acocan Gomkapum Matpunacuaad Qoigananunammy.

2.2-xanBan
Pyxcatnap maTpunacu
File 1 File 2 File 3 Program 1
Ann Own, read, write Read, write Execute
Bob Read Read, write
Karl Read Execute, read

Posiiapra acocjianradn pyxcarjapuum Oomkapum. by ycynara kypa
pyxcamiap cyObeKTIIapHUHT pojulapura acociaHuo oepwiaau. by Oup kypunuiiia
rypyxjapra axparuiira yxiamd MyMKUH aMMO YHJIaH (apkiu paBumiga Oup
doitnananyBun Oup HedTa TypyxJjapra Teruiuid OYJIUId MyMKIH. AMMO YMYMH
xoJia, oliganaHyBuu AroHa poJra sra Oyiau.

Kanua. Kanua (unrmuzga: CAPTCHA — Completely Automated Public
Turing test to tell Computers and Humans Apart) - koMmmbpoTep €KH WHCOH
CKAHJUTUHN aHWKJIANTHWHT OYMK aBToMaTiamraH TypuHT Tecth Ae0 arammo,
Macodanaru GoigaTlaHyBYNHA WHCOH EKM KOMIBIOTED SKAHJIWTHHU aHHKJIAIIIa
¢doitnananunaau. by repmun 2000 iiunaa naitno 6ynran 6ynu6, 2013 linnra xeaud
KyHura yprada 320 MiIH. Kanda KupuTuirad (2.4-pacm).?

RLEZ7T G

RLA7TG SIlcee i)

a) coaaa Kamga 0) Mypakkab kam4a

2.4-pacm. Kamua

Yuiby TU3MMHHMHT acoCMi KaM4yWwiIuru Oy Xap JOUM XaM Kamda EpKUH
udonananmaiiam. 'oxuna yHu XaTTOKU MHCOH XaM aHUKJIaid OJIMaiIu.

2.3. Tapmoxkjapapo 3KpaH
Tapmoknapapo sxpan (T3) - 6panomaysp éxu firewall cucmemacu ned xam
aTATyBYM  TapMOKJIApapo  XUMOSHUHT  HXTHUCOCIAINTHUPWITAH  KOMIUICKCH.
TapMoknapapo HSKpaH yMyMHM TapMOKHHU HMKKHM €KUM YHIAH KyII KuUcmiapra
aXpaTUIl Ba MAabJIyMOT MaKETJIapUHHU 4Ydrapa OpKajld YMYMUM TapMOKHUHI OuUp
KUCMHUJIaH MKKWHYMCHUTA YTHUII MIAPTIApUHU OCNTHIOBYM KOWJAJap TYIUIAMUHU
amajra OmMpUIl WMKOHMHU Oepamu. Oparma, Oy udsrapa KOPXOHAHWUHT

3 Stamp Mark. Information security: principles and practice. 285-286 — c.
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KopropaTuB (JIokaj) TapMoru Ba Internet rmobGanm TapMOK opacuma YTKa3WIaIu.
Tapmokyapapo sKpaHiap Tapyd KOPXOHA JIOKald TapMOTH YyJaHTaH KOpIIOPATHUB
WHTPATapMOTHIAaH KUJIMHYBYM XY>KyMJIapJlaH XUMOsSJAIla WIUIATUIUILIAPH
MyMKUH OVicana, ojaria ylap KOpXOHa HWYKA TapmMoruHu Internet rioGan
TApMOKJIaH CYKHJINO KUPHIIAAH XUMOSIIAHAN. AKCapusIT TIXKOPAT TAIKUIOTIApU
YUyH TapMOKJIApapo SKpaHJIAPHUHT YPHATHIWIIM HYKH TapMOK XaB(CHU3IUTHHU
TabMMHJIAIIHUHT 3apypHil INapTH XKCOoOIanam. !

Pyxcat satunmMaran tapmokiiapapo ¢oigaiaHuira Kapi TabCup KypCaTHiil
Y4yH TapMOKJapapo »HKpaH HWYKU TapMOK XHCOOJAHYBYM TalIKWUJIOTHUHT
XUMOSUTAaHYBYM TapMOFU Ba TallKW FAaHUM TAapMOK Opacuja >KOWJIAHUIIU JIO3UM
(2.5-pacm). Bynna Oy TapMokiap opacuaard Oapya ajgoka (akaT TapMOKJapapo
DKpaH OpKAJIM aMalra OMMPWIHMIIKA JIO3UM. TallIKWiIuid HyKTaWn Ha3apulaaH
TapMOKJIapapo SKpaH XMMOSUIAHYBYH TAPMOK TapKUOHUTa KUPa/IH.

Nykn TapMOKHUHT KYNTWHA y3CJUIADUHH OWPJAHWTa XUMOSUIOBYH
TapMOKJIapapo 3KpaH KyWHJIard UKKUTa Bazu(aHu OakapHuIlH Kepak:

— TalmKy (XMMOSsJIaHYBYM TapMOKKa HHUcOaTtaH) QoiiianaHyBYMIapHUHT
KOpPIOpaTUB TapMOKHUHT WYKH pecypciapusiad (OoNgaTaHUIIMHA Y3Tapaalil.
bynnait  QoiinananyBumiiap KaTopura TapMOKJIapapo dSKpaH XUMOSUIOBYH
MabJIyMOTIap Oa3aCHHMHT cepBepuaaH (QoiJalaHUITra ypUHYBUM IIEPUKIIAp,
Macoamaru QoiimananyBumMiap, Xakepiaap, XaTTO KOMIIAHUSHUHT XOJUMJIapy
KUPUTHIUIIA MYMKHH;

— XUMOSJIaHYBYM TapMOKIaH (oiJamaHyBUMIApPHUHT TaIlKH pecypciapiaH
doinanaHuIUIApUHA YdTrapaiamni. by MacamaHUHT €4WJIUIIK, MacallaH, cepBepaaH
Xu3Mar Bazudanapu tanad sTMaiauran GporgataHUIIHA TApTUOTA COIUIITA UMKOH
oepanu.

Owux ramxe XuMoATaHATHTAH HUKH TAPMOK
TAPMOK (oo

) Ceprepaap

Cepeepnap (€

Muzosaap L

4

2.5 — pacm. TapMokiapapo sKpaHHU yJaIl CXeMacH

Tapmoxmapapo SKpaHHH KiIaccUPUKaNUsIIANIAa CTaHIAPT MaBXKyJ SMac.
[ynra kapamacnan, ynapau OS] MOIETMHUHT Kaiick caTXWra HIianmra Kapao
KyWHJAary Typiapra axxpaTuil MyMKHH:2

— TakeT puaTepiIapu — TAPMOK CcaTXu/a UILIaiIu;

L Stamp Mark. Information security: principles and practice. 288 — c.
2 Stamp Mark. Information security: principles and practice. 288 — c.



I1I. HA3APUI1 MATEPUAJIJIAP

— JKCIEpT MakeTu punrepiaapu — TPAHCIOPT Caxyia UIUIAHIN;
— WJIOBA MPOKCHIJIAPU — WIJIOBA CATXH]IA.

Maker ¢uarepiaapu. by Typaaru tapmokiapapo 3KpaH TapMOK caTXuaa
NakeTJapHu TaxjWUlalira acocjaHral Oynu0, OyHJa KaluT MablyMOTiap
cubparuna: wmanba I[P wmamsumm, wmacodaaurm [P maw3un, wmanba moptw,
macodanaru nopt, TCP 6Gaitpok outnapu (SYN, ACK, RST Ba xak.) mapamerpap
acocHa amaira omupuiaau. by Typaarm TapMoKiIapapo SKpaH —acocaH
IOKOpHU/Iary mapameTpiap acocu1a KUPYBUYM Ba YUKYBYHU TpaQUKHH TaXJIMIUIANHIH.

By Typnaru tapmoxiapapo 3kpaH camapaiu O0Yyiu0, dakaT TapMOK caTXHaa
WAl Ba capilaBXa MabIyMOTJIapHH TaxXJWUIallga KaTrra TE3JHMK Oepajiu.
AMMO, Oy TypJiary TapMOKJIapapo 3KpaH KaTop KaMYMIJIMKIIapra sra:

— XOJIATHMHT TYPFYHJIMTH MaBXyJ dMac, SbHM Xap Oup TMakeT Typiauda
oynanu;

— Oy Typaaru TapMmokiapapo skpad TCP amokanu TeKmmpmainau;

— WJIOBA CaTXHM MabIyMOTJIAPHH, 3apapiIu JaCTypJapHU Ba XaK. TEKIITUPMAIH.

By Typmarm tapmoxnapapo skpaH ‘‘PyxcaTiapHu Ha3opatriam pyHxaTu
(ACL)” épnamuna coznanaau (2.6,2.7 - pacm).

HUnosa catxu

Tpancnopt carxu

2.6-pacwm. [TakeT ¢unrepu

Xapakatr | Manb6a | Macodaguru Manb6a Macodanmaru | IIpotokon baiipox
IP IP OpT opT
Pyxcar Nukn Tamku NxTtuépuit 80 HTTP NxTtuépuit
Pyxcar | Tamku Nuku 80 >1023 HTTP ACK
Takuk bapua bapua bapua bapua bapua bapua

2.7-pacM. PyxcarmapHu Hazopatiam pyixaTura MUCO
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FOxopunarun xounara acocan (axat Web yuyH KupuIll Ba YMKHUII MaBXKY[
O0ynu0, KoJraH XoJUlap/ia xapakaTiap YeKJIaHTaH.

by coznanmManan Oy3ryHuM KaHnai Kuiaub Qoiinananumy MyMKUH ? ByHUHT
y4yH Jactiaad Oy3FyHUYM TapMOKJIapapo 3KPaHHUHT KalCHU MOPTH OYMK SKAHJIUTU
aHuKIam kepak. bomika cy3 OwiaH alTranjga MOpTIapHU CKAaHEPJAIIHU amalra
OILLIMPHILU KEpaK.

OuMK TOpPT aHUKJIAHTAHJAH CYHI, y TOPT OPKaIM 3apapid MabIyMOT
I000pWIMIIKM MYMKWH. ByHHM ONIMHM OJMII y4yH OJaTia, TapMOKJIapapo SKpaH
Mapxxya TCP OofnmaHMIIIapHU XOTHpAcHIa CakJallk Kepak Ba HaTHXKaaa KaOyin
KWJIMHTaH OOFJIAaHUII OJITUHTH OOFJIaHUII OMIaH OMp XUJ1 €KaHJIUTUHUA aHUKJIAWIH.

JkcnepT nakeru puiarpaapu. by Typnaru TapMokiapapo SKpaH MakeTHU
¢unrepmam  BazudacuHu  OaKapyBUM  TapMOKJIApapo  JKpaHra  MaBXKy[d
KaMUYWIMKJIapHu Oaprapad »Tamu. by Typra acocan TeKIIMpyB TapMOK Ba
TPAHCTIOPT caTXua aMajira omupuiaan. Kamuumuru sca, TEKIIUPUIT BAaKTHHHHT

KYTIJIATH Ba UJI0BA CATXH MabIyMOTIAPUHU TEKIIUPUII UMKOHH HYKIUTHAUP
(2.8-pacm.).!

Hnosa catxu

2.8-pacm. DkcrepT naketu GuiITpu

HNuoBa mpokcwiaapu. by Typmarun TapMmoKJIapapo 3KpaH OJIWHTH HKKHU
Typra MaBXKyJ KaMUWIHKJIApHU Yy3uga Oaprapad osTagm Ba wWjoBa caTxujaa
nnaiiay (2.9 - pacm).?

2.9-pacm. UnoBa npokcuniapu

By Toukamarm TapMokjapapo SKpaHJa IMakeTiap TapMOK, TPaHCIOPT Ba
WJIOBa caTxjiapuaa Tekmupuiaaau. Mnosa catxu yuyH nakeT “Oy3ynu0” kaiTagaH
“Kypwiaan’”.

12 Stamp Mark. Information security: principles and practice. 290 - 293 —c.
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HIaxcuii TapMOKIapapo 3kpaH. by nactypuil BocuTanap HOKOpUIArd yd
TypiaH Oupura Terunuid Oynub, ojatna OWp XOCTHH XHMOSUIAll y4YyH
dbornananunaau. by gactypuii BocuTanap cojna uHtepdeiicra sra 6yimubd, ocoH
co3aHaIn. !

2.4 Xy:KyMJIapHU aHUKJIAI TH3UMJIAPHU

Tamkunornapaa xumosiam OunaH OOFIMK OYiAraH MyamMMOJIApHHU €YUl
yUyH akcapusaT XoiUapjaa KuCMaH EHjpammnuiapiad doiinananumann. by
¢HmammMIap, ojaTaa, aBBalo (QolgaliaHa OJYBYM PECYpPCIapHUHT KOPHM
Japakac OpKaJId aHUKJIaHaAW. YHIAH Tallkapu, XaB()CH3IMK MabMypiapu
KYIIMHYa Yy37apura TyUIyHapiu OYiaraH XaB(CHU3JIMK XaB(-Xarapjapura peaxius
Kypcatuiiaau. Acnuaa xaBd-xaTapiap kyga kyn Oymumu mymMkud. Kopnopatus
ax0opoT TU3UMHHHM (PaKaT KaTbUi XKOpPUN HA30paTH Ba XaBPCUBIMKHUHI YMYMH
CUECATUHU TAabMUHJIOBYM KOMIUIEKC EHAAIIMII XaB(CHU3IMK XaB(-XaTapiiapuHu
aH4YarvHa KaMauTHUPUIIU MYMKUH.

Oxupru BakTAa TYypiaud KOMIIAHMSUIAP TOMOHMIAH KaTop EHAAIIMIUIAP
UIUIa0 YMKWIANKY, Oy €Hammiriap HadgakaT MaBxy/1 3auIuKIapHu aHUKJIAITa,
Oanku Yy3rapraH 5CKM €KM Taiao OynraH sHru 3au(UKIapHU aHMKJIAIra Ba
yJlapra Moc XMUMOsJIalll BOCUTAJIApUHU KApIIM KyHUIIra UMKOH Oepanu. XycycaH,
ISS(Internet Security Systems) koMmaHusicu TOMOHUJAH XaB()CU3JIUKHU aJalTUB
oomkapun mojenu ANS (Adaptive Network Security) uinnad Ynkuiau.

XaBpCcuzNMKKa aAanTuB CEHAAIMII, TYFPU JOWMXAJTaHraH Ba SXIIH
OOLIKApMIIYBUHM >KapaéH Ba BocuTanap €paamuaa xaB()CHU3NHUK XaB(-XaTapiiapuHu
peanl BakT peXMMUIA HA30patiall, aHWKJIall Ba yllapra peakuus KypcaTuilra
UMKOH Oepaiy.

TapMOKHUHT afanTuB XaB(PCU3IUTHU KyWHIard aCOCUI y4Ta dJIEMEHT OpKaJIn
TabMHUHJIAHAIN:

— XxaB(-xarapiapHu Oaxoman;
—  XUMOSUJIAaHUIIIHM TaxJIWJLIall;
—  XY)KyMJIapHHU aHHMKJIAILL.

Xasg-xamaprapnu d6axonaw. XaBd-xatapiapHu (KeITUPAJAUTaH 3apapHUHT
KUJIMWIIMK ~ lapakacu Oyiinda), TapMOK KHUCM THU3UMIIAPUHU  (GKUITUNIAK
napaxkacu Oyinua), TaxauyiapHu (YJIapHUHT aMajra OIMUPUIHMINA dXTHUMOJUTUTH
Oyiinua) aHWKJAI Ba pyTOanamaan noopat. TapMOK KOHGUTYpAIUACH MYTTaCHI
V3rapuiu cababnu, xaBd-xaTapiiapHu Oaxonaml skapaéHu XaM  Y3JIYKCHU3
VTKazwmmuy J1o3uM. KoprnopaTuB axO0opOoT THU3UMHUHUHT XUMOSUIAIl TU3UMHUHU
Kypull XaB(-xatapiaapHu 6axosamnigaH OONITaHUIIN JTO3UM.

1 Stamp Mark. Information security: principles and practice. 290 - 293 — c.
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Xumosnanuwinu maxauniawi - TAPMOKHUHT 3au( >KOWIapUHU KUAUPHIIL
TapMoK ynaHuIIIapaH, y3elaplaH, XOCTJaplJaH, HWIIYM CTaHIMsUIap/aH,
WIOBajapJaH Ba MablyMOT Oa3anapuaaH TapkuO tonraH. bymapHuHr Oapuacu
XMMOSJIAaHUIIIAp CaMapaJOpJIMTUHUHT  XaMJa HOBMAIyM 3au(IMKIapUHUHT
AHUKJAHUIIUTA MYXTOX. XUMOSUIAHUIIHU TaxXJWJUIAIl TEXHOJOTHSICH TapMOKHH
TaAKHUKJIAIL, HO3UK KOWJIApUHU TOMHII, Oy MabIyMOTJIADHU YMYyMJIAIITHPHII Ba
yimap Oyinda XxucoOoT OepuIll UMKOHUATHATA dra. Arap Oy TEXHOJOTHUSHH amajra
OLIMPYBYM THU3UM aJalTHUB KOMIIOHEHTTra XaM »dra Oyica, aHHMKJIAaHTaH
3au(IUKIapHU aBTOMATHK Tap3da Oaprapad >3TUII MYMKHH. XHUMOSJIAHHUILHU
TaxXJWUIAIl TEXHOJOTUSACH TapMOK XaB(QCUBIUTU CUECATUHHM, YHH TAIIKUIIOT
TalIKapucujgaH €K HMYKapucugaH Oy3ullira ypUHHUILIApAAaH OJAMH, amaira
OLLIMPUIITra UMKOH O€pyBYM TabCUPUYAH yCYJI XUCOOIAHAIN.

XUMOSAJITAHUITHU TaxJIWJUIAII TEXHOJIOTUSCH TOMOHH/IaH
UACHTU(UKALMSIIAaHYBYM MyaMMOJIAPHUHT O0ab3WiIapy KyWuaruiap:

— tuzumiapaaru "remmukiap” (back door) Ba TposiH OTH XWUIIMAATY AACTYD;

— Ky4CH3 IapoJjuiap;

— XHUMOSUIaHMaral THU3MMJIaH CYKWINO KupuIIra Ba "Xu3MmaT KWIMIIJIAH BO3
KEeUHuIl'" XUIUAard XyKxymiapra TabCUpUYaHIIvK;

— ONEepanyoH TU3MMIIAPJATY 3apYPUH SHIMJIAHULIIAPHUHT NYKIIUTH;

— TapMOKJIapapo SKpaHjapHUHI, Web-cepBepnapHUHr Ba MabiaymoTiap Oa-
3aCHHHUHT HOTYTPH CO3JIAHUIIH Ba X.

Xyorcymnapru anukaaui - KOpnopaTUB TapMOKAArd myOxainu xapakaTjiapHH
Oaxoyam >kapa€Hu. XyKyMJIapHH aHUKJIAIl ONEpallMoOH TU3UM Ba WJIOBAJApHU
Kaiuial >KypHa/UlapuHM €KW peajl BaKTAard TpapUKHU TaxJIMJUIALl OpKaJld
amanra omupwiagd. TapMOK y3eiuiapu €KM CerMEHTIAapUAa >KOWJIAITHUPUIITaH
XYXKyMJIapHM aHUKJIall KOMIOHEHTJIapU TYpJM XOAMCAJapHHU, XYCyCaH, MabiIyM
3andaukiapjan poiiiaraHyBuM XapakaTJIapHU XaM OaxoJiaiam.

Tapmok ax0opormHM Taxauuiam ycyanapu. Moxusaru Oyiinya,
XY>)KyMJIQpHM aHUKJIAll kapa€HU KOPHOpAaTUB TapMoOKaa Oynaérran uryoxaiu
XapakatiapHu Oaxodaml kapaéHuaup. boirkaya aiiTrana Xy KyMIapHU aHUKJIAII-
xucoOmam €Ky TapMOK pecypceiapura MyHalTHUpWIraH IIyOXanu XapakaTiapHU
uiAeHTUGUKAMSUTAIl  Ba yjlapra peakuus KypcaTtuin xapaéHu. Xo3upja
XYXyMJIapHH aHUKJIAIl TU3UMUJIA KyHHIaru yCysulap UIIaTHIIaau:

— CTaTHUCTHK YCYII,
—  JKCHEePT TU3UMIIAPH;
— HEWPOH TapMOKJIApH.

Cmamucmux  ycyn. CTaTuCTUK EHIANIMIIHUHT acOCHM ad3ajuturu —

alJakayoH WIIad YMKWITaH Ba Y3WHM TaHUTIaH MaTeMaTUK CTaTHUCTHKA
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anmnapaTUHU UIUIATUII Ba CYOBEKT XapaKTepura MocCanml.

ABBaNl TaxJIMJUIAaHYBYM TU3UMHUHI Oapya CyObEKTJIapy yuyH Ipoduiuiap
aHuKnaHagu. Mnuatunaguran  OpoQWIUIApHUHT  STAlOHAAH — Xap  KaHJal
YeTJaHUIIN pyXxcaT dTHiIMarad (oigananuim xucobnanagu. CTaTUCTUK ycCyJuiap
YHUBEpCal XHCOOJIAHAIW, YYyHKM MYMKUH OyJraH XyXyMJIapHA Ba yIiap
doinananagurad 3anIUKIapHA OUIUI Tasad dTuiaMaian. AMmMo Oy ycyiuiapaan
doitnananumga Oup KaH4Ya MyamMMoJiap naiao oymaau:

1. CratucTUK TH3UMIIAP XOAHWCANAp KEJIWIW TapTHOWra ce3yBUYaHMaclap;
0ap3u Xoyiapaa OWp XOJUCAHUHI Y3W, KEIUIIM TapTHOWUra Kypa aHoMasl EKH
HOpMaJ (paoMITHU XapaKTepJialll MyMKHH.

2. AHoMman QaodusATHU aJeKBaT UACHTU(PUKAUIAI MaKCaAuIa XyKyMIapHU
aHUKJIAll TU3MMH TOMOHHJIAH Ky3aTHJIYBUM XapaKTEPUCTUKAJIAP YUYyH YATapaBHii
(OycaraBuil) KuiMatTaapHu OEpUI KyAa KUHUH.

3. CtaTucTUK yCysuiap BaKT YTUIM OwWiaH Oy3FyHUMJIap TOMOHMIAH LIyHJAi
"VpHaTHIMIIK" MYMKUHKH, XY’KyM Xapakarjiapyu HopMaj KaOu KaOyJsl KMJIMHAIH.

Oxcnepm  mu3zumaapu. DKCHEPT TU3UMU OJaM-3KCHEpPT OWIMMIIApUHU
KaMpa® oOJIyBUM KoMJajap TYIUIAMMJAH TAIIKWI TONraH. DKCHEpPT TU3UMMIAH
doifnanaHuil Xy>KyMJIAapHM aHHUKJIAIIHUHT KEHI TapKajiraH ycyiu Oynuo,
Xy)KymiIap XycycuIaru axOopoT Koujaajgap KypuHuinuga udopananagud. by
KOHUJIAJIap XapakaTiap KETMa-KETJIIMTH €KW CUTHATypajlap KypUHUINMAA E3WINALIN
MyMKHH. By KoupanapHUHT Xap OMpUHHMHI Oakapwjiviuaa pyxcarcu3 (paoaust
MaBXXyMJIUTH XyCycuaa Kapop KaOyn KwinHaau. byHnall €HIAIIMIIHUHT MYyXUM
a(3ayuIUra — EIFOH TPEBOTAaHUHT YMyMaH OYJIMacCIIUry.

DKcnepT TU3UMUHUHT MabJIyMOTiapu Oa3acuja Xo3upja MabiyM OYyiraH
aKcapusT XyXymyap CLeHapuscu OVIuIIM JO3UM. OKCIEpT TU3UMIIAPH,
J0J13apOJIMKHYU CaKJIall MaKcaauaa, MabIyMoTiIap 0a3aCMHU MyTTaCcHUJI SSHIUJIAIIHA
tanad a3ragu. [apum  sKkcmepr TU3UMIApU  Kalylalm  KypHajulapuiaru
MabIYMOTJIAPHUA KYy3JaH KEUUMpHUINra SAXIIM WMKOHUATHH TaBCUSl KHWICA[a,
CypajiraH sSHrujJaHUIl YbTUOOPCU3 KONIUPWIMIIKA €K MabMyp TOMOHMJIAH KyJaa
amMajra OWMPWIMIIA MYMKHH. by 9Hr KaMuja, DJKCHEPT  TU3UMH
UMKOHUSITIIADUHUHT OYTIamura om0 Keaaau.

DKcnepT TU3UMIIAPUHUHT KaMUYMJIMKIAPU UYMJA 3HT aCOCUHCH - HOMABIyM
XY’)KYMJIAPHH aKCIAHTHUpPA OJMACIUId. ByHIa OJauHAaH MabIyM XyKYMHHHT
XaTTO O3TMHA Y3rapuIIM XY>KyMJIapHU aHMKJIAIl TU3UMUHUHT WIUTAIINATA XKUITUN
TYCUK OYJIMIIN MYMKHH.

Heiipon mapmoxnapu. XyXyMIapHU aHUKJIAIl YCYJUITAPUHUHT aKCapUsTH
Koujanap €KMW CTaTHCTHK €EHJAIIMII acoCHJa Ha30paTIAHYyBYM MYXUTHU
TaxJwiam makinapugad  Goinananaau. HaszopatnanyBum MyxuT cudatuna




I1I. HA3APUI1 MATEPUAJIJIAP

Kaluiam OKypHaJulapu €KW TapMOK Tpaduru Kypuiauimd MyMKuH. bByHnai
TaxJWJUIall MabMyp €KH XYKyMJIApHU SHUKJIAII TU3UMU TOMOHHWJAH SIPATHIITaH,
OJIIMH]IaH aHWKJIAHTaH KOMJAJIap TyIlaMura TasHa/Iu.

XyKyMHHU BakT Oyinda €k Oup Heua HUATH Oy3yK ojlamiiap ypracuaa xap
KaHIail OYIMHUIIM OSKCHepT TH3UMJAp €EplaMHlia aHUKJIAlra KAWAHYUINK
Tyraupaan. XyXymiap Ba yiap YCYJUIAPUHUHT TYpiAU-TYMaHIIUTH TyQaiim,
AKCHEPT TU3UMIIAPU KOUJATAPUHUHT MabIyMOTJIap Oa3aCMHUHI XaTTO JOUMUMN
SHTUJIAHUIIN ~XaM  XY)XyMmjiap Juana3oHWHU aHUK —UACHTU(UKAIMSIIANIHA
kadonaTiiamaiam.

Helipon TapMokiapuaan QoiagaHuil 3KCIEpPT TU3UMIIAPUHUHT FOKOPHIA
KEeJITUPWITaH MyaMMoOJapHU OapTtapad STUIIHUHT OUp YCyJIu XuCOOJIaHAH.
Okcriept  TH3uMmiiapu  (oiianaHyBudMra Kypuia€traH — XapakTepHCTHKaJIap
KouJanap MabIyMOTiapu Oa3acuparura MOC KEJIUIIM €KH MOC KEeJIMAaclHuru
XyCcycHujJa aHWUK >KaBoO Oepaosica, HEHpPOTApMOK axOOpPOTHM TaxJIWJUIAlId Ba
MabJIyMOTJIADHU AaHUKJIAITra YpraHraH XapaKTepUCTHUKAJapura MoOC KETUIIUHU
OaxoJail UMKOHUSTHHU TakIuM 3Taau. HeliporapMokiau udogalalliHuHT MOCIIHUK
napaxacu 100%ra eTummm MyMKHWH, aMMO TaHJAll XaKUKUWIWTA TaMOMaH
KYHUJITaH Macalla MUCOJUIAPUHY TaxXJIuuiai cudartura OOTIHK.

ABBaJq TMpeaMET COXAaCHUHUHT OJIIMHJAAH TaHjaa0d OJIMHTaH MMUCOJIUIA
HEHPOTapMOKHU TYTpu uaeHTU(uKanusnamra "yprarumaan". Helporapmok
peaKIUsACH TaxJIWUIaHAIW, KOHUKAPJIU HaTHXKajapra SPUIIUII MaKcaauaa TU3UM
co3nanaau. HelipoTapMok XxaMm BakT YTUIlIM OWUJIaH, MPEIMET COXacu OuaH OOTIIMK
MabIYMOTJIAPHU TaXJIMJUTAIIHYA YTKAa3UIIKra Kapad "taxxpubda oprrupaau’.

HeiipoTapMOKJIapHUHT CYMHUCTEHMOJI KWJIWHUIIHA aHUKJIAIJArd MYyXUM
ad3aJTUTy, yIapHUHT aTaluH KUJIMHAJAUTaH XYXyMIIap XapaKTepUCTHUKAJTIApUHU
"Yprauum" Ba TapMOKIa OJAWH Ky3aTWITaHUTra yXIIamaraH 3JIEMEHTJIapHU
UJeHTUPUKAUSIIAIT KOOUIUATUIUD.

IOxopuna TaBcudaanran XyXKymjIapHU aHUKJIAIl yCYJUJIAPUHUHT Xap Oupu
ad3aumMkIapra Ba kKamurmimkiapra sra. lly ca6abmu, xo3upnaa TaBcudaHTaH
yCyJulapHUHT (akat OutracujgaH QolganaHyBUd THU3UMHHU YYPaTHINl KUWWH.
Opnatna, Oy ycynnap Oupraiukia UuIaTiiIaIu.

Xyocymnapnu  anukiauwl MusuMIapUHuHe mypKymaanuwiy. XyxKyMIIApHU
anukiam  tm3umiapu  IDS  (Intrusion Detection System)ma unuiatuiyBuu
Xy)KYMJIapHU aHUKJIOBUM MeXaHU3MIIap OWp HeYa yMyMUH yCyJuiapra acocjiaHTaH.
Tabkugnam J03UMKH, Oy ycyuiap Oup-OUpUHM HWHKOp HTMalau. AKcapusT
TU3UMIIapJa OMp Heva yCyJTapHUHT KOMOMHALMsICUAAH Qoii1anaHuIaan.

XyXyMIIapHU ~aHUKJAIl TU3UMJIApU KyWuaard ajoMariapu Oyiinua

TYPKYMJIAHUIIA MYMKHH:
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— peakuus Kypcatuul ycyau Oyitnua;

—  XyXyMmjapHu (oIl ATHII YCyiau OYyinya;

—  XYXYM XyCYCHJIard axOOpOTHU WHUTHUII yCyJIn OYinya.

Peakust xypcarum ycynu OVitmda maccuB Ba aktuB IDSnmap dapkinanamu.
[Taccu IDS nap xyxyM (QakTIapuHu KaWaiailav, MabIyMOTJIapHH KXypHaj
daimura €3agum Ba oroxyaHtupunuiap Oepamu. AxtuB IDSmap, wmacanan,
TapMOKJIapapo »SKpaHHM KaiiTa KoHpurypamusuiam €Kd MapHpyTU3aTOpAaH
doiinasanun pydxaTUHU TEHepauusUianl OwiaH Xy)XymMra Kapiom Xapakar
KWINILTa YpUHAIH.

Xyxymnapau Qo stum ycynu Oyitmua IDSnapau KyWugard HMKKATA
KaTEropyusra ayKpaTuil KaOyJl KAIMHTaH: !

— aHOMaJI XaTTH-XapaKaTHU aHuKJjalI (anomaly-based);

— CYMHCTEHhMOJUTUKIAPHY aHUKIam (misuse detection €ku signature- based).

AHOMaJI XaTTU-XapaKaTHU aHUKJIAIl HyIu OujlaH XY)KyMJIApHHM aHUKJIAIl
TEXHOJIOTUSACU KyHHWJaru TuIoTe3ara acociaaHrad. @ouJalaHyBUMHUHT aHOMAJ
XaTTH-XapakaTu (SbHU XY)KyMU €KW KaHJaWaAup Fapasziid XapakaTh) — HOpMall
XaTTU-XAPAKATAaH YEeTJIAIIMIL. AHOMAI XaTTU-Xapakarra MHUCOJ TapHKacHaa
KHCKA BaKT OpaJIUfHUIa yJIAHUIUIAPHUHT KaTTa COHUHU, MapKa3uil MpOLECCOPHUHT
IOKOPH IOKJIAaHUIIIMHY Ba X. KYpPCaTUIIl MyMKHH.

Arap (¢QolinanaHyBUMHUHT HOpMaj XaTTU-XApakaTH MNOPOPUIMHU Oup
MabHOJIa TaBcudIan MyMKHH OYiraHuja, Xap KaHAal yHAAH 4YeTJIaHUIILUIAPHU
aHOMaJl XaTTH-Xapakar cudaruaa uAeHTUPKALMIIA MyMKAH Oynap 314u. AMMO,
aHOMaJ XaTTHU-XapakaT Xap JOMM XaM Xy)XyM OymaBepMmaiinu. MacajaH, TapMOK
MabMypU TOMOHHJIaH F00OPHIITaH KYT COHJIM CYPOBJIAPHU XYXKYMJIAPHU aHUKJIAII
TU3UMH "XU3MAT KYpCaTUIIaH BO3 KEYMII' XWIMJArd XyxXyM cudaruga
uaeHTUUKAIUSIIANIA MyMKHH.

Yumly TexHosorus acocuiaru Tu3uMaaH GonganaHuaraiga UKKUTa KeCKUH
X0J1aT 103 OEpUIIN MYMKHH:

— XYXXyM OYyimaraH aHoMmaJsl XaTTH-apakaTHU aHUKJIAIl Ba YHU XY>KyMJiap

— cuH(pUra KUPUTHUII,

— aHOMaJI XaTTU-XapakaT Tabpudura Moc KeIMaauran Xy>KyMJIapHHU YTKa3uO
o0opumt. by xomat XxyxyMm OyinMaraH aHoMaj XaTTH XapakaTHU XyXKymiiap
cuH(UTra KUPUTHUIITA HUCOATaH XaBhIUPOK XUCOOIaHA Y.

By xareropusi TH3MMJIApUHM CcO3Jlallla Ba SKCIUTyaTalUACHIa MabMyp
KyWUUJIaru KUMUHYWIIMKIIApra 1y4 KeJlaau:

— (¢olimananyBud NpoPUIMHU KypHIIl cepMexHAT macaja Oyiamb, MabMypJlaH
KaTTa JacTIa0KU UIUTApHM Tarad dTaju.

L Stamp Mark. Information security: principles and practice. 295 —c.
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— IOKOpHJa KEATUPWITaH HMKKUTAa KECKWH XapakarjapJaH OWPUHUHT a0
OYIUIIM SXTUMOJUTUTUHY MacaUTUPUII YUyH (hOHJaTaHyBUM XATTH-XapaKaTUHUHT
ysrapaBuil KUMMaTIapUHU aHUKJIAI 3apyp.

AHoOMaJ XaTTu-xapakaTIapHUA aHUKJIAIll TEXHOJIOTHICH XYKYMIIAPHUHT STHTH
XWIMHA aHUKJIAIra MYyJDKAJUIAaHTaH. YHHHI KUMYWIATH - JOUMO "ypraHumn"
3apypusTH. CYMUCTEbMOJUTMKIAPHU aHUKJIANI HYJIH OWIIaH Xy>KyMJIapHH aHUKJIAII
TEXHOJIOTUSICHHUHT MOXHUATH XYKYMJIAPHU CHUTHATypa KYPWHHINKIA TaBCHIaml
Ba ymly CcHUTHaTypaHH Ha30paTiaHyBUYM MakoHJa (TapMOK Tpaduruga &Exu
Kalanam oKypHajauaa) Kugupuiijgad ubopar. XyxkyM curHarypacu cudaruia
aHoMaJl (paoJIMATHU XapaKTEPJIOBUM Xapakariap IIabloHU €KU CUMBOJUIAP CaTpH
UIUIATUIMINN ~ MyMKHH. by curHaTypajgap Bupycra Kapiid TU3uMiapja
UIUIATUITYBYHM MabJIyMOTJIap 0a3acura yxmiam MabayMoTiaap 0a3acuaa cakjiIaHa/Iu.
Tabkuanam JO3MMKH, BHUpPYCra Kaplid pe3UJACHT MOHHUTOpIAp XYXyMJIapHU
aHUKJAll TU3UMIIADUHUHT XYCYCHI X0au XucoOnaHaau. AMmo Oy HyHamuuuiap
OollMIaH mapajyie]l PUBOXKIAHTAHJIApU cababiy, ylapHM axpaTuIl KaOyin
KWIMHTaH. YOy Xuwi1 TU3umiiap 6apya MabiyM XyKyMJIApHU aHUKJAcajia, SHTH,
XaJId MabJIyM OyJIMara Xy>KyMJIApHU aHUKJIai OJIMaiiIn.

By TusumiiapHu sKkcmyatanusacuaa XaM MabMypiiapra MyaMMOJapHH JIy4
KeJaau. bupuHYM MyamMMo - CUTHATypaJlapHU TaBCU(IIAIl MEXaHU3MIIAPUHU, SHHU
Xy)KYMJIapHA TaBCU(JIOBUM TWIIApHU spaTuil. WKKUHUM MyamMmo, OUpUHYU
MyamMMO OuJiaH OorauK OYiu0, XyKyMIIapHU IIyH1aid TaBCU (ALl JJO3UMKH, YHUHT
Oapua MoaupUKaIMATIApUHU Kal1all UMKOHH TYFUJICHH.

XyXyM Xycycugaru axOOpOTHM HWUFHIN yCynu Oyinya TypKymulaml SHT
OMMAaBHUU XUCOOIaHAIN:

— TapMOK caTXuja Xy)Kymiapau anukiam (network-based);

— XOCT carxuja xyxxymiaapuu anukiani (host-based);

— WJIOBA caTXHaa XyXXKyMJapHu aHukJjanr (application-based).

TapMoK caTxuaa XyXymJIapHU aHUKJIAIl TU3UMUJA TapMOKIAru TpapukHU
SIIMTHUILN OpKadud HUATH Oy3yK OJaMJIapHUHI MYMKHH OYJraH xapaxkatriapu
aHUKJIaHaU. XY>KYMHH KHIUPUII "XOCTAaH-XOCTrava" MpUHINANK OYiinda amanra
omvpwiaad. Ymly Xwira TaaulyKJId TH3UMIAp, OJaTaa  XyxKymiap
CUTHaTypacuaad Ba "Oup 3ymaa" taxmwianiian Govgananud, TapMOK TpapUTHHA
Taxyiaian. "bup 3ymma" Taximitam ycyiaura OMHOaH TapMoK Tpadwuru pea
€KU yHTa SIKWHPOK BaKT/la MOHUTOPUHIJIAHA/IA Ba MOC aHUKJIAIIl alrOpUTMIIapUAaH
dornananunaau. Kynuaua pyxcarcus doigananuin QaoJusaTUHU XapaKTePIOBUYH
TpaduKIaru MabJIyM caTpJIapHU KUJIUPUIIL MeXaHU3MIIapuaaH GpoiinanaHuiaam.

XoCT carxuia Xy)KyMJIApHUA aHUKJIAI TU3UMH MabJIyM XOCTAa HUATUH Oy3yK
OJlaMJIapHM  MOHMTOPHMHIJIALI, JETEKTUpPJIall Ba Xapakarjapura peakius
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KypcaTuiira arairad. THU3UM XUMOsUIaHTaH XOCTJAa J>KOilamub, yHra Kapiiu
NYHAITHPWITaH XapakaTjapHU TEKIIMpaaud Ba OWIKOp Kuwiaad. by Tuszmmuiap
ONEpallMOH THU3UM €KUM WJIOBAJIAPHUHI Kalulall >XypHAJUIAPUHU TaXJIWIUIANIH.
Kaiignam xypHayuiapuHy TaxJIMiUIall yCYJIMHU aMaira OLIMpUII OCOH Oyicana, y
KyWUJaru KaMuuIdKiapra ara:

— KypHaJIJa Kala OJTWIYBYM  MAabIyMOTNIAD  XAKMUHUHI  KaTTaJWUTH
HA30paTJIaHyBYM TU3UM HIIUJIAIINA TE€3JIUTUTa CAIONN TabCUP KypcaTaau;

— KauJjaml >KypHaJIVMHU TaxJIWUIAIIHA MyTaxaccuciap €pJaMucHh3 amalra
omupud OYyImaiau;

— XO03Upraya KypHaJUIapHH CAKJIAIIHUHT YHU(PHUKAIUsIaHTaH (OpMaTH MaBxKyJ
aMac;

— Kaluialml  OKypHaJUIapuiard €3yBHM TaxJIWUIAl peajd  BakTAa aMaira
OLLIMPUIIMANIH.

[DSHUHT y4YMHYM XWIM MabJIyM HJIOBaJardk MYaMMOJIADHH KHWIWPHILTa

aCOCJIQHTaH.

Ha3zopar caBoJsiapu

WNnentudukamms.

AyTeHTuduKkams.

ABTOpHsI3aLHUs.

AyTteHTuduKaus ycyjiapu.

[Taponnap acocuna ayTeHTU(UKALINS.

CMmapT kapranap acocujia ayTeHTHPHUKAIUS.
BbuomeTpuk xycycustiap acocuaa ayTeHTHPHUKALUS.
Pyxcartmapau HazopatTiamnl.

©ooN R WD R

bouikapuin moaemiapu.
10 TapmoKmapapo dKpaH Ba YIApHUHT TypJIapH.
11. XyKyMJIapHU aHUKJIal TU3UMIIAPH.
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3-maB3y. Copjia ayTeHTH(IMKANMSIAI TPOTOKOIapu. CUMMETPHUK Ba
aCCUMETPHUK mu@pIamra acocjaanran nporoxosiap. SSH nporoxoan
(2 coar)

Pewxa:
3.4. Copna ayreHTHUUKAMSIIAII TPOTOKOJUIAPH.
3.5. CumMeTpuK Ba aCCUMETPUK MU pIIalira acociaHran
IPOTOKOJLIAP.
3.6. Secure Shell mporoxomnu.

Tasitnu ubopasiap: npomokosn, camapadopiux, MOOULIUK, aymeHupuKkayus,
Ceanc Kanumu, Kaaum makcumMaaul, Kpunmozpagux aieopumm, aymeHmuduxkayus
cyposu, ¢hovoanranysuu, wu@prawl, MaviymMom OYmyHIUcU, macoouguii coH,
napon, cepmuguxam, apoump, umM30 Kyuuul, UM3OHU MEKWUPULL, MAKpOpIaul
maxouo, napanien ceanc maxouou.

3.1. Coana ayreHTH(PUKANUAIANI POTOKOIJIAPH
Wkku €ku yHIOAH OpPTUK TOMOHIap OaxapaauradH, Oupop-Oup MacanaHu
€UMII YYyH JIOMMXaJalITUPWIraH Xapakarjap KETMa-KeTJIUIH IPOTOKOI
XHCco0IaHu0, “Xapakariap KeTMa-KETIUTU CY3U MPOTOKOJ OOMIMJIAH TO OXHUpHUTra
KaJlap KeTMa-KeT OaXapuiIuInuHu Omiiaupanu. Xap Oup xapakaT HaBOaTMa-HaBOatT
Oaxapuiaau, MIYHUHTIEK KeMMHTU Xapakatjap OJAUHIU Xapakariap TyraraHaaH
KeMMHIuHa OaxxkapwiMinHA Oouutaiau. “VIkku €Ku yHAAH OPTHUK TOMOHJIAP
Oaxkapaguran” cy3d MPOTOKOJ OakapWiMIIKM Y4yH KaMuJa MKKHM TOMOHHMHL
UIITUPOKH KepakiauruHu Owngupanu. [IpoTokonnu sxkka Ttaptubpa Oaxapu6d
oynmaiian. Huxost “Oupop-Ovp MacaiaHu euuil y4yH JOMUXaTaTHPUWITaH CY3H
IPOTOKOJI KaHAAMIMp HaTHkKara o0 OOpUIIN KEPAKIUTHHU aHTJIaTau.
[Iporokonra yxmam, ammMo Oupop-OMp HaTwkara oiaud OopMaliguran
XapakaTiap KeTMa-KeTJIUru — Oy MPOTOKOJ 3Mac, akCMHYa OeKkopra KeTKa3uiraH
BaKT XUCOOJIaHAIH.
[TpoTokomiap Kyinaaru Xycycustiapra sra OYJIuIg Kepak:
— amajulap OOIIMJaH OXWpUTAada TapTUOTa 9ra, SHHU Xe4 Oup aman yHAaH
OJIIMHTUCH TyramMaryHua OOIUIaHMaCIIUTU Kepak;
— MPOTOKOJHMHT Xap OUp UIITUPOKYUCH NMPOTOKOIITa OVICYHUIIH 1APT;
— Xap Oup aman aifHaH aHMWKJAHTaH OYIMO, MKKH XWUJI MabHO KacO ITMaCIUTH
Kepak, xap Oup Ba3UsTIaH aHUK YMKUII WY OYIHILIN Kepak;
— TIPOTOKOJI Y4yH OUTTa MINTHUPOKYMHUHT OVIMIIKA eTapiu 3Mac (MKKH EKU
YHJaH OPTHK OYJIUIIN KEPaK);
— MPOTOKOJHMHT Oapya HMINTUPOKYWIAPH aBBaJJaH OakapuiiaJuraH amasiap
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KETMa-KETJINTH OWJIaH TAaHUII Ba YHHU Oa)KapwHIITa PO3H OYJIHUIIIAPHA KEPaK;

— ToMOHIap Oupop O6up aHuK BazudbaHu Oaxxkapaauiap — Oy MakcaJCu3 amasuiap
OyIMacIuru Kepax.

— MPOTOKOJ TYIWK OYIUIIM JO3MM — YHAAQ aHWK Xapakarjap KeITHPWIIUIIN
Kepax.

Xap kyHnauk xaértumuzaa ¢gopman OyamMarad MpOTOKOJIIAP ACAPIN XaMma
KO NIITATUIIAIU: MacaiaH, TeleOH OpKalu TOPT OYIOpHIII, CailyIoBIapaa OBO3
Oepui Ba x.3. Omamiiap Oy MPOTOKOJUIAp XaKWAa yHYA YiammMaan. Yiap y30K
BaKT MOOaifHWIa SBONIOIMUIAINTAH, ylapAaH KaHaal QoigalaHuIIHE XaMMa
Ounaau Ba yJap WIMOHYIH UITUTAKIH.

[IpoTokoimap  WNUIAIIMHA ~ HAMOWWIN  KWJIWII ~ y9yH  OHWp-HedTa
umTupokunnap Epnamuaan Gorgananamus (3.1-xaasan).

3.1-xanBan
[IpoToxon HIITHPOKYKUIIApU
Nurrupoxuniap DaouATH bearnnanummu

Anuca Bbapua nmpoTokoyIapHUHT OMpUHYH A
UIITUPOKYHCH

bo6 bapua npoTOKOJUTApHUHT UKKHHYH B
UIITUPOKYNCH

Kspon VY4 Ba TYpT TOMOHJIM TPOTOKOJLIAP K
UIITUPOKYHCH

HetiB TYypT TOMOHIM TPOTOKOJIIAP D
UIITUPOKYHCH

Tpent Nmonunu BocuTaun T

EBa [TaccuB Oy3fyHuUHn E

Mbtopu EMOH HUAT/IN aKTUB OY3FyHUM M

Kpunrorpagpuk  mpoTokos  KpUNTOAITOPUTMIAH  Ba  Mmudpam
KJIMTIIapuJaH QoigaianuiHy Oenruiad oepaaurad Koujaaaap Ba mpoleaypaiap
Tymiamuaup. Tomonnap Oup-Oupura WIOHUO AYCT OYNIMIIA MYMKUH EKU
akcUH4Ya Oup-OMpHUra WIIOHMACIWTH, STbHM Oy3FyHUM OYIUIIM  MYMKHH.
Kpunirorpadux mnpoTokon TapkuOura MabiyM OWp KpunTorpaduk alroputM
KUpaaAu, aMMO TPOTOKoJu1ap ¢akaTruHa Max(QUAINKHU TabMHUHJIAII Y4yH
mymxannanmarad. lIpoTokomnapna KpunTorpausHM —HOUIATUIINAH — Makcas
(bupuOrapiarK Ba HOKOHYHHMI SIIMTULTHU aHUKJIAII €KU YHTa WY KYHMAaCIuK.

YMyMu# Kouia myHaam:

[IpoTokonaa KenTUpWITaHIAH TallKapy KYNpoK Hapca Owium Exku
y3rapTupuI MyMKHH 3Mac.




I1I. HA3APUI1 MATEPUAJIJIAP

bav3u mpoTokouiapAa MINTUPOKYMIIApAAaH OUpHU MKKMHYUCHHH aJlallu
MyMKUH. bollika nmpoTokoiiiapia 3ca Oy3FryHYM MPOTOKOIHHM Oy3UIlU €KU YHJATrH
Max(uit MabIYMOTHH OMJIMO OJTUIIN MyMKHH.
Kpunrorpadux npotokosuap (KII) kyliumaru Oup Heya HIITHPOKYUIAPIaH
TapKUO TOMraH TAKCUMIIAHTaH alTOPUTMIUD:
— ojamap;
— KOMIIBIOTEP JIacTypiapHu;
— KOMIIBIOTEpJIAap Ba XHUCOOIaIl KOMIUIEKCIIApH;
— MabiymoTiap 6azacu;
—  aJloKa TapMOKJapHu;
— ayTreHTU(DUKAIMS BOCUTATIAPH;
— Ba Oomkanap.
KITauar xap Oup HIITHPOKYMCH MAbIyM alTOPUTMIIAP KETMa-KETIWTHra
MOC paBHILJa UII Oaxapaau. Xap Oup HMIITUPOKYM TOMOHUAAH OakapuiiaJurat
aman Kyiuaaruga OYJIHIIN MyMKHH:
— OomIKa HIITHPOKYHUTA (EKU UIITUPOKYMIIAP TYPYXUTA) XaOapHu 1060puLL;
— OollIKa UIITUPOKIUAAH Xaoap Kabyn KuiuuL,
—  UYKu amaj, S’bHU HINTUPOKYWIAp amaira ommMpaaurad 0ab3u XucoOuialn
UILIapPH.
KII nrtupoxuninapu 3 cundra 6ynuHaau:
1. Ooamoacu (komynuit) uwmupoxuurap (A, B Ba xako3o Oenruiaap
KypuHUIIKMAa udoaanaHnaau, MHAEKCIap OUaH XaM KEeJIHUIIU MyMKHH).
2. HMwonunu eocumauu (T Oenrucu kypunuinuaa udojanaHaad, HHICKC
OWJIaH XaM KEJTUIIH MyMKHH).
3. Kyi#tunaru ukku cuadra OYIuHYyBYU 6)32YHUUNIAD:
a) [Iaccus 6yzeynuunap (E Oenrucu kypuHummna wudomanaHaau, WHACKC
OWJIaH XaMm KEJIUIIH MyMKHH).
[TaccuB Oy3ryHuYM OOIIKA MIITUPOKYMIIApra F0O0OpraH xabapHu ynuiad OJIMILH,
YFUpPIIAIIN Ba TaX U KAJTHIITA MYMKHH.
b) Axmue 6yzeynuunap (M Oenrucu KypuHuIuaa udoganaHaId, HWHICKC
OWJIaH XaM KEJTUIIIH MyMKHH).
Axmue 6y32ynyu KyHujaru aMajjiapHu Oaskapuilid MyMKUH:
— OomKa MIITHPOKYWIApra OOpwiIraH xabapHu ymuiad ONHINIMA Ba TaXJIWJ
KUJTUTIIN;
— 1o0opuiIran xabapHu Y3rapTUpUIIY EKA YUUPHULIH;
—  SIHTU XabapHU XOCHJI KMJIMO, OOIIKA MINTUPOKYKIIaApra I000pHUILIN;
— V3uHM  OOIKa WINTHPOKYM KwiMO kypcatumu (OyHIald  aKkTHB

Oy3FyHUIIIApHU hupudeap ned HOMIAIIAN ).
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by Oynumpa comma ayteHTHUKANWs MTPOTOKOJUIAPUHHA KYPHUIN XaKuia
TyxTanub VYTwnangu. byHnma connga ayTeHTHUUKAIMS TU3UMIIAPUIAH TOPTHO
xaB(cu3 MPOTOKOJuIapra Kapad copunann.t

MeH Alice /
- -
Tacoukna
-
MeHHHT mapoaam "frank”
~ -
Anmca boo

3.1-pacm. Conia ayreHTUPUKALUSIIANT YCYIIH

by ycyn srona xommnerotepaa doiigananuiaranaa Kyjgai 0ynu0, TapMokaa
¢doitnanannmga xaBpau. byHpman Ttamkapu bobna Xam  ANHMCaHMHT TapoOJU
oymumun kepak. by ayreHTHuUKanusnam ycyiauaa Kydugard Taxiauj OYiauiim
MYMKUH.

Men Alice

Tacourma Pog

MenuHT naponuM "frank"

!
o

Tpuou
3.2 — pacwm.

Men Alice

I.I
Tacoukna g A
A %)

Tp HIH Menusr napomuM "frank"

3.3-pacm. Kaiita ro0opuir Xyxymu

FOxopuarn npoTOKOIHU sSHajIa caMapaaupok Tap3fa udojanann MyMKHH.
Ammo OyHaa XaMm roKopuaaru taxaua maBxkya (3.4, 3.5 - pacmiap). 3.5-pacmaa
napoJ XeIUIaHTaH Xonaa 6yica XaM, KaiTa 1000puI Taxuaura 6apaoucus. 2

L Stamp Mark. Information security: principles and practice. 318 —c.
2 Stamp Mark. Information security: principles and practice. 319 —c.
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Men Alice, meHHMHT maponum "frank"” G &
>
bod
4.4 — pacwm.
Men Alice
>

.r’
i’l
Tacouxna g A
L!\';_-I_i

h{AliceHHHT Mapon)

> ~
bood
3.5 — pacm.
AyTteHTuUKaUsIamga — oJaraa  ‘caBoii-kaBoO”’  YCYNHMIAH ~ KEHT
doitnananunaam (3.6 — pacm).
Men Amnca /
P Nonce L -
< &9
| h(Anucamguur napom., Nonce) R -
Anuca ~  bBob

3.6 — pacwm.

AyTteHTuuKaIamga CAMMETPUK H(paan ycyapuaad (GponaaatmHu
KEHT TapKairaH. by Xomma Xap UKKA TOMOH OMp XWJI KaJIHMT/AA 3ra OYJIHIIHA Tajad
THIAIN. *

Meu Amnmnca

R

E(R, K)

> Bo6,K

1 4]
Amnca, K

3.7 — pacm. CummeTpuk mudpiain acocuaa ayTeHTUGUKaims

by epna O6up ToMoHNIama ayTeHTUPHUKaLKA amaira OMMpUirad. Anuca 3ca
boOHM XaKuUKMIUIMTUHM aHUWKJIal onMmaiau. by Myammo Kyhupgarm pacmia
O6aprapad stwiran (3.8 - pacm). AMMo Oy ayTeHTHUKAIMSA TPOTOKOIMIa Auca
Fapa3 HUATIM QoianaHyBuM Xam OYIJIMIIN MyMKHH.
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.‘ "

Ei 1

.‘Y/I
-~

. ﬁ Mewn Amnica . v
CL
—TE—
' E(R, K) L
Amuca, K » Dbob. K

3.8 — pacm. Mkku TomoHIamMa ayTeHTH(PUKAITIS

3.8 — pacmma KenTUpWITaH ayTeHTU(UKAIUS YCYIHMHH KyWHaarn TapTadaa
Oaprapad 3tca 6ynamau (4.9 - pacm).

Men Annca, Ra

W
> &
Rb, ERa, K 5
‘ 3 G{aa ) l\_“q j
' E(Rb, K) .
Annca, K » DooK

3.9 — pacM. lkku ToMOHNIamMa ayTeHTUPHUKAITIS

Oxopunarn ayrentuduxanusiiam ycyau Oup Kaparanjga xaBdcus
KYpUIICaza, aMalia apaieln ceanc Xykymura 6apomcus (3.10 - pacwm). !

1.MeH Annca, R,

»
L

-;‘.f

&

2. Ry, E(R,, K Gy
s P s

5. E(Rg, K i
Tpnay s . B06, K
3. MeH Anuca,Rg _'f:Jr
>.?;?_,.ﬁ v
4. Re, E(R. K) \,a
< ,
Tpuau 506, K

3.10 — pacwm. Ilapennen ceanc acocuaa Taxaua

Oxopuparn Ttaxaugnan keiau® YMKUO IIYHH aMTUII MYMKHUHKH, OuUp
TOMOHJIaMa ayTeHTU(UKAIHASIIAII yCyJulapuaaH UKKH TOMOHJIaMa
ayreHTUQUKauusuamaa ¢oinananum xaBpau 3kaH. by Kyhuparmda Oaptapad
stuil MyMkuH (3.11 - pacm).

! Stamp Mark. Information security: principles and practice. 322 —c.



I1I. HA3APUI1 MATEPUAJIJIAP

MeH Anuca, Ra
¢
\ Rb, E("B0o6", Ra, K)
" <
3 E("Anuca", Rb, K)
c > "
Annca, K Bob, K

3.11- pacm. Mkku ToMOHIaMa ayTeHTH(DHUKAIUSIIAIIT

3.2. CuUMMeTpPHK Ba aCCUMETPHUK IM(ppIamra
ACOCJIAHTaH MPOTOKOJLIIAP

Ounk  KaMTam  mWH@piam  alropuTMiapuaad  QoiianaHuiran
NpoTOKoJIapAa, KyWuaaruda Oeinruianuiap KApUTUO oJuHAIU: {M} Amca
ANMCaHMHT OYHWK KamuTuaaH ¢oimananu® mmdpnant, [M]amea — AJNMCAHUHT
Max(uil KanuTy OuiaH uM3omant.

Ouuk xanuTiu mudpram tu3umu Ba IPU anropurmnapunan doigananuo,
OCOHJIMK OMJIaH ayTeHTU(UKAIUSIIAIIHN aMalira OIMPHUIIT MyMKHH.

& Men Anuca /
a5 > -
LW &
L Y {R}Armca _r’:?
y < g:—*
. > 506
Anuca
c.. MeH Anuca
- b -‘j
/ ( i
= ﬁ \-.I R M" “ L J
| - S <
1 [R]Anuca )
< > '
Anuca Bo6

3.12 — pacm. Ouuk KanuTiI mudpram acocuaa ayTeHTUGUKaAIUsIaI

AyTeHTUdUKaIUsIaga oJaT/aa CeaHC KaJuTH J1e0 aTajiraH KaJauT MaBXy/l
o0y, y ayreHTudUKaIus *Kapa€HUJlaH CYHT OJIMHAIW Ba OWp CEaHC J1aBOMUA
doitnananunaan. Kyinna accumeruk mudprnam ycynuaad ¢Goigananuiarad xoaaa
CEaHC KAJMTUHM y3aTHII MPOTOKOJIU Kentupwirad. Camapanu caHancaaa, UKKU
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TOMOHJIaMa aYTeHTI/I(l)I/IKaHI/IHHI/I aMaJira omurpHrJIMaraH.

)L: MeHn Anuca, R
WA >
‘\"-. {R, K} Anuca
<
.
| {R+1, K}&o6
» 506
Anuca

3.13 — pacm. CeaHc KaTUTHUHU y3aTUII

Kylingarn npoTokosija UKKA TOMOHJIAMa ayTEeHTU(HKalUsAIanl Ba CEaHC
KaIuTH Max(puil KamuTy XaBQCcu3 Tap3a y3aTHiras. !

MeH Anuca, R

. W4 >
(IR Klanucalsos
- -
.
L {[R+'1 ,K]EDE}Aana
»  Bob
Anuca
3.14 — pacm. CeaHC KaJIMTUHU Y3aTHII
Men Anuca, R
>
R,K Anuca|Bob
< [{R,K}anuca]
L [{R+1,K}506]anuca
> Bo6

Anuvca

3.15 — pacm. CeaHC KaJIUTUHU Y3aTHII

Hunxem-1pénep nporoxkosun

Poxxep Huaxem Ba Muxasn Illpénepnap ToMoHuman spatuiaran Oy
IPOTOKOJI1a apOUTp Ba CAMMETPHK KPUNITOTU3MMIaH (oiinananunanm:?

1.
doiifalaHyBYNHUHT HICMUHY Ba Y3WHUHT Tacoau(uil COHUHU y3aTau.

A—>W: ABR,

A - ¢QoiigananyBun umoHuad ToMoHra (W) Vy3uHUHT ucMmuHHM, B-

L Stamp Mark. Information security: principles and practice. 325 —c.
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2. 3 - WIIOHYIM TOMOH CEaHC KaJMTHU TeHepamus Kuiaau. by ceaHc
KUIUTHU Ba A - (oiij1alaHyBUMHUHT UCMUHU B - doligananyBun OuinaH ymyMmui
Oynran kanmut opkanu mmdpaadgu. Cynrpa A -QoiinanaHyBuM Ba ¥y3u y4dyH
yMyMUl Oynran kanut épaamuiaa A - doigasaHyBYMHUHT Tacoauduii conu, B-
doiinaTaHyBUMHUHT HCMH, KamuT Ba MmHPpMatHHU mmdpraiiau. Huxoar y
mu@praaHrad MabIyMOTHH A -(poiigananyBunra y3ataiu:

W — B: E,(R,,Bk,Ez(k,A)) .

3. A - doiigananyBuu MabIyMOTHU Aemndpnad, k -KanuTHU onagu. Y R,
Ba 1 - Oockuyzaa y3atwiran R, HH comumtupanud. Cynrpa A - doligananyBuu
UIIOHYIM TOMOH mugpiarad MabIyMoTHH B -oiigananyBunra yzaraau:

A—->B: E KA.

4. B - ¢olinananyBun Oy MabIyMOTHHU Jemudpiadau Ba k - KaJIUTHH
onmamu. Cyurpa y tacomuduil R, - COHMHM TeHepauus Kuiaau. by Tacomuduit
COHHHU Kk -KanuT épaamua mudpnaiau Ba A -goiinanianyBunra y3ataau:
B—>A:E(R;) .

5. A - oiinananyBuu k - KaJIUT €plaMujia MabJIyMOTHH JAemu(ppiaaiu. A-
¢oiinananyBuu Tacogupuii R, —1 - COHMHU reHepanus Kuiaaau. by COHHu k -Kanut
épnamuaa mudpnad karta B -doligananyBuura y3aTaau:

A—>B:E(R,-1) .

6. B - doiinananyBun wmabaymoTHH Jemmdpnad, R, -1 - COHUHHU
TEKIIUPaad Ba XaKUKartnaH A - doiijgaraHyBYu OWIaH ajloKa YpHaTaéTraHura
WIIOHY XOCUJT KUJIadH.

3 YM ULLIOHYNM TOMOH
(ap6wuTp)

B - chonpgananyBumn

3.16 — pacm. Y4 ToMoHIaMa ayTeHTUDUKALUS
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by mporokonga R,, R; Ba R, —1 - COHJIIapUAaH TaKpopaH (porganaHuIaau.
Arap KpUINTOAQHAIUTUK aBBad (oHAallaHUNTaH Kk -KaJWTHU KYyJIra Kupurca, 3 -
Ooockuuna A -doiigananyBun HomuaaH B -¢dolinananyBunra mMabiymMoT y3aTHUIIN
MYMKHH.
Kep0epoc nporokosn

Kerberos mnporokomu Huaxem-llpénep mnpOTOKOIMHUHT MOIUPHUKAIIMOH
BapUaHTH XucoOmaHaau. A - ¢oigananyBuu B - doiinananyBuu OuinaH MabIyMOT
aJIMALIMIIK YU9yH yJIapra CEaHC KaluTH KyWuaaruda amajira omMpunamy: *

1. A - dolinananyBun apOutpra Y3MHUHT UCMU Ba B - (olimamaHnyBUnHUHT
MCMU/IaH TAIKWJI TOTITaH MabIyMOTHH Yy3aTaIu:

A->W: AB

2. ApOuTp HMKKHATa MabIyMOTHHU XOCHJ KHWJIaqu, OMPUHYMCH BaKT OEJTHCH,
xaétuil BakT L, Tacoguduit ceanc kamuT Ba A - (oHgaNTaHYBYMHUHT HCMHJIAH
TaIIKWJI Tonrad. Apoutp 6y MabIyMOTHH Y34 Ba B - doitnananyBun yuyH yMmyMui
Oynran KanuT OwiaH MmUQpIaiad, UKKUHYUCH BaKT OCNTrUcH, XaéTUW BaKT,
Taconuduil ceaHc Kanut Ba B - (oligasaHyBUMHUHT MCMUJAH TAUIKWAJ TOMIaH.
ApOutp Oy MabIyMOTHHU y3U Ba A -(QoiifalaHyBUM y4yH YMyMUH OYJIraH KaJuT
Owitan mmdpnaiau. Y ukkaia muppMaTHHE A -doiiialanyBUUTa y3aTau:

W - A: E,(t,Lk,B)E;(t LKk, A) .

3. A - ¢oiigasanyBYM Y3UHUHT KaJUTH OusiaH OWUpUHYM HU(PMATHHU
naemmdpiaaiad. Y Y3MHUHT MCMHM Ba BaKT METKacUHM OupramTupub, K - ceaHc
KanuT Owian mudpraiiau. by mmdbpmaTaau Ba apoutpan KaOyJ KWIraH UKKUHYH
mudpmatHHU B - doitnananyBunra yzaraau:

A — B: E (At),Ex(t, LKk, A

4. B - ¢oiijnananyBuM Y3UHUHT KaluTu €EpAaMuja MKKHUHYM IHPPMaTHHU
nemmdpiaiai Ba ceaHC KanuThra ira Oymamu. by ceanc kamut Epmammna
Oupunun mmpMatHHE nemmdpraiau. Hatwxkaga xocun Oynran A -
¢oiinaraHyBUMHUHT UCMHM Ba BakT Oenrucu aBBajrucu OuiaH moc Oyica, B -
doiinananyBun A - (QoiinanaHyBUMHN UACHTHUGUKANKMS KWiagd. ODHIU A -
doiinananyBun yHU HICHTUGUKALKS KAJTUIIA y9yH BakT Oenrucura 1 pakaMuHH
Kymmno ceaHc KaauT OwinaH mmdpruaian. Xocun OynraH mudpMatHHu A -
dbolinananyBuura y3aTaiu:

Bo>A: E (t+1).

Arap xap Oup (oliganaHyBUMHHUHT coaTiapu apOUTPHUHT COATH OWJIaH CHHXPOH

L Ax6apos 1. E. “Ax60poT XaB(CH3IUTHHN TABMUHIANIHMAT KPUOTOrpadyK yCymIapy Ba yIapHHHT
Ky tanmamm”’. 366 — c.
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paBuIia uiiaca by mpoTokos sAxmm HaTwkKa Oepaiu.

SKEY nacrypu

MasbiaymoTHuHT xaBhcuznuruau Tabmuniaam yadyH SKEY (MabiyMOTHUHT
XaKUKUIINTUHY TEKIIUPYBUM) AacTypuaan QodganaHuim MyMKuH. By mactyp
KyWUJarnya amajira OmnpHIaIf.

A — ¢dolimananyBun ayTeHTH(HUKAMUS MacajJaCHHU Xajl KWIHII YIyH
tacomupuiiR conmam kupuramu. Kommerotep  f(R), f(f(R)), f(f(f(R))),...
KUWMaTiIapuHu xXucoOnaiinu. By KuiMaTiapHH MOC XOJAA X, X,, X - Xy €O

oenrunaiimu3. A dorinananyBun Oy pyHxaTHU KOro3ra €3ub oyiaau Ba OCpKUTAIIH.
ByHIaH TaIkapu, KOMIIBIOTEP X, KHAMAaTHU MIU(pIaHMarad Xoj1a caKIanim.

A — dolinananyBuu cucremara OUPUHYM MapTa KUPUIIUA YIYH Y3 UICMUHU Ba
X, KuiMaTuHu kuputaan. Kommbiotep f(X,,,) HUHT KHUMAaTHHUA XHCOONaiian Ba

X, OWJIaH coyMmTUpanud. Arap KuiMariaap TeHr Oyiica, XakuKaTgaH Xam A —

dboliananyBUM DKAaHJIWTUHU Tacaukiaan. CYHTpa KOMIIOTEp MabIyMOTIap
0azacugaru x,,, KHHMaTHU X,,, OMJIaH anMamTupub Kysau. A — doiigananyByu sca

X;00 HUHT KMMMATUHU Y3 pyUXaTUAaH yYUPaIH.
Keitnnuanuk A — ¢oitnananyBun xap cadap cucremara KUpHILINAIA OXUPTH
YuupwiMaraH COHHM KUpUTagw, MacamaH 1. Kowmmrorep f(x;) KuiiMaTHH

XyucoOmaiim Ba MabaymMoTJIap Oa3zacuja cakjaHa€TraH X, COH OwiaH

i+1

cosmmtupanu. SKEY gactypuna xap 6up con Oup Maprta UIITUPOK 3Taau. byHmait
XOJIaTJa 3ca KPUNTOAHAIUTHK Xed KaHmal Qoiganu mabiymorra sra Oyia
OJIMaMIIH.

3.3. Secure Shell nporoxkosnu

SSH npoTokonu anoka Tapmoruaa, Macodamad Typud aman Oakapuill, UKKA
TapMOK ¢olganaHyBUYUCH opacuja XaB(Pcu3 KaHall XOCWJI KWJIUII Y4yH
doiinananunagurad KpUnTorpaguk TapMOK HPOTOKOIUAUD. YOy aiaropuTtMm
xaB(cu3 TapMOK OpKaiii Max(duid aJOKaHU TAIIKWJI STUI y4yH (HoigaTaHnIaan Ba
oyuna SSH ximuent Ba SSH cepBep opacuma xaBpcu3 KaHaid XOCHJI KWJIMHAIH.
Vm6y nporokonaunr ukku SSH-1 Ba SSH-2 BapuanTIapy MaBKyI. *

Ymby mporokon Unix é&xyn LINUX cucremanapura pecypciapra
MypO’KaaTHU aMajira oImmpuiga (oigamaHWIaTuraH acoCuil OTWUIIMTANapIaH
canamu0, WINDOWS onepammon Tuzumu GoilalanyBUWIIapd  YUyH Xam
Mocnamtupwirad. Ymoy mnpotokon Telnet €ku Oomka xaBdpcuz Oynmaran
nporokoiap (Bekreley rsh, rexec, rlogin) ypHuHu Oocumn makcaguja HUILIa0
yuKWiITad. Yoy npoTokosa mudpiamaad ¢hoiganaHuil OpKajid MabITyMOTHUHT
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OyTyHJIUTH Ba KOH()DHICHIMAIUIMTMHM TabMUHJAII amayra omupwirad (Jlekuw,
Oneapa CHoBneH TomoHuan 6asuaa NSA (National Security Agency) ToMoHUIaH
SSHHu nemmdpiamn opkaid MabIyMOTAAaH AlIMpUHYA (QolganaHmwirad ned xam
aluTUITaH).

SSH npoTokonu Kyiuaara UIMKOHUSTIApHU Oepaan:

— xaB(cu3 JOTUH OWIaH OOFIaHUIIIHH;
— xaB(cu3 MabJIyMOT AJIMAIIUIIHA OYWK (MIIOHYCHU3) KaHAJI OpPKaJId amaira
OIIMPUIITHA TAbMHUHJIANTH.
SSH npoTtokonapu Kyluaaruiaapra acociaHau:
—  OYMK KJIWTIHU MHQpIaml alropuTMiapura EKu
— pakamuu cepTudukatiapra €Ku
— TapoJurapra.

YOy NpOTOKOJHUHT UKKH TypJard BapuaHTH, MyJUTMK Ba OYITyJ Typiapu
MaBXKy/I.

SSH Bazudanapu:

— xaBdcus Oyrpyk-oitnacu (command-shell);
— xaBdcwu3 (daiin Tpancdepu;
— Port forwarding.

XaB(pcuz Command-shell. Command shell Tusumu Linux, Unix, Windows
OTIepaIfioH TU3UMIIapa MaBXyJ OYIu0, acocaH NacTypuil BOCHTaIapHHU IOKIAIIIa
Ba Oomka OyWpykiapHu Oaxapuiia ¢ornarannmiand. Xasdcens command-shell
uinoBacu Macodaman Typub, OyWlpykiIapHu Oaxapuuiga, (ailjuilapHu Taxpup
KWIKIIAA, KaTaJloT TapKUOWHU KYpHINJa Ba MAbJIyMOT Oa3acHHHU OOIIKAPHIIIA
doinaraHuIUIKM MyMKUH. YOy TU3UMJIaH TApMOK, aJIMUHUCTPATOpU MacodaaaH
TypuO, ¥3 Basudamapunu Oaxkapuiia, Xu3MaTiIapHU OOIIKapuiljga Ba OOIIKa
amayulapHu  Oaxapuimga ¢oimanandimu MyMkuH. byHnma Oapua  Oyiipykiap
xaB(CU3 KaHAJl OpKaIu 1000puIaau.

Port forwarding. SSH auar ymoy nmkonusitu, TCP/IP xuzmaTtu opkanu
amaJira OIIMpPUIyBYH, €-mail, uCTeMOoTYn MabIyMOTH 0a3acu Ba XakK. WioBajapaH
xaB(pcu3 kaHanm opkKaid (poWganmaHWII y49yH 3aMHH spartaad. Ymly Xu3mar
Oab3upa TyHetam kabu xu3maTHu amanra omwmpub, TCP/IP wnoBanapunam
xaBpcu3z kaHanm opkanm amaira omwupamud. Port forwarding xu3maru
YpHATWITaHAaH CYHT, XUMOSUTAHTaH KaHaJI OpKaiiu Oup ToMoHaaH (dhoiigaianyBuu
KHCM) UKKUHYM TOMOHTa (CepBEep TOMOHIa) MabJIyMOT JKYHaTUIaaAu. byHaa xocumn
KUJIMHTaH ATOHA XUMOSUIAaHTaH KaHAJI OpKaIM KYIiaad wioBalap MabIyMOTIapu
1000pUIIMIIYM MyMKUH. bab3u unoBanapiu 6omkapumaa Oyipykiap OMHACUHU Y3U
eTapiii caHanMaiau, rpaduk uHTEpdeic opKaimu OOIMIKAPHUII Tablad ITHIIATH.
Ymby xomma SSH ymOy xusmatu opkamu Macodamard wuiaoBa OwiiaH
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Kpunrorpaduk XUMOSJIAHTAaH KaHaT XOCWJ KWiuWHaau. byHra mmcon KuimoO,
Virtual Network Client (VNC) Hu Mucos K0 oJIdil MyMKHH.

XaB(cu3 mmdpraHral TyHEeT

Tapmoxmapa  SSH Cepsep

WuTepHer
PO 3KpaH

SSH Knuenr

3.17 — pacm. SSH mipoTokom

XaBdcens ¢aiin Tpanchepun. Secure File Transfer  Protocol (SFTP)
nporokon SSH mporokonu acocupa wunuwiad uyukwiran Oynu6, Oynma FTP
IPOTOKOJIUAA MaBXKy 1l KYIu1a0 3anaukiap OJIy OJIMHTaH.

bupunungan SFTP @oiinananyBun JIOTMH/TIApOAMHU Ba 00OpHUIIAETIaH
MabIyMOTHHU MHU(PIIad KyHaTaIu.

HNkxknHupaan ymoy npotokoa SSH HuHT noptu (22 mopT) OpKaJld UILLIAiIH.
byngan tamkapu FTP mnporokonuma wmasxyn — Oynran Network Address
Translations (NAT) MmyamMMocH yapamaiiu.

SSH HuHT mpoToK0JI acocu

— @onpananysun ayrentudukarmscu (User authentication);

— Xocrtra acocnanras ayrentuduxanuscunam (Host authentication);
— MabaymoTHH mugpran;

— MabiaymoT OyTyHIIUTH.

< AyTeHTH(UKaIII >
@ | “BV MeH >
\ < “By MEH” |
SSH Knuent SSH Cepgsep
Mudpnar
by mermir |akshahdaskah ih34shnskdhfgag| | DY MemHHT
xabapum xabapum

MabaymMoT Oy TyHJIUTH

3.18 — pacm. SSH ayrenTudukanuss UMKOHUTSIIApU
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doiifanaHyBYu ayTeHTH(pUKaAUUACH (User authentication).
dolianaHyBUYMHUA XaKUKUWJIUTUHY TabMuHIamaa SSH Tu3zumMu Kyiuaaru Typaru
ayTeHTU(UKaLMIIAIT BOCUTaIapyuiaH (oiTalaHIIIaIN:
— TIapoJ acOCUJa;
—  OYHK KaJUTIIN mrdpIrant anropuTMIIapura acoCJaHTaH
ayTeHTHU(UKaLUsIAI yCyIUIapH;
— Kepb6epoc, NTLM Ba Gomikanap.

USERAUTH_REQUEST
doliananyB4Yu HOMU

client server

XU3MaT HOMH

SSH_MSG_USERAUTH_REQUEST MeTox HOMH

55H_MS6_USERAUTH_FAILURE USERAUTH_FAILURE
_ (further authentication needed) doitanannnaéTras

ayTeHTU(UKaIMsIall  METOAJIapu

SSH_M5SG_USERAUTH_REQUEST HOMJIapH
0altpoK XoJaTu
S5H_MSG6_USERAUTH_FAILURE True: mactnabku ayTreHTUPUKALIUS

. (further authentication needed) MYBODAKHSTIH — aMMO  SIXITHPOK

ayTeHTusnkadan 3apyp

False: OJIZIUHTHU
S55H_MSG&_USERAUTH_REQUEST aYTGHTI/I(l)I/IKaLII/ISI 11

MyodaKkusTcu3
USERAUTH_SUCCESS
AyteHTuduKaIms Tyrajd Ba cepBep

_S5H_MS6_USERAUTH_SUCCE 5ﬁ

XU3MaT CYpPOBUHU KYTHUIITHU
oomuIangn
llapon  acocuoa  aymemmugurxayusraw.  YmoOy  ycyn  Oomika

ayTeHTHU(UKalUWsIall ycyJjlapura Kaparaiaa kyn yupad, OyH7a mapos Ba JOTHHH
acocuna (horganaHyBuM XaKUKUiMru TabMuHiaanaau. bab3u nporokomnap, FTP,
Telnet mpoTokoIapu JIOTHH Ba MapOJIHM KaHallJja OuMK XoJsataa odbopaau. by aca
Oy3FyHUMIa TapMOKHM THHTIJIAII Ba yJIApHU KYJra KUPUTHUII UMKOHUHH Oepaju.
byngan ¢apkau paBumpa SSH npoTokonuga JOTMH Ba Maposl TapMOKIa
mudpaaHraH XoJataa oopuIaam.
SSH_MSG_USERAUTH_REQUEST

— DolaIaHyBYU UCMU

— Xu3MaT HOMHU

— Ilapon



I1I. HA3APUI1 MATEPUAJIJIAP

— FALSE (6aiipox xomatu FALSE)
— Ilapon
Ymby cypoBra cepBep Kylujaaruia >kaBod Oepuim MyMKHH:
SSH_MSG_USERAUTH_FAILURE,
SSH MSG_USERAUTH_SUCCESS, éku
SSH_MSG_USERAUTH_PASSWD_CHANGEREQ
Ouux Kaaumiu wugpraw anzopummaapuza acocnanean
aymenmugpuxayusiaws  ycyinapu.  YmoOy ycyn SSH  Tusummaa = KeHr
doiinananunaguran ayTeHTUQUKaIusuiam ycyimapuaad Oupuaup. bynna xamut
y3ywiurn 1024 Outnan 2048 Out opanuruga  Oynamu. YmlOy ycynna
doiinasiaHyBYM OUYMK KaJUTJIApW CepBepla cakjiaHaad. byHaaH Tamkapu
doitnanianyBun Max@uili KamuTra MOC MapoJira sra Oynu0, Oy3ryHuu Maxuii
KQIUTHU OWJITaHJla XaM MapoJICU3 TU3MMHH OOlIKapa OJIMan/Iu.
Kyiinna ceprudukatiapra acociianran cogaanamtupuwirad SSH nporokonu
KeJATHpUITan:!

i, Anuca,CP, R,
v CS, R, :
a mod 3
19 : - > “‘ﬂ
g® mod p, certificate, Sg ,

1
Anuca E( Anuca, certificate,, S, K) bob

3.19 — pacm. Comyma SSH npoTtokoau

by epna:

CP="crypto proposed” Ba CS = “crypto selected”.

H=h (Anmuca, Bo6, CP, CS, Ra, Re, g?modp, g°modp, gmodp).
Sg= [H]E06;

Sa= [H, Anuca, certificatea] amca;

K= g®*modp.

L Stamp Mark. Information security: principles and practice. 352 — 353 —c.
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SSH na MIM xy:xymu
< Anuca , R, Anunca . R,
/3 > > 3
.t Rg : Rg T
a d t
g® mod p - g'mod p ™ \.a
A g' mod p, certg, Sg g® mod p, certg, Sg v
< Tovnaun - Bob
Anuca E(Anuca, certa, Sa K) PvA E(Anuca, certa, Sa K)
> >

3.20 — pacm. SSH npoTokoau ¥prara TypraH oJam XyKyMu

AJinca KyiuIaruHu Xxucooamam:

H.=h (Amuca, Bo6, CP, CS, Ra, Rg, g?modp, g'modp, g*modp).
Ammo bo0 Kyiiugarura umM30 4eKajau:
Hy=h (Anuca, 506, CP, CS, Ra, Rg, g'modp, g°modp, g®modp).

Xoct acocaanran ayrearupukanusaiaam (Host authentication).

Ymby  ycynna dbolinananyBun  XOCTUra acoCJIaHTaH X0J1/1a
ayTeHTU(UKalMsIIall amaira olmmpuiaad. Arap Oup HeuTa (oiinananyBumniap
Oup MmammHaza Oyrica y XoJja yjiap y4YyH SITOHa XOCT KajJuTH MaBxXyna OYiuo,
ayTeHTU(PUKalUsIIal alHaH [Ty KaJuTra acocliaHraH XOJijja amajra OLIUPHIIaJIH.
Ymby xonma doiganianyBud Y3UHUHT MIAXCHM KAJIUTH Ba MIAXCUHUA TabMUHIIAII
yayH ceptudukatuHu o0opaau. CepBep 3ca OUYMK KAJIUTHU allHaH Iy
doinaranyBYUTa TETUIILTN €KW TETHIILTA SMACIUTHHU Ba UM30HU XaKUKUWITUTHHA
TEKIITUPAIU.

SSH_MSG_USERAUTH_REQUEST

—  @oiinaslaHyB4YM1 UCMU;

— XM3MaT HOMU;

—  “hostbased”;

—  O4uK KanuTIu aIrOPUTM HOMU;

—  Mmxo3 X0CTH y4yH cepTU(hUKAT Ba OYUK KAJIUT;
—  Mmx03 XOCTH HOMH;

—  Mwuxko3 xoctuaa ¢hoianaHyBIu UCMU,

— HmM3o (ceccust pakamu, Ba XaK).

Mabaymoruu mudpian.

IOGopunaérran mMabayMoT OolKayiap TyIIyHa OJIMAciIWIrd y4yH mudpain
anroputmiiapu  Epnamuna mmdpnanaad. bynma SSH  mportokxonm  Gioxnm
mudpnam anroputmiapu cananrad (DES, 3DES, Blowfish, AES, Ba Twofish)
napnad doigananaad. MabliyMOT aJMalIMHUIIIAH OJIIMH UKKKM TOMOH Opacuia
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doiinamaHuIaHUIIN Kepak OyiraH Kpunorpaduk alropuTmiiap KeJIuImuo OJMHAIH.
AytenTudukanus xapaCHuIaH CYHT, YMyMUH KaJWUT TaHJIaHUO, ymoly KaauT
acocua GoigataHyBUIUIAp MabIYMOTHH mU(PIad rodoopHUIaIm.

MabjayMoT OyTYHJIUIH.

MabiymMOT y3aTuinuml xapaéHuaa Oy3FyHYHM TOMOHHIAH MabIyMOTHH HYK
KUJUHUINTA YPUHHAII €KUM MabIyMOTHH Y3TapTUPHII XOJaTiapu Ky3aTHIau.
Ym0y XonatnapHd OJJIMHU ONWII Ba TeKmupum yuyyH SSH Tusummapuna
MabJIyMOT OyTYHJIMTMHU TabMUHIAIl anroputmiapu Qoigananmnamgu. SSH1
MPOTOKOJIMIA MAabIyMOTHU OyTYHJIMTMHM Tekmupuinga oaauii 32 outiu CRC
MabJIYMOTHHU TEKIIUPHIN TU3UMHUAAH (oinananuiran 0yica, SSH2 tusumuaa sca
MAC (Message Authentication Code) Tuzumiapuaan ¢oiiiagaHuIraH.

SSH  mporokommuma ~— Kydugarn — Kpuntorpaduk — alropuTMIIapAaH
dbolnananuaraH:

— TCP ypuaura SCTP npoTokonm KyJUTaHWITaH;

— ECDSA DPU anroputmu;

— ECDH xanut anmamuiHHII TPOTOKOJIH;

— UMAC Tu3umu, mabiyMOoTHH OyTyHiauruau Ttekmupuim yuyyH (HMAC
YpHHTA).

Ha3zopar caBosiapu

Kpunrorpaduk npotokos Ba ynapra Kyhiuinaaurad tainaduap.

Copna ayreHTU(UKALUSIALL YCYIUIApH.

CumMMeTpuK mupaaira acocianrad ayTeHTUQUKaUsIIa IpOTOKOIH.
AccumeTpuk mudpIamnra acocjaaHrad ayTeHTU(UKaLUsIal IPOTOKOJIH.
Kep6epoc npotokomu.

SKEY nactypmu.

SSH nmpoTtokomu.

No ook owh e

DojigagaHnIran agaduéraap

1. Stamp Mark. Information security: principles and practice. USA, 2011.
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3. Ax6apoB /I. E. “Ax00poT XaBPCUBIUTMHN TAbMUHJIAUTHUHT KPUNTOTrpapuK
yCyJiJlapu Ba yJaapHUHT Kyutanwmimu — TorkeHT, 2008 — 394 Ger.
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IV. AMAJIM MAIIFYJIOT MATEPHUAJLIAPH

1 — amagmii mamryaot. ludpaam aaropurmiaapu (2 coar)

Numnnnar maxcaau: ludprnam anropurmiapu acocujga axOOpOTHHU
MaxX(UITUTHHA TAbMHUHIIAI.

MacanaHuHr KYHWIMIIKM. YpraHwirad mudpianm ycyjulapd acocuaa
OepuiraH TONIIUPUKIAP OaKAPUIICUH.

Ninu 6a:kapui y4yyH HaMyHa

CummeTpuk mumdpnam ycyuiapu (oiganaHWwIral ajiMallTUPUIIl TypUra
Kypa YpHH aJIMalITHPHII Ba YPHUTA KYHHII yCyIapura OyIMHAIM. YPHH
aJIMalIMHUII mU@pliapura O4YuK MaTH Oenrujiapu mMaxpuil xkaauT Ousian Oupop
aNropuT™M OyHHUYa TapTUOU Y3rapTUPUIIAJIN. S"pHHra KYyWHUII yCyJulapuaa 3¢a O4MK
MaTH Oenruiapu Oomika andaBuT Oenruiiapura aIMalTHPUIATH.

Coana ypuH aIMalITHPHII YCYJLJIAPH

VpUH anMamTHpWIIra MECOJN TApUKACHIA NACTIA0KM axOopoT GIOKMHH
MaTpulara Katop Oyitmua €3uiiHu, YKUIIHU 3ca YCTYH Oyiinda amaira OIHUpUITHU
KypcaTUIl MYMKMH. Marpuna KaTopJapuHM TYJIAUPUII Ba MQpPIaHTraH
axO0OpOTHU YCTYH OyiMYa YKUII KETMa-KeTJIUTW KaluT €EpjaaMuaa OepuivIv
MYMKHH.

Vpun anmamrrupuimn mudpr oaauii mmdpram xucobaanub, 6y ycymaa
KaTop Ba ycTyHAaH (oipananwiagu. YyHky mudpiam xkaaBajl acocuaa amainra
omupmwianu. by epna kanut (K) cudaruna sxaiBalHUHT YCTYH Ba KaTOPH XHU3MaT
kuiagu. MatH (To) cumBostapuHuHT yauamura kapad NxM sxkanBanu Ty3uiaay Ba
ounk MatHHU (To) ycTyH Oyiinya >xoimamTupunu® 4YMKWIAaWd, KaTtop Oyiinya
Vkunu6 mudpnanrad matara (T1) sra OynuHaau Ba Giokiiapra OyinHaIu.

Macanan, « AXO60poT XxaB(PCHU3IUTH KaABATIN» MATHUA MU PIAHCHH.
To=Ax060poT xaBhCHU3IUTH KaTBAIH,

K = 5x5; B=5;
A 0 @ " i
X T C I B
b X " " A
O A 3 X JI
P B JI A "

Ti=AOOUJI XTCI'B_ BXNMNA OA3XJI PBJIAU
VYCyJIHUHT KPUNTOTYPFYHJIUTH OJOK Y3yHIUTUra (MaTtpuua yiadamura)
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Ooornuk. Macanan y3ynnuru 64 cuMmBojira TeHr Oynaran Onok (MaTpula yirdamu
8x8) yuyH kaauTHMHT 1,6 10° KoMOMHAIMACKH OYIUIIM MyMKHH. Y3yHIuru 256
CHUMBOJITA TEHT OYaTraH O0JI0K (MaTpuIa yirdyamu 16x16) KaIUTHUHT MyMKUH OYJraH
xoMOuHaruscH 1,4 e 10%° ra eTuinm MyMKHH.

Uynamuunu ypun arvawmupyw cAHGUAATYA MHGPIAPHAHET KYyIIAHATHIIN
amanga Kyn TapkanraH. bynmail mmumdprnam anroputmiapu OUpop T€OMETPUK
aKyira acociadran 0ynaau. O4uK MabIyMOT OJIOKIapH TE€OMETPHK IIAKITa OUPOp
TpackTtopusi (y3nykcu3 w3) Oyimua s>xodnamrupwiaan. [lludpmabaymor sca
OoIKa TpaekTopus Oyitrua XOoCHI KWIMHAIU. ['eoMeTpuk maki cudatuma (N X m)
Yagamid KajaBail ojiu0, YHUHT OMpUHYM caTpH OoIuaaH 001uiad ouuK MabJIyMOT
OeNTWIapyuHU 4YanjaH YHITa KEeTMa-KeT >KOWUJIAITHpUO, caTp Tyrarad HUKKAHYHU
caTpra, OYMK MabIyMOT OENTMIapUHH YHTIAH Yarnra KeTMa-KeT Kouinamtupuo, Oy
caTp TaMOM O¥ynirady, KEWWHIM caTpra OJIIMHTUCUTa TEeCKapu HyHaIuIga
KOWJTAIITUPWIIAAN Ba X0Ka30. Oxupuaa TyaMall KOJITaH caTp sS4erKaiapu OYUK
MabIyMOT ajipaBUTHIAH Qapkiau Oyiaran Oenrunap Owian Tynaupwiaau. CYHrpa,
OYMK MabJIyMOTHH >KOMIAIITHPUIN TapTuOuaH (apkiu O6ynaran Oupop MyHamu
TaHjaad oNMHHMO, NIy WYHAIUII acocuja MUPPMabIyMOT XOCWJ KUJIMHAJIH.
[udpmablyMOT XOCHI KAJTUII WYHATUIIM KaIUT BazudacuHu Oaxkapaau. Mucomn
cudatuaa “UyHaruuiiu ypuHn arimawmupuul wu@dpiauw aieopummuy’ KyMIaCUHU
mdpaamnn (4x10) —ymyamnm kaaBan acocuja KyWuaaruda aMaira OUIMpPHIL

MYMKHH:
1 2 3 4 5 6 7 8 9 10
u |y H a | u w ) u y
u |m |w |a M Y a H u )%
p |u w | w u 7] p ) a w
u |m m u P 0 2 y/ a

By xanBan ycTyHnapu KeTMa-KeTIMKJIAPUHU apajialiTupran xonaa (OyHmait
apanamTUpunIapHuar  ymymuid  conu  10!=3628800 Tta Oymamu), MacanaH,
72968411035 TapTHO (kamuT) onan
“wapoymuuuuanun@parieaaumuup. ypuaHuwmimuy”’ mu@pMabIyMOTHH XOCHII
krrHaau. [udpmMablyMOTHH XOCHI KWIHIN JKapaGHUHU JKaJIBaTHUHT CaTpJlapH
YpuHIapuHU €KW Xap OWp YCTyHJApHW caTpapyuH{ aloXuaa aaMallTHPHIILIap
OwiaH sHA XaM MypakkaOmamtupuil MymkuH. Carpiap, yCTyHJIap Ba ajoxuia
OJIMHTAaH CaTp YCTYHJIApUHU €KH aJIOXH]la OJIMHTaH YCTYH caTpJjapwHH mudpan
xkapa€Hu OocKuwiapuja Y3rapTupub® Typull OujiaH siHa XaM Mypakkad Oynrax
mudpIiai anropUTMIAPUHU XOCUIT KUJIHUIIT MyMKHH.

Coma ypHura Kyuiu ycyJuiapu
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Mudpnam anropuTMiapd OYMK MabiIyMOT andaBUTH OeNruIapuHH
mudpMabIyMoT Oeiruiapura akCIaHTUPUIAAH MOOpaT SKAHIUTU TaKUUJIaHIH.
Axcnantupunuiap ¢yHKuusigapu (Kaaut ned aTalyBud HOMAabIyM) HapameTpra
OOFIHK X0JIJa: KaJBaJl Ba aHAIUTUK M(o/a KYpUHUIITIApUAA OSPUITUITNT MyMKHH.
VpHura Kyinm mmgpriam anropuTMIAPUHMHET NacTIa0K¥ HaMyHalapd OyiraH
TapUXUN MHUPpIAl aNTOPUTMIAPUHUHT ACSPIN XaMMAacH >KaJBajl KYpUHUIIHIA
udomanaHaaun. YpHAra KyHum mmdpram  ajdrOpUTMIAPHHHHT  YMYMHMi
XYCYCHSTHHH XHcoOra onub, Oy CHH(pAArd anropuTMIApHU KaJIBal KYpHUHHUIIIA
Kyiugarnya ndoaansam MyMKUH:

Ounk Mabaymor ajagaBuTH A b Aa
(kmpuiLTya Oesruiap)

0,0,0,0,0 1,1,1,1,1 31,,31,,31,,31,,31
H.[I/l(l)pMaLJIyMOT Xo X1 Xo X3 X4 Xo Xy X3 X3X,4 Xo X1 X3 X3 X4
andaBuTn (MKKWIHK CAHOK

cucTeMacu fearuniaapm)

Kupunnua andasur 6enrunapu conu 32 ta, nry 32 Ta Xap Xuil OelruiapHu
ournap Ounan upomanam yuyH Oem Out kudos, seam 2° = 32. Kenrupunrasn
*kanBaijgad ¢oigananund, kupwutda andaButaa udopanmaHraH OYMK MaTyMOT
OeNTUIapyuHU yjapra MOC KEIIyBYM MKKWIMK CAaHOK CHUCTEMacHiaru Oemr OWTIIMK
Oenrunapra anaMaimiTapu® MHGPMABIYMOT XOCHI KHIHHAIU, SbHH X' e{0;1}.

Arapna, KeNTHpPWIraH >KaJBajja OYMK MabiIyMOT andaBUTH Oenrunapura
muppMabIyMoT  adpaBUTUHUHI KaHAall Oem OWTIMK  Oedaruinapu  Moc
KYWUITaHJIMTH HOMabJyM Oyiica, Oy ’kaaBasl KalnuT OYiauO, mudpMabayMOTIaH
OYMK MabJIyYMOTHM THUKJIAIl Macajacu MypakkaOnamaau. byHpmail mmdpiam
»)apaCHUHU U(HOAATIOBYN AITOPUTMHUHT KAIUTIAPUHUHT YMyMUid coHu 32! 6Ynuo0,

ymldy  nlx (gj N2m - Crupnunr  dopmynacura Kypa  Kydugaruda

32 32 32
32!=(%] \2-314-32 > (3742) N2-2-32 > (3742) V2.2.32=2%.2%.2>2%

xucoOmanaau. byHnmail xosar 3ca KaIMTHU OujiMaraH Xojga aemudiiana
XKapa8HUHU amalira OIIMPHUIITHA KUAIUH MypaKkKaOIamTupaim.

Addun tusumunaru Le3ap ycynuna xap Oup xapdra aiMamTHpuIyBYU
xapdaap maxcyc popmyna OViinua anukiaanaau: E(x)=ax+b (modm), Oy epna a, b
- OyTtyH conmap Oynu0, xanutinap xucobmanaau, 0<a, b<m. m — andaBur
Y3YHJIUTH.

Hemmdpnam sxapaéuu Kyiuaara ¢opMmysia acocuja amalira OUTUPHIIAIIN:
D(E(x)) = a *(E(x) — b)modm. by epna a' modm 6¥iinaa a ra Teckapu
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OyJIraH CoH.
JlotuHn andaButu QoiianaHwIrasa y Kyiujaarnya pakamiiaHau:

AB|CIDIE|IFIGIHII|JIK|LIMINIO|P|Q|R|S|T|U|V|W X|Y|Z

0(1/2|3(4|5/6(7|8/9/1 |1 (1|11 |1 |11 1|1|2 |22 |2 2|2
0/1(23|4|5/6|7|8|9]|0|1]2 |3 |4]5

Mudpaam. Ymoly ycynna mabaymoTiapau mudpnam yuyH “ATTACK
AT DAWN” ounk MaTHM OJIMHKUO, KanuT cudaruaa a=3 Ba b=4 onmunau. AndaBur
y3ywiuru m=26 ra TteHr. by xonga mmdprnam GyHKIUPCUHUHT yMyMU
KypuHHIM ~ Kydugarnda Oymamm:y = E(x) = (3x + 4)mod26. IOxopuaaru
KaJBajra acociaHuO KyWHuJaruHu OJUI MyMKHH:

Xabap A T T A C K A T D A W N

0 19 19 0 2 10 0 19 3 0 22 13

[udpaamHUHT yMyMUR KYPUHUILA 3ca Kyidugarnda 0yaaau:

Xabap AT T A |C K |A|T D A W |IN

0 |19 |19 |0 |2 10 (0 |19 |3 0 (22 |13
X

4 |61 (61 |4 |10 (34 |4 |61 |13 |4 |70 |43

3x+4

4 19 |9 |4 (10 |8 |4 |9 |13 |4 |18 |17
(3x+4)mod26
MIudp maTH E |J J E | K I E |J N E |S R

Nemu@paam skapaéan. Jemmdpnam  popmynacu D(y) = a 1(y —

b)modm ra tenr 6yau6, a~! = 9, b=4 Ba m=26 ra TeHr 6ynaay.

Mudp matu E (J |J E K I E |J N E |[S R

4 9 |9 |4 10 8 |4 9 |13 4 18 17

JlemmpralitHUHT yMyMUR KYPUHHUIIH 3ca :

ndpmata EJ[J [J [E[K [T [E[J [N [E[Ss [R

4 19 |9 |4 |10 /18 |4 |9 |13 |4 |18 |17

y

O |45 |45 |0 |54 |36 |0 |45 |81 |0 |126 | 117
9(y-4)

0O (19 |19 (0 (2 |10 |O |19 |3 |0 |22 |13
9(y-4)mod26

Xabap AT |[T |[A|C (K [A T D A |W N

YacroTaBuil TAXJIWI yCYJIH
YacToTaBuid, STbHA CTAaTUCTUK XAPAKTEPUCTUKANAP YCYJIUJIa CHUMMETPHUK
¢KM HOCHMMETPHUK KPUIITOTH3UM KPUNTOTAXJWIUMCH HIHPpMaTHAAru Oenrunap,
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xaphnap, CY3IapHUHT TaKpOpJaHUILIAPU COHMHU (YacToTajJapuHu) Xuco0:;ao,
OYMK MAaTH Kaicu Twija €3unraHuHu anukiaiiau. Cynrpa sca, mudpmata mudp
Oenruyapu napaMeTpjapuHM OYMK MaTH Kalcu Tuijga €3wirad Oysca, Iy
TUJIHHMHT [apaMeTpiiapu OuinaH conuiutupanu. Macanas, uHrim3 tunujaa E xapdu
gacTtoTacu 1okopu, mudpmaraaa L xappu gacroracu okopu. [udpmaranarn L
xappuau E xapdm Owmnan ammamTupwiagu, sSbHA MUGpPMaTH Ba OYUK MAaTH
€3uiral THJI YacTOTAJIApUHM Kamaiuil Taptubuna €3ub, TapTHOU TYFpHU KelraH
Oenrunap y3apo anmamtupwiaau. Keiina mmmdpmata Ourpamma, tpurpamMma Ba K-
rpaMMaJapUHUHT TaKpOPJIAHUILIAD COHMHU TONHO, OYMK MaTH E3WIraH THII
Oourpamma, TpurpamMmma Ba K-rpaMmanapu OWiIaH MOC XOJjia  alMalllTHPaIH.
burpamma, tpurpamma, K-rpamMma jdraHma, MaTHAa WKKMTa, ydta Ba K-Ta
OCNTMHUHT KeTMa-KeT KeJUINW TymryHuiIaau. Macanan, warms Tangaa th, in, s,
er, he, en, 6urpammanapu, pyc Twimaa €T, HO, €H, TO, Ha OUrpaMMaiapH, cTo,
€HO, HOB, TOB, 0BAa TpUIpamMMaiapu Kymn yupaunau. Kyhnmaru xanBanga HWHITIA3
TAIM XapQIapUHUHT Naij0 OYIUMIIMHUHT HUCOMM yacTtoTacu keatupuiran (40
000 Ta cy3 nunpa).t

Xapd Conu Xapd YacroTacu
E 21912 E 12.02
T 16587 T 9.10
A 14810 A 8.12
@) 14003 ) 7.68
I 13318 I 7.31
N 12666 N 6.95
S 11450 S 6.28
R 10977 R 6.02
H 10795 H 5.92
D 7874 D 4.32
L 7253 L 3.98
U 5246 U 2.88
C 4943 C 2.71
M 4761 M 2.61
F 4200 F 2.30
Y 3853 Y 2.11
wW 3819 w 2.09
G 3693 G 2.03
P 3316 P 1.82
B 2715 B 1.49
VvV 2019 \Y/ 1.11
K 1257 K 0.69
X 315 X 0.17

L Stamp Mark. Information security: principles and practice. 24 —c.
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Q 205 Q 0.11
J 188 J 0.10
y4 128 z 0.07

HOxopuna aiT® yTuiaraH NPUHIUIIIAP XO3WPTH KyHJIa KEHT TapKaJraH
napoJUIapHU TaHjam Oyinda mactypiapaa Kyianwiaad. [lapommapHu TaHmami
Oyiinya JacTyp aBBajO SXTUMOJUIMTH KaTTa OYJraH MapoJlapHU TaHIJIaWIu.
HXTUMOJUIMTY KMYUK OYJIraH napoJulapHu KeHuHTa 010 Ky sIu.

AS/1 okuMin mM@pJIam aaropuTMI

AS5/1 mmdpnam anropuTMuaa JAcTIa0KH KaJTUTHUHT Y3YHIUTH 64 OUTHH
TAIIKWI 5THO, y KyHUIUIH ydTa PETHCTOPra KuitMat Kuamo Gepunam:’

X: 19 bit (Xo,Xl,Xz, ...,xlg)
Y: 22 bit (yo,yl,yg, ...,yzl)
Z: 23 bit (20,21,22, ...,z22)

Xap oup kamamaa: m = maj(Xs, Y10, Z10) XucoOaaHaIU
macaiaaun: maj(0,1,0) = 0 Ba maj(1,1,0) =1
arap Xs = M ra TeHr Oyica, y xonaa X peructop KuiMartiaapu
t = X13 @ X16 © X17 D@ X1
Xi = Xj fori=18,17,....1 vaxg=t
arap Yip = M ra TeHr 0yJca, y Xxoiga Y peructop Kuimatiapu
=Y @Yy
Vi=VYiafori=21,20,....1 and yp =t
arap Zip = M ra TeHr 0yica, y Xojaa Z peructop Kuiimatiapu
=2, D20 D701 @ 2
zi=zixfori=2221,...,1and o=t

HATHKABUM KAJUT KeTMa-KeTJIUIu Xig D Yo1 @D Zpo Ta TeHr OVnaau.

by amamnap kyiungaru pacmaa udomaianraH:

X Ixa’n | lexs|7¥4|—¥5|xﬁlelx3|x9 [xw|111|xul—¥13|—\’14|x1jlxwlxﬁlx;s

i T

Y IJ’G I.VI | Y2 | Vi l Ya | ¥s | Ye | Y7 | s l Ya |}'w|yn |}'J2|y1_1 l}"m |}"ﬁ |Jr'16|.}’17 l}"w |}’19 |,‘r‘:o I,vzj I—V @—"

Z IZO Zp | 2z Iy Zs l Zr | Zs | 9 |z.iti‘|zij Z2 ZISIZM Zis | Z18 Zjg | Z19 | Z20 | 221

— R4
1 N

Zz2 Z3 7 Zn
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Macanan Kyuugaru KypcaTuiarad X0i y4yH:

X J1jJof1Jof1fof1fofrfof1fof1fof1fof1]o]1

@
Y Jififojofa]ifolof1f1]ofof1]1fo]of1]1]ofo]o1}——>—
1 v
@

Z 1/1]1]0({0|0JOJ1|{1|1}1J0[/0f{O[OJ1|{1]1]1|0f0O]0]]1
r = ey

m = maj(Xs, Y10, Z10) = Maj(1,0,1) = 1 ra tenr 6ymaau. Hatmxana X peructop
CUJDKAWIM, Y PETUCTOP CHIDKUMAWIN Ba Z PETUCTOP CHUIDKUAMIM. Vur TOMOHJIaru

outnap XOR amain 6Vitnua kymmnaau Ba 0 @ 1 @ 0 = 1 kuiiMat oJauHaIu.
Yoy ycynma oup nukiga Oup OUT KaJIUT XOCH KUJIMHAJIN.

DES mu¢paam anropurmn

DES cranpapt mmdpnam anroputMu Amepuka Kymma IItatnapu (AKIL)
“Munmui Cranpaptaap bropocn” Tomonuaan 1977 imnaa 3pn0H Kunuarad. 1980
munna AKIuauar “Crangaptiap Ba Texnonorusuiap Muwmuii Uactutytu” Oy
QITOPUTMHM JIaBJIaT Ba CaBJIO-COTHK MOJIMACH coxacuaaru Maxuii Oyimara,
aMMO MYXHMM OVJraH MabJIyMOTJIapHU pyXcaT THJIMaraH >KUCMOHHMM Ba IOPUAMK
maxciapaan Myxodasza KunuHummAa mudpiam anroputMu cudaruma Kysiamn
craHaapTy a1e6 Kabyn kunau. 1

DES anroputmuzaa: mactinabkd 56 OWUTIAM KalWTAAaH payH]l KaJWTIApUHU
XOCHJI KWJIMIIHUHT MYPAaKKa0d SMaciurd, payHJ acoCHUd akCIaHTUPUIIAPUHUHT
annapar-TeXHUK Ba JAcTypuil TabMHUHOT KYpUHHIUIApUIA KYJUIAHWIUIIHUHHA
Ta@bMUHJAIIHUHT ~ KyJalIWrd, Xamjaa, yjaap Kpunrorpaguk XoccaJapHHUHT
camMapaZopJIurd — KPUNTOOApIOUUIMIIMTUHUHT FOKOPWINTH, Oy aIrOpUTMHUHT
aCOCHM XyCYCUSTIIAPUHU OCITHIIaN N,

Mudpnam xapaéau 64 OUTIM OYUK MABIYMOT OJIOKJIAPUHHU aJITOPUTM]IA
oepunran |P —xanBan Oyitnya YpuH aaMallTUPUII, YHUHT HATUKACUHU JaCTIa0KU
56 OuTIM KaJuTAAaH aJIroOpUTMJa KEITHPWUITAH >KaJBajiap OuilaH OWTIAPHUHT
VpUHIIADUHU aJIMAIITUPUII, I[UMKIUK CypUIl Ba Oab3u OWUTIApHU HYKOTHIL
aKCIIaHTUpUIUIapuaaH (Qoiigananu® Xocwil KuJuHaauraH 48 OuTiIu payHi
KaJIUTIapu XaMJa acoCHil akclaHTupuniapu Ownan 16 wmapra mmdpoari,
mwudpaam  HaTWXKacu OJ0KM Owtnapunm Oepunran IP1 —xamsan Gyiimua
VpUHIIApUHYU aIMAIITUPHUIIIaH uoopar (2.1-pacm).
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L R key

32 28 28

h v

expand shift shift
32 £48 28 28

1 v v

l 118 a8 compres/s/

S-boxes

28 28
32

v

P box
32

32

l 32 v h
L R key

2.1-pacm. DES anroputmununr 1 paynau

DES mmdprnam anroputMuga (polganaHWIraH MyXUM — XaB(CU3IUK
Xycycusitiaapuaad Oupu Oy S — skaaBamaup. by kaaBanjga KupyBYd Kuilmat 6
OuTHU Tamkuia 9STUO, umkumga 4 Outra Yysrapagu. DES anroputvmu comana
Kpunrorpaduk y3raprupunuiapaad uoopar 6yiauob, mmdpramaa Ba nemmdpiania
KaTTa TE3JIMKTa 3ra.

DES anroputmuna dorigananuinrad E KeHralTUpHII yKaBaid

o Kupmmpa 32 6ur

o 1 2 3 4 5 e 7 8 910 11 12 13 14 15

le 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
e  Uuxkummna 48 out

31 01 2 3 4 3 4 5 6 7 8

78 9 10 11 12 11 12 13 14 15 16

15 16 17 18 19 20 19 20 21 22 23 24

23 24 25 26 27 28 27 28 29 30 31 O

DES na doitnananunran S sxaaBamiap
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Kupysun 6 6ut mabiymot, 101011

S -~
(0.5) (1.2.3.4)
¢‘| ggQgoQ 0001 OO010 0QO11 0100 Q101 ©O110 O111 19000 1001 1010 1011 1100 1101 1110 1111
go ) 1110 ©0100 1101 QOO1 ©O10 1121 1011 1000 0O11 1010 0110 1100 Q101 1001 0OOOQO 0111
01 | 0000 12111 0111 0100 1110 OQO10 1101 OOQO1 1010 0110 1100 1011 1001 0101 0011 1000
10 | ©100 0OOQC1 1110 1000 1101 0110 QO10 1011 1111 1100 1001 ©111 0011 1010 0101 0QOO0OQ

11 | 1111 11¢0Q 1000 ©QO10 ©O10Q 1001 QOOCL1 O111 0O101 1011 0©O11 1120 21010 O0OQQO 0110 1101
Yurnimga, 1001

P >xanBa:
e Kupmmpga 32 our

o 1 2 3 4 5 o 7 8 910 11 12 13 14 15
le 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

¢ Unprkumpma 32 OuT
15 e 19 20 28 11 27 16 0 14 22 2 4 17 30 9
1 7 23 13 31 26 2 8 18 12 29 5 21 10 3 24

on

RSA anropurmn

1976 #unna Hudbdu Ba Xemnman Y3mapununr «Kpunronorusiga sHru
HyHamuI» WiIMUA unuapuaa Oup ToMOHIM (yHKUMS cudatuga Yy =g°modn
udona OWslaH aHWKJAHTAH JAMCKPET Aapaxara KyTapull (yHKUUSACHUHH TaAKIU(}
Kb, a=log, ymodn nponanara JUCKpeET Jorapu()MHA XUCOONAIIHUHT aMaIii

KUXATIAH Mypakkabiurura acociianrad »am. 1978 #umnga sca, Maccauycerc
TEXHOJIOTUSI UHCTUTYTUHUHT osmmiapu: P.JI. Puect, A. Illamup, JI. Annmas,
V3MapUHUHT WIMHUN Makodacuaa OupuHun 0ynmO maxduil yciayOnu Ba XaKHMKaTaH
xaM Oup ToMoHsu OynraH QyHkuusHu Takiaud staunap. by makona «Pakamiu
UM3OJIapHU KypHII YCIyOaapy Ba OYMK KaJUTJIM KpUNTOCHCTeMalapy ae0 atanuo,
KYTIPOK ayTeHTH(UKAIIMS Macaiajlapura KapaTHirad. X03Upru KyHaa, Oy :okopuaa
HOMJIApW KEJITUPWIITAH OJUMIIap Takiud 3TraH (yHKIUSHU, 1Ty OJUMIIAPHUHT
mapadura RSA Oup Ttomonnu dyHkiumacu aevmnanu. by (yHkus mypakkad
OY/nMail, YHMHT aHUKJAHWIIM Y4YyH, DJIEMEHTap COHJap HazapscuiaH Oab3u
MabIyMOTIAp Kepak Oymanu.’

Mucoa: VYura xapdpman wubopar Oynran “CAB” MabiyMOTHHU
mudprraiMus.

bu3 kymaiinuk y4yH KM4MK TyO coHiapaaH QoigamaHamu3 Awmannga sca
MYMKHH KaJap KarTta TyO coHap OWIaH Ml KYPUIIaJIu.

1. Ty6 6ynran p=3 Ba =11 connapunu TaHmad oamMu3.
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2. Ymoy n=pg=3*11=33 coHnHU aHUKTAUMHU3.

Cyurpa, (33) =(p—-1)(q—-1) =2-10=20 conunu Tomammus, xamaa 0y COH
ounan 1 gan Qgapkiu 6upop ymymuii OymyBunra sra OyamaraH € COHHHHM, MUCOI
Y4YH €=3 COHMHH, OJIAMMU3.

3. IOxopuna kentupuirasn (24) maptHu KaHoatnaHTupysuu d connan 3d=1
(mod 20) Tenrmkaan Tomamus. by con d=7

4. ludpnanumm kepak Oynran «CAB» MabIyMOTHHU TAalIKWJI 3TYBYH
xapdumapuu: A—1, B—2, C—3 mocnukinap OuiaH COHJIM KYpUHHUINTA YTKA3HO
o0, Oy MabJlyMOTHU MycOaT OyTyH COHJIApPHUHT, KeTMa-KETJIIMTUIaH noopar j1eo
Kapaiimuiz. Y xonna mabiayMotT (3,1,2)xypununiga 6ynaau Ba yHu {e;n}={3;33}

ounk kamur Owian T, (X)=x*(mod33) 6up Tomomtm GyHkumMs Ounan

g priaiMms:
x=3 na M 1=(3%)(mod33)=27,
x=1 na I1IM2=(1%) (mod33)=1,
x=2 11a I1IM3=(2%) (mod33)=8.

5. By onunran mmumdpnanran (27,1,8) masinymotau maxduii {d;n}={7;33}
KaJuT OWyiaH fz‘l(y) = y7 (mod33) ndoa opkanu aenudpaaiMms.

y=9 na OM1=(27") (mod33)=3,
y=1 na OM2=(17) (mod33)=1,
y=29 na OM3=(87) (mod33)=2.

Mynaait kumb, kpunrotuzumuiapaa RSA anrOpuTMUHUHT KYJUTaHWIIA
Kyhugaruda: xap oup doiananyBun UKKUTA €Tapiiy Japaxkaaa KaTtra OyiMaran p
Ba ( TyO COHJIApHM TaHJAHaMIap Ba FOKOPHUIA KEITUPHITaH alropuT™ Oyiitnya d Ba
e TyO connapuHu Xam TaHnad onaau. bynga n=pq Oynubd, {€;N} OYMK KaTUTHU
{d;n}sca maxdwmii kamuTHM TamKKWiI dTand. OUYUK KaJUT OYUK MabIyMOTIap
KkuToOura kuputuiaaau. Ouuk KaiuT OuiaH mu@piaaHrad Wru@pPMaTHHA Iy KajauT
OwiaH aemrdpram UMKOHHUATH YK OYnuO, Aemm@piatHUHT Maxduid KaauTH
dakat mudp MabITYMOTHUHUHT XaKUKUAN dTacura MabIyM.

Tomuupuk

1. A5/1 nmmdpnam anroputMuaa KyrWuaara Kuiimatiap OuinaH 5 OUT KeTMa —
KETJIMK XOCWUJI KWJIUHT:

X = (Xo, X1,..., X15) = (1010101010101010101)
Y = (Yo, 1., y21) = (1100110011001100110011)
Z = {20, 21, ..., 222) = (11100001111000011110000)
2. Le3ap ycynuaa KyWnauru IUQpHA OUYMHT Ba KAJIMTHU aHUKJIAHT:
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CSYEVIXIVQMREXIH

3. Kyituaa 6epunran mmdpMaTHHA YacToTajlap ycynu Oyinuda TaXJIuil KAJIHHT
Ba OYMK MaTHHU TOIIHHT:
GBSXUCGSZQGKGSQPKQKGLSKASPCGBGBKGUKGCEUKUZKGG
BSQEICACGKGCEUERWKLKUPKQQGCIICUAEUVSHQKGCEUPCG
BCGQOEVSHUNSUGKUZCGQSNLSHEHIEEDCUOGEPKHZGBSNKC
UGSUKUASERLSKASCUGBSLKACRCACUZSSZEUSBEXHKRGSHW
KLKUSQSKCHQTXKZHEUQBKZAENNSUASZFENFCUOCUEKBXG
BSWKLKUSQSKNFKQQKZEHGEGBSXUCGSZQGKGSQKUZBCQAEI
ISKOXSZSICVSHSZGEGBSQSAHSGKHMERQGKGSKREHNKIHSLI
MGEKHSASUGKNSHCAKUNSQQKOSPBCISGBCQHSLIMQGKGSZG
BKGCGQSSNSZXQSISQQGEAEUGCUXSGBSSICQGCUOZCLIENKG
CAUSOEGCKGCEUQCGAEUGKCUSZUEGBHSKGEHBCUGERPKHE
HKHNSZKGGKAD

HasopaT caBoJIapmu

ijpI/IH aJIMAIITUPUII Ba YpHUTA KYHUII mudprapu.
Monyn apudmeTrpuxacu.

DES mudpnam anroputMu XyCcyCHUsTIapH.

RSA anroputmu.

~No o b

DoigaJaHWITAH a1a0uéTiap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. AxOapos JI. E. “Ax060poT XaBGCUZTUTUHN TABMUHJIAITHUHT KPUNTOTPAPUK
yCyJlapy Ba yJaapHUHT Kyutanwmimu — TorkeHT, 2008 — 394 Ger.
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2 — amaauii MamryJaoT. TapMokaapapo 3xkpas (2 coar)

Numuar makcaau: TapMmoknapapo 5KpaH KypWIMAacWHHM YpPHATHUII Ba YHU
CO3JIALLL

Macananuar Kyduoammm:  @QoWJalaHyBuUM — IIAXCUKM  KOMIIBIOTEPH]IA
TapMOKJaH OYIMIIM MYMKMH TaxXJIWUIApDHU OJIIMHU OJMII Y4YyH IIaXcui
TapMOKJIapapo 3KpaH BOCUTACHHHU YPHATHILIYN Ba CO3JIAIIN JIO3UM.

NiHun 6a:kapui y4yyH HaMyHa
Ymby amanuii umga maxcuid TapMOKJIapapo 3KpaHiiap Typura KUPYBYH
COMODO Internet Security Firewall nactypuii Bocutacu onMHHO, YHH YpHATHUII
Ba CO3JIaIll amMaJira OLIMPHUIIA]IH.
Ymly nactypuil BOCUTaHM YpHATUILI YYyH TH3UMJAAH KyHUJaru pecypciap
Tanaabd dTUIAIN:
— Windows 7 (32-bit Ba 64-bit Bepcusutap) éxku Windows XP (32-bit Ba 64-bit
BepCUsIap);
— Internet Explorer 5.1 €xku yH1aH FOKOpH BEPCHUSACH;
— 128 MB onepatus xotupa (RAM);
— 210 MB xaTTuK IUCKIAH JKOH.
Yoy mactypuit  Bocutanu  http://www.personalfirewall.comodo.com)
MaH3WINJIaH OJIUITUHTU3 MyMKHH.
Hactypuii Bocutanu kyumpu® onranunrusznan cynr, COMODO Internet
Security 8.2.0.4508 x32 daiin yctuna ukku mapta 6ocunr. llyHgan cyHT Xocui

OyJsraH oifHaJaH Kepaku TaHJIOB TaHJIaHAIH.
i COMODO Internet Security Setup - OB

Welcome to the COMODO Internet Security Setup

Wizard

This wizard will help you configure your product. During this process please do not power
off your computer.

The installation may cause your internet connection to be temporarily dropped.

2.1 — pacMm. YpHATHUIIl TWJIMHA TaHJIAII

[lynpan CcyHr, TU3UM TOMOHHMAAH Takiud OSTUITAH KEIUIIYyBra 3
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posunuruHru3an  omngupacus. lllyngan cyHr pgactypHu VYpHatum >xapaéHu
IOKJIaHAU.

)
Ler

End-User License Agreement
Please read the following license agreement carefully

END USER LICENSE AND SUBSCRIBER AGREEMENT ~

COMODO SECURITY SOFTWARE AND REMOTE PERSONAL
COMPUTER SERVICE

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE
DOWMLOADIMNG, INSTALLING, OR USING COMODO'S ANTIVIRUS,
FIREWALL OR INTERMET SECURITY SOFTWARE AND REMOTE
PERSOMAL COMPUTER SUPPORT SERVICES (THE "PRODUCTS™)
THE PRODLUCTS MEANS ALL OF THE ELECTROMIC FILES

PROVIDED EITHER BY DOWMNLOAD OR OMN PHYSICAL MEDIA (CD-

e R e T

LR A L P T T ey R iy AT e e

[+ I accept the terms in the License Agreement

| Print | | Back || Next | | Cancel |

2.2 — pacwm. Jlactyp mapTiapuHu KaOyin KUJTHIIT

Installing COMODO Internet Security

Please wait while the Setup Wizard installs COMODO Internet Security.

Status: Writing system registry values

Badk Mext

2.3 — pacm. JlacTypHH YpHATHII
Jlactyp ypHaTWITaHAaH CYHT KyHujaru olHa Xocwi Oynanu Ba Oy oifHajgaH
KepakJii OaHaHM TaHJaHT (MacanaH, [ am at Home).
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COMODO network Detected

f’:\\ Join a New Network

? Wired: 172.20.12.67/16

Please select your location:

| am at Home

Choose if you are at home and have just connected your computer to a
local network

| am at Work

Choose if you are at work place and have just connected your computer
to a local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop,
hotel or schoaol etc.

[] Do not detect new networks again

2.4 — pacM. Kepakin TapMOKHH TaHJIall

[lynpan cyHr, AJAaCTypHMHT acoCUM OWHacu xocuia Oymanu. JlacTyp siHTH
VpHaTWITaHAAH CYHT, HWHTEpHEp TapMoFujaH y3 Oazacunu sHrwinanau. lynman
CYHT V3 MIIMHK Oonutaiiau. Arap aactyp y3 6a3acuHu sHTHIIaMaraH Oyiica pacMia
Kkypcatuiaranu kabu “At Risk” kypcaTkuuu naiigo 6ynaau.

cCOMODO

Internet Security Premium

At Risk

x The virus signature

database is NOT up-to-
date Detected Threats Network Intrusions

Realtime Protection: Fixc It
Active DIt (-) Never Updated = 0

Game Mode Last Update Blocked Intrusions

o]

Update Virtua op View Quarantine Get Live Support

2.5 — pacM. JlacTypHUHT acocuii oifHacu
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Hactypuu sarmmam yayH Update OGanam TanimaHagu Ba 0Oa3aHu OKJIa0
OJITYHTA Ka/Iap KyTHII TaBCHS STUJIA/IH.
COMODO scn

L1

Threat(s) Found: 0

Task: Download signatures

Virus Database Update Downloading:

Threat Name

[] Turn off this computer if no threats are found at the end of the scan

Send To Background

2.6 — pacM. JlacTypHu 6a3aCHUHM SIHTHIIAII

TusumHN TekmmMpum yuyyH Scan OaHaura YTHIaau Ba KEpakid TEKIIUPUII
TypH TaHJIaHAIH.

COMODO scn

Quick Scan Last Scan:
Scans commonly infected areas and memory. Mever

Full Scan Last Scan:
Scans all the files and folders in the computer, Never

Rating Scan

Scans commonly infected areas and memory in the
cloud for file reputation.

Last Scan:
Mever

Custom Scan
Scan files and folders or run custom scan profiles.

2.7 — pacM. TekmmpuII TypuHU TaHJIAI
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JIaCTypHUHI aCOCUM CO3JIAHMIUIAPMHYA aMajra OLINPHUII Y4yH, TACTYPHHUHT
acocuit onacupa ‘“Tasks” OGanmu TannaHagu. by oifHaga Oup KaHda OaHjjap
MaBxya Oynu0O, ynap ymymuil cosnanunuiap - “General tasks”, Tapmokiapapo
skpaH co3nanmanapu — “Firewall Tasks”, cannbox cozmanmanapu — “Sandbox
Tasks”, kenraiitupunrad coznaamanap — “Advanced Tasks”. Xap 6up 6anmmap ¥3
HOMUTA XOC Bazupanmapuu 6axxapu0, ymoy aManuii UImmaa TapMoKIapapo SKpaHHU
co3Janl OMIaH SKAHIaH TAaHUIIHO YMKUATIAIH.

COMODO

Internet Security Premium At Risk
Q

General Tasks

E Scan View Logs
Scan your computer for viruses and View a record of security events, activity

spyware. and alerts.

Update Get Live Support

Run the updater to check for program and Get live help from a certified COMODO
virus database updates. technician available round the clock.

View Quarantine A View Connections

|~ | \n . Lol \n . . .
I==]  Viewand manage threats quarantined by View applications which are connected to
virus scanner. the Internet.

Firewall Tasks
Sandbox Tasks
Advanced Tasks

2.8 — pacm. JlacTypHUHT acocuil CO3TaHUIILIAP OWHACH

Tapmokjiapapo sKpaHHU OOIIKAPUIITHUHT OMHACH KyWumaru OaHIjapiaH

nubopar:
cCOMODO

Internet Security Premium At Risk
Q

General Tasks

Firewall Tasks

Allow Application Manage Networks

Allow an application to connect to the Allow or block connections from other
nternet. computers in detected networks.

Block Application Stop Network Activity

Block an application from accessing the Block all network activity to and from this
nternet. PC.

=) Stealth Ports Open Advanced Settings

=1 Manage this PC's network visibility from Access and configure various firewall
other PC's. configuration options.

Sandbox Tasks

Advanced Tasks

2.9 — pacm. Tapmokapiiapo 3kpaH Bazudarapu
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— Hurepner Tapmorura pyxcat Oepunran mwiosanap (Allow application);

— HurtepHer TapMoFu oOpKaiau Oomikapuil dekigaHrad wioBaap (Block
Application);

— rtapmokuu oomkapuir (Manage Network);

— TapMmokuHu Kyndnad kyimm (Stop Network Activity);

— KOMITBIOTEpHH TapMOKAa OOIIKa KOMIbIOTEpJapra TYpiau KYpUHUIIIA
kypcatumr (Steals Ports);

— keHraitupunrad coznanunuiap (Open Advanced Settings).

Ymby caxudana HSHr MyxuM caHairaH OaHjjapnaH Oupu Oy —

KEeHralTupuiran 6aniapanp.

COMODO Advanced Settings

General Settings v
Firewall Settings
Security Settings ~

Antivirus W Enable Traffic Filtering (Recommended) Custom Ruleset

This option enables firewall which filters inbound and outbound traffic.
Defense+ v

Alert Settings
Firewall A
Do NOT show popup alerts Allow Requests ~

Firewall Settings X
Enable Trustconnect alerts Unsecured Wireless Netwaorks Qnly +

Application Rules
i Turn traffic animation effects on

Global Rules Create rules for safe applications

Rulesets [] Set alert frequency level
Network Zones [ Set new on-screen alert timeout ta secs
Portsets Advanced
Website Filtering [ Filter IPv6 traffic
File Rating hd Filter loopback traffic (e.g. 127.xxx 1)
[1 Block fragmented IP traffic
Do Protocol Analysis

[] Enable anti-ARP spoofing

OK Cancel

2.10 — pacm. Tapmokapapo 3KpaH OiHACH
Yumby olHana TapMOKJIapapo JKpaHHU CO3JIAUTHUHT KEHTI UMKOHUATIIApU
KeJTupwiran Oynub, Oy OaHa oOpKaldu SHTYM KOWJAJTapHHU SpaTHUIl, Kouaasiap
TYPYXWHH SIpAaTHIN, WJIOBAJIAp YyYyH KOoWJaajap spaTwil, BeO calTiapHu
dbuntepnam, daimapHu HazopaTiiam Kabu OWp KaTop HILIAPHU aMajra OIIWPHII
MYMKHH.

Tonmupuk
1. IOkopuga KeNTHPWITaH MabIyMOTJIApD acOCHIa TapMOKJIapapo SKpaHHU
YpHATHHT Ba MabJIyMOTJIap Oa3aCHHU SHTUJIAHT.
2. AHTUBUpPYC CO3JIaHMaJlapUHU YpPHATHHI Ba AaHUTUBUPYC Yy4YyH OaszaHu
STHTHJIQHT.
3. Typnu wunoBajmapHu OJIOKJIAIl OpKadW HILIaMa&TraHura HIIOHY XOCHII
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KHJTUHT.

4. KeHrallTHpwIraH CO3JIaHUIN OWHAcHAaH (OMTANTaHWITaH XOJaa, TYpPJU
KOMJ1aJIap sIPATHHT Ba YJIAPHH UIILJIAraHUTa UITOHY XOCHJI KHJTUHT.

5. TapMoxkiapapo SKpaH MIILIAll BaKTHIATH XOIUCAIapHU Kaix stranuHu Jlor
datinmgan QoiimanaHnd aHUKIAHT.

6. bapua HaTmKajgapHU XHCOOOT/IA aKC STTUPHHT.

Ha3zopar caBoJuiapu

1. TapMoKkJ1apapo 3kpaHHU Ba3udacu.

2. lllaxcuii TapMoKIapapo 3kpaH Bazudacu.

3. TapMoxkapapo sKpaH TypJapHu.

4. TapMokiapapo 3KpaHja sIHTM Koujanap spaTUILl.

dDoiigaiaHuIarad axadouériap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. l'anmes C.K., Kapumor M.M., TomeB K.A. Ax6opot xaBpcuzmuru. 2008.

3 — amaguii mamrysaoT. Tapmokiapaa axo6opot xaBpcusauru (2 coar)

Numauar makcaam: SSL Ba [PSec TapMOK MPOTOKOJIIAPUHUHT TaxJIUIU Ba
yiapaaH QoigaiaHuIIl.

Cumcu3 TapMOK ITPOTOKOJIIapuaa ax00poT XaBhCU3TUTHHU TabMUHJIALI.

Macananunr Kyiumaummum: SSL mporokosuiapuga XaBGCHU3IUK TaXJIWIH
amaJra OLIUPHUJIICUH.

Jlokan cumcus tapmokaapaa (WI-FI poyrep) xaBdcusnuk coznanMaaapuHu
amaJra OLIMPHUJIICUH.

1-kuem
NiHu 6askapui y49yH HaMyHa
SSL  mapmox npomoxonu. Transport Layer Security (TLS) nmactna6
sapatunran Secure Sockets Layer (SSL) mpoTOKOTWHWHT AaBOMYMCH CcaHaHO,
KOMITBIOTEP TapMOFHAa ajoKa XaB()CU3IUTMHHU TabMUHIAII YYyH SpaTUITaH Ba
Oup Heura KpunTorpaduk MPOTOKOUIAP Ba aNTOPUTMIIAPJAH TAIIKWJI TOTTaH.
Yoy nporokongaa X.509 cepruduxatunan ¢oitnananuwiran 0yiand, TOMOHIApHU
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ayTeHTH(PUKAIHSIIAIIIA ACCUMETPHK i dpIrant aNropuTMIIApUIAH
dboinananuIaIm.

X509 cepmugpuxamu. Kpunrtorpadusga X.509 craHmapTd OUMK KaIUTIA
uHdpary3unmanap (public key infrastructure (PKI)) Ba mmTuésra acocianrax
oomkapum wuHOpary3uiManapu (Privilege Management Infrastructure (PMI))
Y4YH MYJDKaJUIAaHTaH.

Ymoy X.509 v3 cepTupUKaTHHUHT Ty3yJIUIIHN KyHugarnya:

— Certificate;

— Version (Bepcus);

— Serial Number (cepuain pakamn);

— Algorithm ID (anroput™m ID cn);

— Issuer (ceptudukar 6OepyBUYM TAIIKUIOT, SMUTEHT);

— Validity (aman Kuamn MyaiaTh);

— Not Before;

— Not After,

— Subject (cepTudukar oayBYH TAIKWIOT, HCTEMOITYH );

— Subject Public Key Info (ucremomyn ounK KaauT MabIyMOTH);

— Public Key Algorithm (ouuk xajauTt anropuT™n);

— Subject Public Key (ounk xanur);

— Issuer Unique Identifier (optional) (sMuTeHTHUHr TaKpOpITAHMAC
UIEHTU(DUKATOPH);

— Subject Unique Identifier (optional) (MCcTeMOJYMHHHT TaKpOpIIAHMAC
UICHTU(DUKATOPH);

— Extensions (optional) (keHraiTupuaran IMKOHUSATIIAPH);

— Certificate Signature Algorithm (ceptuduxarna doitnananuiran DPU
aJITOPUTMHU);

— Certificate Signature (cepTudukat KyHuIran UM30).

TLS/SSL mporokonuaa QoiiianaHwiraH pakamiaud cepTudukaTiapHu
SApaTyBYM, YYMHYM HITOHWIM TOMOH cHdaTHIa KaTHAIITaH TaIlKWJIOTIAPHUHT
2015 iun 6omuaaru KypcaTkuuu Kyiuaa kypcaruiras (3.1->xagsan):

3.1-xanBan
Pakamnu ceprudukaTiapau spaTyBUH TAIIKHIOTIAP
Vpun Tamxkunor DoiitanaHUIUIIN bosopaaru ynymm
1. Comodo 6.6% 33.6%
2. Symantec Group 6.5% 33.2%
3. Go Daddy Group 2.6% 13.2%
4. GlobalSign 2.2% 11.3%
5. DigiCert 0.6% 2.9%
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Xosupaa rokopumaa Hommapu kentupwirad SSL/TLS mpoTtokonBepcusmapu
amanna ¢oigaaHUIMOKIA Ba KyWHIaru >kajBajija yilapHUHT web caxudanapaa
doinananuin KypcaTKA4wiIapy Ba YJIApHUHT XaBPCU3IUK XYCYCHUSITH KEITUPWITaH
(3.2-xanBaun).

3.2-)aaBan
SSL/TLS mpoTOKOUTapHUHT XaBPCUBIUTH TaXJIHITH
Hpotokon YV eb caxupanapna XaB(cHU3NUK KYypcaTKUIn
BEPCHSICH KyJ1a0 KyBaTJIaHUIIIH
SSL 2.0 14.4% (—0.5%) XaBdcus amac
SSL 3.0 47.3% (—3.1%) XaBdcus amac
TLS 1.0 99.7% (£0.0%) Anroput™ Typura O0FIHNK
TLS1.1 51.5% (+1.6%) ANTOpUTM TypHra OOFIIHK
TLS 1.2 54.5% (+1.8%) AnropuT™ TypHra OOFIHK

Ky#unarn, 3.1-pacmga SSL/TLS TapMOK MOpPOTOKOJMHUHT — TapMOK
caTxJIapu/ia )KOWIAITYBU KEITUPHUJIITaH.

AMATHH CaTx, HTTP
..................'
- = Handshake
- |
» | IOKOpH mapaxami mpoToKon
n
SSL/TLS - Change Cipher Spec
|
| |
- TLS Kaiin é3yBH IPOTOKOIH -
n n
‘...........l....-.I
Application data
TpaHCNIOPT caTxH TCP
Awmanuit catx

3.1-pacm. SSL/TLS npoTokonu

SSL/TLS carxuHMHT KyWu Tamkuia 3TyBud nportokoiu (TLS kaitn €3yBu
MPOTOKOJIM), JACTIA0KW MabIyMOTHU (parMeHTiapra axparwuill, CO3JIaHUIITra
Kypa (parMeHT MabIyMOTHW CHUKHWII, CUKWITaH wMabiymorra yHHHT MAC
KUAMaTUHU KYUIUI, XOCHJ OYJAraH MabiyMoT Xy(pTuHH mmudpram aaropuTMu
épnamuna mmdpram Ba yHra TLS kaiig €3yBu capiaBXaCMHU  KYTIIWII
amasuiapuaad Xxocui oynanu (4.2-pacm).

FOxopu oapasicanu npomokon. YOy nporokon TLS kaiin €3yBu MPOTOKOTIN
yCTUJA >KoWamTupuiaradl Oyiaub, y TYpTTa HPOTOKOJaH uoOopar. Xap Owup
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MIPOTOKOJ Y3WHUHT Maxcyc Baszuacura sra 6ynmo, ymap anoxuma €ku Oupramukia
XaM (poriganaHUIUIITT MYMKHH.

Handshake npomoxonu.Ymby npoTOokoJl Xap MKKHM TOMOHAA OUp-OUpUHU
ayTeHTHUKanusIan, QolJalaHuIaurad  KpUINTOTpaduK  aJrOPUTMIIAPHU
KEJUIIUII Ba OOmIKa OOFJIAHUII MapaMeTIapUHH aJIMAallWil UMKOHWHU Oepasu.
Ymly mpoTOKOJI KIMEHT Ba CEpBEp oOpacuia ajiMaIllMHyBUd TYpTTa Xabapiap
MaxmMyacugan ubopar. Xap Oup xabapiap MaXMyacu alloXpaa TakeT OYiauo
1000pHIIa TN,

ChangeCipherSpec Protocol:ym0y mnpotokon acocuaa anoka KaHajH
XUMOSITIaHA/IH.

Mab. JIYMOT > 1 Ma’bJ'IYMOT q)pal"MeHTI/I

2. Cuxym (yMmymuii xonaa
doinananMaiin)

3. Masmymort mmdprarn

[Mudpmata

4. CapnaBxa KyIIIHIII

TLS xaiin &3yBu - [IugpmarH
capIiaBXacH

3.2-pacm. TLS/SSL kaiin €3yBu IpOTOKOJIH

Alert Protocol:ymby xabap Oepuin MpOTOKOIH, Oapya MPOTOKOJ
HATHKAJTAPWUHU YBJIOH KWIUIIAA QoiiIaTaHuIa Iu.
Application Data Protocol:ym0y npoTokosa wioBa caTXyjaaH MabIyMOTHH
0J1i0, yHU Max(duii KaHaJl OpKaIu F0OOPUIIIHU TAbMUHIIANTIH.
TLS xaiio é3yeu gpopmamu. Ymoy popmar yura mMaiijonnad udbopat 0yiauo,
YHUHT acoCHia IOKOPH Japakaiu MpOoTOKoJ Kypuianu (3.6-xanBai).
— Byte 0:TLS kaiin €3yBu TypHu.
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— Bytes 1-2:TLS nportokoa Bepcusicu (major/minor).
— Bytes 3-4: kaiig &3yBumaru MablymMoT Y3yHJIUrd (Y3UJaH TallKapHu).
Maxkcuman kuiimatu 16384 out éxu 16 Kour.

3.3-xaaBan
TLS xaiin €3yBu popmatu
TLS kaiin €3yBu Bepcusicu MabiiyMOT y3yHIUTH FOKOpH
TypH major minor (bits 15..8) (bits 7..0) Japakaiu
MIPOTOKOJI
TLS xaiin €3yBu Typu Kyhnaaru 3.4-xaaBaiija KCHITHPUITAH
3.4-xanBan
Hex Dec Typu
0x14 20 ChangeCipherSpec
0x15 21 Alert
0x16 22 Handshake
0x17 23 Application
0x18 24 Heartbeat
[IpoTokon Bepcusicu 3ca 3.5-kaaBanga KEATUPUIUO YTUITAH.
3.5-xkanBan
Hex Dec IIporokon
BEpPCHACH
0x0300 3,0 SSL 3.0
0x0301 3,1 TLS 1.0
0x0302 3,2 TLS 1.1
0x0303 3,3 TLS1.2

Handshake npomokon gpopmamu. Y1y nporokon TLSnpoTokonmma acocuit

poTOKOJUIapAa Oupyu caHanu6®, Oy TPOTOKOI OPKaIK XaB()CHUIIHUK MapameTpiiapu

y3aTwiagu. Yoy MpoTOKOJ OpKaidu YHOUp Typaaru xabap y3aTHJIalId MyMKUH

(3.6-xamBan).

Handshake mpoToxon popmaru

3.6-xanBan

Byte +0

Byte +1

Byte +2

Byte +3

Xabap Typu

Handshake mabnymoTn y3yHnuru

(bits 23..16)

| (bits 15..8) |

(bits 7..0)
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‘ Handshake mabmymorn |

Handshake maviymomu ysynnueu.Ymby malfon y3yHnuru 3 6ailt 0ynuo,
dakar Handshake MabaymMOTH y3yHIWTHHH OWIIUpand, capiaBXaHW ¥3 HUHATa
onvaran xoiaa. burra TLS é&summacuna 6up Heuta Handshake mabmymoTtun
oymumm mymkuH. Handshake mpoTtokonmpa xabap Typu Kyhujgaruda OYIuiim
MYMKUH (3.7-%aaBan).

3.7-xanBai
Handshake mporokonuaa xabap typu
Xabap Typu

Dec Hex Tacaug
0 0x00 HelloRequest
1 0x01 ClientHello
2 0x02 ServerHello
4 0x04 NewSessionTicke
11 0x0b Certificate
12 0x0c ServerKeyExchange
13 0x0d CertificateRequest
14 0x0e ServerHelloDone
15 OxOf CertificateVerify
16 0x10 ClientKeyExchange
20 0x14 Finished

ChangeCipherSpec npomoxon gopmamu. Yy npoToKoa Outra xabapaaH
nbopar OYynub, makeTHUHT mudpraanranauruau Oowinupaau. TLS mporokomnu
oytyn TLS kaiin €3yBu MabIyMOTHHU UHKATICYIUSIIANIH.

Alert nmpomoxonu.Handshaking Ba application Typumarum mpoTOKOa V3
WUITMHA HOpMaJl XoJlaTAa TyraTMaraH Xojma Alert mpoTokomm opkamu xabap
oepunamu. Illynra xkapamacman, ymoOy xabap Xap Owp Typiaru MpOTOKOJ OuiaH
Ooupranmukaa obopwianu. Arap ymoOy xabap mawiaymotu “fatal error” 6ymca, y
XOJI7Ia CeccHsl 3yNIMK Ousian €nmnaau. Arap xabap MabiIyMoTH “warning” O0yica, y
xonaa wmacoanaru (¢oinamaHyBunm Tajabura Kypa CECCUSHUM TyraTuil &Kd
TYyraTMaciMK TaHJIaHAH.

Hapaxa Tacuud

3.3-pacm. Alert mpotokoau dhopmatu
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Hapasrca.Y1iby maiinon Alert Hu napaxacunu kypcaraau. KOxopuaa aiitio
VTunaranuaek, ukku typaara Alert Mmaxyn (3.8-kanBain).

3.8-xxanBan
Koan Japa:ka Typu Boraanum xouaTu
1 warning Bbornanum éku xaBcusnuk y3rapyBuaH OYIUIIN MyMKHH.
2 fatal Bornanum €xu xaBpCU3NMUK XaB()au OYIMIIM MYMKHH, TUKIHO
OyMac XaToJHK 103 OepraH.

Arap >xapa€H HOpMaJl XOJaTJa Y3 WIIMHU TyraTraH TakIupja Xam, Oupop
Oup nmapaxka Typu Katapwianu. XKapaHHUHT KaHJall TyraraHjiurd 3ca TacHU(
acocuna anuk;Tanaau. Kyitnaa racaud sxkanBanu kentupuirad (3.9-xamBai).

3.9-xanBan
Kapaén racaudu
Koan Tacuud Hapaika Koan Tacuud Japa:xa
0 Close notify warning/fatal 49 Access denied fatal
10 Unexpected message fatal 50 Decode error fatal
20 Bad record MAC fatal 51 Decrypt error warning/fatal
21 Decryption failed fatal 60 Export fatal
restriction
22 Record overflow fatal 70 Protqcol Fatal
version
30 Decorr]pressmn fatal 71 Insufflc_lent Fatal
failure security
40 Handshake failure fatal 80 Internal error Fatal
41 No certificate warning/fatal 90 User canceled fatal
42 Bad certificate warning/fatal 100 NO. . warning
renegotiation
43 Unsu!o ported warning/fatal 110 Unsuppqrted warning
certificate extension
44 Certificate revoked warning/fatal 111 Certlf_lcate warning
unobtainable
45 Certificate expired warning/fatal 112 Unrenc;n%glzed warning/fatal
46 Certificate unknown | warning/fatal 113 Bad certificate Fatal
status response
47 Illegal parameter fatal 114 Bad certificate Fatal
hash value
Unknown CA ildJennlf[ri]t(;/V\(lSszg I|<n
48 (guirr::)frliiat)e fatal 115 TLS-PSK and Fatal
y TLS-SRP)
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ApplicationData npomoxoau.Ymly MTpOTOKOJI MabIyMOTHH mudpiaad
XKYHATYBUM MPOTOKOJ caHaiuO, MabiayMoT Ba YHUHT MAC kuiimMaTu Oupraiukia
mndpianud dopunaau (3.4-pacm).

Masbaymor MAC kuiimaTn

3.4-pacm. ApplicationData npoTokomu

Ha3zopar caBoJuiapu
X.509 ceptudukaru.
SSL mpoTokoau Tapuxu.
SSL npoTtokonuaa XaBQCU3IUK yCYIUIapH.
SSL mporokonuaa yprara TypraH ojilaM TaxIU/IH.

BN E

2-KHCM
Nau 0askapuil y4yH HaMyHa

CuMcHu3 TapMOKJIap oJlamjiapra CHMIIM yJIaHHUIICH3 Y3apo OOFIaHUILIapUTra
UMKOH Oepamu. By CWDKHIN SPKUHJIMTHHH Ba YH, IIaxap KACMIIapuaard EKu
OYHEHUHT OJUC Oypyakiiapujard wioBajlapjaH (oijgamaHuIl WMKOHHHU
tabMUHIaHM. CHUMCU3 TapMOKJIAap oJamjapra Y3mapura KyJaidk Ba XoXJiaraH
KoWmapujaa DSJIEKTPOH TMOuYTaHW oJumiapura €k Web-caxudanapaun Ky3maH
KEeUMpHIIIapUra UMKOH Oepaju.

CuMcH3 TapMOKJIApHUHT TYPJIM XWUIAPH MAaBXKYA, aMMO YJIAPHHHT DHT
MYXUM XYCYCHUSTH OOFJAHHWIIHUHT KOMIIBIOTED KypHJIMaJapu opacuja amaira
omupwinmuaup. KommpioTep KypuiaMmallapura MMaxcHid pakamin EpaamMyauiiap
(Personal digital assistance, PDA), HoyrOykmnap, miaxcuii KoMmbIOTEpIap,
cepBepiap Ba MpuHTepiap Taautykiau. Opataa ysiu tenedOoHIapHH KOMITBIOTED
KypuiMaliapu KaTopura KUPUTHIIMANAM, aMMO DHT SHTH TenedoHIap Ba XaTTo
HAYITHUKIIAp MablIyM XHCOOJAIl MMKOHUSATIApUTa Ba TAPMOK aJanTepiapura ara.
SIKuH opaja AMEKTPOH KypUIMATApHUHT aKCapUATH CUMCH3 TapMOKJIapra yJaHHIIl
UMKOHUSTHHHU TAbMUHIIAW TN,

Bornanum tapMUHIAHAIUTaH (UMK XyOyd yiadamiapura OOFJIHMK XOJAa
CHUMCH3 TapMOKJIAPHUHT KyWHJaru KaTeropusuiapu hapKiaHaIu:

— cumcus maxcuit Tapmok (Wireless personal-area network, PAN);
— cumMcu3 jJokai TapMok (Wireless local-area network, LAN);
— cumcu3 pernonain tapmok (Wireless metropolitan-area network, MAN):




— cumMmcu3 Tito6an Tapmok (Wireless Wide-area network, WAN).
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3.9-xanBan
Cumcu3 TapMOK ycyJuiapu
Tapmok Typu | Tabcup goupacu Amaiaa Masxya Kyanannm
doiinana CTaHJapTJIap coxacu
HHJIU LA
axcuii dolinananyBUHIaH S"pTaqa Bluetooth,IEEE Tawmku
cUMCH3 6eBocHTa 802.15,IRDA KypuimMaiap
TapMoKJIap SIKMHJTUK I Ka0eyuapu HUHT
ypHUIA
Jlokana cumcus bunonap €xu Oxopu IEEE 802.11, Cumn
TapMOKJ1ap oducnap opacuaa Wi-Fi Ba TapMOKJIapHHU
HiperLAN MOOHII KEHT'aliTH
pHIII
Peruonan [axapmnap Oxopu IEEE 802.16, Ba bunomnap Ba
CHMCH3 opacuja WIMAX KOpXOHaJIap Ba
TapMoOKJIap Internet opacuna
OesruaHran
CHUMCH3
OOFTaHUIII
I'1o6an cumcus bytyH nyné ITacT CDPD, 2G, bytyn nyné
TapMoOKJIap oyiinya 2.5G, 3G, 4G Oyiinua
WHTEPHETIaH
ol nananumia

WI-FI Texnosiorusicuaa ¢goigajaHuiran Kpunrorpaguk npoToxosiap

Cumcus

JIOKall

TapMOKJIapia

dholianuaran

Kyinaara kpunrorpaduk npoTokosuiapaaH (GonanaHuiIraH:
— Wired Equivalent Privacy (WEP);

—  Wi-Fi Protected Access (WPA) Ba yHUHT MKKHHYH BapHAHTH.

WI-Flrexnonorusacuaa

Wired Equivalent Privacy (WEP) xaBdcusnuk anroputmu I[EEE 802.11
cumcu3 TapMokiapu yuyH ¢oigananmimb, IEEE 802.11 cranmaptu 1999 iiun

CeHTAOp oimmakadya KuiuHraH OYiamO, cUMCH3 TapMoKJapaa (wireless

LAN)

MabIyMOTHU OYTYHJIUTHHHM, ayTeHTHU(PUKALUUS Ba TYIUKIUTHMHU TabMUHIAIIA

dbolnananumagm.
Yoy nporokonan 10 €ku 26 Ta YH OJTWIMK THU3UMAATH KaJUTIaH

doitnananunaay, Ba Oy KamuT gacTiad poyTepHH cosnamga (HonganuHIIran

napoJd owsian oup xun Oyianu.

Yoy

MPOTOKOJIIa

dbolnananuaraH:

— AytenTudukanusnai,

KyWuaaru

xaB(hcu3 K

aMauETIIApUIaH
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— MabiymMoTHH OYTYHIUTHHU TabMHUHJIAII,
— Masbaymot MaxduillaruHu TabMHUHJIALL.
WEP o0a aymenmugurayusanaw. Yy mTpOTOKONAA HUKKA TypJaru
ayTeHTUQUKanusamgad GoiianaHuiaam.
— Open System authentication;
— Shared Key authentication.
bupunun ycynna ayTeHTH(UKaAIMsIIAl amaira OIIMPWIMai HXTHEPUN
doiinananyBun cepBepra Oornanumy MymMKkuH. Mabanymor WEP kanutu acocuna
mdpaanaau. DoinananyBuu cepBepra OOFJaHAIIM Y4yH KIMEHT TYFpU KaJWTra
ara OYJIUIIN Kepak.
Shared Key acocuna ayrentudukanusiian ycynu 3.5 - pacM/ia KeITUPHITaH
6ymu6, 3.5 — pacMza ymoly ayTeHTU(GUKALMSAHA CHHANPHII YCYJIH KENTUPHIran. !

C = Nonce

STA ; o

IV, R = RC4(key || IV, C)

A

I
Ll

5.1 — pacm. Shared Key ayrenTuduxanusnanm ycynu

) C1 \
STA . :d AP

V1, R1 = RC4(key || IV1, Nonce1)

'
>

Evil STA l : S T

V1, R2 =R1 xor C1 xor C2

.
>

3.5 — pacm. Shared Key ayTrenTudukanus yCcyamHu CUHANPHULIT

R2=R1 XOR C1 XOR C2 = (keystream(key || IV1) XOR C1) XOR C1 XOR C2 =
keystream(key || V1) XOR (C1 XOR C1) XOR C2 = keystream(key || V1) XOR
C2 = KOHUKapJIH KaBooO.

Mavaymom maxghutinacunu mavmuniauw. WEP  TpOTOKOJNIM HUKKH  XUJ
Y3YHJIUKAAru Kanumiapjaan dongananraniauru cadbadmnu, yiaap moc xoina WEP-40

1 Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim. Wireless Network Security:Vulnerabilities,
Threats and Countermeasures.
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WEP-104 ne6 atanagun. WEP-40Bapuantuaa 40 6utim (10 Ta yH onTriavk Genrn)
KaiTaad ¢oigananno, 24 outim 6onutanrud Bexktopaad (IV) doiinananunany.
WEP-104Bapuantuga 104 Outom (26 Ta YH ONTWIMK O€Irv) KaJIUTIaH
doitnananu0, 24 outnu O6ouutanruy Bekropaan donnananmnanu. udpram RC4
JITOPUTMH acoCHIa amaira omupuiaan (3.6-pacm).
WNxxunun ycynaa WEP mporokonuaa ayreHTHUKaUUAIAl Y9yH OJIIUN
CaBOJI-KaBOO TH3UMUIAH doimananunrad. JKapa€H KeTMa-KeTJINTH KyHuaarnya;
1. Knuent ceppepra (OomkapyB HyKTacura) ayTeHTH(UKALUAIAIl CYPOBUHU
ro0opaau.
2. Cepsep ¢oitnananyBuura tacoguduii coHHu rooopaau(r, 128 ournan karra
oynran) .
3. doimananyBun ymdy COHHM yMyMUN KanuT (OOIIKapyB HYKTacH IMapOJIH)
omnan mudpiad rooopam (ex(r)).
4. lludppmaTHHU OYMII HATHKAcUTa Kapad, ayTeHTU(UKALMUIAIIIAH YTUIaan
€K VK.
Mavrymomnu oOymynaueunu mavmunirauw. WEP mpoTokonnma MabiymoT
oyrynnuruau tTabMmuniamaa CRC-32 ¢ynkumsacunan domanaHnuiaim.
WEP npomoxon 3augruxknapu. YmOy TpOTOKOJ amaiaa (QoiiamHull
Japakacy macauiura Kyiujaaru 3auurkiapy opKajid Kelu0 YMKKaH XyKymiiap
caba6um Gynran.!

1 Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim. Wireless Network Security:Vulnerabilities,
Threats and Countermeasures.
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ICV

T o D
[udpnam

» |V [Mudpmara

v o ——D
Hemmdpiarn

ICV

3.56-pacm. WEP nporokonuaa mudpain

By epna: IV — 6omnanruy Bektop, [CV — MmabnymoTHuar CRC kuiimaTu.

1. Cepgep (6omkapys HYKTacura) dolnananyBYMHU
ayTeHTUPUKAIMIIAMANIH.

2. Mudpnamna Ba ayreHTUdUKAIUSIIAILIA OUTTa KATUTAAaH (oM IaaHmnIau.
AyTeHTuuKaIusIall JaBOMUIA CECCHUsl KaauTuaad GoinananuimManim.
[TpoTokon xabapHHU TaKpopIall Xy>KyMUAaH XUMOsJTAaHMaraH.
®doitnananwiran [Vkaita goiinananmianayg Ba KHMMaTH Ky1y XaM KHYHK:

24 out y3yHnuK, 16.777.216 MyMKuH OYJIraH KajauTiap.
Kapuitn6 17 munnuon xabapaan cyur |VTakpopianaau.

© N U AW

Aran tTmzum 11 Mbps tesmuknan Qoiinananca, cekynaura 700 Ta maker
100opaau Ba 6up IV kuitmaT Kapuiin6 7 coat yuyH etapiu 6yiaau.

9. Opatna 6apua kypunmanapaa |VHongan 6onutanany.

10. bab3u 3aud kanumaapaan Qoupananum opkaiu RC4  tacomuduit
caHaJIMaraH KaJIMTJIApHU UIILJIa0 YMKapaIu.

11. FOxopunaru cababra kypa, amanga RC4 opkanmu Xocua KUJIMHTaH
KUIUTHUHT AacTyiadku 256 6aiitu onuamaiu. Ammo WEP Oy naii smac.
HOxopuna kentupunran cababnapra kypa, amamga WEP mporokonuman

doiiaraHuI TaBCUS STUIIMANIH.
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WPA npomoxoau. 2003 vmnma Wi-Fi AllianceWEP npotoxkomm Wi-Fi
Protected Access (WPA) Owian anmamTupiraHuH 3b0H Kuiaau. 2004 iiunna
WPA Ba WPA2 nporokomunu ¥3 wumra onradn 802.111 crangaptu wunuiad
yuKuaAu. Yoy unuiad yukwirad npotokoiiap WEP mporokonura xaparania
xaBpcm3aup. Kypunmanap ymOy mpoTokoiapiaaH QoigaiaHuIl yYyH YJIapHU
ammapar TOMOH/IaH STHTUJIAI MapT.

WPA mnpotoxomu WEP mportokommma maxyn 3audiaukiapHu Oaprapad
THII Y4yH Huad yukwiran OynuO, ynna Temporal Key Integrity Protocol
(TKIP) mpotoxonunan doinnananunaagu. WEP nporokomuna 40 outnu €ku 104
outnu kanutiaapjaaH doigananunran 0yica, WPA mporokonuma xap Oup maker
YUyH ajJoXMJla XOCWJI KWJIMHTaH KanuTiapjaaH ¢ovinananmianau. WEP npoTtokonu
3amd ne0 TONMWIraHJaH CYHT, BaKTHHYAIWK KypWIMAJIApHU SHTHIAIITA Kajaap
dolinananum  y4yH Oapaouui mpoTtokos  kepak »au. TKIPmporokomm
WEPnporokonu acocuna Kypuiaran 0ynu0, WEP npoTokonu KypuiMaliapu ydyH
MOCIIUD.

Maviymomnu  OymyHaueunu — TabMUHJAINI — aIropuTMiiapu  cudaruaa
doitnananunran CRC tusummiapu ypuura sca “Michael” ne6 HOMIIaHYBYH
MabJIYMOTHU OYTYHJIUTHHU TEKYIIUPYBUM anroputmaan doigananuarad. MAC
TU3UMJIAPU FOKOpUJArd WKKWA THU3MMJIApra Kaparanjga OapJOoluld CaHajcaja,
KypuiaManapaaH IOKOpH UMKOHUSTIapHU Taynad stanu. “Michael” tuzsumu MAC
Kaparanaa te3kop Ba CRC Mapxya kaMUWIMKIapHU y3uaa 6aprapad 3Tras.

Aymenmugpuxayusnaw. WPAmnpotoxonuaa 802.1X ayreHTH(UKaIUsIAIT
MojenuaaH GhonaanaHuIaau.

2 AyTeHTHOHEATNA
AYTeHTH)DUKATTHANOBYH RADIWS /Diameter  CEPBEPH

LANHHHT KOITaH
TAMIKHT 3TYBYHCH

3.7-pacm. 802.1X ayreHTU(DHUKATIHSATIAIIT MOJISTH

Maviymom  maxcpuiinueu. TKIP  mpotokonmmaa mmdpram — anropuTMu
cupatuga RC4 oxumim umdpnam anmroputmunan  (Qovigananwirad. TKIP
POTOKOIKMAA (PoHJamaHIraH KaJIuTIap MaXMyacu KyiHuaaruiap.
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WPA npokTokonuaa poiganaHuirad Kaauriap

doiinananyBun ayTeHTH(UKAIMSITaHAIM.

Ayrentudukanus cepepu “Masterkey” Hu xocui Kuiiaau.

“Master key” 6unan “Key Encryption Keys”’nap mmmdpranamm.

“Key Encryption Keys” 6unan “Temporal key”mudpnanamu.

“Temporal key” doiinananyBun MabIyMOTHHU MU(pIIaNIa UILIaTAIA M.

“Temporal key” xamuTinap TymiaMd HKKA KajauTaaH, ymnap 128-0utiu
mudpran kanutu Ba 64-6utiau Michael QyHkiuscu kanutuaan udbopar.

Mavaymomnu  wugprawoa RC4 oxumiu mudpram — alropuTMuaH
dborinananunran 6ynu6, WEP npotokonunan dapkiu paBuijga Xap Oup IMakeT
YUyH aJoXuja TaKpopJIaHMac KaauTiapaad oiiiaaaHaim.

WPA2 npomoxoau |EEE 802.11i-2004 €xu 802.11i1 craHmaptuga acocuia
unuiad yukwirad Ba WEP, WPA (TKIP) npotokonunan tTamomMan ¢apk Kuiiau.
Ym0y MmpoTOKON WIUTAIK yYyH SIHTUAAH HWILIAa0 YUKWITaH KypHJMa acocHia
unuiaiiau. Yoy npotokosHuHr TYIuK Homu CCMP (Counter Mode with Cipher
Block Chaining Message Authentication Code Protocol) ne6 Homanmuu6, yHaa
omoxnu mmdpnam anroputMu caHaiaran AES-128 mmdpnam anroputmugaH
dboinananuIaIm.

Yoy npotokonmnuHr TKIP mpotokonunan acocuit dapku, 48-6utiu PN
(Packet Number) maitnonu ¢oitgananwiran 0Yiaubd, YHUHT acOCUNA MakKcaaud Xap
OMp MaKeT y4yyH ajoxuja XUcoOIaHuO, MaKeTHU KaiTa 1000puIll Xy>KyMuUra Kapiiu
dbolnananunagy.

WI-FI cumMcu3 anoka TapMoKjIapu yCyJuiapy TaxJIuid

Xycycusit Crarux WEP JuHamMuK WPA WPA 2
WEP
HUnentupuxkanusaam | Goiinananysun | Goiigananysun | OoiinananyBun | QojanaHyBuH
, KOMIIBIOTEP , KOMIIBIOTEP , KOMIIBIOTEp , KOMITBIOTEP
AyTeHTuduUKaIMAIa | YMyMHN KalIuT EAP EAP éxu EAP éku
1 YMYMHUH KQIUT | YMyMUH KQJIUT
Byrynnuk CRC-32 CRC-32 64-6utmu MIC | CBC  pexumu
acocuya MIC
Maxduiiank Craruk kanmut | Ceccus kamutu | TKIP acocuna | CCMP (AES)
KaJIHUT
Kamutaapuu bup Pair-wise PMK PMK
TaKCHMJIAII TOMOHJIaMa Master Key
(PMK)

Bouwuianruy BeKTOp 24-6ur 24-6ur 56-6ut 48-out (PN)
AJroputMm RC4 RC4 RC4 AES
Kaanut y3ynauru 64/128 64/128 128 128, 192, 256
Tanad >Tnjaaguran fI}”/K RADIUS RADIUS RADIUS

CTPYKTYpa
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Ha3sopar caBoJuiapu

Cumcu3 TapMOK TypJiapH.
WEP npoTtokonu Ba yHIa MaBKy 3auIuKIap.
WI — FI ctangaptuaa xaBGCHU3IMK CO3JIaHMATIAPUHHN YPHATHIII.

> wh e

WEP nporokonuna ¢orinananwmirad kpuntorpaduk arropuTMmIiap.
DoiaJaAHIITAH aga0uéTaap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

["aamer C.K., KapumoB M.M., Tomes K.A. Ax6opoT xaBdcuzmuru. 2008.

3. Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim.
Wireless Network Security:Vulnerabilities, Threats and Countermeasures.
School of Multimedia, Hannam University, Daejeon, Korea. International
Journal of Multimedia and Ubiquitous Engineering Vol. 3, No. 3, July,
2008.

4. http://en.wikipedia.org/wiki/Wi-Fi_Protected Access

N

4 — amajmii MamryaoT. Jlactypuii maxcyJioriaap xasgeusauru. Jlacrypuii
MaxcyJ0TJaapaa MaBxKya 3auduukiaap. (2 coar)

Mmpan makcaa: 3apapkyHaHna JacTypuid BOCHTAJapHUHT TaXJIMJIMHU
amaJira OlupuIl.

MacananuHr KyWmaumm: bepunraH  3apapkyHaHaa — JgacTypJlapHU
TaxJIMJUIAII BOCUTAJIAPY aCOCUIA TaXJIWJI dTHHT.

Ny 6a:kapuin y4yyH HaMyHa

3apapkyHaHJa AacTypuil BOCUTAJApHU TaxJIMJI dTraHaa ojaTAa CTaTHK Ba
JTUHAMUK TaXJIMILIANI YCyJIapuaaH KeHT (o 1aJaHuIa IH.

Xap Oup Taxmwuiam ¥3 HaBOaTHIa COJJa Ba Mypakkal Taxjvuianniapra
OYIMHa N,

Comna craruk Taxjawia BocuTanapu. Amanga 3/] CTaTUCTUK TaxJui
YyTKazumia yaap Oup HeYTa aHTUBHPYC BOCHUTANApH EpaamMuaa TEKIIUPWIAIA Ba
ylIapJaH OJWHTAH HaTWXajap TaxXJuil dTuiaau. YmoOy BazudanHu Oaxkapuinga
http://www.virustotal.com/ ommaiin 3]1 TaxIviid BOCUTAcH KEHT (DOMTaiaHUIIa IH.
Ymly oHnaiiH TaxJauWutam BocuTacu Hadakar 3] Oup HedTra aHTHBUPYC



IV. AMAJIMA MALIFYJIOT MATEPHUAJIJIAPU

BOCHTaNapu EpaaMuaa TeCcTIaWau, Oajakd yJIapHUHT JacTypuid TOMOHIAH
TY3yJIMIIMHYA Ba yJIap XaKuaa KyIIuM4a MabiyMoTiapau oepamu (4.1 -pacm).?

—

> total

WirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of wiruses, worms, trojans, and all kinds of malware.

[ File @ URL Q Search

Lak0-01 .l Choose File
Maximurn file size: 128MB

By clicking "Scan it you consent to our Terms of Service and allow YirusTotal to
share this file with the security community. See our Privacy Policy for details.

4.1 -pacm. http://www.VirusTotal.com/oitnacu

3/ napoan “kamopnapnu (strings)” anuknaw. Xap Oup gacTypuil BocuTa
SAPATWINIINAIA MabIyM KeTMa-KeTMAJIHMKIAaH HOopaT OYiAraH MaTH IIaKIuaard
MabiaymMoTiapjaan Qoupananmwnaau. Macaman, “GDI32.DLL”, “99.124.22.17,
“Mail system DLL is invalid.!Send Mail failed to send message” Ba xak. Anbarra,
spaTWiIraH JacTypuil BocUTalap skyHujpa ymnap .exe, .dll caiin makmiapuna
accemOyananu. bomka cy3 Ounan aiftranjga, Oy keHrailtmamaru ¢aiuiap YH
ontmiuk  (hex)canok cumcremacuma wudomamanagu  (0x42, 0x41, O0x44->
BAD).benrunapau 16 nuk canok tusumura ytkasumiga ogataa ASCII (8-6ut)Ba
Unicode  (16-Out)koiamn  cTaHmapTiapuaaH  QoWgalaHuiaan.  YIIOy
CTaHJapTiapjaa Xap Oup kenraH Oenrwiap keTMma-keriauru oxupu 0x00 Ounan
TyraiJu. byHUHT MaHOCH 3Ca CYy3HHMHT TYT'YTaHJIWTWHU aHTJIaTaIu.

Xo3upaa acceMmpiaHrad (aimapaaH KatopiapHu Tomuiga  ‘strings”
nactypunan  (https://technet.microsoft.com/en-us/sysinternals/bb897439)  kenr
doitnananunaan. Kyiinma accemprnanran (aiimapiaH  TOMWITAH — KaTopJiap
KEJITUPUJITaH.

C:>strings bpé6.ex_
VP3

Vi3

tH@

D$a

99.124.22.1 &

e-@

GetlLayout &
GDIz2z.DLL &
SetLayout &

M}C

Mail system DLL is inwvalid. !Send Mail failed to send message. @&

! Michael Sikorski, Andrew Honig. Practical malware analysis. 10 — c.
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4.2-pacm. Strings macTypuaa Tax IMyUIal

Conna nuHaMuK TaxJmia BocuTajgapu. Process Monitor (PM) nmactypu
Windows OT yuyH MyJpKalllaHTaH, KeHraWTUPWITaH Ky3aTHUIl BOcUTacu OYiuo,
MaBXXyJl pEerucTropiiapHu, (aill TU3UMIAPUHMU, TAPMOK, >KapaéH Ba Xapakar
oxumnapunu (thread activity)kyzarum umkoHusTHHE Gepaan.’

by npactypuii BocuTa OpKainu XOoJAuCATIAp
JKapaCHiap HOMHUHHM, >Kapa€H amaira OlupaéIraH

KETMa-KETJINTHHH, BaKTHUHH,
aMaJHHW, XOJHca 103 OepraH
MAaH3WJIHHA Ba xom/lca HATW)KACUHU OMJTUIII MyMKHH.

o x
Flo Edt Event Fiter Tooks Options Help
Sd ABRE CAD 8 MAF  HB

|

Time of Day Operaton Palh Rewh Detsi )
912075081319 = #RReglpenkey  HKLMSECURITYAPoicy SUCCESS Desited Access: Read/Wi
#RRecOpenkey  HKLM\SECURITY\Polic\SecDesc SUCCESS Desied Access: Flead
HKLMSECURIT BUFFER OVERFLOW Lengihc 12
RegCloseKey  HKLM\SECURITY\Paicy\SecDesc UCCESS
Reglpenkey  HKLM\SECURITY\Paic\SecDesc SUCCESS Desied Access R
#RecQusiae HKLMSECURITY\Paicy\SecDesc\Defaul] SUCCESS Type: REG.} VONE e Lengih 180, Data: 01 0004 85800 00 00430000 000000 1
RegCioseKey  HKLM\SECURITY\Poicy\SecDesc SUCCESS
RegCiosekey  HKLM\SECURITY\Poicy SUCCESS
Regpenkey  HKLM\SECURITY\Poicy SUCCESS Desied Access: ReadWi
RegOpenkey  HKLM\SECURITYAPolcy\Sec SUCCESS Desied Access: Resd
R Recueoue mmszcumwa.cy\wnu \Dedondl] BUFFER OVERFLOW Length 12
#RRecCiocekey  HKLMVSECURITYAPGiAS UCCESS
RegDperkey  HKLM\SECURITY\Picy\S: SUCCESS Desited Access R
EEReglusnae HKLM\SECURITY\Poicy\SecDesc\Defaul) SUCCESS Type: REG._ VONE e Terst 160, D 01 00048058 00 00 0DAS 00000000 001
213075061183 = RegCioseKey  HKLM\SECURITY\Poicy\SecDese SUCCESS
91207.5064238 = RegCosekey  HKLM\SECURITY\Poicy SUCCESS
913075070545 = RegOpenkey  HKLM\SECURITYAPoicy UCCESS Desied Access: Read/Wi
913075070760 = RegOpenkey  HKLM\SECLIRITY\Poics\SecDesc SUCCESS Desied Access: Resd
91307507053 = HKLMASECURIT! BUFFER OVERFLOW Length 12
912075071428 = RegCioseKey  HKLM\SECURITY\Paic\SecDesc UCCESS
319075071537 = RegDpenkey  HKLM\SECURITY\Paicy\SecDesc SUCCESS Desied Acces:
913075071723 #RRegllueyaie HKLMSECURITY\Poicy\SecDesc\Defaul] SUCCESS Type: REG_NONE, Length 180, Datar 01 0004 80 38 00 00 00 43 00.00 00 00 00
912075072232 RegCioceKey  HKLM\SECURITY\Paicy\SecDesc SUCCESS
913075075110 RegCioseKey  HKLM\SECURITYAPoicy SUCCESS
919075062563 Regpenkey  HKLM\SECLIRITYAPolcy SUCCESS Desived Access: Read/Wi
919075062784 UCCESS Desied Access Resd
913075063167 = BUFFER OVERFLOW Length 12
91307.5083770 = UCCESS
219075083834 SUCCESS Desited Acces:
912075084077 SUCCESS Type: REG_NONE, Length 180, Dakx 01 00 04 803800 00 00 A2 00 000000 00
219075084373 SUCCESS
91207506763 =) o SUCCESS
912075090638 = RegOpenkey  HKLM\SECURITYAPoicy SUCCESS Desiod Access: Read/Wit
91207.5090%08 = RegOpenkey  HKLM\SECURITY\Poic\SecDesc SUCCESS Desied Access: Resd
91307.5091089 = HKLM\SECURIT BUFFER OVERFLOW Lengih 12
213075091402 = RegCioseKey  HKLM\SECURITY\Paic\SecDese SUCCESS
RegOperkey  HKLM\SECURITY\Paicy\SecDesc SUCCESS Desied.
HKLM\SECURIT SUCCESS Type: REG_NONE, Length 180, Data 01 0004 80 58 00 00 00 A8 00 00 0000 00
RecCoseey  HKLM\SECURITY\Poicy\SecDesc SUCCESS
RegCioseKey  HKLM\SECURITYAPoicy SUCCESS v
) >

Bcked by virtusl memery

4.3-pacMm. ProcMon mactypu KypuHHIITN

Ymby nactypnad (oiinananran
Mypakka0, SBHHM XOAWcalap JKyJa XaM Kyn Ba yjlap WYUAAH KEPAKIHCHHU
aHUKJIam MymKkyd. Kepakaun MabIyMOTIApHU aXpaThO OJIMII YYyH YJIapHH

xojiga Oapua jkapa€HiapHU Ky3aTHII

¢unrepnam amanra omupuiaai. by amannu Process Monitor nactypuna amanra
oummpui yayH “Filter DFilter” 6annura yTunaau.

 r— T — o
Bl Process Monitor Lilter

Display entries matching these conditions:

farchiecre — JERIA [

Column

M &@Process ... is

[se| then |Include [+

Action (o]

Include 1=

Value
Smss.exe

is E fujw
. is Exclude
[[] &3 Operation  begins with Exclude [»

| —rze—| ||

Cancel ]

4.4-pacm. OunbTp MeHIOCH

Process Explorer époamuoa xncapaéunapnu Kyzamuwi. YOy DacTypui
Bocuta Windows TOMOHMJIaH WIIa0 YUKWITaH OYauO, MUHAMUK TaxjIWJUIaIaa

! Michael Sikorski, Andrew Honig. Practical malware analysis. 43 — c.
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KEHI' KyJUITaHWIaau. by nacTypuil BOCMTa OpKajlu aKTUB KapaéHlap pyWXaTWHH,
kapaéunap opkaiu rokiaanran DLL daiinnap pyiixatusu, sxapa¢HIaApHUHT
XYCYCHUSTJIIADUHU Ba THU3UM XaKuJa yMyMUH MabIyMOTJIApHU OJIUII MYMKHH.
bynpan Ttamkapu skapaéHiapHM TYyraTull, IOKJall KaOu aMmaiiapHu Oakapuiil
MyMKHUH. JlacTyp oliHacupaa >kapa¢Huap maxkapa maknuaa Oepunamu. Oiinama 7

ycTyH 0Ymmb, Process yctuma sxapaén Homu, PID yctuna sxapaén uaeHtudukaims
Homepu, CPU ycruna Qoiigananum kypcarkuuu, Description, Company name,
Working set, Private bytes ycrtynmapuman wubopar. Omatwmii Xonga JgacTyp
olfHacHIa XW3MaTiap MYIITH paHT/Aa, *kapaCHjaap KYK paHI/aa, sSHTU jkapaéHiap
ST PaHTAa, TYraTWITaH jXapaéHiaap KU3WI paHrIa TacBHpJiaHaau. o Ba

KHU3WJI paHrjiap BaKTHHYAJINK CaHaJIaau. 3I[ TaxJIMJJIanniga 6y HaCTyp OpKaJIh SHT'HU
1

»apa€HHU XOCUIJI OYIIMINN y3rapaiiy OpKaJid OMJIHMII MyMKHH.

d @ 2008 Fx 8 | e 2 [E 0 T [HE[ |
Pracess CPU  Private Bytes [iioiking et FID  Description Company Name | #
"] System Idle Process 89.06 0K 16K 0
= ] System 0K 216K 4
interrupts <001 0K 0K n/a Hardware Interrupts and DPCs
= [ smss.exe 164 K 376K 532 fucnetyep ceanca Windo... Kopnopauus Maiikg
Ecsrss exe 1680K 4 200K 604 Client Server Runtime Process Microsoft Corporatio
= gl winlogon.exe 7564 K 5916K 628 MNporpamma exoaa & cucte... Kopnopauus Marikg
E services.exe 3536K S5600K 672 M, cnyk6 U koHT... K Maiikg,
S[j vmacthip.exe 564 K 2500K 840 VYMware Activation Helper VMware, Inc.
= [ svchost.exe 2816K 4664 K 868 Generic Host Process for Wi... Microsoft Corporatio
Ewm‘plvse exe 1828K 4760K 3444 WMl Microsoft Corporatio
[ svchostexe 1628K 4104K 3940 Generic Host Process for Wi... Microsoft Corporatio
=) [T svchost.exe 15708 K 27 160K 1032 Generic Host Process for Wi... Microsoft Corporatio
[ wsentfy.exe. 516K 2308K 380 Windows Security Center No... Microsoft Corporatio
1084 Generic Host Process for Wi... Microsoft Corporatiol
[ svchostexe 1652K 4372K 1148 Generic Host Process for Wi... Microsoft Corporatio
[ spoolsv.exe 3404K 5272K 1508 Spooler SubSystem App Microsoft Corporatio| =
VM wareService.exe 1876K 4556 K 364 VMware Tools Service VMware, Inc.
[ alg.exe 1068K 3476 K 1620 Application Layer Gateway S... Microsoft Corporatio
= [ SbieSvc.exe 1148K 2828K 816 Sandboxie Service Sandboxie Holdings
SbieSve.exe 760K 2116K 1592 Sandboxie Service Sandboxie Holdings
= % SandboxieRpcSs.exe 1820K 4152K 1832 Sandboxie COM Services [R... Sandboxie Holdings
[ SandborieDcomLaunch. exe 1304K 2660K 2024 Sandboxie COM Services [D... Sandboxie Holdings
[ svchost.exe 2320K 4180K 996 Generic Host Process for Wi... Microsoft Corporatio
[Flisass.exe 3712K 1444K 684 LSA Shell (Export Version) Microsoft Corporatio
= g explorer.exe 10 740K 19056 K 1672 MposoaHuk. Kopriopauus Maiikg
. (&) VMwareTray.exe 828K 3320K 1808 VMware Tools tray application VMware, Inc.
(&) YMwarelser exe 3084K 8320K 1820 YMware Tools Service VMware, Inc.
[ ctfmon.exe 804K 3152K 1852 CTF Loader Microsoft Corporatio
= =4 Totalemd.exe. 6676 K 6824K 1868 Total Commander 32 bit C. Ghisler & Co.
L procexp.exe 8780K 12744 K 3408 Sysintemals Process Explorer  Sysintemals - wiww.
@ firefox.exe 10.94 264 572K 251 872K 384 Firefox Mozilla Corporation
\j mspaint.exe 7036K 2048K 1972 Paint Kopnopauus Maiikg
[ILab03-01.exe 1300K 2748K 1144 v
< A >

(CPU Usage: 10.94% Commit Charge: 32.21% Processes: 32 Physical Usage: 80.97%

4.5-pacm. Process Explorer gactypuii BocuTacu KypHHHILN

Tannanran >kapa€HHUHT YCTUAA CHYKOHYA TYIMAacHMHU MKKH MapTa OOCHIL
1 MyMKHH.

OpKaJu xkapacH XaKuJa TYIUK MabJIyMOTra 3ra 0yiu

L2b03 01 exe 1144 Propertios e
Threads ToR/IF Security. Enviranment = Job Strings
| Image | Performance Performance Graph Disk and MNetwork

Image Fils

Wersion:  nfa
Build Time:  Sun Jan 06 17:51:31 20050
Path:

iABocuments and SettingstadminiMon aowyrenTeAPractical
Cammand line:

“CDocurments and SettingsiadminiMon AcKyHEHTENPractical Malware
Current directory:

Z:\Program Files\Sandboxis,
Autostart Location

nia .
Parenk: <Man-existent Process>(1604)
-
User: MT ALUTHORITYIAHOHAMHBIA BXOA
Started:  7:20:09 03.10.2015 Bring ko Cront
EGian . Kill Process
“irusTatal

Data Execution Prevention (DEP) Stakus:

n
)
3
L

4.6-pacm. Process Explorer qacTypuit BocuTacu XyCycHsITIIap OMHACH

! Michael Sikorski, Andrew Honig. Practical malware analysis. 47 — c.
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Verify (mexwupuw) mannoseu.Process Explorer pacTypuHUHT MyXum
XyCYCUSITIIApUHU OUpH Oy — mexwiupuws TaHIOBU OYynub, Oy opKaiu Kapa€HHU
XaKUKUM €KW amMamTUpWITaH SKaHJIUTHMHU aHUKJIAll MYMKUH. ByHUHT yuyH
nactypauarimage 6anaugan Verify tyrmacuau 6ocui tanab stamaau. 3)1 ogataa
Vy3mapuHu OOllKa apaéH KYpUHUIIKAA KypcaTHIra XapakaT Kujilaauiap.
JlacTypHUHT Oy UMKOHUATH 3ca Oy Y3rapHIlHNA aHUKJIall UMKOHUHU Oepajiu.

Kamopnapnu conuwmupuws. Process Explorer nacTypuHHUHT SiHU OMp MyXUM
XycycusiTnapunan Oupu Oy — KapaCHIapHU Y3TapTUPWIHIIMHU aHUKIAIIIUD.
Opatna xymnad 31 nap y3uHu Oomka xapa€H opkacura simmpangu. KapaéHHUHT
JUCKJlara IIakjiyd Ba YHHUHI XOTHpara IOKJIaHTaH IIakiu opacuia ¢apk rosara
kenamu. 3J] auckpgaru MAaKIWHUA dMac, XOTUPaJard KUMMATUHHU Y3rapTHpPaJu,
SAbHU, Y3UHU (DYHKIMSUITAPUHU KOWITAIITHPA]IH.

E—— ] e T
Irags | Peifamancs ] Pefomence Grph | Theade | nags | Paifamanie ] Performanze Graph | Theade |
PP | Seoudy Enuionmen Simge PP | Seoudy Enuicrmen Simge

Pritable snga found i the aozn: Prettatls smnga found 1 the szn:

StrirgFielnfa

weTlE

Servicel
servizelliLnioad0n Sop

EWERC0]

Compeny Ham=
FieDasciption
FAVORITES

nC30_np
\PIPE,
DefackiRoc StackSze
Authertica orlapatikes
mpersonationLeved
huthertization Lawval
CohtalzeSecurty Farem
Softwari Wrindowe N T CumertVanson' Svchogt
wetem 'zt ControlSet\Control. SecureFipe Senversh

o

Figherian

Intemahzms

Legal Trcemarts
CranzlFisname
FAVORITESDAT
PrivaieBuld

Produc Hame

ComparyHame

@ rage  { Memoy Seve | Fird | (" irage % Memory Seve | fird I

4.7-pacm. KaToprmapHu COTUIITUPHUIIT

Regshot oacmypu opxanu pecucmop xonamu yzzapuwiunu anuxiawt. by
JacCTypuil BOCUTa PETUCTOPHUHI UKKW XOJATUHH OUp-OMpH OWJIaH COJUIITHPUII
yayH (oiipananuiam.t

Hactypnan doiganaHuin y9yH AacTiad perucTOpJIapHUHT >KOpUN XOJaTh
omuuaay (1% shotryrmacunu 6ocumr opkanu). [lynman cyur 31 roxinanamy Ba OT
MabJIyM Y3rapumuiap OYJIWIM Ky3aTWiaaud Ba JacTyp Oy y3rapunuiapHu €3u0
omimy yayH 2" shotryrmacu Gocunamu. IllyHmaH CYHT OJMHTaH UKKU XOJaT
compareTyrMacuHuA OOCHUII OPKAIH COJUIITHPHUIIAIH.
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Es Regshot 1L.B.2

—Compars logs save 20t

{* PlainT®T  HTML document

2md shok I

I scan diri[jdir2;dr3;.. . ;dr nn]: cOmpans I

CoIWINDOWS noa
I : - —I Clear I
—Output path: Ciuit I

| cxipocune ~ twseriLocal | sout |

—Add comment into the log:

| _—

4.8-pacm. Regshot nactypu

Kanoaku mapmok. bab3sm 3] napHu TapMOKIa KanWeplaa yIyHUIIWUHU
aHUKJIAlIa Kajl0aku TapMOKJIapJaH KeHr (oijanaHwiagy, sbHU, 3/ XaKukuii
TapMOKJla YJaHWII YpHUTA KajlOaku sIpaTWIraH TapMOKKa yJaHaau. ByHUHr
HaTkacuaa 3JHUHT TapMOKAaru (GaoMATUHU Ky3aTHII UMKOHUSATHU SPATUIIAIH.

ApateDNS oacmypu.Ymlby nactypuii Bocuta opkanu 3] nmap TomMoHUIaH
Gepunran DNScypoBiapHn Ky3aTUII IMKOHH MaBxKyI. *

i
Capture Window | DNS Hex View I

Time | Domain Requested | DNS Retumed |
12:2202 @) evilmaiwarl.com FOUND

[#] Using 127.0.0.1 as retum DNS P!

[+] DNS set to 127.0.0.1 on AMD PCNET Family PCI Ethemet Adapter - Packet Scheduler Miniport.
[#] Sending valid DMS response of first request.

[+] Server started at 13:21:26 successfully.

DMS Reply IP (Defautt: Cument Gatway/DNS): Siart ©
art Server

#of NXDOMAIN's:

Seected Interface: [AMD PCNET Family PO Ethemet Adapter - P v @) %R S=er

4.9-pacm. ApateDNS nactypu xypun#Im

by nmactypuit Bocuta ¢oitnananyBun IKuuur IP man3unu Ba 53 moprtu
OpKajdu Ky3aTyBHU amajira omupu0, kaOyn kwimHradn DNS cyposra xaBoO
KaiTapaau Ba KaOyn KWJIMHTAH CYpOBHU (oiaJaHyBUYHra VH OJTHIHUK CAaHOK
tuzumuga Ba ASCII crangapTuaa HaMOMUII ATAJIN.

By pactypuit Bocutajman ¢oiinamaHuml ydyH, pacMia KypcaTtuiraH 2
O6annma, DNS cypoBHM KaOyn KWIyBYM MaH3WIHHM KypcaTtuin, 4 OaHama MocC
TapMOK HMHTEep(EWCHHM TaHJAIl Ba UIYHJIAH CYHI CEPBEPHHU IOKJIAll TYrMacHUHU

! Michael Sikorski, Andrew Honig. Practical malware analysis. 51 — c.




IV. AMAJIMA MALIFYJIOT MATEPHUAJIJIAPU

oocumr Tanad stunaau. lynnan cyur 3/ Tomonunan robopuaran DNS cyposra
XKaBoO (oiiianaHyBUMra HAMOWUII STUITAHN.

Mypakka0d cTaTHK TaxJuwjJ BocuTagdapu. byHu amanra ommpumiga IDA
Pro npactypuman doinananunagu. by nactypuit Bocuta opkanu Portable
Executable (PE), Common Object File Format (COFF),Executable and Linking
Format (ELF) Typunaru ¢aitapau nu3accemMOpiian MyMKHH.

IDA Pro oacmypuoa 3/ napuu roxnaw. YOy macTypuii BOCHTaaa
TaxTWJIJIAHYBYM TACTYPHH IOKJIAI YUyH XKuxo3iap manenuaad “Load a new file or
database” OanauMHW TaHJaHAAM Ba KyWuaarn ouHa Xocwa OViaau. byHna
IDAPromactypu 1okianral JacTypHH (GOpMaTHHU Ba MPOLIECCOP apXUTEKTypacHHU
kypcaragm.t

Load file C:%~00

Intel S0=586 processars - metapc [~ ]

Analysis
Loading segment i
Loading offset Ihdicstor enabled

Opticns

B e et [ K.ernel options1 ]

Rename DLL entries :
[ ranual load [ Kernel options2 ]

kake imports segrment [ Processor o Ehics ]
[ Create FLAT aroup

System DLL directorny (Rl | oy Lr =

I 1o ] [ cance | | Help ]

4.10 — pacm.

Ym0y mactypuil BOCMTa UKKH MYXUTTa, Tpauk Ba TEKCT MyXHTHTa dra.
Yy gacTypHUHT Tpaduk MyXHUTHAA Tax/IMJUJIAHYBUM NACTYypuUid BOCUTa OJIOK
cXeMa Ba paHIyiap acocuja TacBUpiaHaau. TeKc MyXUTHIa 5Ca XOTUPa MaH3WIH Ba
yHJ1a )KOWJIaIlrad acceMOep Ko/l TaCBUpJIaHa/IH.

I'padmk  MyxuTaa KomjIap  OJAMAAa MaH3WIHM  YHKApWUII  yYyH
“Option—>General>” 6anaura ytuaaau Ba “Line Prefix” Oearunanamu.

IDA Pro gactypu MyxuTuaa KyWuaaru OMHajiap MaBxy/I:

1. Functions window. ®oiinananmirad (QyHKOUsIap PYyHXaTHHA Y3 HYUTa
onanu. by oinamga (F, L, S, Ba xak) yctyHmap maBxyn OViau0, L xypcaTkuuu
KyTyOXOHa (PyHKIHMSCH SKAHJIUTUHU OWIITUPAIH.

2. Names window. Xap MaH3WJIHH HOMJIAp OwiaH atanaiu, (GyHKIHsIap,
KaTopJap, KoJ HOMJIapH, MabIyMOT HOMJIApH.

3. Strings window. Bapya katopsapHu Kypcartaiu.

4. Imports window. ®aiin yuyH UMIOPT KHWJIMHTaH KyTyOXOoHaIap pynxaru.

5. Exports window. ®aiin ydyH 3KCHOPT KWJIMHIaH KyTyOXOHalap pyHxaTH.
Yoy oitna DLL @yHKuusnapHu Taxiui KWIKAIIAA KyAa MyXUMIUDP.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 88 — c.
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6. Structures window. bapua MaBxxy MabIyMOT CTPYKTYpaJlApUHU PYHXaTH.
Ym0y gactypa MabiyM HIUIApHU OakapraHjaa TypiH y3rapuiuiap ros3ara
kenaau. JlacTimaOku xoima Kaitum yuayH 3ca “Windows—>Reset Desktop” Ganau
TaHJIaHA]TH.
Ky#ingarn accemOiep komaaa OOFIaHUNILIAD KEATUPHWITAH OYIUO, yIapHUHT
acocHii y4ra Tupu 060p:
— Sub links. Ymap ¢ysakmusutap, printf Ba sub 4010A0 ra yxmrami, rokiam
YUYH HIUTATHIIAIN;
— Loc links.Cakpam kepak Oynran ¢yukuusuiapau, loc 40107E  Ba
loc 401097 ra yxmarm, roKJIam y9yH GoigaiaHuiaam,
— Offset links. Xotupara KyHuImIm kepak Oyiran OOfIaHUIILIap.

00401075 jnz short @loc_40107E
00401077 mov [ebp+var_10], 1
0040107E loc_40107E: ; CODE XREF: @@sub_401040+35]
0040107E cmp [ebp+var (], 0
00401082 jnz short @loc 401097
00401084 mov eax, [ebp+var_ 4]
00401087 mov [esp+18h+var_14], eax
0040108B mov [esp+18h+var_18], offset @aPrintNumberD ; "Print Number= %d\n"
00401092 call @printf
00401097 call ®@sub_4010A0
4.11-pacwm.

IOxopunmaru pacmaa 1 HykTamapaa CHUKOHYA TyTMAacH MKKH MapTa Oocuiica,
yYHIA Kepakiu MaHu3wira yrtuiaamu. 2 Hykrama Cross-references kypcarmiran
oynuo, ynap kypcatunran0x401075 man3wira YTUI KepakIUTHHU OWIITUPATIH.

Man3unza caxkpaw. BepTyan XOoTHpa MaH3WIMra cakpam ydyyH ogaui G
TyrMacu Oocunaau Ba Kepakiau Oynran mau3wia €ku sub 401730 é€xu printf
XoJaTaa KAPUTWIaad. ByHIaH Tallkapu KeHrauTUpuirad xosma Jump-=>Jump to
File Offset 6anau TaHIaHHUIIN MYMKHH.

JlactypHuHr Search olHacu OpKaJii Kepakiu KOIHHW, TEKCTHHU, OaWTiap
KETMa-KETINTUHU KUIUPHUIIT MYMKHH.

Cross-references napoan ¢oiinananum. YOy karramukiap IDA  Pro
nactypuna Xxref HomMm OwiaH TaHuKIM OYIMO, Kaiicm Katop Eku  (pyHKIUA
doiinanaHunaéTranIuruHy -~ Kypcataau. Arap Kadcuaup (QyHKIOUS — Xakuaa
MabIyMOT Kepak 0yica, Cross-references nan doiigananran xoimaa OyHU CONTATHK
OwJiaH aManra OIIMPHUIIT MyMKHH.

Koo Cross-references.Kyitnnaru koamna Kon Cross-references tacBupiianran
oym6, 1 xucmma sub 401000 ¢ynkums main ¢yakumscuga 0x3 MaH3uIuga
yakupuiIMokaa. 2 xonataaru Cross-referencesga sca KypcaTwiran MaH3WiIra YTUII
Al TUIITaH.
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00401000 sub_401000 proc near ; ©®CODE XREF: _main+3p
00401000 push ebp
00401001 mov ebp, esp|
00401003  loc_401003: ; ®CODE XREF: sub_401000+19j
00401003 mov eax, 1

4.12-pacm

bepunran accembnep koawma Oupop Oup (QyHKIUSHH Heda Maparoda
YaKUPWITAHJIUTHHU aHUKJIAIll Y4yH, QYHKIKS HOMHU ycThia X TyrMacu OOCHIIa/Iu.

Ymby nactypuii BocuTa oOpkKanu (QyHKUMsUIApAAa HUIITUPOK  ATraH
y3rapyBuujap Ba TapamMeTpilapHU aHUKJIAll HMMKOHUATH MaBxynd. Jlokan
Yy3rapyBumiap var_ oJij Kymumdacu Ounian 6epunianu. [lapamerpnap sca arg o
KylmummMyacu OusiaH Oepusiaam.

IDA Pro pactypu accembiiep kojnapaa ¢oitnananwirad 16 oaTUINK CaHOK
TU3UMUJIaTY KaTTAJIUKIAPHU TYPJIM CaHOK TU3MMJIIapua ndoianan UIMKOHUTA 3Tra.
bynunr yuyH accemOiep koimaH 16 TU3uMHIard KUWMaTHA TOIMHI Ba YHUHT
yCTUTa CHUYKOHYAHM YHT TyrMacuHM OocuHr. Xocuj OyiraH oWHajgaH Cu3
KUMMaTHU TYpJU CaHOK THU3MMJIAPHUAArd KYPUHUIIUHU KYPUIIUHTU3 MyMKHUH. By
UMKOHUST MabllyM KATOpJIAPHU Ba  KATTAIMKIAPHU  aHMUKJIAMIJA  KEeHT
dbolnananunagu.

Ymby gactypuii BocuTaaa Kojajgap Typjivya panriapja udoaaiaHaiu:

— 04 KYK paHrjaa KyTyOxoHa kojjiapu udogaiaHaiu;
—  KU3WI paHrja KOMIUISTOP XOCHI KWITaH Koauap udoaanaHaim;
— TYK KYK panrja ¢oigananyBuu €3ran Koanap udoaanaHaiu.

bynnan kenmu6 uymkamaku 3J[ Taxjwur TraHga TYK KYK paHTJard Kojjapra
KYTIPOK ATHOOP KapaTHill Kepak Oyiaau.

Mypakkad quHaMuk Taxjawi. Mypakkabd auHamuk taxjiawn OllDbgv2.01
debugger nactypuna amanra omupuiaan. Yoy gactyp x86 apXuTeKkTypacujaru
debuggernam yuyn doitnananmmumo, 0y nacrypaa 3/ roxnam €ku K xotupacuna
foknanrad 3J] Hu debug kunmum myMmkuH. Ymly aactypuid Bocuta 3lyapHUHT
JUHAMUK TaxJmingaa KeHr doigananunaan. Ymoy gactyp 3/ Taxymmiam ydyH
MIIIATHINTA Kaaap, JacTypiIapHu Oy3um yayH (kpek Kuumim) (oiigananuiran.

3/] roxnaw. Ymly nactypaa 3J1 Kk ycyiaa roKiIam MyMKUH. bupununcu
31 Hu daingaH rOKJIall Ba UKKUHYMCH KOMITBIOTEpP XOTHUpacuia FOKJIaHraH 3J[
TyTUO oyuill opKaiu debug Kuaau.
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OllyDbg
File “iew Debug Trace Options indows  Help

= 4 %] &>} L »u| LiE|mT|ic|...| B|M| H]|

Manka: I g NoransHei guck [C:]

[CDocuments and Settings ELabUI—Dl
[C3)Program Files ﬁ Lab03-01
OSandmb E skrings
£ Tatal Commander

I WINDOWS

Labn1-m1

Mra parina: OTrpeEME I
Tun safinos: IEHBCulaHE, DLL or link [*.exe,” dlL* Ink] ;I OTtdeHa |
Arguments: I ;I

[ [Ready
4.13 — pacm. Suru 3/1 roxmam (File—>Open)

QlvDbg +2.01 [preliminary version - under dewvelopment!]

Uzo0x: arguments 6anou opkanu 3/] kamop opKanu Kupysuu apeymeHmiapHu
KUpUmuuL MyMKuH.

OllyDbg
File Wwiew Debug Trace Options windows Help

| Select process to attach

Mams i Fath

I:System P ESystem Frocess]

Sy Sus

\SystemRoot\SystemSE\smss =HE

UHwareSerui Frogram Flles-UrwWware~UrMware Tools-UrMwareSerwi
[=2-Far=N=1 2 \MIHDOMS\syStEMSZ\cerS eHE

ala WIHDOWS - Swstem2B2~ala.ene

4| win Logon Tz = INDOWS~swstem3Z~win ngDn-EHE

Seruices WIHOOWS~sustemI3Znceruices. e

lsass llJIHDDUJS\systemSE\lsass =He

S| wmacth lp Frogram Files-UMware-UMware Tools-wmacthlp.er
swchost WINDOWS~swstem3Z~swchost . eHe

swchost WIHDOWS sy stemI@2~swohost . e

SbieSuvc ogram Files~Sandbox ie~Sh LeSvC =eHe

swchost DoWS~System3Z2~swchost . exHe

suchost DOWS~sustem32~suchost . exe
DOWS~swstem3EZ~wscntfu.exe

EEZEET

Enplorer Progcam Managss
=poo Lsw
WUMwace Traw
UMwarsUser Program Files-UMware>UMware Toole-UMwarslUser.
s B2t oS lIJIHDDNS\SysteMSE\vMH32t064 EHE

crfman WINHDOWS sy stemIZ~crfMon . ex

SbiseCtel Program F l les\SandboH le\Sb LeCtr‘ L.eme

Totalord tal Commandsr F.58 releas nder-Totalo

@l ol lwdba <Dl LuDbg> SHFIRED FDLDER\OdngBla\Dl lydbg EHE
suchost WIMDOWS ~sustem32~suchost .

MERpaint open — Paint Ce=WIHDOWS sy stem32~Mmspaint. e:—:e

To find process, start tpping itz name Atbach I Cancel

[ [Aeade
4.14 — pacm. XKapaéuna roxnanran 3/ Tyrum (File—> Attach)

OllyDbg +2.01 [preliminany wersion - under development! ]

YOy nactypuil BocuTaHUHT HHTepdeiicu Kyiuaaru olHazapaad nuoopar:
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o Hlp
u| mjEMTel] BmH| E

4.15 — pacwm. OllyDbg nactypu unrepdeiicu

Disassembler window 1. By oitradebugger macTypuHUHT acceMOep KOAMIaH
ndopat. AccemOiiep KypcaTMaHu €KM MabJIyMOTHH Y3rapTUpPHUII YUyH ylmIOy OiHa
yCTUIA npoben TyrMacuHu OocuIl Tanad dTUau.

Registers window 2. Ym0y oitHaga debugger mactypuaa perucTopiiapHUHT
x)opuil XojaTuHU kypcataau. lactyp debuggernam kuwiuin skapaéHuja ymoy
perucTopiap KuitMaTiiapy y3rapu6 6opaau. Y3rapuIliHi paHIIary y3rapuiapaas
Owmmm MyMKUH. Perucrop KMWMaTWHHM Y3rapTUPUIN Y4yH TETHUIUIM PETHCTOP
YCTUJla CHUKOHUYAHUHT VHT TyrMacu 6ocunany Ba “Modify” 6anau TaHmaHaIu.

Stack window 3. Ym0y oitHaga debug xwinHa€TraH OKMM XOTHpacHia
CTEKHUHT >KOpUH XOJaTUHU Kypcaraau. by oliHana OepuiiraH OKUMHUHT FOKOPH
CTEKW HAaMOMWHIII dTUJIA]IH.

Memory dump window 4. YmOy oiiHaga XOTUpajard MabayMOTJap
HaMmouum dtunand. YmoOy oiHama CTRL-G Tyrmamapuam OocHII OpKaJd
KEpaKJId XOTUPA MABIYMOTH OJUHAIH.

Xomupa xapumacu. Xotupa xaputacu okHacu (View—=>Memory map)
debuggernanaguran gacTyp TOMOHHIAH  >KOWIAIITHpWITAaH Oapua XOTHpa
OonmoknmapuHu kypcataau. Kyiuga OJOKHOT JacTypUHUHT XOTHpa XapUTacH
KEeNTUPHUJIITaH.
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=N
Address |Size Ouner Section |[Contains Type |Access ;l
Bhe1 8008 | AA6E01808 Priv |RW
BBEZ20008 | 90601888 Priv |RW
a812cHa08 | aaE01888 Priv |RW Gua
BB121A08 | ABEA2888 stack of main thrcod|Priv |RW  Gua
081206000 | G0EE2080 Map |R
08140000 | AOE04080 Priwv |RY
88240000 | A0E0c B8 Priw |RY
ABZ506A0 | AAEA2BEA Map |RM
BAAZ26AAAA | ABFE1 6AAAR Map |R
BB280688 | ABE3 DEAA Map |R
BB2CeH0a | BBE41880 Map |R

BH31 0004 | ABEBE BAA Map |R
BA320004 | ABRB4888 Priv |RU
BA33000A | ABEA3AAA Map |R
BE488009 | BIEE1888 | nc FE header Inayg |R

BH481 i8Y | BIEBAYAE | nc -text code Inag |R
BR4AEANA | INPAZAPA | nc -rdata imports Inag |R
AR<4AEARA | AARAZAAA | nc -data data Inayg |R
71inABB008 | 90601888  WSZHELP FE header Inay (R

M Ani6008 | 30604888 | USZHELP | .text code . inports . exports [ Inag (R
LANSA88 | BBEA1888 | WSZHELP | .data data Inag |R

AN B0A8 | ABE01888 | WS2ZHELP | .rsrc PEEOURCEE Inag |R
1AAT70008 | G0601888 | USZHELP | .reloc relocations Inag |R

‘M ABRAAA | AREA1AAA | WS2_32 FE header Inag |R

"M AB1@00A | A0R1 2088 | Us2_12 _text code . imports  exports | Inag |R
MAC4A88 | ABFA1AAA WS2_ 32 -data data Inagy (R
71NC5A0A | ABEA1AAA | WS2 32 .PSPC FESOUPCES Inag (R

"M AC: BP0 | BEA1688 | WS2_32 .reloc relocations Inag |R
77010000 | BBEO1008 | meucrt FE header Inag |R
77011608 | ABE4CA88 | msucrt .text code.imports.exports | Inag |R

TR DE0E | BBEAT7A8E | msvcrt .data data Inag |R
FCh4009 | BAEPH1APY | mevcrt SPSPC YEeSOUrCes Inag |R
F/CH5008 | AIAPAZ AR  msucrt -reloc relocations Inag |R ;'

4.16 — pacM. nc.exenacTypu XOTUpa XapUTacH

Oxkum ea cmeknapnu kKypuw. 3] xymnabd oxumiap ¢oigamaHUITUIIH
MyMKuH. TaxJWnIaHyBYM AacTyplia OKUMIIApHH Kypuin ydyH View->Threads
Oanauaad ¢oinananunaay. by oifHa OKMMIJIApHUHT XOTHpa MaH3WJIU Ba YJIapHUHT
MaB)KyJl XOJATUHU KypcaTaau (aKTHB, May3a XOJIATH EKU >KApaéH BaKTUHYAIMK
TYXTaTUiraH). Arap OKUM OUTTaJaH Kyn OYyiraH TakAupja, yjlapra BaKTHUHYAIUK
TYXTaTUO TypH, KEPAKIMCHUHM HIUIATAII MYMKHUH. Xap OUp OKMMHHU Yy3Hra
TETHIUIN CTeKU Oynmaau. 6.16 — pacMaa main okumu cteku “‘stack of main thread”
EpauFy OMJIaH HOMJIAHTaH.

Koonu mwknawm. OllyDbg nactypuma 3] debug xuium ydyH IOKiald
KyHujaru ycyapaan Gongananuiaim.

DyHkuus Menro Tyrmanap Epiank kypuuumm
OmpuKmMacu
Run Debug->Run F9 >
Pause F12 |
Run thread Debug->Run thread F11 >
Single-step/step-into Debug->Step Into F7 b
Step-over Debug-> Step Over F8 ﬂ
Run until return Debug->Execute till Ctrl-F9 =
Return
Run until user code Alt-F9 U

Kenr ¢oitnananunaauran Run Ba Pause TaHnoBnapu, NacTypHH HWIIMHU
Oolmamn Ba TYXTaTUIl Y4yH GhoianaHuIagu.
Execute till User Code tannoBu 31 Taxymsnaniga KeHr (oiananuiaim.
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Tyxmamuw nykmacu. by HyKra TaxJIAJUDIOBYM TOMOHHUIAH YpPHATHIAIH.
JlacTtyp 11y HyKTara KeJruHjaa TyXTaiau Ba TaXJWUIOBYMHU OyWPYFUHU KyTalH.
OllyDbg nactypuna Oup HeuTa, AacTyp TYXTAaTHUII HYKTacH, KypwjiMa TYXTaTHLI
HYKTaCW,lIapTiId TYXTATHII HYKTajJapy Ba XOTHUPA TYXTaTHII HyKTaJlapuJIaH
doiinagaHuIl MyMKHH.

TyxTatuimn HyKTacMHM KyWuin Ba onu0d Ttanutam yuyyH F2 Ttyrmacunan
doiinananunaan. bapua TYXTaTUIN HyKTaJIapUHU KYPUII Y9yH KyWHJIaru pacMmia
KENTUPWITaH TapTUO TaHJaHaaW €KU yJApHUHI KUCKA TyrMmanap B|M|H| 1y
OMpYHU TaHJAIl OPKAJIX amMalira OLIUPHUIIA]IH.

Debug Trace Options wir

Log Alk+L
Executable modules Ale+E
Memory map A+
Threads Ale+T
CPU Ak
Wakches Aty

Search resulks
Fun trace

IMNT3Z breakpoints hlk+6
Memory breakpoints alt+y
Hardware breakpoints  alk+H

Source Files

File. ..

4.17 — pacm.

Hacmyp myxmamuw nyxkmacu. strings aactypu 3J{marum kKaropiapHu
KYpulll UMKOHUHU Oepaau. 3]1 sspaTyBumiapu 3ca Oy TaxJuira Kapum KaTopjapHu
MabJlyM CTaHjapTiapra KoJajaml ycyiuaaH ¢oiagaHuIIagl Ba KaTopJap
TymyHuO Oyimac xonra yTkaswmiaau. 31 rokinaHrania KoajlaHraH KaTop XOoTupara
IOKJIaHraHjgan cyHr, String Decoder ¢yHKumsutapu opkainu JIexojaepiaHaau Ba
Kepakian ouukK Katop onuHaau (6.18 - pacm). Ymly TyXTaTuil HyKTacw yCyJd
nexkonypiam (yHKUMSICH MaBXKyJ XoJulapja kKaTta camapa Oepaau. by xonna
tyxtarui String Decoder yakupuiaranian CyHr KyWnuiaaau Ba KEpakiu OYMK KaTop
OJIMHA[IH.

push offset "4NNpTNHLKIXoPm7iBhUAjvRKNaUVBLr"
call String Decoder

push offset "ugKLdN1LTéemldCeZi72mUjieuBqdfz"
call String Decoder

4.18 — pacwm.

Hlapmau myxmamuw HyKmacu. by Xonja JacTyp TYXTaJWIId MablIyM
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mapT Oaxkapwira Xojiga TyxTaau. By ycyn Taxiawiam BaKTUHU TEXKall
Makcaauaa KeHr Qoinananuwinanu. by Typaarm TyXTatdmigad —Kydugaruda
doiiganaHuIll MyMKHH:

— Debuggernam oifHacuna CHYKOHYAHMHT YHI Tyrmacu Oocwiaaud Ba
KylHIara KeTMa-KeTiuK Taninanaan: Breakpoint—>Conditional;

— Kepaknu mapt kuputwiaan Ba OKryrmacu Oocunaau, Macamas,
[ESP+8]>100;

— Play tyrmacunu 6ocuin opKaiu mapT OakapiInIIg KyTUIaIu.

Kypuama myxmamuw nykmacu. by ycynna Kypuima peructopiapujaH
doitnananunaan. by ycyn kyma Xxam Te3 amanra omupwiagud. by ycyn
KaMUYMJUTUTA OUp BaKTHHUHT Y3HJla TYPTTA TYXTATHUII HYKTAaCUHM KYHHUIII MYMKUH.
By ycynma TyxTaTMm HyKTacMHW Kydumn ydyH Breakpoint->Hardware, on
ExecutionkeTMa-KeTJIUTY TaHJIAHA/IH.

Xomupa myxmamuw Hykmacu. by ycynaa TyXTaTuluiap XoTHUpajga aMmanira
omnpuiaau. TyXTtatum HyKTacu cudartujga XoThpa aApecHu OJMHAAH Ba XOTUpPa
MaH3WIA KeTMa-KeTiauruaa xapaxkariantupunaaun. OllyDbg nactypu xotupa
TYXTAaTUIl HYKTacH yCyluHu &3uimn (write), Ykum (read) Ba amayira OUIMPHII
(execute) xonarinapu y4yH KyJam UMKOHUHHM Oepaau. by ycynaan ¢oitnananun
y4yH CHYKOHYaHHMHT YHT Tyrmacu Oocuiun0, Breakpoint->Memory, on Access
KEeTMa — KeTJIUTY TaHJIaHAH.

By ycyn acocan macrypaa DLL ¢aiin roKJaHUMIIM BaKTUHU aHUKJIAIl YUYH
UIUTATUIAAU. ByHUHT ydyH KyHuJaru KeTMa-KeTJIMK aMalira Ol pUIIaIu:

— Xorupa xaputacura yTuO, kepakiu DLL ycTuma CHYKOHYAHUHT VHT
TyrmMacu 0ocuianu (.text Oynumuma);

— Set Memory Breakpoint on Access OaHAWHU TaHJIAHT;

— F9 6ocunanu Ba KalTaiaH FOKJIAI aMalira OIIHPUIIA]IH.

by ycynna .text 6ynmumuga DLL rokaHranaad CYHT TYXTaTHIA/IH.

Xamonuxknap maxaunu. Debuggernam xapa€Hu BaKTHIA TYpJIM UCTHUCHO
xonatinap OYymumm wmymkuH. by xomma OllyDbg nactypu debuggernamnu
TYXTaTagd Ba WCTUCHO XojaTra Kkypcataau. by xonma doligananyBun
KyhHugaruiapaad OUpUHU TaHIal Tanad dTUIaIu:

— Shift-F7 6ocuin Ba HCTUCHO XOJIAT UYUTA YTHIIL;
—  Shift-F8 6ocuir Ba HCTHCHO XOJIaTAaH KEHUHTH X0JIaTra Y THIIL,
— Shift-F9 6ocuin Ba HICTUCHOHM TYTHII XOJIATHHHU EKHIIL

OllyDbg nmactypuna 3]/ taxjguinamga ogaTtaa 0apya MUCTHCHO XOJIaTJIapHU
YuupuO KyWuin TaBcus 3Twiaan. by amanra omupum yayn Options—>Exceptions
Oanmura yTunagu:
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Code Ignored exceptions

Mnemorics

Edpg:::f; ¥ lgnare memory access vidlations in KERNEL32
Dump
Strings

Debugging [~ INT3 breaks
Debugging data
Startup

lgnore [pass to debugged program] fallawing exceptions:

[ Single-step breaks
[ Memary access violations

I Integer divizion by 0

L-m race I Irwald or privileged instructions

uzkin-time i

Analysis I AIFPU exceplions
Advanced

\nwalid commands I Ignore also the following custom exceptions or ranges:

Search
CPU
are CRU
Directories
Enars and wamings
Appearance
Defaults

Starup
Fonts
Colours I¥ Report ignored exceptions to log
Code highlighting

Mizcellaneous

I Pass unprocessed exceptions b Linhandled Exception Filker

Ok | Cancel |

4.19 — pacMm. Exception MeHIOCH

Vizapmupuw. OllyDbg nacTypu nacTypia IOKIaHTaH MabIyMOTIApHH,
perucTop KUMMaTIapuHU Yy3rapTUpUIl HMMKOHUHU Oepanu. bByHuUHr yuyH
Disassembler window oitrHacunan Edit—>Binary Edit 6anau Tanianamu.

Tonmupuk
1. HOkopuaa kypcarwiran kypcanmanap acocuaa Lab01-02.exe, Lab01-03.exe
Ba Lab01-04.exe 3]] napHHM IOKOpHIa HOMHU KEATHUPWITaH CTATHK TaXJIUJUIALI
Bocutanapu Ba http://www.VirusTotal.com/Bocuracu acocuaa TaxJiui STHIICHH.

2. Slpatunran 3]] spatunraH KyHu.

3. Kaiicu xyTyOXOHara Terunuid KaHmai ¢aiuiap UMIOpT KWJIMHTAH Ba yjap
Bazudacu.

4. 3]1 TapMOK XycycusiTIapura KaHjaai Tacup Kujaaam.

5. Ymly 3/] MakcaauHu aHUKJIAIITa XapaKkaT KHJIUHT.

6. Lab03-0l.exe 3apapkyHaHJIa JIyCTYpHHH FOKJIAHT Ba KyHHJarwIapHH
Oa)KapuHT:

7. Hactmab procmon, process explorer, regshot, ApadeDNS nactyprapunu
IOKJIAHT;

8. Wlynman cyur 3]/ rokimanr. MabiayM BakT YTraHjaH CYHT IOKJIAHTaH
JWHAMHUK TaxJIMJUIAIl BOCUTAJIApU XOJaTUHU Ky3aTUHT. ByHJaH Tamikapu cTaTHK
Tax)IWJIJIAl  BOCUTANApUAaH (QoiagaHrad Xojjia KyliuM4ya MabIyMOTJIApHU
OJIVHT.

9. Onunran Hatwxkanap acocuzaa 3/] ra raBcud O6epuHr.

10. IDA Pro mactrypuma Lab05-01.dll daiinuan Taxaumia KWIMHT Ba KyWHIard
caBoJUIapra *aBoO OepuHT:

11. DlIIMain MaH3WJIMHHA aHUKJIAHT;

12. Imports oiHacuman ¢oigananran xonaa gethostbyname ¢ynkuuscunu
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UMITOPT KWJIMHTAH MaH3WIMHHA aHUKJIAHT;
13. Gethostbyname HeuTa GpyHKIIMS TOMOHHU/IaH YaKUPTUPHUIITaH;

14. 0x10001757 wmanzunga gethostbyname YakupUIATAHJIMIMHU aHUKJIAHT Ba

Kaiicu man3uiara DNS cypoBu 1000puiITraHIMTMHU aHUKJIAHT

15. 0x10001656 manzunga IDA Pro ToMoHMAaH HedTa JIOKal Y3rapyBuuiap

aHWKJTaH]TH.
Ha3zopar caBoJuiapu

CraTtuk TaxJuiuianl yCyJUIApUHUHT KaMYUIUKIIApH.
JIMHAMUK TaxTMILIAITHUHT ad3auiiKiIapy.

PE daiinnapHu 10KjIaml yCyJuiapu.

Teckapu MyXaHIUCIIUK UHKUHEPUSICH.

ok wWwhE

Karopnap 6yiinua Taxjiuuiail.

DoiigaJaHIITaH agaduérTaap
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2. Peter Stavroulakis, Mark Stamp. Handbook of Information
Communication Security. 2010.

3. Michael Sikorski, Andrew Honig. Practical malware analysis. 2012.

4. https://technet.microsoft.com/en-us/library/dd277395.aspx
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V. KEMCJIAP BAHKU

V. KEUCJIAP BAHKHA

1 — keiic

1. AxGopor xaBpcuzmuruna QyHAaMeHTIAT MyaMMoiapu Oy: Max(UAIHK,
OyTYHIIIMK Ba QoiJalaHyBYaHIUKHN TAbMHUHIAIITUD.

a.

2. bauk

Xap O6up TemuHra: Maxguitink, OyTyHIHK Ba (oiiaraHyBYaHINKKA
AQHUKJIMK KUPUTHHT.
Maxduitnuk xycycusTi OyTyHJIMJIMKra Kaparasia MyXUM CaHajiraH
aHUK MHCOJI KEJITUPHUHT.
ByTyHnuk XycycusiTh Max@QUIUIMKKa KaparaHja MyXUM CaHaJraH
AHUK MUCOJI KEJTUPUHT.
QolaTaHyBYAHIMK XYCYCHSATH KOJITAHJIapra KaparaHga MyXuM
CaHaJraH aHUK MHUCOJI KEJITUPHHT.

HYKTau Ha3apuJaH Kaparasjga, MIDKO3  MabIyMOTIAPUHUHT

Max(uiuru MyXUMpOKMH €KM OyTyHJIurd ? baHK MIDKO3M HYyKTau
Ha3apuJIaHuH ?

3. Onnaiin OaHK YpHura, Ajuca OHJIA MIaxMaT YHWUHUHU TakiIud OHTAH.

DyHMHT y4yyH MMXKO371ap Xap OWJIMK TYJIOBHM aMaira OIIMpPAaJWiiap Ba

TU3UMIa KUpHO Y31apura Moc pakMOHU TaHJIalauIap.

a.

b.
C.

Kaiicu xoliga AJMCaHUHT OHJIAalH IaxMarT YWWHHU Y4yH MaX(QUilinuk
Kkepak ? Mwxko3znap yayHuu ?

Huma y4uyH OyTyHIUIMK Kepak ?

Huma yuyn doigannyBuanink Mmyxum Oy epaa ?

4. OunnaiiH OaHK YpHHra, Anuca OHJAM IIaxMar YAWHUHUA Takiaud STIU.

DyHMHT y4yyH MWIKO3/Iap Xap OHJIMK TYJOBHM amajira OIIMpaJuiiap Ba

TU3UMTIa KUpHO Y31apura Moc pakMOHU TaHJIalauIap.

a.

b.
C.

ANIMCaHUHT  OHJIAMH  [axMaT  YWUMHUHT  KaiiCu KHUCMUIa
kpunrorpadusian poigananunagm ?

PyxcaTnapHu HazopaTiamgaHyu ?

XaB(CU3IUK MPOTOKOJINYH ?

5. dapa3 KMIaiimk cusaa 6up cexynaa 2% ta KamMTHY TeCTIam HMKOHMIA Jra

KOMIIBIOTCP MaBXYy/I.

a.

By kommbiotep épaamuaa 28 Ta kanuTHM TecToalml ydyH KaH4Ya BaKT

Kepak O0ynanu (Hua xucoOua).

2128

by xoMmnsroTep épnamuna Ta KUIATHU TECTJIAII YYyH KaHYa BaKT

Kepak Oymanu (it xucobuma).
By kxommbiotep épmamuma 22

Kepak Oynanu (Hua xucoOua).

Ta KAJIUTHU TCCTJIAIl YIYH KaH4Ya BAKT
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2 —Keiic
1. e3ap mmdpnam ycynu épaamuaa mudpiaaHrad KyWuaarura TeHr. YHra
TErunuid OYJIraH OYMK MAaTHHU Ba KaJMUTHU aHUKIAHT ? (Dakar MHTIU3
anudoocunan, /A....Z/ porigananuiran)
a. VSRQIHEREVTXDUHSDQWU
b. CSYEVIXIVQMREXIH
2. DES mumdpnam anroputmMu OujaH TaHUIIMHT Ba Kyluaaruiaapra »xaBoO
OCpHHT:
a. Ouuk MaTH OJJOKUHUHT Y3YHJIUTH;
udpmaTH OJOKHMHUHT Y3YHIIUTH;
Kamut y3ynnury;
Payna kanuT y3yHIUTH;
Paynmiap conu;
S ’kajBaIap COHU;
.S ’ajBajia KUPyBYM Ba YUKYBYU MABIYMOT Y3YHJIUTH;
3. ECB Ba CBC mmmdpnam pexUMIApUHUHT ad3ajuIMKIapu  Ba

Q DO o0 o

KAMUYMJIMKIIAPUHU MUCOJIIap OnjiaH UCOOTIaHT.

4. ®apa3 KuiIMHT OJIOKIM MmM@piam ycylnu Kydujgara kKouja Oyitmda
mmdpaaman amanra ommpaan: Co = IV XOR E(Py, K), C; = Cy XOR
E(Pl, K), C2 - Cl XOR E(Pz, K),

a. YHra moc Oyiran aemudpian KOuIaCUHHA ¢3UHT;
b. By pexxuman CBC pexum OuigaH Takkociaranga ad3aiivk Ba
KaMYMJIUKJIAPHUA AUTHHT.

5. DJEKTPOH pakamii UM30 YU4YH KyWuaarujiapHu UCOOTIIaHT:

a. Kanpail kunu0O Ba HUMa Y4YyH 3JEKTPOH pakaMiid MM30 XabapHH
1000puIIAaH TOHMACIUKHU TabMUHIAUIu 7

b. Kannaii kuiu0 Ba HMMa ydyH 3JIEKTPOH pakaMid WUM30 Xabap
OYTYHJIUTMHU TabMUHJIAUH ?

3 — Keiic
1. buomMerpuk xycycustiapaas (poiganaHuirasia:
a. Mpentduxanusiiam Ba ayTeHTU(PUKAIUIAIT XapaCHIapu opacuaaru
dbapkHU alTUHT ?
b. FAR Ba FRR xaronukiapHu aHUK MUCOJIAp OWIaH TYITYHTHPHHT.
2. Qailnga naposiHu OoFam OMIaH MyMKUH OYiIraH Xosja:
a. Huma yuyn naponnu Qaitnga xsmuuiad cakiamnt axmm ?
b. Huma yuyn ¢aitnga maponau mmdpnad cakimaraniaH Kypa Xomuiad
CakJIarad sxmu ?
C. “Ty3” HUMa Ba y HUMA yUYyH TapoJra Kymuob X31utaHaau
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. TamkunoTna XoguMIapHA XaKUKUIIMTHHN TEKITUPUIIT y9yH 0apMOK M3HTa
acocjiaHraH OMOMETPUK ayTeHTU(DUKAIUAIAII TU3UMUIAH (poraanaHuIaau.
By ukkuta TH3UM MaBxyxa O0ynu6, Oupununcuaa FAR kypcarkuum 1 % ra
FRR «¥ypcarkuum sca 5 % ra tenr. Mkkununcuna sca, FAR 5 % ra, FRR
sca 1 % ra TeHr.
a. Kaiicu TM3uM 3HT XaBCcu3 Ba HUMA YUyH ?
b. Kaiicu tTuzum xonumiiap6o0 Ba HIMa y4yH ?
c. Kaiicu Tu3nMHu TaHnarad 0ynapIuHru3 Ba HUIMa Y4yH ?
. Aynuo Kanuanan doinananuirania:
a. Pean ayamo Kanuanu TacBuUpiaHr Ba KaHIald MIUIALIAHU
TYIIYHTUPHHT.
b. By Typaarm kanmvajmaH QoijalaHWIraHaa TaxXJIUadura  KaHJau
MabJIyMOTJIap MablIiyM OYynaau ?
. Anuca Ba bo0 opacuparu MyJaoKOT/Aa MakeT/iap Mu@piiaHaad Ba OYyTYHIMK
CMMETPUK TU3UMIIapIaH (oilfalaHIITaH X0J1/1a amajra ONIupIaIn.
a. IP capmaBxanu Kkaiicu KucMu mMGpPIaHAAAd Ba Kailich KUCMU
mudpaanManam ?
b. IP capmaBxaHu Kaiick KUCMHHHUHT OYTYHJIMTM TabMHUHJIAHAJWA Ba
KalcHu KUCMUJA UVK ?
C. Maspy3ana alTuO YTUATaH TapMOKJIapapo 3KpaHAaH Kaiicu Oupu Oy
xouiza oitnananunany ? ’KaBoOMHTU3HU aCOCTAHT ?
d. Mabpy3aga HOMJIApW KEITHUPWITAH TapMOKJIApapo  JKpaHiIap
TaxJIWJUIAI YIYH KaHJail MablIyMOTJIap MabJiyM Oynaau ?

4 — keiic
. SSL Ba [PSec mpoTokosutapu TapMoOKAa XaBQCU3IMKHU TabMHHJIAII Y4YH
dbolnananunagy.
a. SSL mpotokonnu IPSeC mpotokonra Kaparanja ad3auMKIapUHU
KYPCAaTHHT.
b. IPsec mporokomnu SSL mnpoTokosra Kaparanga ad3auTdKIapUHH
KYPCAaTHHT.
c. SSL Ba IPSec mporokoimiapu opacuaard (papkHd Ba VXIIANUTMKHA
aHWKJIaHT.
. 4 — mabpy3aga kentupwiran SSH HUHT cogaMMIITUPUIITaH MPOTOKOJINTa
KapaHr.
a. Kaepma Ba kammait kwmbO Anmca ayTeHTH(QUKANMSIIAH YTMOKIA.
Huma Takpopiamn Taxauauaad XUMOsJIaMOK/IA.
b. Arap Tpuam maccuB Xyxymunm Oyica ((pakar MabIyMOTHH Ky3aTa



onaan), K xanutau xucobmai onmaiian. Huma yuyn ?

C. Arap Tpunu akTuB Xy)Xymuu OVyica (xabap xam robopa onaau), y K
KaJIMTHU XucoOnail onaau. Huma yuyn Oy KanuT OWiiaH MPOTOKOJTHU
Oy3a onmaiiau ?

d. Oxupru xabapau K kamut 6unar mudprangan Mmakcan HuMa?

. @apa3z kwmmHr WEP nporokonn Kyiluaarnya y3rapTHpuWiav. Xap Oup
NMakeTHH Iudpramaa K «xamutman  doiimananmnamn. K kamut
ayreHTUUKanusaaa ¢oigataHuIrad KajauT OunaH Oup XuJl.
a. by sxmm dukpmu €k MyK. AcocnaHr.
b. By ycyn WEP na o¢oiinananmiran K=(IV, K) ycynara kaparanga
OapIOLITUMU EKU UVK.

. Wireshark &€xku wuxtuépuit Ttapmox caudbdepuaan ¢doiigananub, SSL
TapMOKHH TYyTHO OJIMHT Ba YHU TaXJIWJI STUHT.

. IPSec mnportoxonmununr AH Ba ESP pexumnapu opacugaru ¢apkHu
TYIIYHTUPUHT.

5 — keiic

. TakuKJIaHTaH KaTTaJUKJIAPHU KUPUTHUIITA aCOCIaHTaH XOTOJUKIIAp Ba yjap
KaHaal xaBdaapHu 0O KETUITH MyMKHH.

. Hactypuii maxcynornapaard 3audiaukiap ojaTaa WHManap OwiaH
n30xJ1anaau. Mucoinap OusnaH UCOOTIaHT.

. Karopnmapuu taxmwinampga ojmatna Strings nacTypujziaH (oiinaaaHuIaIu.
Ymly nacTypHu anjuain yuyyH KaHjai ycysuiapaad dhoinananuiaim.

. SandBoxnan d¢oiigananwiran xoiaga cojja AMHAMUK TaxjIwil amalra
OIIMPHUILl MYMKHUH. by ycymHUHr ad3auiuru Ba KaMYWIMKIAPUHU
KEJITUPUHT.

. Bynytnu xucoOnam Ttuumiapua BEpTYJ MalldHAJAPHU XOCHIJI KWJIHIIIA
QKPATUITHUHT Kaicu TypuaaH QoiagaHuIaan Ba ylap Xakuja TYJIHKPOK
MabJIyMOT OCpUHT.
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VII. TJIOCCAPUI

VIL TJIOCCAPUI

Ne Tepmun H30x Description
1. — TH3uM/JIa QoiaaHyBYHTa, : -
¢ ) Y - View user specific access
ABTOpM3anMsi | YHHHT HXKOOHH

Authorization

ayTeHTU(PUKALUSICUTa aCOCaH,
MabIyM (horaanaHui
XYKYKJIApUHU TaKIUM STHUII.

rights on the basis of a
positive result in its
authentication system.

2. — BUPYCJIApHU aHUKJIOBYU KU
pycrap . : - a program that detects
AHHUKJIOBYU Ba U NIIyBUAU
A YRE . Uy and detects and removes
acTyp. Arap BUpyc u . . .
A4CTYP P BHPYL MYR viruses. If the virus is not
NIIMHMAaca, 3axapJIaHIalH .- .
5 e Aap oq removed, it is possible, the
aCTypuu u nJInHaaAu. »-1Ha | . .
A ACTYP YRK A infected program is
HTUBHUPYC — BUpYCJIapdaH XUMosdJiallra, .
Py PyClapaar % . destroyed. still - a program
3axapjiaHrad 1acTypuu : :
. designed to protect against
Antivirus MOJTyJU1ap Ba TU3UMIIA . .
viruses, detection of
MAaKOHJIApHHW aHHUKJIAIIra, .
P B infected software modules
XaMJia 3axapJjaHTraH
and system areas, as well
O0OCKTIapHUHT TacTIa0KU . )
as the original, infected
XO0JIaTUHU THUKJIaIIra .
. objects.
MYJDKaJJIaHTaH JacTyp.
3. — KOMITIbIOTEp/1a
Anmapar MabJIyMOTJIapHU XuMostiamaa | - the use of hardware, for
XHMOSI anmapat BOCHTajap/aH, example, registers
MacaJiaH, yarapa boundaries or locks and
Hardware perucTpiapuian EKu keys to protect data in
protection KyJidiapaH Ba KauTiaapaan | COmputers.
ol nananui.
4. | AcuMMeTpUK
wmndp — OyHzai mudpaa mmmdpiaam | - a cipher in which the
KaJIuTH Jermdpaai kaautura | encryption key does not
Asymmetric MOC KeJIMaiu. match the decryption key.
cipher
5. | AcumMeTpuK | - MaxX(UILIAIITUPHII YCYITH - the method of
mu@paam o0ymo6, mmdpam yayu typsium | classification, in which
Asymmetric KaJUTJIapaaH different encryption keys
Encryption (olinanaHuIa . are used.
6. | Ayrentuduka- | —ogaraa TU3UM - checking user
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s

Authentication

pecypciapuaan
¢oligananumra pyxcar 3T
Xycycuaa Kapop KaOyin yayH
(doitnaraHyBUNHUHT
(XaKUKUAJTUTHHH ),
KypUJIMaHUHT KU TU3UMHUHT
OOIIKa TAIIKUI 3TYBYMCUHUHT
UICHTUPHUKAIMSICUHU
TEKIIMPUILL; CAaKTaHyBYU Ba
y3aTyBYH MabJIyMOTJIAPHUHT
pyxcarcus

Mo (pUKAIHSITAHT AHITUTHHA
aHUKJIAIl YYyH TeKIITUPHIIL.

authentication, device, or
other component in the
system, usually to make a
decision about granting
access to system
resources; checking the
integrity of stored or
transmitted data to detect
unauthorized
modification.

- TyIIMAaHHUHT axO00poTHra,
ax0opoTra acocjaaHraHn
*apaéHiapura Ba axo0poT
TU3UMIIApUra 3apap eTKa3ul,

- actions taken to achieve
information superiority by
damage information,

Ax6opoTt OMp BaKTHUHT y3WTa TETHIILIH | processes, based on
ypyumu ax0opoTHH, axO0poTTa Ba information and

ax0opOT TH3UMJIAPUTA information systems of the
Information acOCJIaHTaH >KapaéHIapHH enemy while protecting
war XMMOSsIIAII WYy Ouan proprietary information,

ax0opOT yCTYHJIUTHUTA processes based on

SPHUIIUII YIYH 3apyp information and

qopajapHU KYpHIII information systems.

XapakatJiapu.

- axOopoT xosatu 0yu0, yHra | - state information , which

OouHoan axbopotra Tacoaudan | prevents accidental or

¢Kku aTtaiiuH pyxcarcu3s Tabcup | intentional tampering or
AxGopor ATHIITA EKU PyXCATCU3 YHUHT unauth.oriz.ed information

OJIMHUINUTA WY KylinnMaiiau. | to receive it, also - state -
XaB(CU3IUTH .

SIHa - axOOPOTHH TEXHUK level data protection
Information BOCHTaNAp épaaMuia during prqcessing
security UILJTAHUTIH]IA YHUHT technologles to _support the

Max (UK preservation of its

(KOH(UACHIIHAIIIHK), qualitative characteristics

SXJTUTIIMK Ba
doiinaranyBYaHINK Kabu

(properties) as privacy
(confidentiality) integrity
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XapaKTepUCTHKAIAPUHU
(XycycusTiapuHu)
CaKJIAaHWIIIUHU TAbMUHJIOBUH
axOOPOTHUHT XUMOSTTAaHHUIIT
caTXy XOJaTH.

and availability.

9. | AxbopoTt - ax00pOT XaBPCUBIUTH o
- constant monitoring of
XaB(l)CI/B.JII/IFH TaJIa6JIapI/IFa MOCJIMTUHHA
5 the process safety
MOHUTOPHUHI'A AdHHUKJIaIl MaKcaauaa axoopoT . . .
P ) Kealna P information in the system
TU3NMHNAaru aX60pOT . . .

: information to determine
Information XaB(CU3IUTMHU TAbMUHJIAIT | . . :
securit ,, its compliance with safety

KapacHUHU MYTTAaCHUJI . .
. y_ P yt information.
monitoring KY3aTHIIL
10. - XUMOSIAIITa JIOUH . .
* 5 - Information Security is
axOOpOTHUHT .
to ensure security of
AXOOpPOTHH (MabIIyMOTJIAPHUHT) .
cryptographic methods of
TEXHUK XaB(i)CI/IBJII/IFI/IHI/I Xapakargara | . .
b information (data) to be
HMosJjala KOHVYHJIapra MYBO(UK, . .
X yHIAP 4 . (to be) protection in
TEXHUK, TaCTypHH Ba .
8 accordance with
Hardware TACTypUH - TEXHUK .

. applicable law, the
Information BOCHUTAJIAPHUA WIIUIATHO, . :
Security HOKpUINITOTpapuK ycyiuia application of technical,

B} P P yeyLap software and software and
epaamMuga TabMUHJIaAOIAaH
DAMEA 8 hardware.
nbopat ax00poT XMMOSICH.
11.| Ax6opoTHu
kpuntorpaduk | - ax00poTHU KpUnTorpaduk - information security by
XHMOSIJIAIIT y3rapTupHI EpaamMuaa means of its cryptographic
Cryptographic | xumosurari. transformation.
Protection Of
Information
12.| AxOopoTHH .
P . . — the Information
TAaIIKUAJIUN - MABMYPHUHU HOpAJIAPHHU . . . .
. yriv paJiap security which is carried
XMMOSLJIa1I KYJuan iy OuiaH amanra
. out by acceptance of
Organizational | omupunyBun ax60poT . :

: administrative measures.
Information XUMOSICH.
security

13.| Ax6opoTHH — aXOOpOTHH XMMOSIJIAII — the information
XYKYKHif Oyinua cyObeKTaap security by legal methods
XUMOSLJIALI MYHOCA0AaTUHU POCTIIOBYH including development of
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KOHYHHUM Ba MEBbEPUI

legislative and normative

Legal XyAOKaTIapHU (aKTIIapHH ) legal documents (acts),
information UIUIa0 YUKUIITHY, Xam/1a subjects governing the
security YIIAPHUHT OKapUITUIITHHA relations on information
HA30paT KWJIUIIIHA 3 H9uTa security, application of
oiryBur axOopoTHM XyKykuii | these documents (acts),
ycysuiap épaamuia and also supervision and
XUMOSLIAIIL. control of their execution
14, — ax00poT XaB(CUBITUTHHU - includes a complex of
TabMHUHIIAIITA HyHanTupuiaran | the actions aimed at
TaaoupIIap KOMIUICKCH. providing information
AmMajia ax0opoTHH security. In practice it is
AXOGOpoOTHH XUMOSJIAI A3TaHaa understood as
XUMOSLJIAI MabIYMOT/IAPHHA KUPUTHII, maintenance of integrity,
cakJIalll, MIIiai Ba y3aTumrga | availability and if it is
Information YHUHT SXJIATIIATHHH, necessary, confidentiality
protection doiinananyBYaHIUTHHY Ba of information and the
arap, kepak 0yiica, axooport Ba | resources used for input,
pecypCIIapHUHT storage, and processing
KOH(UICHIIMAJUTUTHA and data transmission.
MaJIaJIal TyIIyHWIaIu.
15. — ayTeHTU(UKALIHS BOCUTACH
0ymm6, dholnaraHyBYMHUHT
0apMOK u3J1apH, Ky - authentication, which are
NaH)KAaCUHUHT TEOMETPUK personal features such as
Buomerpuk IAKJIH, 103 IIAKJIH, Ba user tone of voice, the
MaBJAYMOTJIAp | YIuamiiapH, OBO3 shape of the hand,
XycycusTiapu, kKy3 it Ba Typ | fingerprints, etc., The
Biometric data | mapgacHHUHT MaKIH Kabu originals of which are
mraxcuii, papkau anomatiapu. | stored digitally in a
AcI Hycxanapu pakam computer memory.
KYpUHUILNIa KOMITBIOTED
XOTHpacHuaa cakJIaHaIH.
16. — MabJIyMOTJIAp CUTHAJIH - deviation of values of

By3unum

Distortion

napamMmeTpiaapu
KUMMATJIaPUHUHT YPHATUITaH
tajabnapaad yeriaHumy. SIHa
- aJloKa JTMHUsICH OYitnda

parameters of a signal of
data from the established
requirements. Also,

change of contents of the
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y3aTUJIyBUM Xabap
TapKUOWHUHT Y3rapuIIy.

message transferred on the
communication lines.

17. — y3uHM, OOIIKA TacTypJiap
OaxapuiaéTranuia, yiapra - a small program that
KAPUTYBYH YHYAIIUK KaTTa inserts itself into other
Oyamaran macrtyp. SHa - programs when executed.
HyCXaJIapUHU OCUXTHED Also, a program which can
Bupyc spaTUIll Ba KSHWHYAJIMK sIHTH | Spontaneously create their
HYCXaCHHH OOIIKAPHIII Ba copies and modifies other
Virus KalTa SApaTUIITa SPHUIITUIII programs stored in files or
Makcaauaa (aiyurapaara Ba system areas for
TU3MMJIU coxayiapjaaru 6omka | subsequent management
JTaCTypJIapHH and reproduction of a new
MOAU(UKALTHSIIAIIT copy.
MMKOHHUSITUTA 3Ta JACTYP.
18. - JJaBJIaT TOMOHHIaH - information protected by
Myxodaza KHINHYBYH, QOIIT the state, the disclosure of
KWIMHUIIA TaBIATHUHT which could have a
XapOUH-HUKTUCO U negative impact on the
MOTCHIIMATMHUHT cu(aTiu qualitative state of
XOJIaTHTa CaJIONH TabCUP military-economic
ITYBYM €KW YHUHT Myzaodaa potential of the country or
JaBaar cupu .
MMKOHMSITH, TaBJIaT cause other serious
XaB(CH3JIUTH, UKTUCOMIA Ba | consequences for its
State secret . . :
cuécuii MaHpaaTIapu yayH defense, national security,
OoIIIKa OFUp OKHOaTIapra economic and political
o0 keI MyMKUH Oynran | interests. To state secret is
mabaymoTiap. JlaBaar cupura | secret information
“xyna Mmyxum” Ba “mytinako | classified "special
maxduii” rpudu ax60poT importance™ and "top
TaaJTyKJIH. secret".
19.| demudpaam — a cryptographic
— nemmdprnant QyHKIUICUHA : :
AJrOPUTMH dp Py algorithm, the inverse of
: amaJra onMpyBYH Ba : :
Decryption the algorithm encryption
: mudpIiall anropuTMHUra : .
algorithm, and decryption function
. . TEeCKapu ajlropuT™M .
deciphering implements.
20.| Mnentudukan | — goiigananuin cyobekTiiapu | -assignment to subjects
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us

Identification

Ba 00BEKTIIapUra
UJIeHTU(PUKATOP OCPHII
Ba/€KH TaKJIUM ITHUJITaH

and objects of access of
the identifier and/or
comparison of the shown

UACHTU(DUKATOPHH identifier with the list of
Oepwiraniiapu pyiixatu ounan | the appropriated
TaKKOCJIaIl. identifiers.
21. — ¢oMigananyBUYMIIaApHU N
" Poiia Y o P - user authentication based
KKHA HKKHUTa TYPJIU (paKTOPJIa .
b P phap on two different factors
AKTOPJIU acocuia
P N A b are usually based on what
AYVYTCHTU(PUKA AyTCHTU(pUKaLysiIall, ogaraa,
y 1 yTV H AT the user knows, and what
us dolinananyBuu Omnaauran
he owns (eg password-
HapcCa Ba draJivK KMJIaJurad .
based and physical
Two-factor Hapca (MacajiaH, Tapojb Ba . e
identifier).

authentication

bu3uK uaeHTUGUKATOPH )
acocuja.

22, — the member of group
— rypyxra Terunumy ssmupud | Of the people having
ax0opoTAaH (o TaIaHuII access to the classified
XyKyKHUTa 3ra TYpyX ab30CH. information, belonging
Omatna, ax6opoT CUPKHO this group. As a rule, is the
YUKUIL OriIaH OOFIITHK key character in the

Mucaiinep MO’KOPO/Ia MyXHUM ITIaxc incident, connected with
xucoonananm. [y Hykran information leakage. From

Insider HazapuaaH, uHcaaepiaapausr | this point of view
KyHUJIard Xuuiapu distinguish the following
dapkanaau: OenapsoJap, types of insiders:
MaHUIY/ISIUSIaHyBYHIIAP, negligent, manipulated,
pamkuraniap, kymmmya myn | offended, disloyal, earning
UIIJIOBYMIIAD Ba X. additionally, introduced,

etc.

23. K Kannaiiaup axoopot - the code used for
doiinamaHnI BaKOJIaTHHU confirmation of powers on

Key TaCAUKJIAll YUYYH gccess to. some
UIUTATUIIAUTaH KOJI. information.

24.| Kaautaap - KQJIUT (KPHIITOTH3UM - technical device or

reHepaTropu KaJMTH), K&JTUT KeTMa- program designed to

KETJIMT'H, HHUIIWJIN3alluAd

generate arrays of
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Key generator

BEKTOpJIapH Ba X. cudaruia
WIUIATAITYBYH COH
MaccuBiapu €Ky OOIIKa
MabJIyMOTIAPHU UILIA0
YUKAPUILITA MYJDKAJUTAHTaH
TEXHUK KypuiMa €KU JacTyp.

numbers or other data to
be used as keys
(cryptographic) key
sequence, initialization
vectors, and so p.

25. — JIECTPYKTHB XapakaTjiapra - property computer
Komnbiotep Ba &1FOoH ax00poTHU 3ypiad systems to resist attempts
TH3UMH KaOyJ KAJIMHHIINTA OJTHO of unauthorized access to
xaBQCU3JIUIN | KSIyBYM WIIUIAHAUTAH Ba information processed and

CaKJIaHyBYH axOOpOTIaH stored, the input of
Security of pyxcarcu3 (oiijaTaHnIITa information, leading to
computer YPUHUIILIAPTa KOMIIBIOTEP destructive actions, and
systems TU3UMUHHHT KapIIy Typa the imposition of false
OJIUIII XYCYCHSITH. information.

26.| Kpuntorpajuk | — Kpunrorpapux - the algorithm that
aAJIrOPUTM GYHKIUSUTApHUHT OMPUHU implements the
Cryptographic | xucobnamau amanra computation of one of the
algorithm OLITUPYBYH AJITOPUTM cryptographic functions.

27.| K orpaduk | - MabIyMOTJIAPHU .

If;:; e K I/IHT(?] a(bmf y3rapTUPHII — data security by means
él’ tographic ép aMI/IFIZl I/IMO};IJIaIfI ’ of cryptographic
yprograp panaa % ' transformation of data.
protection
28. -field of knowledge which
—ax00poT Ma3MyHHUHH . .
HKOBIALL VD VILIAG unites the principles,
B & Y methods and means of
KOJIMHUIIIH Ba Oy3UIIUIITN .
transformation of data
UMKOHUSATUHU OapTapad :
K orpag ATHIIL, aXOOPOTHU PyXCATCU3 With the purpose to
unrorpadus , S
P P . P pyx disguise contents of
dbolnanaHuIIIaH XUMOSIaIT ) .
Crvotoaranh aKca a4 Ma - information, to prevent
M UJ1a MabIyMOTIIApHA I .
S ”3121 TI[H II[/IH_I I I/Ii Jia I:IHH possibility of its
yc nl?Ia I:/IHI/I B: BOSI/ITana I/II;I/I Interception and
gﬂyﬂalﬁm D P information distortion, to
P by protect from unauthorized
COXacH. i .
access to information.

29.| JIyratra — KpUNTOTHU3UMTIa OYMK MaTH | - attack on the

aCOCJIAaHIaH BJIEMEHTIIAPU JIyFaTUIaH cryptosystem that uses a

XYKYyM

(1)OI>'I,Z[aJIaHI/IH.IFa aCOCJIaHT'aH

dictionary of text elements
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XYXKYM. open.

With a

dictionary

Attack

30. | Maxdmii — information containing
— TapKI/I6I/II[a AaBJIaT CUpUra .
axoopoT O MABIYMOTIAD GYraK data, carried to secret
Confidential Y Y state.
: ax0opoT.
Information
31. - information presented in
— oxam umrtupoku ownan €k | a formalized manner
aBTOMATHK Tap3ia y3arumira, | suitable for
Masbaymoriaap R ..
U30XJIalra €Ky uiiaiira communication,

Data SIPOKJIH, (popMasuIamran interpretation or
KYpHuHHIIIA NoaaTaHTaH processing involving
ax0opoT. human or automated

means.
32. — Oapua maHbaaTI0p — information which

Ouuk ax60poT | MIAXCIAPHUHT doesn't have restrictions
Open dboiinananunIapy OyHuva on access to it all
Information YeKJTam OyamaraH axoopor: interested persons:
ymyMmboiigananyBuu axoopot. | information public.
33. - ax00OpOT TU3UMHIaH
(TapMoOFuIaH) AMMPUHIA - tech (method) secretly to
IMaposaHu 0y3u6 | GoiianaHuIl TEXHUKACH access the system
OYHIII (ycynn) 06ynu6, yama xyxym | (network) information, in
KuiyBun Tapad maposutapau | which the attacker using
Password domr kumyBun EpramMuaa opener tries to guess
cracking TapoJUIapHHA aHUKJIAIITa passwords (pick) or steal
(Tammarira) éku yrupJamiira passwords.
YPUHUO KYpau.
34, — KPUIITOTU3MIA EKH - an attack on a

IMaccuB Xyxym

Passive Attack

Kpunrorpaduk npoToKoJra
Xy)XyM 0ynu6, OyHaa gyiniMan
Ba/€ku Oy3FyHUU y3aTHIIyBUH
mudpiranrad ax60poTHU
Ky3aTaJu Ba UILIATau, aMMO
KOHYHUH (oiinananyBumiIap
XapakaTura TabCUp dTMaiIu.

cryptosystem or
cryptographic protocol in
which the offender or the
enemy and observes and
uses the transmitted
encrypted messages, but
does not affect the actions
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of legitimate users.

35. - KypwIMasnap, 1actypiiap,
MabIyMOTIapJapHH UIILIAIT - set of rules, defining
IIpoToxoJ TU3UMIIAPH, KapaéHap EKu algorithm of interaction
doiinananyBumiapaur y3apo | devices, software, data
Protocol XapakaTy aJrOPUTMHUHH processing systems,
OENTHIIOBYH KOUaIap processes, or users.
MaXMYH.
36. - ayTeHTU(DUKAIUSIHH
TabMHUHJIAII YIyH MaHOa - Additional information
TOMOHUIaH TaKIuM STHIyBun | provided by the source to
KyIIIMYa ax0opoT. provide authentication.
Masnaymotiaapuu Ookura éku | Sequence data that is
HUHT KpunTorpaduk added to the data or the
Pakamiu um3o }U] P rpad . .
y3rapTHpWIMIIK HaTwkacura | result of its cryptographic
Didital KyIaaaurad Mmabaymotiap | transformation of data that
. J KEeTMa-KeTJINTH allows the recipient to
signature :
MabJIyMOTJIAPHU KaOyI verify the source and
KHJTyBUMTa MAaHOAHUHT Ba integrity of the data block,
MabJIyMOTIIap OJIOKUHU as well as protection
SXJIATIUTAHU TCKITHPHUIITA against fraud or forgery.
XamJla COXTaIATHPHUIIIaH
XUMOSIIAIITa IMKOH Oepaiu.
37.| Pyxcarcus . 1o
y N - XUMOSI O0BEKTHIAH - violation of regulated
donipnannm )
. perJaMeHTIaHTaH access to the object of
Unauthorized . .
dbolnanaHuIIHUAT Oy3uauIm. | protection.
access
38. - mudpIiai Ba pacmu@ppoBKa . :
bp Up dp - a cipher is used for
CumMmeTpuk KUJTUII Y49yH aifHaH Oup . .
b THTIAH S GHDH ODKAT encryption and decryption
11101 KaJUTIaH EKU OMpPU OPKAJIH
P 5o fc oco pa ap . one and the same key or a
IIIKACH OCOHTMHA aHUKJIAIIN | .
. £ . . different key, such that
Symmetric MYMKHWH OYJIraH TypJiu i
cioher o one of them can be easily
KamuTiIapaaH (oinananyBuu )
P P A 4 obtained by another.
mudp.
39.| Tapmok - ax00pOT TApMOFUHH - measures that protect the
xaB(peusaurn | pyxcarcu3 poimpananuman, | network information from

MEBEPUN UILIALINTA

unauthorized access,
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Network taconudan €ku aTaiinH accidental or intentional
Security apaJIalIuIIad éKM TApMOK interference with normal
KOMIIOHEHT/IapuHu Oy3uiira | activities or attempts to
YpUHUIIAAH SXTUET KuimyBuM | destroy its components.
gopasiap. Ac600- Includes the protection of
YCKYHAJIapHH, TaCTypUl hardware, software, data.
TabMUHOTHH, MabJIyMOTJIAPHU
XUMOSUTAIIHY Y3 UUHUra OJIaJIu.
40. — arrapar-aacTypuit
BOCHTaNap EpaamMuaa
TapMOKJIaH (O 1aJaHUIITHN - a method of protecting
MapKa3JIalITUPHIN Ba YHH the network from security
Ha3opaTanl Hymu OniaHn threats from other systems
TApPMOKHH OOIITKa and networks by
TU3UMJIApJIaH Ba centralizing network
Tapmoksapapo
TapMOKJIapJiaH KeJlaJuraH access and control of
dkpan xaBdcuzaukka taxaumiapaan | hardware and software.
Firewall XUMOosIIaI ycyiu. SIlHa - oup Alsq, Isa pr(?te_ctive
Heva KOMITOHCHTIIap 1aH barrier, consisting of
(MacanaH, OpaHIMay3p several components (such
JaCTypUil TAbMUHOTH as a router or gateway that
uIIaiauran Mapiipyrtusarop | IS running firewall
EKH TUTI03/1aH) TaIIKHI software).
TOIraH XUMOS TYCUFU
XHCOOJIaHaIH.
41.| Taxm - Taxauuiapau Taconudan Ba | - threats can be classified
TypJjaapu . : :
Tvpes of aTaiiMHIapura, akTHB Ba into random ar_1d deliberate
yp naccuBiiapura TacHugIan and can be active or
Threats .
MYMKMHH. passive.
42, - pecypciapuiaH Ba - the security of the system
S— (bYHKIIMOHAIIb from unauthorized use of
HMMKOHMATIApUAAH XaMJa its resources and
XaBCHIIHIIL UIILIAIIKIA TYPJIK Oarmopar capabilities, as well as
System KWINHAIATAH EKU possible violations of its
. KUJIHHMAaNIUrad XoJaTiiap functioning caused by
Security

cabab OyiyBuM OYnuIIM
MYMKHUH Oyiran

various predictable and
unpredictable
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6y3I/IJ'H/IH_IJ'Iap,Z[aH TU3UMHHUHT

circumstances.

XUMOSUTaHUIIIH.
43. — TapadapHu
ayTeHTU(UKALIHSIIAII
BapHaHTu OYIHO,
tapadIapHUHT Xap OUpH y - authentication Option
OuiiaH ¥3apo xapakaTaaru parties in which each party
TapaGHUHT XaKUKaTaH Y31 verifies that interacting
SKAHJIMTUHU TEKIIHPaIH. with her party - namely
$3apo V3apo ayreHTH(UKALHIHNA that for which he is. A.
amalra OomMpyBIn implemented in such a
ayTeHTU(UKAL . e e
MPOTOKOTHUHT protocol identification, in
i UIITHPOKYMIIAPUHUHT Xap which each participant is
Mutual Oupu OMp BakTaa XaM both prove-down and

Authentication

UCOOTIIOBYH, XaM
TEKIIUPYBYH XUCOOJIaHA Y.
by nportokoun
OaKAPUIIUIIIHUHT OUp
ceaHcujia xap oup
UITUPOKYNHUHT UKKUHYIH
UIITUPOKYMUTA allHaH y3U
HKAHJIMTUHYU UCOOTIAIINUTa
UMKOH Oepaiy.

inspection. This allows a
single session the protocol
of each participant to
another participant to
prove their identity.

44.

®aoa Taxaujg

Active threat

— TU3UM XOJIaTUra aTauuH
pyXcarcu3 y3rapTupuIl
KUPUTHUIL TAXJIUIH.

- the threat of a deliberate
unauthorized system state
changes.

45.

DaoJ1 XyKyM

Attack active

- KpUNTOTU3UMTIA EKU
KpUnTorpaduk mpoToKoJIra
XyKyM 0ynu0, yHra OMHOaH
JyluIMaH Ba/€ku Oy3FyHUYH
KOHYHUH (oiiananyBuu
XapakaTura TabCUp ITHIIIH,
MacaJiaH, KOHyHUM
dolinananyBuu xabapuHu
AIMAIITUPUIIN EKU UYK
KWIWIIY Ba XabapHu sipaTud
YHUHT HOMUJIAH Y3aTUIIN Ba
X. MyMKUH.

- attack on a cryptosystem
or cryptographic protocol
in which the offender or
the enemy and can affect
the legitimate user actions,
for example, replace or
remove legitimate posts,
create and send messages
on his behalf, etc.
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46.| ®du3uK — pecypciiapHu aTaiivH
PeeyPEIAD . . | — the means used for
XUMOsLJIaII KWIMHAIUTaH KU Tacoauduii . .
ensuring physical
Taxauanapaan Gunk :
} protection of resources
Physical XUMOSUTAITHA TabMUHJIAII .
rotection S — from threat deliberate or
P YL casual.
BOCHTAJIAP.
47, - oitganaHyBYMIIAPHUHT,
JACTypJIAPHHUHT Ba - define and limit user
DoigaJaHUIIH | )KapaCHIaPHUHT access, programs, and
1 0OIIKAPHUII MabJIyMOTIapaH, Xucobmam | processes the data,
TEXHUKACH JTaCTypJiapH Ba programs, and devices of
Access control | kypunManapugan the computer system.
dbolnanaHuuIapuHu
Oesrusail Ba YeKJIalll.
48. - aBTOpHU3alMIaHTaH .
Doiina . MaHTI/IIIJQI/II‘/'I o6 . - property of an object in a
HaanyBuaHI 'BEKT CYpOBH :
y . . P state of readiness and
UK Oyiinya MaHTUKHIA
o usage upon request
OOBEKTHHUHI TaHEPIIMK Ba . :
R . authorized entity.
Availability doiinaTaHyBYaHINK X0JaTHa
OYIUIIN XyCYCHSITH.
49. - HOMYBOGUK Xoaucaap
nau10 OYIuI Xoauaa .
. . v - the process of studying
TUJIAJIUTaH 3apapHU .
ay bap the characteristics and
HUKJIalll MaKCcaausa,
AR weaknesses of the system,
XTUMOJUIUK _
XaBg- xaTap conducted using a
xucooanuiapaaH . i
TaXJIWIN Y probabilistic calculations
’ in order to determine the
XapaKTepUCTUKAJIAPUHU Ba .
. expected damage in case
: : canOuii TOMOHJIAPUHU
Risk analysis . S, Xasd) of adverse events. The
TaHUII xKapac¢Hu. XaBd — . ..
P P task of risk analysis is to
XaTapHU TaxIWIIAII Macajaacu . .
4 P 6y xand — xara determine the acceptability
ku Oy XaB() — XaTapHUHT .
Y Y P of a risk to the system.
MaKOYJITUK Tapa’kacuHU
aHUKJIaI1aH ubopar.
50.| XaBdcu3 — MabJIyMOTJIap Ba pecypceiap | - an operating system that
onepanuoH Ma3MyHHUTa MOC XUMOSLIAII effectively manages the
TH3UM JapayKaCHHU TabMUHIIALI hardware and software to

Makcajua anmapar Ba

provide the level of
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Secure JACTYpHU BOCHUTAIAPHU protection corresponding
operating camapaiy OOIIKapyBYH to the content data and
system OIlE€palliOH TU3HUM. resources.
ol. - TABCUPU HATUKACUA
HOMAaKOYJI XoJlaTiapra ojuo
KEJYBUYM aTalUH EKU
- property system to
TaCOI[I/I(baH, HWYKH Ba TalllK1 .
Gexa o withstand external or
OpJIOBYH (paKTOpJaapra .
xa H]ID P PHEp internal factors
U TUBUMHUHI Typa OJINII .
P P destabilizing effect of
Xycycusrtu. fHa - : .
Xasd . o pai which may be undesirable
ABPCU3JIUK MabJIyMOTJIa AUJIJIAPUHUHT . .
. az ap P its state or behavior. Also,
B TYPJIAPHUHT . . .
: AACTYpTap . a state in which data files
Security UIUIATHIALIHN, KYpUO
. and programs may not be
YUKUWIINIIN B . .-
used, viewed and modified
aBTOpHU3aluAJIaHMaral .
by unauthorized persons
maxcinap (GKymiiaJiaH TU3UM . .
. (including staff system)
XOJIMMU ), KOMITBIOTEpIIAp EKU
computers or programs.
JlacTypijaap TOMOHHUIAH
MOI[I/I(l)I/IKaI_[I/IHJIaHI/II_HI/I
MYMKHH OYyJIMaraH xoJar.
52. — KOMIIBIOTEP TU3UMU o :
— maintain security
XaB()CU3IUTUTA TABCUP L
) &% control by registering
TYBUYU JINIIIN MYMKHWH . . . .
Xandens 6Uy . 4 " 4 (fixation in the audit file) a
B HN3J/IUK JITaH XaB(PJIN XapaKaTJIapHn .
Z AKTEDIIO P P predetermined set of
aAayIUTHu X KTCPJIOBYH, OJIJUHAAH .
¥ . P ap . AREA events that characterize
HHUKJIAHT'aH XO0JHucajia .
. . . va[ P the potentially dangerous
Security audit | TymamMuHM pyixaTra .
( pai actions in the computer
oMo ayauT (panjinaa . .
. 4 " affecting its safety.
Kaiman) iy OunaH
XUMOSJIAaHUIITHY HAa30paTJIall.
53. — MyaiisiH TallKHIOTAa - adopted in the

XaB(cusiuk
cuécaru

Security policy

Max¢uil axO0pOTHU EKU
YEeKJIAHTaH JIOUpaIaru
dolnananyBuniIapra
MYIDKaJIaHTaH ax00pOTHH
OJIUIII, UIILJIAI, y3aTHILI
Oyinua KaOyJ KUJIMHTaH
OoITKApHUII CHECATH.

organization management
policy acquisition,
processing, transmission
of classified information,
or information on their
limits calculated range of
users.




VIL TJIOCCAPUI

54, - TU3MMJIH TaCTypui - a user who is trying to
TabMHUHOTIA, KYIIHHYA make changes to system
HOKOHYHUH y3raptupunuiap | Software, often without the
KAPHUTHUIITA YPHHYBYH right to do. Hacker can be
Xakep doiinananysun. Onatna émon | called the programmer,
XyXOoKaTIaHraH Ba 0ab3uja which creates a more or
Hacker HOKOM3 KyInMua Hatkanap | less useful software tools,
TYFAUPYBYH O3MH-KYIIMHU are usually poorly
dboitnanu épaamun gactypiaap | documented and
SApaTyBYH JACTyPUHH XaKep sometimes cause
ne0 aTarr MyMKHH. unwanted side effects.
55. - yeKkiIH andaBUTIATA - a function that displays
3YHJIMTH YeKiu kupui iymu | the input word of finite
Xeum-(pyHKuus yvy P y p. ..
. CY3WHH OepHIITaH, 0J1aT/aa length in a finite alphabet
Hash function . . . :
KaThUH Y3YHJIMKAArH, cy3ra in a given word, usually a
aKCITAHTUPUII (DYHKITUSCH. fixed length.
56. - XMcoOaI TU3UMHJIAH EKU - means for restriction of
YHHUHT KUCMHJIAH access or use of all or part
(ol 1aTaHUIITHU YeKIIaI of the computing system;
Xumosuian .
BOCHUTACH; allaparypaja, legal, organizational and
JacTyplaH Ba technical, including
. MabJIyMOTJIAapAaH pyXcaTCus rogram, measures of
Protection . " bAaH by Prog .
doitnanmanumau 6aprapad prevention of
ITYBYHM TAIIKWJIMK Ba TeXHUK, | Unauthorized access to the
KyMJIaIaH, JacTypHid equipment, programs and
qyopasap. data.
57. — OockuHYMHMHT oreparion | - breach of security of
XyKyM MYXUTHHU OOTIIKAPHUIIIHATa information system, which
UMKOH OepyBUYH ax0opoT allows the invader to
Attack TU3UMU XaBPCUBITUTUHUHT manage operating
Oy3HIHIIIH. environment.
58. - mudpram QyHKIUSICHHA - a cryptographic
HIngpaam . .
amaJira ONIMpyBYH algorithm that implements
AJTOPUTMH : :
KpUNTOrpauK arOPUTM. the encryption function. It
. Brokmu mudprusum xomuaa | is created using base block
Encryption - :
: MU PIANTHAHT MyaiisiH algorithm for exact
algorithm

pexumMuia MuQpIanHUHT

encryption mode in block




0a3aBui OJIOKIIN
aNrOpuUTMHUJIaH QoiiTananno
XOCHJI KHJIMHA/IH.

cipher.

59.

HludppmartH
Ciphertext

- OYMK MaTHHU U pIiain

HaTmKacugaru OJIMHI'aH MaTH.

- the text resulting from
encryption of the
plaintext.
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