MYXAMMAZ, AJI-XOPA3MWIA HOMUOATU
TOLWKEHT AX6OPOT TEXHO/IOTMANAPU YHUBEPCUTETU
XY3YPUAATU NEAATOT KAOPJIAPHU KAMTA TAMEPNALL BA
YNAPHUHT MAJIAKACUHU OLLMPULL TAPMOK, MAPKA3HU

YKYB-YC/NTYBUU
MAXMVYA

AXBOPOT XABPCU3JTUTH

“KomnbloTep MHXXUHUPUHTU
(Komnblotep nHXnHUpUHru, AT-cepsuc, Mynbtumeauna TeXHONOrMANapw,
Ax6opoTt xasdpcusnurun)” yHanuwm
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V3BEKHUCTOH PECIIYBJIUKACHU
OJIUM BA YPTA MAXCYC TABJIUM BA3UPJIUTU

OJIN TABJIUM TU3UMU MEJATOT BA PAXBAP KAJIPJIAPUHU
KAWTA TAHEPJAII BA YJIAPHUHT MAJIAKACUHU OIIUPUIITHUA
TAIIKWJI DTUII BOLI UJIMHUH - METOJAUK MAPKA3HU

MYXAMMAJI AJI-XOPA3MUI1 HOMUJIAT U
TOIIKEHT AXBOPOT TEXHOJIOTUSIJIAPA YHUBEPCUTETH
XY3YPUIATI'A IEJATOI KAJIPJIAPHU KAUTA TAMEPJIAI BA
YJAPHUHT MAJIAKACHUHHU OIIUPUII TAPMOK MAPKA3HU

“KoMnbooTep MHKUHUPUHTH
(KomnbroTrep uHkuHUpuHTH, AT-cepBuc, MyabTHMeIHA TEXHOJIOTHSIIAPH,
Ax6opot xaBdcuzauru)”
WYHAIUIIN

“AXBOPOT XABO®CHU3JIUTN”

MOIYJIN BYNNYA
YVKYB-YCIAYBUUN MAXKMYA

Tomkent - 2019



MoayaHuHr yKyB-ycayouii maxmyacu OQumii Ba ypra maxcyc, Kaco-xXxyHap
TAabJUMU YKYB-METOAMK Oupaammagapu GpaoJausiTuHA
MyBopukiaamTupyBun KeHrammHuur 2019 itnn 18 oxkradpaaru 5 — conu
0aéHHOMAcCH OMJIaH MABKYJ/UIAHTAH YKYB J1ACTYPH Ba YKYB pesKacura
MYBO(QHK MILIA0 YUKHJITAH.

TysyBummap: TATY “Ax6opot xaBdcuzmuru”
kadeapacu gorentu, PhD III.P. Fynomos

Takpuzumnap: C.MeneroB — Hant nonurtexHuka yHuBepcutetn (Dpanuus),
DIEeKTPOH Ba paKamMiM TEXHOJoTusIap kKadeapacu npodeccopu.
M.Sky6o - TATY “AxGopor TexHonorusuiapu” kadeapacu

npodeccopu, h-m.d.n.

MoayaHuHr YKyB-ycayonid maxxmyacu Myxamman aji-Xopa3zMuii HOMUAAru
TomkeHT ax0opoT TexHoJiorusjiapu yuusepcureru Kenrammuaunr 2019 iina
29 aBrycTaaru 1 (694) — connim 6aéHHOMAacH OMJIaH TABCHSI KUWJIMHIAH
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1 BYJIUM

 WILITYY JTACTYP



Kupum

Jlactyp VY36exucron PecnyGmmkacu ITpesumentuauar 2015 jiun 12 uonmaru
“Onuii TapaMM MyaccacaJlapuHUHT pax0ap Ba TNeAaror KajapJjapuHH KailTa
Ta€pam Ba MAJIAKACHHHM OLIMPUII TU3MMHUHU SHAIA TAKOMWJUIAIITHPHII 4HOpa-
tanOupnapu Tyrpucunaa’tu  [1d-4732-conmu, 2017 #mn 7 ¢eBpangaru
“V36eKucToH PecnnyOnukacuHu sHajga PUBOKIIAHTHpHUIN OYiinda Xapakatiap
crpateruscu Tyrpucuna’tu [1D-4947-connu, 2019 #mn 27 aBryctmaru “Onwmii
TaBJIMM Myaccacajapu pax0ap Ba MeJaror KaJpJapUHUHI y3IYKCU3 MalaKaCUHU
OLIUPHUII TU3UMHUHU XOpui 3Tuil Tyrpucuaa’tu [1P-5789-connmn Dapmonmnapw,
myHuHraek 2017 #wwmn 20 anpenpgaru “Onud TabiuM TU3MMHHM — SIHaja
puBOXJIaHTUpHUII 4Yopa-Tagoupnapu Tyrpucuaa’tu [1K-2909-connmu Kapopuna
OenruiaHraH ycTyBOp Baszudanap MasMyHUAAH KeTuO YMKKAH XOJAa Ty3WIraH
Oynub, y onui TabJIUM Myaccacajapd MeJaror KaJIpJIapuHUHT KacO MaxopaTu
XaMJla HWHHOBAllMOH KOMIIETEHTJIWIMHU PUBOXKIIAHTHPUIL, cOXara OWJ WJIFOp
XOPWKHUI TaxkpuOanap, sSsHrM OWJIMM Ba MaslakajapHU V3IAIITHPUIN, IMIYHUHTIEK
aMauérra KOpUM 3TUIL KYHUKMAIAPUHA TAKOMUJUIAIITUPHUIIIHA MaKCal KAJIa 1.

Hactyp noupacuja OepuiaéTraH MaB3yJap TabIUM coxXacu OyiiMya mejaror
KaJIpJlapHd KaWTa Taiépiaml Ba MajakaCUHM OINMPHUIN Ma3MyHH, cudaru Ba
YIApHUHT TaW€prapiaurura KyuwiaauraH yMyMHH Majlaka Tajgabjiapu Ba YKyB
peXanapy acocuia IAK/UIAHTHPHITaH OYIHO, YHHHI Ma3sMYHH Y36eKMCTOHHHHT
MWJUIMA THKJIaHUIIJIAaH MAJUIME IOKCAIHII OOCKWYUAA OJMM TabJIUM Bazudanapu,
TabIUM-TapOusl  sKapaCHJIApUHM  TAlIKWI  ATUIIHUHT  HOPMATHB-XYKYKHUM
XYXOKaTIIapy, WIFOpP TabIuM TEXHOJOTHSJIApUM Ba MEAaroruk maxopar, TablIuM
KapaéHnapuga axOopoT-KOMMYHUKAIUsl TEXHOJIOTHSUIApUHU KYJUlall, amMalui
XOPWXKHUM TUJ, TA3UMIIM TaXJIWJI Ba Kapop KaOysl KWIJIMII acociiapy, Maxcyc (panmap
HETU3UJAa WIMHN Ba aMajlvuil TaAKUKOTIIAp, YKYB *Kapa€HWHU TAIIKHWJI STUITHUHT
3aMOHaBUM yciayOmapu Oyiimya CYHITH IOTYKJap, TI€JarOTHUHT KpeaTuB
KOMITETCHTJIUTHUHN PUBOXIIAHTUPHUI, Ti00an HTepHEeT TapMoru, MylabTUMEIHa
TH3UMIapugal  (Qoimananum Ba MacodaBUil  YKUTHUINHUHT  3aMOHABHM
maKJlapuHyd  KyJutam  Oyiuva Terunuid OuiauM, KYHHKMa, Majaka Ba
KOMIIETEHIUSIIAPHU PUBOKJIAHTUPHUILTA HYHATTUPUIITAH.

Kakra Taii€pnam Ba Majaka OWIMPUII MNYHAUIMIIMHWUHL  y3Ura XocC
XyCycUsATIapu XamjJa A0J3ap0 MmacanalapuaaH Keiaud YMKKaH XoJiga JacTyphaa
TUHTJIOBYMJIAPHUHT Maxcyc (annap moupacujgaru OWIUM, KYHUKMa, Malaka
XaMJla KOMIIeTeHIMsIapura Kyluiaauran Ttanadiiap TaKOMUJUTAIITUPUIMILN
MYMKUH.

Ymly npactypaa ax0opoT XaB(PCHU3JIMIMHUHT JIOI3apOJUTH  Ba YHHUHT
Kpunrorpa@uk XMMOSICH, pyXCaTJIapHU Ha3zoparjalml yCyJJlapu, JIacTypui
MaxCyJIOTJIap XaBPCUTUTHHHU TAJOWK OSTHUII, aXOOPOTHUHI XYKYKHI Ba TEXHHK
xuMosicu ycyitapu, SSL Ba [PSec TapMOK MPOTOKOJUIAPUHM TaXJIWIW, CUMCHU3
TapMOKJIapja ax00poT XaBGCHU3IUTHHU TabMHUHIANI Ba ylapiaru XaB(CH3IHK
MPOTOKOJIJIAPH, 3apapKyHaH/a NACTYpUl BOCUTAIIAPHUHT CTATHK TaxJIMJIA Ba Java
JACTypJanl TUJuAa XaBPCcu3 JacTypiIapHH UIIad YUKHII O0aéH STHIITaH.




MoayaHMHT MaKcaau Ba Basudanapu
“Ax00poT xaB(cu3urn’” MOIYJTMHUHT MAKCcaa Ba Basudasapu:

— TUHTJIOBUMJIApra axO0o0poT XaB()CU3IWTMHU TabMUHJIAII OWIaH OOFJIUK
MacajlaJlapHd edulga axOopoT-KOMMYHHUKAIMS THU3UMIIapuaa axO0opoTiiapHU
XUMOSIIAIT TEXHOJOTHUSJIADUHUHAT YPHHU Ba UCTUKOOJUIM WYHATUIIUIApH MPpodUiInra
MOC OwJIMM, KYHHMKMa Ba MaJlaKaHU TabJIMM CTaHAapTHAa Tanad KWIMHTaH
OMIIMMITApHU MIAKJUIAHTHPHUIIIND;

— ax00poT XaBPCUBIUTH TYNTyHYACH, YHU KYJUIAHHII COXACH XaMja axOoopoT
XaB()CU3IUTUHA TabMHHIIANI 4Yopa TaAOWpiapu, yCyJlapu Ba BOCHUTAJIapUHU
TaxJIUJI KAJIUO yjiap acocua ax00poTHH XUMOSIAI KOOMIUATIAPUHH ATalIalll;

— KOMITBIOTEP THU3UMHUHU camMapalid XUMOsUIall YCyJd Ba BOCHUTACHHU TaXJIUJ
KWIHIIJIaH HOOpaTaup.

Moaya 6yiin4a THHIIOBYMJIAPHUHT OMJIMMH, KYHUKMACH, MAJIaKACH Ba
KOMIIeTCHUUSIJIAPUra Ky HIWJIaUurad tajgadaap
“Ax0opor xaBQcHM3JIUId’ KypPCHHU Y3JIAIITHPUII jKapa€HUAA amaira
OLIMPUJIAIUTaH Macajlajiap JOUPACUIA!
TunriaoB4u:
- ax00pOT XMMOSICH, XUMOSUIAHAIUTaH OOBEKTIap, TaXJIuuiap Ba yiapra
KyTHJIQJUTaH TabCUPJIap XaKK1a OMJIMmMJIapra sra Oy JIO3UM.
Tunriaouu:
— ax00poT XaB(QCU3IUTM TAbMUHOTUHUHI 3apypuil TEXHOJIOTUS Ba XUMOS
BOCUTAJIApUHHU TaHJIAII,
— ax00poT YMKUO KeTaJuraH TallKWINKM Ba TEXHUK KaHAJJIAPHU aHUKJIAIL;
- TAIIKWIOT XaB()CHU3IUK CUECATUHU SPaTUII KYHMKMa Ba MaJaKaIapUHA
AraJulally 3apyp.
TunraoBuu:
— Mebépuid Ba GaBKyso1a BazusTIapaa ax00pOT XaBPCUBIUTUA TUZUMIIAPUHU
TaIIKWJIVHM;
— MHTEJUIEKTyal MYJIK Ba MyaUIM(PIUK XYKyKHMHH, OaBJIaT (PaoUATUHUHT
TypJu coxajapuia axOOpOTHH XUMOSUIAIL TPUHIUIUIAPY Ba YCYJUIAPUHU;
- ax00poT XaB(CHU3IUTMHU TAbMUHJIAII KOMIIETEHUMSAJAPHU >rajulalliud
JIO3UM.

Moay/iHM TAIIKKWJI 3THII BA YyTKA3WII OyiiM4Ya TaBCUsLIap
“Ax0opor xaB(cuzaMru”  Kypcu Mabpy3a Ba aMalidii MallFyJoTiap
IakJInaa oo oopuaaay.

Kypcan yxkutum xapaéHuga TabJIMMHUHT 3aMOHABUM  METOJJIApH,
NeJaroruk  TEXHOJorusjiap Ba  axOOpPOT-KOMMYHHUKAIUsi  TEXHOJIOTHsIapy
KYJUIAaHWUJIMIIN Ha3ap1a TyTUITaH:

— Mappy3a Japciapuia 3aMOHAaBUN KOMIIBIOTEP TEXHOJIOTHSUIApU Epaamuia
MIPE3EHTALMOH Ba AJIEKTPOH-IUJAKTUK TEXHOJIOTUSIIAP/IaH;

— YTKa3wiIaJaurad aMaJliii MaluryJIoTiiapJa TEXHUK BOCHUTalapAaH, dKCIpece-
CYpoBiap, TECT CYPOBIIApH, aKIUN XYXyM, TYPYXJH (UKpiall, KUYUK TypyXJap




OuiaH MIUIanl, KOJJIOKBUYM YTKa3uIl Ba OOIIKA MHTEPAKTUB TabIUM yCYJUIAPUHU
KYJUIall Ha3apaa TyTUIaau.

Moay/ THHHT YKYB pexajaru 001mKa MoayJ/iap OujaaH O0FJINKJINIA Ba
Y3BUMJIUTH
“Ax0opoT xaB(cuzaMru’ MOJYJIH Ma3MyHH VKYB pexkanard “Ax00poT
TEXHOJIOTUSJIADH Ba KOMMYHMKAIUSJIAPUHU PUBOKJIAHUII HCTUKOOJIapu” Ba
“KomnpioTep MHXHHUPUHT ~ YKyB MOJyJUIapu OuWiaH y3BUM OOFJIaHTaH XoJjna
NeAarorjJapHUHT ax00poT XaBhcu3nuru Oyitnda xacOuil meaaroruk Taéprapiauk
JapakKaCHHH OLIUPHUILTA XU3MAT KUJIaIH.

Moay/IHMHI 0JIMH TAbJIUMIArH YPHU
MonynHu Y3mamTupuin OpKajid THHTIOBUMIIAp axOopoT XaB(CU3IUTHAATH
TaxJIuJ Ba Xy>KyMJIapHU TaxJIMJI KWINLI, aXO0OpOTHU WIM(pIaml Ba JeMHppIaliHa
ypranuii, aMmanaa Kyjjam Ba aXOOPOTHHM XMMOSUIAHTAHJIMTMHUA OaxoJiamira JIOup
KacOuil KOMIIETEHTJIMKKA 3ra Oyaaaumiap.

Moaya 0yiin4a coaTyiap TAKCHMOTH

Ayauropus yKyB
OKJIaMacH
JKYMJIAJIAH
No Mopayab MmaB3yJapu = =
E 2 | = S = S
< S| =P 25
¥ | §|S5EIE
é < =| =< 5
= =
1. | Ax6oport XaB()CU3ITUTUHUHT aHbaHaBUI
TUMcoiiapu.  AxOopoT xaBdcu3nuru cuécatu.
XUMOS TU3UMHUHHU JIOMUXAJIAI Ba aMaJira OIIUPHUII
OOoCKUYIapH. AXO0pOTHU XUMOSUIAIIIA
kpuntorpadusauar ypuu. Cummerpuk Onoxmm | 2 2
mudpaanm  anrropuTMIIapHU. OunK KamuTIN
mudpiam anroputmiaapu. Xsom (yHKUUAIAp Ba
OPU anroputmnapu. DJIEKTPOH pPakKamiidi HM30
ITOPUTMIIAPH.
2. | llIndpnam anropurmiapu 2 2
3 | Ayrentudukamnus Ba HACHTUDHUKAINS YCYJUIApH.
Pyxcarnapuu HazopaTmam. TapMokiapapo dkpaH. | 2 2
XyKyMJIapHU aHUKJIAII TU3UMJIApH.
4 | TapmoKIapapo 3KpaH. 2 )
5 | Conna ayTeHTU(UKAIIASIIAIIT MPOTOKOJUIAPH. | o 2




CumMMeTpuK Ba aACCUMETPUK mudpamra
acocnanras nporokosuiap. SSH nporokomnm.
6 | Tapmokitapaa ax60poT XaBOCUBITUTH 2 2
7 | Hactypuit maxcynoriap xabbcuznuru. lactypuit 2 2
MaxcyJIoTiapaa MaBxy 1 3audIukiap.
Kamu: 14 6 8

HA3APUI MAIIFYJOTJIAP MASMYHHA

1 - maB3y: AX00poT XaB(CHU3IUTHHUHI AHBAHABUI THMCOJJIapU. AXO0poT
xaBdcuzauru cuécaTu. XUMOsi TH3MMHUHM JIOHHMXAJIAlI BA aMAJIra OLIUPHUIL
OocKu4wiIapu. AXOOPOTHH XUMOSJIAINAA KPUNTOTPAPUSIHUHT YPHH.
Cummerpuk 00kan mudpaam aaropurmiaapi. O4YuK KaauTan mudpaam
aaropurmiapu. Xom pyakuusiiap sa JPU anropurminapu. JjieKTPOH

1.1.
1.2.
1.3.
1.4.
1.5.
1.6.
1.7.
1.8.

paKamJim uM30 ajroputmiapu (2 coar)
AXO0pOT XaBPCU3IUTH TYLIYHYACH.

AXO0pOT XUMOSICH.

AXO0pOT XaBPCU3TUTH CHECATH.

AXOOPOTHH XUMOsUIall yCyJUIapHu.

AXOOPOTHH XUMOsUIallla KpUNTOrpaUsIHUHT YPHH.
CuMMeTpuK mudpIa alropuTMIapH.
AccuMeTpuk mudpiam alropuTMIapH.

Xsm ¢pynkuusiap Ba OPU anroputmnapu.

2 —maB3y: AyreHTuduKkanus Ba uaeHTuUKaNus ycyuiapu. Pyxcatiapun
HazopatJaul. TapMoKIapapo 3kpaH. Xy:KyMJIAPHU AaHUKJIAI TUSUMJIAPU

2.1.
2.2.
2.3.
2.4.

(2 coar)
AytenTtudukaius Ba uaeHTUGUKAIIS YCyIUIapH.

Pyxcartmapau HazopatTiamnl.
TapMoknapapo 3KpaH.
XyKyMJIApHU aHUKJIAI TU3UMIIApH.

3 —man3y: Conja ayreHTuuranusiam nporokoiapu. CHMMeTpHuK Ba
accuMeTpuK mmdpaamra acocJaHrad nporoxkosuiap. SSH nporokoJiu.
TenekoMMyHHKaIUA TU3UMJIAPH XaB(CU3IMITMHA TAbMUHJIa (2 coar)
3.1. Coana ayreHTUUKaLMsIIALL TPOTOKOJIIAPH.

3.2. CUMMETpHUK Ba aCCUMETPHUK I (pIIaIira acociaaHral mpoTOKoIap.
3.3. Secure Shell mporokou.




AMAJIMA MAIIFYJIOTJAP MA3SMYHHU

1-amanuii mamryJaor. Hludpaam anropurmiaapu. (2 coar)

Comta cuMMeTprK mudpiant yeymiapu. Llesap yeymu. YpuH anMamTapH
mudpaapu. S}pHI/II‘a kyhum mudpnapu. YactoTaBuil TaxJidia yCcyiu. 3aMOHaBUUN
mdpaam anroputmiapu. DES mmudpnam cranmaptu. RSA ouumk kanutiou
mmdpaam  ycynu. Oxumin mudpram  yeymtapu. AS/1 okumiu  mwmdpiiain
AJNTOPUTMU.

2-amanuii mamryaot. Tapmokiaapapo s3xpan (2 coar)
TapMmoKiapapo 5KpaH TEXHOJOIMACU. TapMOK XUMOsCHIA TapMOKJIapapo
3KpaH  BocuTajapuaaH  (Qoiinananum.  TapMmokiapapo  3KpaH — TypJapH.
TapMokslapapo »KpaH BOCHTaJapyuHU YpHATUII Ba co3jam. fHru Koupaiap
spatuil. TU3UMHU HazopaTJIaml.

3-amaunii mamryJaort. Tapmokiapaa axoopot xaBgceusauru (2 coar).
TCP/IP mporokonuna maBxyn 3audiaukiap. SSL TapMoK MpoTOKOIM Ba
yHUHT Basudach. Yprara TypraH ogaM XyXyMH. SSL HpPOTOKONHMHH CO3AIL
X.509 ceprudukaru.
CumMcu3 TapMoka MaBxky[ 3audaukiaap. CuMcus TapMokaa (poiiaanaHuirad
xaB(pcuznuk nportokosmapu. WEP nporokonn. WPA Ba WPA2 mnpoTokosiapu.
Cumcus TapMoKIapAaH ¢oinananuniaa Oepuinaaurad XaBQCU3InK TaBCUSIIaPH.

4-amanmii mawryJiot. Jlacrypuii maxcyaoriaap xaBpeusiauru. Jacrypuid
MaxCyJI0TJaapaa MaBKya 3auduukiaap. (2 coar).
3apapkyHaHga JacTypud  BOCHUTajap. 3apapKyHaHIa  JacTypJlapHH
taxawuiam. CraTuk Taxywil. JmHamuk Taxjuia. 3apapKyHaHJa JacTypliaplaH
“karopiapuu (strings)” anukiam. Kanbaku Ttapmok. IDA Pro nacrypuna
3apapKyHaHAa nactypiapHu tokiami. J[uzaccemOepnam. Teckapu MyXaHIUCITHK
WHXWHUPUHTU.

YKUTHII INAKJLUIAPHA
Maskyp Moayn Oyiinya Kyiugaru YKATULL IIaKuiapuaad GpoiiianaHuiaam:

- Mabpys3ajap, aMajiuil MalFyjaoTiaap (MabIyMOTIap Ba TEXHOJOTHUIAPHU
aHTIIa0 OJIMII, aKJIMA KU3WKHUIIHUA PUBOXJIAHTHPHII, Ha3apuid OWIMMIIapHH
MyCTaxKamJiar);

- JaBpa cyxOatiapu (kypuiaérraH jioinxa edumiiapu oyinda takiudg Oepuii
KOOWJIMSITUHU OITUPHIII, DIIUTHUIN, HAPOK KUJHUII Ba MAHTHKUN Xysocaap
YHUKApPHIII);

- 0axc Ba MyHO3apanap (Jioiimxajiap e€4uMu Oyiinda mamuiuiap Ba acocCiv
apryMEHTJIApHU TAKAUM KWIHWII, SIIATHUII Ba MyaMMOJIAp €YUMUHU TOIHUII

KOOMJIMSITUHU PUBOXIIAHTHPUII).



11 BYJIUM

: MOJIYJIHU YKUTUILIIA
. DOUJAJTAHWIAJIUT AH
. UHTEP®AOJI TABJIUM
 METOJIJTAPU



II. MOYJIHU YKUTUIIJA GONTATTAHUIIAJUT AH UHTEP®AOJI TABJIMM METOIJIAPU

II. MOJYJHU YKUTHUIIIA ®OUJTATIAHUIAJUTAH UHTEP®AO.I
TABJIUM METOIJIAPHA

«baym kyourun» meroau

MeToAHUHT MaKcaau: Ma3Kkyp MeToj] TUHTJIOBUWJIApAa SHTU axOopoTiap
TU3UMUHM KaOyJl KUJIMII Ba OMIMUMIIAPHU Y3IAIITUPUINIINHA SHTAJUIAIITHPHIIL
Makcaauaa KYJUIaHWIagu, IIYHHHTEK, Oy MeToJ THHTJIOBYWIap YyuyyH “Ouuk’”
caBoJUIap TY3HIII Ba yJjiapra >kaBo0 TOIMII MAIlIKW Bazu(acuHu OeaTrvIaiim.

MeToaHu amMaJira OIIMpPUII TAPTHOM:

1. Ymby mMeTonHu Kyuiam yayH, oaaui Ky0 kepak 6ynaau. Kyouunr xap Oup
TOMOHMJA KYWUUAAru Cy3Jap €3uUiau:
o Cana0 OepuHr, Tabpud OepuHr (oaaUil caABOJI)
o« Huma yuyH (ca0a0-0KM0aTHH AHUKJIAIITHPOBYHU CABOJI)

o  TymmHTHpHO OepuHr (MyaMMOHHM Xap TOMOHJIAMa Kapail
CaBOJIH)

o Taxkuud O0epunr (amMaauéT OUIaH OOFJIMK CaBOJI)

o« Mucoa KeaTHPHUHT (MKOAKOPJIMKHUA PUBOKIAHTHPOBYH CABOJI)
o  ®ukp OepuHr (TAXJIUJ KWIHII Ba 0aX0J1a1I CAaBOJIN)

2. VKuTyBuM MaB3yHH Genruiab Gepa.

3. YkuryBuM KyOMKHM crosira Tamaiau. Kalicu cy3 umMkca, yHra TEruuuld
CaBOJIHM Oepaji.

“KWHL” metoaun

MeToaHuHr Makcaau: Maskyp METOJ| TUHIJIOBUMIIAp/Ia SHTH axOopoTiap
TU3UMUHU KaOyJl KWIHII Ba OWIMUMIIApPHH THU3UMJIAIITHPUIN MaKCcaaua
KYJUIaHWJIQ ¥, UIYHUHTAEK, Oy MEeTOJ THUHIJIOBYWIAp Y4YyH Map3y Oyiinua

KyHugara skaasainga OepuiraH capojuiapra >kaBoO TOMHIN MAaIIKU Basu(pacuHU
OenruIann.

N3ox. KWHL:

Know — numanapnu ounaman?

Want — numanu ounuwinu xoxaatiman?
How - xanoau 6unub oncam 6ynraou?
Learn - numanu ypearnub onoum?.




II. MOYJIHU YKUTUIIJA GONMTATTAHUIAIUT AH UHTEP®AOJI TABJIMM METOJIJIAPU

“KWHL?” meroan

1. Humanapnu ounaman: 2. Humanapnu ounuwinu
- XOXTAUMAaH, HUMANAPHU
ounumum Kepak:

3. Kanaaii knaud 6uaund Ba 4. Humanapuu ounué onoum:
TONMHUO OJIAMaH: -

“W1H” meroau

MeTtoaHuHr Makcaau: Ma3Kyp METOJ TUHIJIOBUMJIAp/A SHIM axOopoTiap
TU3UMUHU KaOyl KWIMII Ba OWIMMMIAPHU TU3UMIIAIITUPHUIL MAaKCaauaa
KYJUIaHWJIaau, UIYHUHTJEK, Oy MEeTOJ THUHIVIOBUMWJIAp Y4YyH MaB3y Oyiinua
Kylumaru okajBaija OepuiraH OJTUTa caBoJUlapra >KaBoO TOMHUIN MallKy
Ba3uacuHu OeNruIaiam.

What? Huwma?
(Tabpudu, Ma3MyHH, HUMA Y4yH
WIIJIATHIIAIN)

Where? Kaepna (>kofinamraH, Kaepaad

OJIMII MYKHUH)?

What kind? | Kangait? (mapamerpiapu, Typiapu

MaBXKY/)
When? Kauon? (MmmiaTuiam)
Why? Huma yuayn?

(vmaTuanan)
How? Kanpait kunu0? (sspatunay,

CakJIaHaJu, TYJIIUPUIAIH,
Taxpupiai MyMKHUH)
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“SWOT-Tax;ania” MeToau.

MeToaHMHI MAaKcaaM: MaBXyJl Hazapuil Ouinumiap Ba amaiui
TaxXpuOanapHu TaxJIMJI KWIHIL, TaKKOCIAll OpKAIM MYaMMOHHM XaJl O3THII
UynnapHu TOMMINTa, OWIMMIIAPHM MyCTaxkamJjall, TakpopJiami, ©Oaxosaiira,
MYCTaKWJ, TaHKUAUM (UKpIANIHU, HOCTAaHAAPT Ta(paKKypHU MIAKIUIAHTUPHINITa
XU3MaT KUAJIAIH.

S — (strength) * Ky4JId TOMOHIIADH

W — (weakness) * 3an(), Ky4CU3 TOMOHJIAPU

O — (opportunity) * UIMKOHHSITIapH

T — (threat) * xaB(aap

“BEEP” metroan

Metoanuunur makcaaum: by wmeTon Mypakkal, KYNTapMOKIH, MyMKHH
KaJap, MyaMMOJIM XapaKTepujarn MaB3yJlapHU YpraHuiira KapaTWIraH.
MeTOMHUHT MOXHATH IIYHIAAaH WOOpaTKH, OyHJAa MaB3YHUHT TYPJIH TapMOKJIApH
Oyiinua 6up xui ax0opoT Oepuaay Ba alfHU MANTAa, YIAPHUHT Xap OMpHU amoxuaa
acmeKkTiapia MyXxokama OJTwiaad. Macamnadn, MyamMMo WKOOW Ba canowuii
TOMOHJIapH, ad3ailTuK, (pa3uiaT Ba KaMuuiukiapy, ¢oiiga Ba 3apapiapu Oyiinda
Vyprauunaau. by wuHTepdaon MeTon TaHKUAWM, TaxJIWIANA, AHUK MAaHTHUKUN
bukpnaman  MyBaddaKUATIN  PUBONKIAHTHPUINTA XamJa VKYBUMJIAPHUHT
MYCTaKWJ Fosyiapu, puKpiapuHu €3Ma Ba OF3aKd IIAKIAa TH3UMIIU Oa€H STHII,
XMMOSI KWIMIITa HWMKOHMUAT spartaau. “Beep” METOIMAAH Mabpy3a
MaIlIFyJIoTIapuaa UHAUBUAYaT Ba XyQDTIUKIApJard Wil MaKIWaa, amaiud Ba
CeMHMHap MaIlFyJo0Tiapuaa KHUYUK TypyXJapJard Uil IIakiujga MaB3y 03acujaH
OWIMMIIApHM MyCTaxKamJjall, TaxXJWiId KWJUII Ba TaKKOCHall MakKcaauaa
dbolanaHuI MyMKHH.
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MeTtoaHun amaJjira omIMpuiI TApTHON:

TpEHEP-YKUTYBUYM UIITHPOKUMUIAPHA S5-6 KUIIKUJAH HOOpAT KHUHUK
rypyxJjapra axparaiu;

TPEHUHT MaKCcajy, apTiapy Ba TapTHOW OHJIaH UIITHPOKIMIAPHH
TAHUIITUPray, Xap OUp Typyxra yMyMuii MyaMMOHH TaXJIHII

KHMJIMHUIIIN 3apyp 6§7JIF8,H KUCMJIapH TYIIUPHUIITaH TapKaTMa

Xap Oup rypyx y3ura 6epuiaran MyaMMOHH aTpoduiada TaxX Il
KWIKO, Y3 Mylnoxa3zajlapuHH TaBCHUs STUJIAETTaH cxema Oyitnya
Tapkarmara €3ma 0a€H KWwiau;

HaBOargaru 6ockuyaa Oapua rypyxJjap y3 TaKIUMOTIapUHU
yrkazaaguinap. lllynnan cyHr, TpeHep TOMOHUAH TaxXJIUiuIap
YMYMIIAIITHPUIIAN, 3apYPHI ax00poTap OUIaH TYIAUPUIAIN Ba
MaB3y SIKYHJIaHa!.

MyaMMo0J1H CaBOJI

1-ycya 2-ycya 3-ycya

abzammrn | kamunnry | ag3anmmurn | kamunnirn ap3ayIMry - | KAMYMWINTH

XyJoca:

“Keiic-ctaau’” MeTOIH

«Keiic-ctagm» - uHrmM3va cy3 O6ynud, («case» — aHMK Ba3UAT, XOAMCA,
«stadi» — YpraHMok, TaxJIuid KWIMOK) aHUK Ba3HMATIAPHU YPraHuil, TaxJIMi
KWJIUII aCOCHIAa YKUTHUIIHM amalira OLUMPHUILITa KapaTWiraH METOJ XUcoOJIaHau.
Maskyp wmeton gactina® 1921 #wmn  TapBapa  yHuUBepcUTETHa aMaluid
Ba3MsTIApaH MKTUCOAMM OomkapyB (anmapuHu ypranumaa ¢oiinaiaHuin
TapTuOuaa Kysuianwirad. Keiicia  ounk axOopoTiapaaH €KUM aHWK BOKea-
XOJUCaaH Ba3uAT cudaruia TaxJIui yayH (oigagaHuI MyMKHUH.
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“Keiic MeTOIN” HM aMaJra omupui 60CKUYJIapu

40011 Da0IMAT MAKJIU
00CKUYJIapH BAa Ma3MYHH
1-6ockuu: Keiic Ba yHuHT | ¥ sKKa TapTHOIArd ayuo-BU3yall HII;
ax0opoT TabMUHOTH Owmiad | v/ Kelic OWIaH TAHUIIMII(MATHIIM, ayAH0 EKU

TaHULITUPHILL Meaua MIaKiaa);

v’ ax6opOTHH YMyMJIAIITHPHILL;

v’ ax6opoT TaxXJInIu;

v/ MyaMMOJIApHU aHHUKJIAII
2-00CKHNY: Keiicau | v/ vHIUBHIyasT Ba IypyX/a UIILIALL,
aHUKJAIITAPKIN ~ Ba  YKYB [ ¥ MyaMMOJIapHH J0J3apOJIMK MEPAPXUSCHHN
TONIIMPUFHU OENTHIIaI AHMKJIALL;

v/ acocuii MyaMMOJIM Ba3HATHHU OeJIrHJIall
3-00ckmu: Keiicmarn acocuii | v/ MHIMBHIyaN Ba TypyX/a HIILIALL
MyaMMOHH  TaXJWI  OTHUII | v MyKOOHWII €4nM HYIUTapUHU UILTa0 YHKHIIL,
OpKaJIX YKyB TONIIMPUFUHUHT | v\ Xap OHWp EYUMHHHI WMKOHHUSTIApH Ba

€UYMMUHH W3JAlll, XaJl 3TUII TYCUKJIAPHH TaXJIWJ KWJIUILL

UynnapuHu unad YuKHIil MYKOOMJI €4UMJIApHU TaHJIaIl

4-06ockmu: Keiic eunmuHH sKKa Ba rypyxJa uiuian;

€YMMHWHU IIAKJUIAHTUPUII Ba MYKOOWJI BapUaHTIIAPHU aMayijia KyJuiamn
acocnari, TAKIUMOT. MMKOHHSTIAPUHH acOCall;
VDKOJIM-JIONHNXA TAaKJIUMOTHUHH Tau€pall;
AKYHHM XyJoca Ba Ba3UAT ECYMMHUHUHT
aMaJinid acTieKTIapUHU EPUTHUIIT

AN AN

AN

“AccecMeHT” MeTOaH

MeTOAHMHI MAKCAJAU: MAa3Kyp METOJl TAabJIUM OJYBUWJIAPHUHT OWIUM
JapaxacuHW 0axoJiall, HazopaT KWIWIL, Y3JAlITHPUII KYpCaTKUYM Ba aMalluid
KYHUKMAJIAPUHH TEKIIMPHUILITa HyHANTUPpWITaH. Ma3kyp TEXHHKA OpKaJIU TabJIuM
OJyBUWJIAPHUHI  Owiuil  Qaonustd Typau — WyHanumouiap (TecT, amMmaiui
KYHUKMAJIap, MyaMMOJM Ba3uATIAp MKW, KHECHUH TaxJIWI, CUMIITOMIIAPHU
aHUKJIal) Oyilnya Talxuc KUjanHaaIu Ba 0axoinaHaIu.

MeToaHu amMaJira OIIMpPUII TAPTHOM:

“AccecMeHT apJlaH  Mabpy3a MaIIFyJIoTiapuaa TajladaJlapHUHT EKU
KaTHallYMJIApPHUHT  MaBXyJl  OWJIMM  Japa)kaCMHU  YpraHumijia,  sIHTU
MabJIyMOTIapHU 0a€H KWIMLIA, CEMUHApP, aMaJuid MalIFyJloTjiapa 3ca MaB3y
€K MaBbJIyMOTJApHU Y3JAIITUPHIL Japa)kacuHU OaxoJjalll, NIYHUHTEK, ¥3-Y3UHU
Oaxoyaml Makcaauaa WHAUMBUAyad Imaknna  (oiJalaHuIl TaBCUs STUJIAIU.
[IyHuHTAEK, YKATYBUYMHUHI WXKOIMM EHIAIIYBA XaMmJa YKyB MakcaJJlapuiaH
KeJInO 4MKuO, accecMEHTra KyIrm4a TONIIUPUKIAPHA KUPUTUIT MYMKHUH.

Xap Oup Karakgaru TYFpu kaBoO 5 Oamin €ku 1-5 Oanrada GaxojaHUIIN
MYMKHH.
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Tymynua TAXJIWIH Amauuii Bazuda
(cumnrom)

“Uucept” MeToau

MeToaHu amMaJira OIIMpPUII TAPTHOM:

» YKUTYBUM MAIIIFYJI0Tra KaJap MaB3yHUHT aCOCHH TyIIyHYaJIapy Ma3MyHHU
EpUTWITaH MAaTHHYU TapKaTMa €KY TaKIMMOT KYPUHHINKA TalEpianu;

> SHTH MaB3y MOXMATHHU EpPUTYBYM MaTH TabJIUM OJIyBUHJIApTra
TapKaTUIAAN KU TAaKIUMOT KYPUHMINNA HAMOWUII ATUIIA]IU;

» TabJIUM OJTYBUWJIAp WHIUBHUAYaJ Tap3/ia MaTH OWJIaH TAHUITUO YUKHO, ¥3
IaXCUM KapalulapuHu Maxcyc Oenruiiap opkainu udopanaiiawiap. MatH Ounax
unuUianga Ttajgabamap EKkM  KaTHAITYWiIapra KyWWJgarn waxcyc OenrumiapiaH
doiinalaHnI TaBCHS dTUIIAIN:

bearunap Martn
“V” — TaHUIIl MABITYMOT.

“?” — Ma3Kyp MabJIYMOTHH TYIIYHMaJUM, U30X KEPAK.
“+” 0y MabJIyMOT MEH yUyH STHTHIIHK.

[13

—” 0y (ukp €Ku Ma3Kyp MabIyMOTra KapiuMan?

benrunanran BakT SIKyHJIaHTa4, TabJUM OJYyBUWJIAp YYYH HOTAHHUII Ba
TyIIyHapcu3 OYJIraH MabiIyMOTIap VKUTYBYM TOMOHMJAH TaxJIWil KUJIMHUO,
W30XJIaHAW,  YJIapHUHT MOXUATH TYnuK Eputwianu.  CaBojuiapra »KaBoO
Oepunaay Ba MAIIFyJIOT SIKYHJIaHAIH.
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I11. HABAPUH MATEPUAJLIIAP

1-maB3y: AXO00pOT XaB(PCU3TUTMHUHT AHBAHABUI THMCOJLIApU. AXO0pPOT
xaBgcusauru cuécatu. XUMOsl TU3MMHUHM JIONHMXAJIAII BAa aMAJIra OLUUPHUIL
OocKu4JIapu. AXOOPOTHU XUMOSJIAINAA KPUNTOIPAPUSHUHT YPHH.
Cummerpuk 010kIM mHdpaam aaropurmiaapi. O4YuK KaJautTan mudpiaam
aaropurmiaapu. Xom ¢pyakuusiiap sa IPU anropurmiaapu. Ji1eKTpoH
paKaMJId UM30 ajroputmiapu (2 coar)

Pewxa:
1.1. AXO0pOT XaBPCHU3IUTHU TYITYHYACH.
1.2. AXO0OPOT XUMOSICH.
1.3. Ax60poT xaBpcU3IUTH cUECATH.
1.4. AXOOPOTHM XUMOSIIAII YCYJIIApH.
1.5. AXOOpPOTHHM XUMOSJIAIIa KpUIITOTpaUsHUHT YPHH.
1.6. CummeTpuk mudpian alropuTMiapH.
1.7. AccumMmeTpuk mudprain aaropuTMIapy.
1.8. Xom ¢pyakuusiap Ba OPU anroputmnapu.

Tassnu umbopanap: axbopom, xaspcusiux, 3au@aux, mMaxouo, XyHCyMm,
OYMYHIUK, POUOANAHYBUAHIUK, MAXPUUIUK, UOeHmuUDuKayus, aymeHmugurayus,
asmopuzayusl, XyKyKuil Xumos, MAWKUIUL XUMOsl, UHICUHEP-MEXHUK XUMOsL,
oacmyputi Xumos, anapam Xumos, Mapmox Xasghcusiueu, OonepayuoH musum
xasgcuznuey, 0acmyputl Maxcyiom xag@hcusiueu, Kpunmoaocus, Kpunmozpagus,
Kpunmomaxaui, wugpiaw, oewudpraws, X3ui @GYHKYus, Kaium, 31eKmMpoH
PAKaAMIU UM30, CUMMEMPUK WUDPIAW, ACCUMEMPUK Wudpiaw, ouux Kaium,
maxguu Kaium, KOAIU3USA, OYMYHIUK, MAXPUUIUK, OKUMIU wugprawl, OI0KIU
wugpraw, MavryMomuu aymeHmu@uUKayuaIau musumiapu.

1.1.Ax00poT xaBCU3IUTH TYIIYHYACH

YMymxkaxoH ax0opoT riodaianryBu kapaéHiapu ax00poT-KOMMYHUKAIIHS
TEXHOJIOTUSIIApUHU HadaKaT Mamaiakariap UKTUCOAUETH Ba OOIIKa coxXajlapuia
XKOpUW ATHIL, OadKh axOOpOT TU3UMIIAPU XAB()CH3IUTMHU TabMHUHIAIIHUA XaM
TaKazo 3TMOKJA. AXOOPOT TEXHOJIOTHsJIApUHU XaETUMU3HUHT Xap Oup >kabxacura
KUpuO OOpHIM, HWHCOHJAPHUHI axO0opoTra OYyiraH TalaOlapuHd OPTHUILIH,
ax00OpOTHU MYXUMJIMK Japa)KaCUHU OPTHINUTA OHO Kenaau. byHuHT HaTHx)acuaa
sca, aXOOPOTHU KYJra KHPUTHINTA KapaTWiTraH XaTTH-XapakaTiap MUKIOPH OpTUO
kenmMokna. by aca ¥3 HaBOatmma xap jkabxaga axOopoT XaBCHU3IUTHHU
TabMUHJIAMI 0JI3apOIUTHHE OUJTHPATTH.
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AX00pOT XaB(CU3ITUITHHUHT AHBAHABUI THUMCOJJIAPH

AXxO0poT xaBPCH3IUTU MabIYMOTIApPHU XUMOSUIAIl yCyJulapu OuilaH
myryjsiaHagn. Ax6opot xaBdcuznuruja aHabHaBUM TUMcosuiap cudartuaa 1.1-
pacmaa kypcatunrad, Amnuca, bo6 Ba Tpunu omunran 6ynu6, Anuca Ba boO
KOHYHUU (QoigananyBunnap €xku “aximm omamuap”’, Tpuam sca Oy3ryHUH EKU
HUATH OYy3YK OJ1aM.

Xasgcuznux coxanapu. AXO0poT XaBOCH3NWTHHUA TabMUHJIAII Oapya
coxaljiapjia amajra OlUpuiIno, yaap acocaH Kyhuaaruiapra OyiIuHaIu:

— Tapmok xaBpcuznury;
— Web na xaBpcH3IMKHM TabMHUHIIALL,
— Hnosa Ba onepaion TU3uM XaB(CU3IIUTH.

Axbopom  xasghcuziueu - Myammonapu. Ax0OopoT  xaBdcuzIHATHAA
MyaMMoJiap Typu Kym OYnu0, ynap acocan Kyiujaru cababiapra kypa Keauo
ypKaau’;

— Kym 3apapin, xaTom qacTypiapHu MaBxKyUINIH;
— Husitu 6y3yK ¢oiinananyBYMIapHA MaBXKYJIUTH;
— Conuan UHXUHUPUHT;

— ®u3uk XUMos 3au(IIUKIapy Ba XaK.

Boo

Tpnmi

1.1-pacM. Ax60poT xaB()CU3IUTU TUMCOIIIAPU

Ax0O0poT XxaB(cU3NUTHAa MyaMMOJApHHU OPTHILMAra acocaH Kyhuaaruiap
MOTHUBAINS OYJIUIITN MyMKHH:
— @oiiga;
— Teppopusuwm;
— XapOwuii coxa Ba Xax.
Ax0OopoT xaBdcHu3IMrUAa MaBXKyJl MyaMmMmoJiap XaB(IMIMK Aapakacura
Kypa: 3auyvK, TaxaU1 Ba Xy>KyMra o0 KelyBunuaapra OyJIuImm MyMKHH.
Saugrux — Oy TH3UMIA MaBXyJ OYyiraH xaBdCU3IMK MyamMmoacu OYyiuo,

! Stamp Mark. Information security: principles and practice. 1 —c.
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yJIap acocaH THU3UMHHHT XN MIAKUIAHTUPUIMATAHINTH KA CO3JTaHMAaraHIuTy
cababnm kenub uukaau. 3auduuknap TU3UMIApAa KaTTa €KM KHYUK Tap3jia
MaBxkya OVianu.

Taxouo — Oy MmaBxyn OynraH 3au@uvK HaTWXacuaa OVIMIIM MYMKUH
Oynran XyXyM Typu OYynu0, yaap acocaH TU3MMHH KaMUYWJIUKIAPWHH YpraHWII
HATWKACcHUIa KEJINO YNKaIH.

Xyorcym — Oy MaBXyA TaxJAMIHU amalra OUIMpPWIraH KYpUHHAIIN OYmuo,
OyHIa KyTHJITaH TaXIU]l aMajira OITHPUIIaI.

1.2.Ax00poT xumosicu

YMymuit  xonma axOopoT XaB(CHU3ZIUTK KOHCENCHUSICM yuyTa TalllKWI
ATYBUMJIAH HOOpATIUTMHM 3bTUOOpra OJuHCA, axO0opoT XaB(CHU3IUTHUHU
TabMUHJIAII JIPTaHIa MabIYMOTHHUHT KyWHJard ydra XyCYCHSTHHU TabMHUHJIAII
TYIIYHUTIT MyMKHH.

Ky#inna kenrupunran 1.2 - pacmaa ymOy ydTa XyCYCHATHH TabMHHJIAIIAA
KpunTorpaduK yCyJUIapHUHT TyTraH YPHU KEITHPWITAH. YMyMUH X0iaa ax00poT
XaBOCU3WINTUHA TabMHHJIAII JleTaHAa Ym0y yuYTa XyCYCHUSTHH TabMUHIIAII
TYHIYHUINO, Xap Oup XyCyCHST MYyXHMJIMATH axOOpOTHMHI Typura Ba

doitnanaHuIUIIMra Kypa xap XUJI oYUM MYMKHUH
1

1.2 - pacm. AXGOpOT XaBCUBIUTH XYCYCHSITIIApU

Macanan, ommaBuUi TypJard MabIyMOT Y4YyH OWUpUHYM HaBOaT/a,
doiinarianyBYaHINK Ba OYTYHJIMK XYCYCUSITJIApUHM TabMHHIAII MyXUM OyIca,
JIABIIAT CUPH JlapakacHIard MabIyMOT yUYyH YHUHT KOH(PUACHIMSIUTUTH OUPUHYA
VpUHIAa TypaJid.

Konduaenumamuk (pyxcarcu3 YKUIIHUHT MYMKHH 3MACJIUTH)
XyCYCUSATA axOOpOTHHHI pyXcaT dSTWUiMarad ¢oiananyBumiiapiad SUIUPHILL,
MabJIyMOT MAHOCHUHU TYIIYHUO OJIMAcCIUK YYyH, YHU TYIIyYHapCU3 XoJiaTia
YyTKazum kabu Bazudanapau Oakapuill opkainu O6axapuinaau. AXOOpOTHUHT yIIOy

! Stamp Mark. Information security: principles and practice. 2,3 —c.
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XYCYCHSITH KpuUNTOrpaduKk XHUMOS yCyJUlapuIaH OWpH caHalraH, MuQpianl
ycymiapu acocuga amanra owmpunaau. ludpnam ycymiapu €pnamuaa O4MK
MabJIyMOT SIIMPUHTAH KYpUHMILArKM MUPpPMaTH XoiaTtura ainaHaau. by aca yau
Oy3fyHuH (oiJalaHUIINAAH OJITUHH OJa]IH.

byrynnuk (pyxcarcu3 €3MIIHHHI MYMKHMH OJMACJIMIM) XYCyCHUATH
acocuia MabJIyMOTHH Y3aTHII JaBOMHUJA YHTa Y3rapTUPHII KUPUTHITAHIUTH EKH
KUPUTHJIMAraHJIuTH aHUKJIaHaOu. Yoy XycycusaT Oolkaya KWiMO alTHITaHIa,
MabJIyMOTHH OY3FyHUYM TOMOHHUJAH Y3rapTHUpWiraH (aJMamTHpWIraH, Ydupuo
TAlUIAaHTaH)JIUTUHU aHUKJIAIIHU Ouiaaupagud. AXOOPOTHUHI yIIOy XYyCYCHUSTH
KpunTorpauk XMMOs yCy/JIlapy acocuja aMaira OuMpuiaaud. Xo3upla
Kpuntorpaguk x3m  QyHKOUSAIAp acocHJa MAabIyMOTHHHI  OyTYHJIUTHHU
TabMHUHJIANI YCYJUTApU aMaIuETAa KeHT KYIUTaHUIa Iu.

dojiiganaHyBYaAHIMK XyCYCHSATH axOOpOTHaH HCTaJraH BaKT JOMpacHia
doiifalaHuIl UMKOHUATH MaBXYUIMTM OwinaH OenruiaHagu. YOy XycCyCHAT
OUYMK TypJard MabiIyMOT Y4YyH AacTJIaOKu Tanald 3TUiagurad Ttanadaup. Ymoly
XYCYCHUSITHU OY3WJIMIIUTA OJUO KelyBYM XykyM ycyiapunan o6upu DOS (Denial
of Service) éku ynunr maknantupuwiran kypunuimu DDOS (Distributed denial of
Service) cananmuO, ymlOy XyXyM YCyldd THU3UMHHU (poliganaHyBUaHIUK
XYCYCHSTHHH Oy3WJIHUIINTA OJINO KEeTaIu.

Ymly yuta XycycusT axO00pOT XUMOSCHHUHT aCOCHUN TAaIIKWJ dTyBUMJIApU
caHanuO, axOOpPOTHM XUMOSUIAll J3TaHJa acocaH NIy y4dTa XyCYCHUSTHH
TabMHUHJIANI TYMIMHWIAAA. AMMO YIIOy y4Ta XyCyCHST TYJIUK OaKapuIHIIN YIyH
Oup HedTa OaKapuUIUIIM MyMKHH OYynraH unuiap Tanad stunanu. bomikada Kkumuo
aifTranaa ymoy ydTa XYCyCHSTHM Oa)kapuILJaH OJIAWH, KyHuaa KeaTHpUIraH
amanuéTiiapau 6axapuiira Tyrpu kenaau (1.3-pacm).

Nnentnduxanus

AyTeHTHQUKALASA

ABTOpHU3aUMs

1.3-pacm. doiinanaHuiHu OOMTKAPHIIT
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Hoenmughuxayus — Oy QoiinanaHyBYMHN TU3UMTIA Y3UHU TaHUTHII Kapa€HU
o0ynu0, yuna doigananyBuyd HOMUJAH (JIOTHH), Maxcyc IIaXCUil KapTajgapaaH €Ku
OMOMETpPUK XyCyCUsTIIapuaaH (HoiganaHuI MyMKHH.

Aymenmughuxayus — 0y QoigamaHyBUMIAPHN XAKUKUHUIUTHHN TEKIIUPHUII
xapaéuu O0ynu0, >kapaéHu HaTkacuga ¢oinamaHyBud TU3UMJAH (HoigamaHuII
yUyH pyXcaT oJaau €K OJIManIn.

Aemopuzayus — Oy QoiganyByura TU3UM TOMOHHUAAH OEpUIraH XyKyKJap
TymnamMu 0ynub, QolganaHyBUMHM TH3UM JOWpacHia KWJIAIIN MyMKUH OYnraH
Basupaapuau Oenrunangm.

1.3. Ax6opoT xaB(CcH3IUTH CHECATH

Axbopom xaegcuznueu cuécamu — TANWKWIOT V3 (aonusaTuaa puos
KWIAJUraH ax00poT XaB(PCU3IUIKM coXacuaaru XyxoKaTJlaHTaH —Koujanap,
MyoJiaXanap, aMalluid ycyiiap €K aMal KWIMHAJAWTaH MPUHINAILIAD MaKMyH
caHanu0, y acocu/ia TalKWIOTa ax00pOT XaB()CU3TUTH TabMUHIIAHAIH.

AXO0pOT XaBPCUBJIUTUHUHT CUECATUHMU WIUIA0 YMKUIIAA, aBBAJIO XUMOS
KWIMHYBYM OOBEKT Ba YHUHT Bazudaiapu aHukjianaad. CYHrpa nyniMaHHUHT Oy
00BEKTra KU3UKHUIIK Tapa)acu, Xy>KyMHUHT 3XTUMOJUIA TypJiapy Ba KYpHiaura
3apap Oaxonanaau. Huxodar, MaBx Ky Kapiiyd TabCUP BOCUTAJIAPU €Tapid XUMOSHU
TabMHUHJIaMalIurad OObEKTHUHT 3aud KOMIapu aHUKIIaHAH.

Camapanu XuMosi yuyyH Xap OWp OOBEKT MYMKHUH OViTraH TaxJauajap Ba
XY)KyM TypJapH, Maxcyc HHCTPYMEHTIIAp, KypoJuiap Ba MOPTIOBYN MOTAIAPHUHT
UTUTATAIIUIIN SXTUMOJITUTH HYKTaW Ha3zapuaaH OaxoJaHUWIIM 3apyp. TabKuiamt
JIO3UMKH, HUATH OYy3yK OJlaM y4yH DHI KMMMAaTJIM OOBEKT YHUHT >bTUOOPUHU
TOPTAaX Ba SXTUMOJUIM HUIIOH OYNMMO XHW3MaT KWJIaJu Ba YHTa KapIlud acoCUi
Kywiap unuiatwiand. byHna, xaB)cu3nmuk cu€caTUHMHT WOUIad YUKWIMINNAIA
eurMH OepuiiraH OObEKTHUHT peasl XMMOSICHHHN TaAbMUHJIOBUM Macajiajiap xucoora
OJIMHUIITH JIO3HM.

Kapmmu Tabcup BocuTamapu XUMOSHHHT TYJIWK Ba OIIEJIOHJIAHTaH
KOHIICTIIUSCHTa MOC KEJIWIM MmapT. by adraHd, Kapum TabCHp BOCHUTAJIapUHU
Mapkasuja  XUMOSUIAaHYBYM  OOBEKT  OyJiraH  KOHIIGHTPUK  JoHpajapja
KOMIAIITUPHIT JIO3UM. By Xonma AymIMaHHUHT HCTalNraH OOBEKTra Wynu
XUMOSTHUHT DIICJIOHJIAaHTaH TH3UMUHU KecuO VyTamu. MynodaaHuHr Xap Oup
ysrapacd IIyHJad TallKuil KWIMHATUKHA, KYpUKIAl XOJUMUHUHT KaBoO
JopaJapuHA KYpUIIMIa erapiinda BaKT MoOalHWIa XYy)KYMUYWHH YIIIa0 TYpPHII
UMKOHHU OYJICHH.

Cyurru OockMYja KapIid TabCHUP BOCHTAJAPU KaOyJl KWJIMHTAH XHUMOS
KOHIIEeTIUsicura OwWHoaH OupnamTtupwiagd. ByTyH Tu3uMm Xa€TH UUKIMHUHT
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OonulaHFuy Ba KyTHWJIyBUM YMYMHUH HapXWHU JAacTiabku Oaxojaml amanira
OLLIMPUIIA]IH.

Arap Oup OMHOHMHI MYHMAA TYpJIM XUMOsSJaIIl Tajabjapura sra OyiraH
oOBbeKTIap KoMmamran 0yica, OuHO oTceknapra oynuuaau. [y Tapuka ymymuit
HA30paTJIAHyBYM MAKOH HMYMJIa MYKH NEPUMETPJap aXpaTuiagud Ba pyXcaTCu3
doiinamaHuIIaH WIKU XUMOsI BocuTanapu spatmiaau. [lepumerp, oxatna, Gpusmux
TYCUKJIAp OpKajdu aHUKIaHuO, Oy TYCHUKIApJaH YTUII SIEKTPOH YyCyl EKU
KYpUKJIall XOAUMIIApH TOMOHHJIAH OaKapHiyBUM Maxcyc MyoJiaxanap épaamuia
Ha30paTiaHa/Iu.

YMymuii uysrapara €ku mnepumerpra sra OyiraH OWHOJNAp TYpPyXHHH
XUMositaiga Hadakat anoxuaa oObeKT €KUM OMHO, OAJIKU YHUHT >KOMIAHMII KOUU
XaMm xucoOra omuHuIM 3apyp. Kynm comnmu OuHOnmapu OynaraH ep ydacTkajiapu
XaB()CU3IMKHMA TabMHMHJIAIl OYilM4a yMyMuid €KM KHCMaH MOC KeJaJguraH
Tajabysapra sra Oynanu, 0ab3W ydacTKajap 3ca mnepuMerp Oyiimdya TYCHMKKa Ba
AroHa MyJakka sra. YMyMH NEpUMETp TalIKWJ 3THO, Xap Oup OMHOJAru XUMOS
BOCUTAJIAPUHUA KaMaWTHUPHUII Ba YJIapHU (akaT XyXyM KHJIUHUIIN SXTUMOJH
KYIIpOK OVyiraH MyxXxuM OOBEKTIapra YpHaTHUIl MYMKHH. XyAAd IIy TapuKa
ydacTKaJaru xap Oup umopar €ku OOBEKT XYKYMUUHHU YILIA0 KOJMII UMKOHUSATH
HYKTau HazapujaH 0axoyaHaIu.

IOxkopunarn kenTupuiarad Ttanabnap TaXJIWiIM KypcaTaauKd, YJapHUHT
Oapuacu axOOpPOTHHU MIILJIAII Ba Y3aTHILI KypuiIMalapuaH XyKyKcu3 (oiaalaHuIl,
ax00pOoT AATYBUMWJIAPUHU YTUpJall Ba ca00TaXX UMKOHMSATHHU WY KYyWMMacIuKKa
OJINO Kenaau.

bunonap, umopatiap Ba ax00opoT BOCUTAIAPUHUHT XaB(PCU3IUK TU3UMUHU
Ha3opaT TYHKTJIApMHA OWp 30HAJaH MWKKUHYM 30Hara yTum uWynuanaa
YKOMIAIITUPTraH X0JiJ1a KOHIIEHTPHUK XaJIKa KYPUHUILIK/IA TAalIKWI STUII MaKCcaJaura
MyBOpUK xucobsanaau (1.4-pacm).

1.4-pacM. buHOogaru KOMNbIOTEP TU3UMUHUHT XaB(QCU3IIUK TH3UMU
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1-xynyn. Kommbtotrep Tapmoru (KT) xaBcu3IUrMHMHr TalKK 30HACH
TabpMUHIIAHUIIN:

(bU3UK TYCHKJIAp

nepuMeTp Oyimad YTui xoiiapu

XyIyJira KUpUII HA30paTUHUHT HOABTOMATUK TU3UMHU

2-xyaya. KT xaBpcu3nuruHuHr ypragaru 30Hacu

TabpMUHIAHUIIN:

SIIMKJIAPH JIEKTPOH XUMOSUIAHTaH Ha30paT MyHKTJIApU

BUJICOKY3aTHUII

OYM OV111 30HaJIapHU YMKApUO TallIal

3-xyaya. KT xaBpCU3TUrMHUHT UYKH 30HACH

TapMuHIaL:

maxcui  kommbeloTepra  ¢oipgamanum  ¢akaT HazopaT TU3UMHU  OpKalu
UJEHTUPUKAUSTAITHUHT OMOMETPUK TU3UMU

AxOopoT xu3maTH OHMHOJApH Ba XOHAjJapura KHUPUIIHUHT Ha30paTH
Macaljilacura KeJjicak, acocuil uopa-Hadakat OMHO Ba XOHaJIapHH, OaJKU BOCUTaIap
KOMIUJIEKCUHM, yJIApHUHT (QyHKIMOHAN Basudanapu OyiiMua axpardin Ba
u3oJsiusIam. bUHO Ba XOHallapra KHUPHUIIHU Ha30paTiOBUYM aBTOMATHK Ba
HOABTOMATHK THU3UMJIAp HIUIaTWiIaau. HazopaT Tu3uMu KyHAY3W Ba Kedyacu
Ky3aTHIL BOCUTaIapy OWIaH TYIAUPUIUIIA MyMKHH.

XaBQCUBMMKHUHT  (U3MK  BOCHUTAJAPUHM  TaHJAIl  XUMOSJIAHYBYH
OOBEKTHUHI MYXUMJIMTMHH, BOCHUTajapra KeTaJWraH XapakaTHHM Ba HazopaT
TU3UMU UIIOHWIWINTUA JlapaKaCUHU, WKTUMOWM >KMXATJIapHU Ba WHCOH Hadcu
Oy3YKJIUTUHU OJIIMHJAH YpraHuinra acociiaHaau. bapmok, kadtiap, ky3 TYp
napaacu, KOH TOMHUpJIApU W3lapu €KW HYTKHH aHUKJIAINl KaOu OMOMETpUK
UHACHTUUKAIMSUIA  UIUIATWIIm  MymkuH. [llapTHoma acocuma TEXHHK
BOCUTAJapra XuU3MaT KypcaTyBUM XOJMMIIAPHU OOBEKTra KUPUTHIIHHHI MaxcCyc
pexuMHu Ky3na TyTwiradH. by maxcmap uAeHTHU(UKALMSUIAHTaHIapUIaH CYHT
00OBEKTra Ky3aTyBUM XaMpOXJIMTUAA KUPUTWIAAW. YHAAH TalIKapu yjapra aHuk
KEJIMII PeXUMHU, MAKOHUI YdrapajaHulll, KeInO-KEeTUIl BaKTH, Oa)kapaJuraH Wil
XapakTepy YpHaTUIAIU.

Huxosit, Ouno mepumerpu Oyitnya OOCTUPHO KUPUIITHU AHUKJIOBYH TYPJIU
naT4uKiIap €paaMuia KOMIUIEKC Ky3aTHIll YpHatuiaau. by matuukiap oOBeKTHU
KYPUKJIAITHUHT Mapka3uid NmocTh OuiiaH OOrjlaHTaH Ba OYIMINM MYMKHH Oyira
OoocTupu® KHUpHUIIl HYKTAJApUHU, alHHUKCA WIUIAaHMaWIuraH BaKTJiapja, Hazopar
KHWJIau.

BakTu-BakTy OWJiaH 3LIMKIIAp, poMJjap, TOM, BEHTHIALMS TYWHYKJIApU Ba
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OOITKa YWKHIN WYJUIAPUHUHT (UMK XUMOSUTAHWIN WIIOHWIMINTAHUA TEKIIUPUO
TYpPHII JIO3UM.

Xap Oup XoHara M4MJIard HapCaHUHT MYXUMJTWJIMTUAra OOTIMK (poiiIamaHuI
TU3UMUTA 3ra Oynran 3oHa cudaruna xapanagu. Kupuin-yukuin XyKyKd TH3UMU
maxc €Ku OOBEKT MYXHMIIUTHUTA OOTJIMK XOJJa CEJCKIUSIN Ba Iapakaiapu
Oyiimua pyrtOanmanran Oynmumm mapt. Kupum-uukum  XyKyKd — TH3UMHU
Mapkaszjamrad Oy MyMKHH (pyXcaTiapHU OOIIKapHIl, »aJBajl Ba KaJeHAap
peXaJapUHUHT  peKANAIITUPWINIINA,  KAPUII-YUKHUII  XYKYKUHUHT  €3Ma
HaMyHajapHy Ba X.).

Hazopar Tu3MMUHM BaKTH-BaKTU OWJIaH TEKIIUPHUO TYpHII Ba YHHU JIOMMO
uiira JiaékaTiii XOoJJa cakjaml JIo3uM. BbyHu HuXTucocnamrad OyinuHManap Ba
Ha30paT OpraHyiapyv TAbMHUHIANIN.

[ITaxcuii koMmblOTep Ba (PU3MKABHII XUMOSI BOCHTaldapu KaOu Yimyammapu
KHYMK ac000-yCKyHaJapHH KYy3/7a TYTHUII MyMKHH.

IOxopuna kenTupuiaraniapra Xyjnoca KWiuO, KOMIBIOTEp TapMOKJIApHUHH
XUMosTaniga axoopoT xaBhcu3nuru cuécatu KaHaal aHUKJIAHUIIN XyCycHaa cy3
foputamus. Onatna kym connu (oiinanaHyBumMiapra sra OYiaraH KOpIIOpaTHB
KOMITBIOTEP TapMOKJIapu y4yH Maxcyc “XaBdcuznuk cuécatu” 11e0 aTalyByH,
TapMOKJa MIUIAIIHKM MabiAyM TapTHO Ba Koujajapra OYHCHHIUPYBYU
(pernamMeHTIIOBYM) XYXOKAT Ty3UJIaau.

Cuécar onarna MKKM KMCMJaH uOopaT Oyiagu: yMyMUd NPUHLHMILIAD Ba
WIUTAIIHUHT MyalsH Koujanapu. Y MyMuil npuHuumiap Internetna xaBpcuznukka
EHIAIIMIITHU aHUWKJAaca, KOWJAJap HUMa pyXcaT STWIMIIMHA Ba HHMa pyxcaT
STWIMacIuruau  Oenrunaiiau. Kowpamap wyalisH Myojaxanap Ba Typiau
KYJUTaHMasap OuiiaH TYJIIUPUIALINT MyMKHH.

Opatna xaBpcu3IMK cU€caTd TapMOK acoCHil cepBUciapuiaH (IJIEKTPOH
nouta, WWW Ba xak.) ¢dolganaHUIIHUA periaMeHTIaian xamJia TapMOKJIaH
dbolinananyBuniIapHu yiaap KaHjaid ¢oiganaHuIl XyKyKUTa dSra SKaHJIUKIapu
Owian  TaHumTapagu. by aca  y3  HaBOatuma  QoiinanaHyBUHIIApHU
ayTeHTU(PUKALUSIIAIT MyOJIaKaCUHU aHUKJIaNIH.

by xyxokartra skuaaui EHOAIUIN JIO3UM. XHMMOSHUHT  Oomka Oapya
CTpaTerusici XaBMCHUBJIUK CHECATUHUHT KAThUW OaKapuiWIIM TaxXMUHUTA
acocnmanrad. XaBhcuznmuk cu€catu GoimanaHyBYWIIAp TOMOHHUIAH KYTITHHA
MajoMaT OpTTUpWIMIIMIa cabad Oynaau, 4yHKH yHAa ¢oipallaHyBUura MabH
STUJITAH Hapcajlap OYMK-OMAMH E3uiaraH. AMMO XaB(CH3JIMK CUECATU pPacMUi
XyXXKar, y 6Hp TOMOHJAH Internet TakaguMm OSTyBYM CEpBUCHApAA HIILJIALI
3apypUsITH, UKKUHYM TOMOHJIaH MOC MyTaxaccuc-mipodeccuoHamiap tapaduman

udogananran xaB(hCU3IUK Taadaapu acocuaa Ty3WIau.
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ABTOMATIAMTUPWITAH KOMILIEKC XHMMOSJIAHTaH XHCOOJaHaaW, KAYOHKHU
Oapua amamrap OOBEKTIIap, pecypciap Ba MyoJjakajJapHU OCBOCHTAa XUMOSCHUHHU
TabMHUHJIOBYM KaThUI aHUKJIAHTaH Kouaaaap Oyiinya Oaxapuica (1.5-pacm).

NnenTudpuxkanun
Jam, ayTeHTugnka
HMAJIANT

BakoaaTaapHn
TAKCHMJIALI

Nmutapau Kaiajiam
Ba Ky#xaTra oJimul

Kondunenuuasu
JMKHM TabMHWHJIAII

Bupycra kapmm
XUMOH yCyJlIapu

Masbaymor
OyTYHJIUTHHU
TabMHUHJIAII

1.5-pacM. Ax60opoT xaB(hCHU3IUTH CUECATUHU TABMUHJIAIIHUHAT aCOCHM KOUIaJapu

Xumosira KyHuiaaaurad TanabJapHUHT aCOCUHU TaxXIujjiap pyixaTu TallKul
sraau. byHnmait Tamabnmap ¥3 HaBOaTuIa XUMOSIHUHT 3apypuil Basudaiapu Ba
XUMOSI BOCUTAIAPUHY aHUKJIANIH.

1.4. AXO0poTHHM XMMOSLJIAII YCYJLIIAPH

Jlemak, KOMIIBIOTEp TapMoMAa axOOpPOTHH camapaid XHMOSCHHH
TabMUHJIAII YYyH XUMOSI TH3UMUHU JIOMMXAJIAIll Ba aMajira OIUPHUII yd OOCKUY/Ia
amaJira OIIMPUIIUIIH KEPaK:

- xaB(-xaTapHH TaxJIUILIAIL;
- xaB(cU3IMK CUECATUHU aMaJira OIIMPHIIL;
- xaB(cU3MUK cCUEcaTUHU Majla 1JIall.

bupunyu  6ockuuoa  KOMUBIOTEp TApMOMHHMHT 3aud  dAJIEMEHTIIapU
TaxJIWIIaHAAW, TaxJAWajap aHWKJIaHaJAW Ba OaxoJjlaHAIW, XWMOSHUHT OITHMAT
BOCHTAJApU TaHJIaHaAW. XaB(h-XaTapHHU TaxXIMILIANT XaBPCU3IUK CUECATHHH Ka0yIT
KWINII OWJIaH TyTajljlaHaIu.

Uxkunuu 60ckuy - XaBPCUBIUK CHUECATUHM amajra OIIWPHUII MOJHSIBUN
XapaxaTiIapHU XUCOOJaIl Ba MacajlajJapHU €4HIIl y9yH MOC BOCHUTAJApHU TaHJIAII
Owran Oonutananu. byHna TaHmaHraH BoOCHTalap WIUIANTUHUHT UXTHIIOMIN
HIMACJIUTH, BOCUTAJIAPHH €TKAa3u0 OCpyBUMIAPHUHT OOPYCH, XMMOSI MEXaHU3MIIApH
Ba OcpuiaauraH kadojaTiap XyCycHIard Tyjga axOopOT OJIMII MMKOHUATH KaOu
OMIJIJIap XHMCOOTa OJIMHUINK 3apyp. YHAAH Tallkapu, axO00poT XaB(CHU3IUTH
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Oyitn4a acocuii Koujanap akc dTTUPHITaH MPUHIUILIAP XUCOOra OJIMHUIIN KepakK.

Yuunuu 6ockuu - xaBQCU3IUK CUECATUHM MaJajuialll OOCKHUYM HT MYXHUM
nucoOmanaau. by Oockuyga  YTKaswiaauraH —Taa0upiap HHATH — OYy3YyK
OJIaMJIAPHUHT TapMOKKAa OOCTHPUO KUPHUIIMHU JOMMO Ha30paT KWJIMO TYPHUIIHH,
ax0opoT OOBEKTUHH X,MMOSUIAll THU3UMHJArH “‘paxHa’JlapHU  aHUKJIAIIHH,
KOHQUICHIIMAT MabIyMOTJIapAaH pyxcaTcu3 ¢oiJaiaHuIll XOJIApUHU XHcoOra
ONMUIITHU Tajnad sTagu. TapMoK XaB(PCHU3IUTH CHUECATHHU MaJajjiaiiiga acoCHH
XKaBOOTapiIuK TH3UM MabMypH OYiiHuma Oynmaau. Y XaBQCU3IMKHUHT MyalsH
TU3UMHU OY3WIMIIUHUHT Oapya XoJJlapura ornepaTuB MyHocabaT OWIIIUPHILIH,
yIapHU TaxJIWUIAllM Ba MOJMSIBUNA BOCHUTAJAPHUHT MAaKCUMall TEeXaIUIIUHA
XycoOra oJraH XoJijJa XUMOSIHUHT 3apypuid armapaT Ba JAacTypUil BoCHUTaJIapuaaH
doiinamaHuIny mapT.

AXOOpOTHM  XuUMoOsUIallla  XO3upJa KaTop XMMOA  yCyJUlapuaaH
dolnanannaub, yMyMMui XoJija yiiap Kyiuaaruiapra OyJInHaIu:

— axOOpPOTHUHT XyKYKUI XUMOSICH;

— axOOPOTHUHT HHXHUHEP — TEXHUK XUMOSICH;

— axOOpPOTHUHT TAIIKWINNA XUMOSICH;

— axOOPOTHUHT JACTYPHIl XUMOSICH;

— axOOpOTHUHT anapar Ba anapaT-I1acTypHil XUMOSICH.

XUMOsl yCYJUIApUHUHT TYpJIaHMIIK yiapja (oiganaHuirad BOCUTalap Ba
EHAOIIMIIApra acociaHaau. XUMOS YCYJUIApUHUHT TaHJall 3ca Y3 HaBOaTuaa
TAlIKWJIOT/a MIUIA0 YMKWITaH ax0opoT XaB(CHU3IUTH cuU€caThra Kypa amaira
ommpunand. Opatna axOopoT XaBOCHU3IMIMHM TabMUHJAIIA Oapya XUMOS
yCyJulapuiaH KOMIUIEKC Tap3/aa (poiJanaHuil OpKaId SpULLUIA N,

1.5. AXOOpoTHM XMMOSJIANIA KPUNTOrpaUusiIHUHT YPHU

DNEKTPOH KYPUHUIIIATH MAbIyMOTIApHU XQ)KMUHU OPTHINW, YHU CaKJjIall
Ownad OOFNMMK OYJIraH MyaMMoJiap XaKMUHU XaM OpTUIINTra oiubd kenaau. Yoy
MyaMMOJAapHH Xajdl KWINIIAAa MaBXyA Oynaran ycymiap 9ca, KyHJIaH-KyHTa
surunanaBepaau. lllynra kapmacman axOopoT xaB()CH3IUTUHU TabMUHIIAIIIA
KaauMa xaM QoiianaHuiaran Ba xo3upaa Xxam ¢doigananuinaétrad ycysuiapaaH
oupu 0y — kpunrtorpaduk xumosi ycyuiapuaup. Kpunrorpadguk xumost ycyiapu
V3UHUHT WIIOHWIWJIMTH, CaMapagopiurd Ba (olgamaHUII Japakacd KamMpOBU
KeHIJiuru OwinaH Oomka ycymnapiaaH ¢apk Kuwiaau. Xo3upjaa axOopoT
XaB(CU3JIMTUHYA TAbMUHJIAIIHUHT Xap Oup kabxacuja kpunrtorpaduk ycysiapian
dolnananuaMok1a. by aca yHUHT MyXUMJIUTHAAH JapaK Oepaiu.

YMymuii  xonma axOopor XaBMCHU3NMWTHA KOHCEINCHUSCH yuTa TallIKUII
ATYBUMJIAaH HOOPATIUTHUHU IBTHOOpPTa  oOJcak, axO0opoT  XaBCUBIUTHHU
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TabMMHJIAII JI3TaHJa MAbIyMOTHUHI KyHMUJard yuyTa XYCYCHUSITUHU TabMHHJIAII
TymyHuin MymkuH. Kyitnna xentupunran 1.7- pacmpaa ymlOy ydyTa XyCyCUSITHU
TabMUHJIAILIA KPUNITOTpA(DUK YCYIUIAPHUHT TYTraH YPHU KENTUPUIITaH.

Axbopor
XaB(eu3aurn

Konpuaesnmua g byrynank

(Kpunrorpadpunk (Kpunrorpagunk
yeyJLIap acocnaa) yey/LIap acocuaa)

1.6-pacM. AX60poT XaBCH3IUTH XYCYyCUATIApH

YOy yuta xycycusT axOOpOT XMUMOSCHHUHI aCOCHUM TalIKWJ ATYBUWIApU
caHaiMO, axOOpPOTHM XMMOSUIAll JI3raHjAa acocaH WIy YyuyTa XYyCYCUSITHHU
TabMHUHJIAUI TYIIUHWIAAW. AMMO YOy yyTa XyCyCUST TYIUK OaKapuiuIld YYyH
Oup HeuTa OakapWIMIIN MyMKUH OynraH unuiap tanad stuiaau. bomkaya kummb
aifTragaa ymoy ydTa XYCyCHSATHH Oa)KapWIJaH OJAWH, KyWHJa KEITHPHITaH
aManuETIapHu Oaykapuiira TYFpu Kenaiau. 2.2-pacMja KeITHUPUITaH kapaéHiapia
KpunTorpadguk XxuMost ycyiapuaad GonaniaHuI fapakacy 3ca Kyhuaarnga.

i

1.7-pacm. doiinanaHuIIHA OOITKAPUIIT

AyTeHTH(urkanusa s>xapaéuu (QoHgamaHyBUYMHU TU3UMIAH (PoiiamaHulI
Y4yH YHU XAKUKUWJIWTHHU TEKIIUPUII caHaiuO, 2-pacMjlia KEeITUPUIITaHUJIEK,
ayTeHTU(UKanMsIam skapa€Hu  kpunrorpaduk ycymuiapaud (doiaanaHuiral
X0JIaT/ia aMaJITl OmUpuinG, OyHaa Kpunrorpaduk KajauT y3yTHII MPOTOKOJUIAPH,
ayTeHTU(PUKaLUsIIall TPOTOKOUIAPH, MABIYMOTHHU ayTeHTU(UKAIMSIIAI KOAJIApH
Ba Xak. Qoinananuiaan. Ymoly jkapaéHaa xaM KpUNTOrpapuk XuMos ycysuiapu
Y3UHUHT 0apIOLUIUTY, UIIOHYIMIIUTH OWIaH aXpaaud Typasu.
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Kpunrorpadpus - axOopoTiapHu aciauaaH y3rapTUpPWIraH XoJjarra
aKCIAHTUPUII YCIYOJIapUHU TONMUII Ba TAKOMUJUIAIITUPUIN OWJIaH HIyFUIUIAHAH.
JactnaOku cucremanamran kpunrorpadgux yciayOnap spamu3 Oomuaa, HOnui
[le3apbHUHT WII IOPUTHIN E3UIIMaNapuia yuypailau. Y, OuUpop MabIyMOTHH
Maxuil xoyga, OUpOp KUIIMra eTKa3MOKYM Oyica, andaBUTHUHT OUPUHYU
xappuHU anpaBUTHUHT TYPTUHYM Xaphu OnaH, NKKWMHYMCUHA OCTITMHYHMCH OUJiaH
Ba XOKa30 Iy TapTHOa aJMamTHpUO MATHHUHT aclid XOJaTHAaH IIHQpiIaHTaH
MATH XOJIATUTA YTKA3TaH.

AxOopoTiapauHr Myxodaszacu macajanapu Owiad kpumntosiorus (Kryptos-
maxduii, l0gos- wim) ¢anu myruwuiaHaau. Kpunrojsorus Makcamiapu y3apo
Kapama-Kapiiy OyJIraH UKKU WYHAJIUIITA 3Ta: — KpUnmozpagus Ba KpunmoaHaius.

KpunrtorpadussHuHr OYMK MabJIyMOTIapHU IHdpram MacalajapuHu
MaTeMaTuK yciayOnapu OuiaH IMyFHUIAaHUIIN TYFPUCH]IA IOKOpUIA alTHO YTUIIIH.

Kpunroananu3 sca mudupnam yciayOuHU (KaaIUTHHU €KUM AITOPUTMHHH)
Ownmaran xoJsijia mudpiaaHraH MabJIyMOTHU aciu XOJATHHU (MOC KEJIYBUM OYMK
MabJIyMOTHH) TOIHUII MacajaJlapuHu €YUl OWJIaH UTyFUJUIAHAIH.

XO03Upru 3aMOH Kpunrorpaduscu KyWugard TyYpTrra OYIUMHU ¥3 WUHUTa
OJIaIu:

1) CuMMeTpUK KPUITOTH3UMIIAP.

2) O4HK KaJIUT aJITOPUTMHUTA aCOCIIaHTaH KPUIITOTU3UMIIAP.

3) DeKTpoH paKaMiid UM30 KPUIITOTH3UMIIAPH.

4) Kpuntotuzumiap ydyH KpPUNTOOAPIONUIM KAIHTIAPHW WNLIA0 YUKW Ba
ynapaaH GhoianaHuIIHu OOIIKAPHIIL.

Mudpnam TuzuMiapu doiganaHuIaural KajduTiap COHHWra Kypa HKKU
KHCMTa OYIMHAIU: CHMMETPHUK Ba aCHMMETPHUK - OYHK KaJUTIIH.

CuMMeTpHUK KpUNITOTU3UMIIapia mudpiai yayH XaMm Ba Aemu@piiant yuayH
XaM Oup X1 KanuTaaH ¢hoiganaHuIagm.

O4YuK KaJUTJIM KPUNTOTU3UMIIApAA MKKUTA KaIUTAAaH (oilganaHuiIagn -—
¥3apo MareMmaTuk OOFJIMK OynaraH oOuyuMK Ba €ENWMK — KaauTiapjaad. byHna
MabJIyMOTJIap XaMmMara MabJIiyM OYJraH MabJIyMOT F00OpUIaETral MaXCHUHT OYHK
KamuTh OwinaHn mudpraHaauy Ba (akaT MabIyMOT HOOOpPWIAETraH IIaXCHUHT
y3uraruHa MabiiyM OYiran €nuk KajauT OumnaH aemudpaaHaam.

Kanutaapau Ttakcumiiam Ba OomKapum — KpunToOapAOoIuIH
KaJIMTIapHU Uiiad yukuil (€Ku sipaTI), yaapHU Myxodaszaiy cakiamll, Xamja
KanuTiaapHu (QoifananyBumiap opacuja myxodaszajlaHraH XoJiJja TaKCHMJIAII
YKapa€HJIapUHU Y3 ©4Yura oyiaau.

JJIEKTPOH  paKaMJiM MM30 - DJJIEKTPOH MaTHra WJIOBA KWJIMHAIUTaH
Kpunrorpaduk aaMamTUPUIIIaH uoopar O0yiuo, NIy AJIEKTPOH MATH KYHATHJITaH
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maxcra KaOysl KWIMHTAH OJJIGKTPOH MATHHUHT Ba MAaTUHHUA — paKaMiiu
UM30JIOBUMHUHT XAKUKUHA EKM HOXAKUKWN DKAaHJIWTHHU aHHUKJIAll WMKOHUHH
oepanau.

1.6. CummeTpuk mmdpJaam aJaropurmiapu

Hudpnam anropuTMiIapu acoclapyuHM OYUK MabIyMOTHH H(OIaJIOBYU
andasur OenrmwiapuHu  €ku  Oenrmwiiap OMpHUKMaNapuHH UG PMAbIyMOTHH
u(o1aI0Bun andasur  Oenrmmapura €ku  Oenrmwiap  OMpUKManapura
aKCIAHTUPYBUM MAaTEMaTUK Mojemnap Tamkuna sTuiand. UIyHuHr ydyH Xam
mu@pranl aaropuTMIAPUHU CUH(IIapTra aXXpaTUILIHUHT OOIUIaHFUY OOCKHYH, yiIap
HETW3M1aru akCIaHTUPUII TypJlapy acocHja aMajra omMpuiaau. Arap mudpiiamn
xKapaéHuJa O4YMK MablyMOT aidaBuTu Oenrmnapu mudp MabiyMoT ajidaBUTH
Oenrmiapura anmMamTHpuica, OyHAall aKCIAHTHpPUINTa aCOCIAaHraH IIHQpIan
QITOpUTMH  ypHHUra Kyuum mudpnam cuHpura kupaau. Arap mudpIiam
xKapa€HUJa OUYMK MabIyMOT aj(aBUTH OCNTUIAPUHUHT YPUHIAPU aIMalUITUPHIICA,
OyHIal mudpram aaropuTMH YpUH aaMalITHpUII MHUQpiam cuH(Ura KUupaiu.
Kypunu6 typulauku, YpuH anMallTUpUII Mmu@piam aaropuTMiapuia O4YUK
MabJIyMOTHH TAIUIKWJ JTyBUM andaBUT OENTWJIAPUHUHT MabHOCH IIHU(Dp
MabIyYMOTJa XaM Y3rapMaciaH Kojaiu. AKCHUHYA, YpHUTA KYHUII IHQpIamt
anropuTMiiapuia IMHUQPPMAbIyMOTHH TAalIKWI 3TyBYM ain(aBUT Oelrwiapu
MabHOCH OYUK MABJIYMOTHH TAIIKHJI ATYBYU al(paBUT OENTHIIApUHUHT MabHOCH
Owian Oup xwin Oynmaiinu. Iludpnam sxapaéHuaa ypHura Kydum Ba YpuH
ANIMAIITUPUII  AKCTAHTHPUIUIAPDHHUHT  KOMOWHAIMsUIapuaaH  Oupramukiaa
doitnananunca, OyHmai mmmdpIam aIroOpuTMHA  KOMITO3UIIMOH  mmUdprant
Typkymura kupanu. Jlemak, mmudpnam anropuTMiIapu akCIaHTHPUII TypJjapura
Kapald YpHuea xyuuwi, YpuH aimauimupuis 6a Komnozuyuon mudpiam cuHdura
OYIMHAaIH.

udpnam aNropuUTMIIApUTa KyWWJIaINTaH acocui Tanadnap
KyWuaaruiaapaup:

— mu@praaHrad ax00poTHU Y3rapTupuO Kyiui kv mudpau 0y3ud ouunmira
WYJI KOJIAUPMACIIUK;

— ax0opoT xuMOsich (paKaT KAIUTHUHT MabIyMJIUTUTa OOFIUK OYnuo,
QITOPUTMHHUHT MablIyM €KU HOMabiaymuurura 6ormuk oynmaciauk (O. Kepkrodd
KOMJacH);

— gpactnabku  (mmdpranaguran) axOo0poTHM €KW KaJUTHU OU—pO3
y3raptvpuil mudpiaaHran MaTHHU OyTyHjal y3raptupu® ro6o—puiun jo3um (K.
[enHoH TaMoOWIH, “YIUPUIALT XOAUCACH);

— KaJUT KMUMAaTIIapu COXacu IIyHJal KaTTa OVIMIIM KEepakKH, YHAA KaauT
KUMaTIIapuHu Oup OotiiaH Kypub YuKuI acocuaa mudpHu 0y3ud ouuIn UMKOHU
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OYJIMACIIUTY JIO3UM;

— QJIFOPUTM UKTUCOIMH >KUXATAAH TEKaMJIU Ba €Tapiu TE€3KOpJHMKKa 3ra
OYIIUIITN JI03UM;

— mudpmaTtHHn Oy3u0O ouuira KeTaguraH capd-xapaxariap axoopoT
0axocuJlaH IOKOPHU OYJIUIIN JTO3UM.

Mudpnam anroputmiapy, KaauTiapAaH (oipanaHuml Typiapura Kypa,
CUMMETPUK Ba acUMMETpUK cuHpuapra OynauHamu. Arap mmudpram Ba
nemmdpam sxkapaéHmapu OUp XWJI KaJuT OWIaH amalra OIupuica, OyHman
mudpIiai aaropuTM CUMMETPUK IU(pIan alroputMu cuHdura kupaau. Arap
mudprnam sxapaéHu Oupop k, KanuT OwiaH amanra OmMpwiInO, Jemm@praii

xapaéuu k, zk, Oynran k, Kanut OujaH amaira OIIMPHINO, k, KaauTHU
Owiran xonga Kk, KaJWTHU TONHUIN CYWJIUIIN Mypakka® OynraH macana Owiad

O0ornuK Oyica, OyHaal mudpran aaropuTMud aCUMMETPHUK UG pIIail alropuTMH
cuH(uUra TaanykiIu 0ynaau.

CuMmmeTpuk mudpiam adropuTMiIapd MabIyMOTHH Immdprammga Ba
nemudpiiamga ailHad OMp XWJl KanuTaad goinananagu. byHaall KpunrtoTuznmaa
KaJIUT aJOKaHUHT (pakaT WKKajga TOMOHH YYyH MabJIyM, JICKHH WKKOBJIApHIaH
OolIKa Xe4 KUMTIa OIIKopa OYIMaciauru, SbHU Y3rajlapJaH MyTJIaKo Maxduii
Oymumu mapT. byHnmail TUMMHUHT XaBQCHU3IUTH acocaH fAroHa maxdQuii
KAJIMTHUHT XUMOS XOccajlapura OOFJuK.

Kpunrotuzumaan ¢oiinananumiga MaTH Myammudu mu@pian airopuTMu
Ba mMQpIiail KaJuTh BOCUTaCHa aBBajIoO J1acTIa0K MaTHHU MKU(piIaHraH MaTHra
yrupagu. MatH myammudu yHU Y3u (doipanaHuiiM ydyH mmdpriarad Oyica
(OyHma xanmuTiapHu OOIIKApYB THU3MMHUIa XO0XkaT XaM OyJIMaiiin) yHU cakjad
KySIId Ba Kepakiid BakTaa mudpiaHraH MaTHHU odanu. OUYuiaraH MaTH aciu
(mactnaOku MaTH)ra aitHan OVyiica, cakjgad KyWuiaraH axOOpOTHHMHT SXJIUTJIMTHIra
UIIIOHY XOCHJI OYiaan. AKc Xoiaa ax0opoT OyTYHIUTH Oy3wiran OYiaubd dukaau
(1.8-pacm). By epna k — 100opyBuHn Ba KaOysl KMITYBYMHUHT CHUMMETPUK MaxQuit

KaJIUTH.
HIudpaanran axéopor
Hactnadk IIaCTﬁnaﬁlc
i ax0opoT Ax0opornu ludpaanran H axoopoT
> mwHppaanm — ax00poTHH -
AACTIAA0OKMCHUTA YTHPHUIIT

1.8-pacm. CUMMETPUK KPUIITOTH3UMIIADAA aXO0POT aJIMAIIIHIIT
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Arap mmdpraHraH MaTH YHU spaTraH KdUMCaJaH Yy3ra KOHYHHU
dbolinananyBuura (OJdyBUYMIa) MYJDKa/UTaHTaH Oyica, y TETWIUIM MaH3Wira
xyHatwinangu. CyHrpa mudpiaHraH MaTH OJIyBYM TOMOHHUJAH YHra aBBaJlaH
MabIyM OYyiaraH mu@pHUA OYMII KaJIUTH Ba alTOPUTMHU BOCHTAcHAA JACTIA0KH
MaTHIa YTUPWIAJIHN.

CHUMMETPHUK KPUNTOTH3UMIIApAAa axO0opoT ajaMamuil yd OOCKHYAa 03
oepaau:

— ax00poT KXYHATYBYHM YHU OJTyBUUTa Maxduii Tapzna Maxpuil KaTUTHH, STbHU
WKKOBJIApUJAaH Yy3ra Xed KuUMra MabiyM OyiaMaraH Vy3apo Maxduil KaauTHU
TONIINPA]TH;

— XYHaTyBYM ¥V3apo wMaxdui Kamur OwiadH axO0opoTHH 1mwmbpraad yHH
OJIyBUMTA )KYyHATa/]IH;

— Kalyn KWinO oJlyBUM axOOpOTHU OJAMO YHMHI WMGPUHHU Y3apo Maxpuil
KJIUT OWJIaH oyaaud. YMYMYH OJITaHJia MKKajda TOMOH Oy KaJuTaaH Oup Hedya Oop
KaiiTa porijanaHuILIapd MyMKHUH.

Arap mudprnan xapaHu OYMK MabIyMOT al(aBUTH OCNTHIAPUHUHT HUKKH
Ba YHJIaH OpPTHK YEKJIM COHAArd OWpUKMaJapuHU MHUPPMabIyMOT aipaBUTH
OeNnruapuHUHT OMpUKMajlapura akCIaHTHpUIIra acocjaHran Oyica, OyHzail
mmdprnam aaroput™Mu 0gokau  mmdpaam cunpura xkupamu (1.9-pacmma AES
MUCOIH/Ia OJIOKIIA KU (PIIAL aATOPUTMH KEATUPUIITAH).

{128-6ut ounk mata} {128-0uT ounk mMarH} {128-0uT ounk marH} {128-6ut

\ﬁg_/ < '
yuk MatH (128 bits)

AES <= Kanr (128-256 bits)

Mudp matH (128 bits) | >
{128-0ut mmdp maru} {128-6ut mudp maru} {128-0ut mmdp maru} {128-6ut

1.9-pacm. baoknu mmudpaann

Kpunrorpadusina Onoxiu mudpnam airopuTMmiiapd KEHT KYJTaHUIUO,
MOXUSAT KUXaTHaH Kyiunmarmda. MacanaH, ouukK MatH 128-OMT y3yHJIMKKa 3ra
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OynraH KucMyapra axpaTwiagud Ba xap OWp KuCMiIap yCTHAA allOXHa-aloXya
amamap Oaxapwiagu. KupyBum ymlOy kucMm yctuaa Maxduid KajauT acocuja
amaiiap 6axkapuiaau Ba HaTwxkajaa 128-0utinu mudp MaTH OJIMHAIN.

broknu mumdpnam anropuTMmiaapu SpaTHIMIL acocura Kypa KyHuaaru
Typiapra OyIuHaau:

V3rapTHpHII-aIMaIITHPUII TApMOKIapH (Substitution-permutation networks);
deiicten Tapmorura acocnanran (Feistel ciphers);
Jlan-Maccei mmdpapu (Lai-Massey ciphers);

baokan mmdpaam anropurmiapd uouiam pexxumiaapu. CHUMMETpUK
mudpiam  alropuTMiIapuaa  XaBQCHU3NIMK HyKTau-Ha3apuaaH KpuUnTorpadux
TU3UMIIApJIAaH MabJIyM KeTMa-KeTJIMKJIapra acociaanuo ¢oipanuauin MaBxya. by
toudagard airopuTMiIap OJOKIM ImM@pIanl aNrOpUTHUMIIAPH  MOJEIIapu
CaHaJIaJIH.

Ymby anroputmiapaa amaira omupyBud BekTop (initialization vector, IV)
naH (QolganaHwiaad. AMaira OIIMPYBYHM BEKTOp MabJIyM OWTIap KeTMma-
KEeTJIUTHAaH uoopart 0ynnb, OYMK MaTHTra €KUM KajJuTra MabiyM ajlfOPUTM Oyiinya
kyuniaau. by kattanuk kanutiaaH dbapkiu caHaauo, ogaTaa 3apyp Oyiica xaMm cup
CaKJTaHMauIu.

Xo3upaa Kyuuaara MoJIeJijiap KEHT KyJUTaHWIIA N :

— Electronic codebook (ECB);

— Cipher-block chaining (CBC);

— Propagating cipher-block chaining (PCBC);
— Cipher feedback (CFB);

— Output feedback (OFB);

— Counter (CTR).

Electronic codebook (ECB). [actmabku comga moaeuiapaan oupu 0o,
OYMK MaHT OJioKJiapra OYauHaaM Ba Xap Oup OJIOK ycTHIa KaauT OujiaH aMasiiap
o6axapunaam (1.10, 1.11-pacmmap).

OHE MaTH O4HE MaTH OYHE MaTH
(RNNRNNNNNERE (ENNRRNNNNENE RN NRNRNRRENN
KamuT __ | Gnowmm EATHT —»| OJIOKIH KAINT — | OIOKIH
mudpram mudpram mudpram
TTTTTTTTTTT ENNANNNENERE EENNRNENRNENN]
mudp MatH mudp MatH midp MaTH

Electronic codebook (ECB) moaynaa wwdpnar

1.10-pacm. ECB monynaa mmudpani

L Stamp Mark. Information security: principles and practice. 72 —c.
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mudp MatH mudp MatH mudp MaTH
ITTIITTITTT OTTITIT11TT11 OITTTITIIITT]
| | |
BNoKK Bnoknu Broknu
KATMT __ . — =
newndpnaw | < pewncppnaw| T fewndpnaL
ITTIITTIITT OITTTITIIITT]

OYHE MaTH

OYHE MATH

OHHE MaTH

Electronic codebook (ECB) monynna nenmmdpnait

1.11-pacm. ECB monynaa nemmdpant

Ymby MOAETHUHT acOCUN KaMUMIIUTH OWp XWJI OYMK MaTH Oup Xui mudp
MaTHra anMamanu. bynapnan Tamkapu Oy MOJEN MaTHHU SITUPUIL  KaOu
Basudanapuu Oaxapmaiinu. Illymapuu xucobra onran xonma yTa maxduit
axOopoTiap OuiaH unuiama ymoy MojaenaaH GodgamaHuIl TaBCHUsS ITHIMaNIN
(1.12 - pacwm). JacTypuii TOMOHaH amaJira OIIMPHINIA Mapaijiesl Xucooalniapra

acoOCJIaHraH X0J1a MU(PIIAIIHA aMajra ONIMPULI KIMKOHUATH MaBxKy/l. |

1.12-pacm. ECB pexxuMuHUHT 3aubIuru

Cipher-block chaining (CBC). Yuioy moxen 1976 iun IBM tomoHuaan
uniad yukuiarad OYnamo, mactiad OYMK MaTHra OOIIIaHFUY BEKTOp KYIIHIIHUO,
HaTIKa KamuT épaamuna mmdpranany (1.13, 1.14 -pacmmap).

OYME, MaTH OYKE, MATH OYKE MATH
[TTTTTTTTTTTT11 OTTTTITITT7T [TTTTTTTITTTT11
WMHUT BEK  (IV) % %9
O — l—.
Kanut —-| wudppnaty KanutT—s|  wudpnaL KanutT—s=| wndppnad
NN EEENENEE NN NN
WncppraaHT WndppmaHT LcppraaHT

1.13-pacm. CBC monenaa mmdpian

! Stamp Mark. Information security: principles and practice. 73 — c.
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Hemmdppnamaa mudpmatH kanut Epramuga aemupiannd, OonuIaHFUY
BEKTOpra KyIIniIaau Ba HATHXKaJa OYMK MaTH OJIMHA/IH.

WnchpmanT WncppmanT WnchpmanT
OTTTTTTTTTT1 OTTTTTITTTT1] OTITTTTI71T
Kanut —=| dewmdpnall | | kanut—-| deldpnall | | Kanut—-| Aelundpnady
WHut BEK  (1V)
O — - .
OTTTTTITTTT1 OTTTTTITTTT1] OTITTTTI7TT
OYMK MATH OYMK MaTH OYUK MaTH

1.14-pacm. CBC moxenna nemudprant

Ymby pexumaa mudpramga Oup XuJl MablIyMOT OJIOKIIApU Xap Xl
mudpmaTH Onokiapura anmamThupuinagn. by sca mmdpmartHra xapad TaxJmi
KWIKII YCYJIUHHU OJauHu oymira épaam oepamu (1.15 - pacm). Kamuumuru sca
TU3UMHHU Mapajuiesl Tap3fa aMalilrd OLIUPHII MYMKHH 3Mac, cabadu KeWMMHru
OOCKMY HATHKACH OJIJMHTY OOCKMY HATHYKACHUTA OOFIINK, !

1.15 — pacm. CBC pexxuMuHUHT ad3aJIITUTH

Nonce CAHOK Nonce CaHoK Nonce CaHOK
£59bcfas. elelelelelelele] £59bcf35. e[eleleleleleNn £50bcfas. eleleTelelele
EENRRENERNERN ENENERNERENEN [EENRRENERNERN

| i |

KanmiT —»| WHpMaW | gayr | WHEOPMAW | yapyr—»| WichpnaL

OUMK MATH ___ OUMK MaTH OYMK MaTH .
HENNNNNENREEN ? ERRNNNNNNEEN NENNNNNENRNEN
ERNNNNNNEEEN ERRNRNNNNNEN (T
LincpmanT [LcppmanT [LchpmanT

1.16-pacm. CTR mozenna mudpiiarn

! Stamp Mark. Information security: principles and practice. 74 —c.
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Counter (CTR). OFB wmogen kabu ymlOy Mojaelga XaM OKUMIIH
mmmdprnanga 6J0KM MADPIIANTHT aMalira OMIMPHUI YIyH amaiaa GpoianaHuIau.
By KeliMHTH KaauT KeTMa-KeTIUTH CaHarnd KUHMaTHHH MHQpIIal aMaid OpKaJlu
amanra ommpanau. CaHarud KMiiMaTH 3ca TaKpOpJIaHMalIUuraH alropuTM acocuia
XOCWJI KuiuHaau. Ymoly ycyn amania KeHr Qongananuind, KpuntoOapaonuTuru
OwyiaH Ba Tapajuie] XUcoOJial MMKOHWHU Oepuimu Owian OenrunanHaam (1.16,
1.17-pacmuiiap).

Nonce CaHOK MNonce CaHOK MNonce CaHOK
cS9bcf3s. elelelelelelele] c59hecf35. e]eleleleleleN cS9hcf35. opooooo2
OO IIITT1TT71] IITTIITT1T111] IOIITIIIT1 111
KaniT — LLIH{prJ'IEiLIJ KannT —s= UJHd]pJ‘I'aLLI KanutT ——s= Lumqunam
Wuppmant lWudppmanT Wndppmant
IO IIITT1171T1] NN NN I TIIT1 111
I IIITTIT71] OITTTIITIT1T11T1] IITITIITITTT1]
QOYKME MaTH OYKKE MaTH OYKMK MaTH

1.17-pacm. CTR monenna aermmdpan

FOxopunarn pacmnapaan KypuHuUO TypuOIuKH, 0ab3u mM@pIal pexumiapuaa
xaMm mudpIam xam Aemu@paiin amMmamiapyu Ouprajukia aMaira omupuica 0ab3uaa
dakat mmdpnam amanugad GongamaHuIaIu.

CumMeTpuk oKuMJIM mmdpaam agaropurviaapu. OKumian mudpuanaa
sca mudpnam Oupnuru Oup Out €ku Oup OalT OYnamu. Hatuxka omataa yHaaH
oluH YyTran mudp okumura Oornuk OVmanu. bynmalt mmdpnam cxemacu
MabJIyMOTIap OKUMHUHHM Yy3aTUII TU3UMJApuja KyJIJIaHWIagu, sSbHU OyHIa
MabJIYMOTHH y3aTHII UXTUEPHIA BaKT/Aa OONUIAHUIIHN Ba TYTaTUIMIINA MyMKHH.

MabJayMOTHHHI MKKHJIMK KYPUHUIIN

M=010010101010101100111010110101101011010101001

@ XOR amaan .
KaJuTHHHT HKKHJIMK KYPHUHHUIIN

K=0101011010111111101111111110111111111111111111111

HIndpMaTHHHHT HKKHJIHMK KYPUHULIA

C=00011100000101001000010100111001010010101011

1
O4uK MaTH > < Kanurt
1

1.18-pacm. Oxumiu mmdpian TH3UMA
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Arap mmdpnam xapaéHW OYMK MabIyMOTHH H(OIATOBYM SIEMEHTAp
(mMacanan: Ourt, spuMm OailT, Oem OuT, OalT) OenrwiapHu MHUGPMabIYyMOTHH
u($OoIaToOBUM dJIEMEHTAp OeNruiapra akCIaHTUPHII acOCHAa amalra OIIHMPHIICA,
OyHmaii mudpiam anropuTMH y3IyKCU3 (OKUMIIHM) mUdpiam CHHPTYpKYMHTA
kupaau. Ymly Ttoudamaru mudpiaam aaropUTMIAPUHUHT YMYMHH CXeMacu
Kyiingaruua (1.18-pacm).!

Oxpwvumn mmdpaam ajlropuTMiIapy OJITUH OMMAaOOIN CaHAJITaH Ba KUYHUK
UMKOHUSATTA 3Ta KypuiManapia xoc Oynrad. OKumin mm@piam airopuTMiapu
MabJIyMOT Y3YHJIUTHTA TEHT OYJTraH KaJUT KeTMa-KeTIUTHIaH (DoigaTaHTaHIUuTH
cababnm Ba X03Up/Aa KOMITBIOTEp TEXHUKACH MMKOHFSITHHH OPTHIIU HaTIKachia
OKMMJIM IUGPIANI aIrOpUTMIIAPH YPHUHH OJOKIM MmU(planl alropuTMIapH
ATrajuIaMOK/Ia.

Oxumin mumdpram aaropuTMIapura MOOWI aloKa BOCHUTANIapU alloka
crangaptu GSM (Global System for Mobile Communications) npotokonauaa
¢oiinananuiarad AS CHIDKUTHII perucTopjapura acocjaHraH OKMMIIM MugpIiamn
JITOPUTMH, CHMCHU3 ajoKa BocuTanapwiapuaa Maexyn WEP mnporokonuaa
¢oitnananunran  RC4 oxumim mumdpnam  adropuTMIapuHA  MHUCOJI  KHIJIKO
OJTUIIMMH3 MYMKHH.

1.7. Accumerpuk mudpaam aJropuTrMiIapu

AcuMMeTpuK mH@pIam TH3UMIAPUAA HMKKATA KAJIAT WIUIATAJIAIH.
Ax0opoT ouMK KanmuT Epaamuna Imudpranca, maxduil KanuT €paamuia
pacmudpoBka KWIMHAAU. ACUMMETPHUK MIH(paml TU3UMIAPUHU OYHMK KaJTUTIH
mudpIiai TH3UMIIAP 1e0 XaM IOPUTHIIATH.

OuuK KaauTIM TH3UMIIADMHM KYJJIall acocuaa KadhTapuiamac €ku Oup
ToMOHNIM GyHKUMsIapaan dongananum €ranu. byHmail dyHkumsuiap Kyiumarua
Xycycusimiapra sra. Mabiymku X Mabiaym Oynca Yy=f(X) dbyHKImsHM aHHKTAIT
OCOH. AMMO YHHMHI MabJiyM KUHMaTu OYinya X HU aHUKJIAIl aMaJIuid >KUXaTJaH
MyMKUH 3Mac. Kpunrorpadusaa smvpun ne6 atamnyBuu Wynra sra Oynaran Oup
TOMOHJIM (YHKIMSIAp WIIATWIAAA. Z TapameTpiu OyHaall QyHKIusap
Kyliugaru xycycusimiapra sra. Mabaym Z yuyH E, Ba D, anropurmiapunu
aHUKIall MyMKUH. E, anroputmu €pramuaa aHUKIMK coxacugaru 6apya X ydyH
fz(X) QyHKIMSHM OCOHTMHA OJIMII MyMKUH. Xyamu my Tapuka D, amropurmu
épaamua XKou3 KuiiMatiap coxacuaaru 6apua y yuyH teckapu Gpyrkmus X=f “(y)
XaM OCOHTHWHA aHWKJaHaAW. AWHM BakTAa >KOW3 KUHMaTIap coxacuaaru Oapya Z
Ba Jieapin Gapua, Y yuyH xarTo E; mawnym 6yaranuaa xam f 1(y) au xucobnamuiap

! Stamp Mark. Information security: principles and practice. 52 — c.
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épaamuaa Tonud 6ynmaiian. Ouuk KanuT cudaTuaa y UiaTuica, Maxpuil KaauT
cudarua X UILIaTUIA]IH.

OuMK KaIUTHA UILIATHO MK(pIIan aMmaira ONMpuiraiaa y3apo MyJioKatia
oynran cyOobekTiap ypracuaa Maxduil KaJuTHU aJIMAIIMII 3apypUsITH HYKOJIaIu.
by »oca y3 HaBOaTuaa  y3aTWiIyBUM  axOOpPOTHHHI  KPUNTOXMMOSICHHU
COJIANIAIITUPA/IH.

AcCUMMETpPUK  KpUNTOTH3UMJIapAa  axOopoTHH  mudpramaa  Ba
nemurdpranga Typau Kanutiaapaad GongananuiIaau:
ounk kamut K axOopoTtHu mmdpranga unuiatuiagv, Max@uili KaauT K JaH
Xuco6J1ad YuKapuiiaiu;

Max(uil KaauT K, YHUHT XypTu OYiaraH ouuK KaiauT Epaamuaa mudpiaHraHd
ax0opoTHU pacmn(poBKa KUIHILIA UIITATUIIA/IH.

Maxduii Ba 0uuK KanuTiap Ky(pr-KypT reHepanusiaaHaan. Maxpuii kanur
sracujia KOJHUIIN Ba YHHU pyxcaTcu3 (OoWJalaHUIIIaH UIIOHWIN XUMOSIIAII 3apyp
(cumMmeTpuK anroputMjard mudpram kKamutura yxmad). OYuK KaJIUTHUHT
HycXajapu Max(puil KaJuT srack ax00poT adMallMHaAUraH KpUNTorpaux TapmMox
aOOHEHTIApUHUHT Xap Oupuaa OYIuim maprT.

AcuMMeTpuK MHUGPIAMIHUHT yMyMiIamTupwirad cxemacu 1.19-pacmaa
KEeNTUPHUJIITaH.

KaOyn KHITyBUMHUHT OYHK
kanutu KB

Kynarysun A Kaoyn krryBun b

Kalyn KiuiryBUMHUHT

Maxdwuit kaauta Km
KB

A 2
Xabap M \ Iudpmata C Xabap M

ndpnam EB Hemmudpnam Ds
J XuMosislaHMarat
KaHaJ

1.19-pacM. AcuMMeTpUK MIHPPIANTHAHT YMYMJIAIITUPUITAH CXEMaCH

ACHMMETpUK  KpUNTOTH3MMIA  mudpiaanrad  axOOpPOTHH  y3aTHII
KyHuarnda amasira OIIupusIaIm:
1. Taniéprapauk 60CKUYH:
— aboHeHT B ky(T KaIuTHM TeHepaiusutaian: mMaxpuil kaautr K Ba O4MK
Kaut Kg;
— ouuK KamuT Kp aOOHEHT A Ta Ba KoJraH abOHEHTJIapra *KyHaTuIaau.
— A Ba B abonentnap ypracuaa axo0poT aJIMAIIIHIII;
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— aboHeHT A aboneHT B Hunr oumk xanmutu Kp Epaammna axOopoTHU
mudpaaiau Ba mudpmatHad aboHeHT B ra sxxyHaTanu;

— abonent B y3unmHr wmaxduii kamutd Ks Epmamuaa  axOOpOTHH
nemudpnanian. Xeu kuMm (11y JKymjaagaH a0oHEeHT A Xam) ymly axOopoTHH
nemudprail onManau, yyHkH a00HeHT B HUHT Max(uil KaauTu yHaa HyK.

ACHMMETPHUK KPHUNTOTHU3UMIA axOOpPOTHH XUMOsUTall ax0opoT Kalyn
KHJTYBUM KaaUTH Kg HUHT MaX(HUUAIUTHATAa aCOCIIaHTaH.

AcCUMMETPHUK KPUNTOTU3UMIIAPHUHT aCOCUH XyCYCUATIapU Kyiuaaruiap:

1. Ounk KaauTHU Ba MUGP MATHHU XUMOSUIAHTAH KaHaJd OPKAIM KYHATHII
MYMKUH, SbHU HUATU OYy3yK OJlaMra yjap MabJiyM OYIUIIN MyMKHUH.

2. llludppram Eg:M > C Ba pacmmdpoBka kwmum Dg: C > M
AITOPUTMIIAPH OYHK.

Amanna acuMMETpuK MmudpIan aarOpUTMIAPUHUHT SIPaTUIl Y49yH Oup
TOMOHJIaMa (PyHKIMsUIapaH (MyaMModiapaH) (oigalaHnIl TaBCUS STUIIAIH.

Xo3upa OYMK KaJWTId TU3UMJIAPHU  sApaTHIl y49yH KyHuaaru
MyamMoJIapiap KeHr (onaanaHmiaiu:

— KaTTa COHHHM MKKHUTA TyO KYMalTyBuM makiauaa udoiaiai,

— JHCKPET JIoTapudmiiail MyaMMOCH;

— 3JUIMNTHUK 3TPU YU3UKJIApra acOCIaHTaH.

O4MK KaJIWTIM KPUOTOTU3UMIIAPHUA OUp TOMOHIHM (DYHKUMSTIAp KYPUHHUIIH
oyitnua dapknam mymkuH. bynmapHunr muumga RSA, Dnp-I'aman Ba Mak-Omnuc
TU3UMIIAPUHU aJOXUAa TWIra OJUII YPUHIM. XO3HpJa PHI caMapaid Ba KEHT
TapKaJiraH OYMK KanuTiau mudpram anroputmu cudatuga RSA anroputMmunu
KypcaTuil MyMKHH. RSA HOMU anropuTMHH sSpaTyBUHIIApU (paMUITUSIIAPUHUHT
oupunumn xapdunan onunra (Rivest, Shamir Ba Adleman).

RSA wugpraw anecopummu accumeTpuk muUdpIail aaropuTMIapu HUUA
SApaTWIraH AacTia0Ky ajJropuTMiap/iaH OUpu caHanuO, KaTTa COHHM UKKUTa TyO
COH KYNMaWTYBYMCH IIAKJIMAA EUUIIT MyaMMOCHTa aCOCIaHTaH. X03UPru KyH/1a XaM
ymlOy anroputMmaaH amanjga kamujaa 1024-Out kanutiaaH QoiigaiaHuIn TaBCUS
sTrnaa.t

One-l'aman muzumy 4YEKIW MaWJOHJapAa AUCKPET Jorapu@MIapHUHT
XUCOOJMaHUI Mypakkabmurura acocianrad. RSA Ba Dnp-I"aman TU3UMIapUHUHT
acocmii  kamMumnura  cudaruma  Momaynb  apudMETHKAcHAard — Mypakkao
aMaJJIapHUHT Oa)KapWIMILK 3apypUsTHHU KypcaTuil MyMKUH. By ¥3 HaBOaTmaa
alTapianya XxyucoOaml pecypciapyuHu Tanad Kuiaaau.

L Stamp Mark. Information security: principles and practice. 95 — c.



I1I. HA3APUI1 MATEPUAJIJIAP

1.8. Xom ¢pynkuusiaap sa IPU anropurmiaapu

AXOOPOTHHUHT KpUNTOTpauK XUMOSCHHUHT acocuil Basudamapuian Oupu
Oy — MabiIyMOT OYTYHJIUTHMHU TabMHUHJIAUANDP. MabllyMOTHH OYyTYHJIUTHHU
TabMUHJANA X311 (YyHKOMsUIap [e0 aTalyBud TU3UMIApAaH QoiiganaHmiumo,
ym0y TH3UMIIap axOOpOTHW Y3aTHIN JABOMHAA Y3rapraHINTUHUA TEKITUPHIIIA
doitnananuIagm.

Ymoy tm3umnapauar mactiadku Bakmmiapura CRC (Cyclic Redundancy
Check) Tusmmitapuau MHUCOJ KWJIMO OJUII MYyMKHH. XO3WpJa XaM KHYHK
xucoOnanuiap Tanad 3TWIaIuUraH KypuwiManapaa Ba tusumiapna aiHan CRC
TU3UMJIapUAaH KeHr Qoigananmwiaan. Macanan, WEP mnportokonuaa, TapMok
KypuiMajapyuaa Ba Xak.

Xom QyHkuus ae6 uxTtuépuil y3yHnukaara (Out €ku 6ailT Oupiukiapuaa)
MabJIYMOTHU OUpOp (pUKCHpJIaHTaH y3yHJIUKAArd (OUT €xku OalT OMpIHMKIApH]IA)
KHiiMaTra YyTKa3yBuM (QyHKOMsATa adtuinagu. Xom  (YyHKUHUSUIAD CTaTHCTHK
TaXpuOaTapHU YTKA3WINA, MAHTUKUH KypHUJIMaJIapHU TEKIIUPHUIIA, Te3 KUAUPHUO
TONUII  AJTOPUTMJIAPMHM  TY3WIIJa  Ba  Mabiaymoriap  Oaszacuparu
MabIYMOTJIAPHUHT TYJIATUTUHUA TEKIIUPUIIA KYITaHUIAIH.

Kpunrorpadusina xsm dbyHkumsuiap Kydujaard macajalapHu Xal KUJIUII
YAyH UIUTaTAJIAIH:

— MaBJIYMOTHHU y3aTHIIJA €KW CaKIamija YHUHT TYJIAIATHHU HA30paT KUJIHII
YUYH;
— MaBJIYMOTHUHT MaHOAWHM ayTEeHTU(UKAITUS KAIUIT YIYH.

MabayMOTHU y3aTuiga KU cakiala YHUHT TYJATUTUHA HAa30paT KAJTUII
y4yH Xap OMp MabJIyMOTHUHT Xd3II KuiMaTu (0y XdoII KUMMAT MablIyMOTHHU
ayTeHTU(PUKALUS KWK KOAU KU “UMUTOBCTABKA -MabJIyMOT OJOKJIapu OuiiaH
OOFNMK OViraH Kymmm4a KUPUTUITAH OCNru Jeduinaan) XucoOiaHunaam Ba Oy
KUMaT MabJIyMOT OwiaH Oupra cakiaHuinaau €KW y3aTuiaad. MablyMOTHU
KaOyyn KwiraH QoiaJaHyBYM MabIyMOTHHHT XJII KUHMATHHU XHUCOOJalIu Ba
YHUHT Ha30paT KUMMaTu OWJlaH CONMINTHPAaU. Arap Takkochamiga Oy Kuiimatiap
MOC KeJIMaca, MabJIyMOT Y3rapraHjuruHu OUIIIUpaIu.

Xom GpyHKIMA €0, UXTUEPHUM Y3YHIUKIArd M MabliyMOTHH (PUKCUPJIaHTaH
y3ywmkaaru h(M)=H kuiiMatra akciaHTHpPyBYHM, OCOH XHCOOJaHAJAUTraH Oup
TOMOHJIA (DYHKIIHSITA alTUTIAIH.

Xom KuiMat Oomika HomJjiap Owitad: “Xam koxa”, “‘cBepTka’, “‘maukect”,
“OapmoK u3napu’’ 1ed xaM atasaju.

Xomn (pyHKIMATa KyWnaard tajnadnap Kyuuinaau:

1. UxTtuépuil y3yHIuKIaru MaTHra Kymaiad Oynasiu.
2. Yukumiia TalMHIAHTaH Y3YHJIUKIATH KHAMATHA Oepajiu.
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3. Hxtuépmii 6epunran x 6yitnua h(x) ocon xucobmaHaau.

4, Wxtu€puii 6epunran H 6yiinua h (x)= H tenrmukaan x Hu xuco6s1ad Tonud
oynmaiinu. (bup ToMoOHIMIMK XOCcacH)

5. OmunHran x Ba y#x MatHinap yuyyH h(x)# h(y) Oynamu. (Komnmususra
OapIOUUTWIIMK XOCCacH).

Xo3upaa amanaa xom GyHKOUsUIap y3u ajgoxuaa doigaraHuiMan, Oanku
ylnap ycTuaa wuImad YMKWIraH TU3UMIIAp KeHr (Qolgananunaad. Yoy
TU3UMJIApJIapra, OJJIEKTPOH pakamid HWM30 alrOpUTMIIapU, MabIyMOTIapHU
ayTeHTU(PUKALUSIIA TU3UMUJIAPUHU OJUIIMMHU3 MYMKHH.

Mavrymomnu aymenmuguxayusnaw musumiapu (MAC) xsm QyHKIUsIAp
OakapraH MabIyMOTHU OYTYHJIMIMHM TabMHHJIAIl Ba3udacu ycTura Kylmumya
paBuIga, MabIyMOTHH ayTeHTH(HKanusiam BasudacuHU XaMm Oa)kapau.
Ymymuit xomma MAC TtusmmitapuHuHT unolamm Kydugarn 1.20-pacmma  akc
stTTupmiran.t

Xabap

\ 4

Xabap-2

Kanur > < Kaaur

\ 4

Koa-2 Ko

Kon

1.20-pacm. MAC Ttu3ummapu

Ymby Ttuzumiapaa (akaTruHa MKKM TOMOHra MabiayM OynraH maxduii
napametp “Kamutr” Qoiinananunubd, ymOy mnapameTp opkaiu GdoigaianyBIu
MabJIYMOTH ayTeHTUUKausaad yTkazunaau. Xosupaa MDS, SHA1, SHA2 xam
dbynkuusiapura acocinanran MAC TuzuMapuian aMmaiaa KeHr Gpoiiananuiaim.

Bynnan Ttamkapu MabayMOT MaHOAWHUHT XAaKUKUIJIMTMHUA TabMUHJIAIIIA,
MabIyMOT MyaJTMQUHU  aHUKIAIIA dJIEKTPOH pakamiau umzo (OPU)
dbolnanannau0, yJIapHUHT acocuil Bazudacu Kyhuaaruiapaad uoopar:

- Maxduii kanut daxkat QoiinananyBun (A)HUHT Y3UraruHa Mabiym Oyica, y
xonna ¢oitnananyBun (b) TomoHugan KaOyn KWinO OJMMHTaH MabIyMOTHH (pakat
(A) ToMOHMTAH XYHATWITAHIUTUHA paj dTUO OYmaiiamy;

-KOHyH Oy3ap (paku0® TOMOH) Max(puil KaJIWTHA OuiMarad XoJjjaa
MagupuKanusaIam, COXTaJaTHPHUIN, (aod MoaudHUKAMsIIAI, HUKOONAll Ba
Oomka 1y kaOW ajoKa TH3UMH KOWJAJAPWHHWHT Oy3WJIMIIATa HWMKOHHST
TYFAUPMaNIH;

1 Stamp Mark. Information security: principles and practice. 136 — 138 — c.
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-ajoka TH3UMHUAAH (oimanaHyBUMIAPHUHT ¥3apo OOFIMK XOJjga Ul
IOPUTUIIN MyHOcabaTuaaru Kymiad KeJIUIIMOBUYMIMKIApHU Oaprapad sTanu Ba
OyHJall KEeTUIIMOBUMIIMKIIAD KEIMO YMKKAHAA BOCUTAYUCU3 AHUKJIMK KUPUTHUII
UMKOHUSTH TYFUJIA]IH.

Maxcyc OPU anroputmiiapy pakamiad HM3OHM XHCOOJall Ba HMM30HU
TEKIIUPpUII KUCMIIapuJaH uOopar. Pakamiuum HMM30HM XucoOjaml KHCMH HM30
KYHYBUMHUHT MaxX(uil KaduTH Ba UM3OJIAHUIIN Kepak OYiraH XyAOKaTHHUHT XdIII
KuiimMaTura OofnuK Oyiamu. VIM30HM TEKIUPHUIT KHUCMH MM30 STAaCHHUHT OYHK
KaJIUTUTa Ba KaOysl KWIMO OJMHTaH XYXKATHUHT Xd3II KUHMaTura OOFJIHMK X0JiIa
amaJra OmMpuIaan.

JIEKTPOH PAKAMJIM MM30 AJITOPUTMJIApH

Xap KaHzai €3ma xaT €Ku Xy}OKaTHUHT OXUPHJIA 11y XY’KKAaTHU TY3yBUHCH
€K TY3HMIIl YUyH >KaBOOTap OYJraH MIAXCHUHT UM30CH OVIMIIM TaOWHI XOJIUP.
byHnaii xonar ogataa Kyuujgaru UKKMTa MakcaaJdad Keiaud uyukaau. bupuHuuias,
MabIyMOTHM OJTraH TOMOH V3MJa MaBXyJl HUM30 HabMyHAacHra OJIMHTaH
MabJIYMOTAArd MM30HU COJUIITHPraH XOJIAa Iy MabIyMOTHUHI XaKMKUNIUIHTra
UIIOHY XOCWI Kujaau. VIKKMHYMAAH, WMIaXCUH HMM30 MAabIyMOT XYXOKAaTHra
IOPUIMK KUXaTAaH MyauindiaukHu kadonaTnaiau. bynnaid kagonat eca caBao—
COTHK, MILIOHYHOMA, MaXOYpHSAT Ba Iy KaOW OMTUMIIApIa ajJoXuaa MyXUMIup.

XyxoKatiaapaard KyHuwirad maxcuid UM30JapHE COXTAAIITUPULLI HUCOATaH
Mypakka0 Oynu0O, ImIaxcuié MM3O0JApHUHT MYyaJUITM(pIapUHH XO3UPTIH 3aMOHAaBUUI
WIFOP KPUMHUHAJIUCTUKA ycinyOnapuaad (oHgalaHnIl OpKajdud aHUKJIAll MYMKHUH.
AMMO DJEKTPOH pakamiid UM30 Xycycusitiaapu OyHaaH dapkiu OYnu0, WKKUIUK
CaHOK CHCT3MAacu XyCyCHSITJIapy OwuiiaH OeNrmiaHaguraH XOTHpa pEerucTpliapu
outnapura OOFauK. XO0THUpa OUTIAPUHUHT MAbJIyM OMp KETMaKETIUTUaH HoopaT
Oynran DIEKTpPOH HUM30HM KyuyupuO OHpop KoMra KyHUIl €Ku Y3rapTUpHUII
KOMITBIOTEPJIAP aCOCHUIAry aJIOKa TU3UMIIApUIA MYPAKKAOIHUK TYFAUPMANIH.

ByryHru rokopu aapaxaja pUBOKJIAHTaH OYTyH AyHE CUMBUIM3ALUSICHIA
Xy’oKaTiap, kymiaagaH Max(@uil Xy#OKaTJIapHUHT XaM, OJEKTPOH KYpPUHHILIA
UIUIATWIMIIN ~ Ba  aJloka TU3UMJIApuia Y3aTWIMIIM  KEHr  KYJUIAaHWIUO
OopunaéTraniauru  ODJEKTPOH  XyXoKariaap Ba  OJEKTPOH — MM3OJApHUHT
XaKUKUWJIUTMHA ~ aHUKJAll — MacalaJJapUHUHT  MYXUMJIMTHMHM — KeJITUpUO
YUKAPMOK/IA.

Ounk KanmuTau  Kpunrtorpadpuk  THU3UMIAp  KaHYaIMK  KyJaidk  Ba
KpUnTodapaouy OyJIMacuH, ayTeHTU(PUKALKS MacalaCUHUHT TyJa €YMJIUIINra
#aBoO Oepa onmaiiau. LllyHuHr ydyyH ayteHTudukanus yciayOu Ba BOCUTalapu
Kpunrorpaduk aaropuTmiiap OujaH OMpPrajavKaa KOMIUIEKC XOJaa KYJUIaHUIUIIH

Taaald dTUIIAAH.
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Kyi#inna nkkura (A) Ba (b) dorinananyBunnapHuHT aoka MyHocabaTiapuia
ayTeHTU(PUKaLUs TU3UMU paKUO TOMOHHUHT ¥3 MaKcaau Hyaujaaru Kanjaan XxaTTH-
XapakaTiapujaH Ba KpPUNTOTU3UM  (polganaHyBUMIApUHUHT  (oiiganaHuin
OPOTOKONMHU  y3apo Oy3WiuIUIapJaH CakJIallld KEPakIUTUHU KypcaTyBud
XoJIaTiaap KYpuo YUKHIIIA N,

Pao smuw. ®ovinamanyBun (A) ¢oiinananyBun (b) ra XakukaraH xam
MabJIYMOT XKYHATTaH Oyar0, y3aTUiaTaH MabIyMOTHH pajl STUIIH MyMKHH.

bynnaii xomma Oy3WIMIIMHWHT (TApTUOCUBIWKHWHT) OJAUHU  OJIHII
Makcauia DIEKTPOH (pakamiin) uM3o/iaH Ghoilgananuiam.

Mooupuxayusnaw  (yzeapmupuw. DoiinananyBun (b) kabynm Kuaub
OJIMHTaH  MaBJIYMOTHM  Y3rapTupud, 11y  V3rapTUpWiraH  MabJIyMOTHH
doitnananysuu (A) r06opan, 16 TabKUIIalIU (1abBO KAJIAIH ).

Coxmanawmupuw: doitnananyBun (b)HuHr y3u Mabaymor Taiépnad, Oy
COXTa MabJIyMOTHHU (oitnananyBuu (A) 1000pau 1e0 1abBO KUTAIH.

@Daon moouguxayusinaw (yzeapmupuut): (A) Ba (b) dholinananyBunIapHUHT
y3apo amoka Tapmorura yuuHuu Oup (B) doiimananyBun HOKOHYHUU Tap3ia
OofaHuO, yJapHUHT ¥3apo y3aTa€TraH MabIyMOTJIApUHHM Y3rapTUpraH XoJjja
JeSIPIIN Y3ITyKCU3 y3aTHO TypaJiu.

Huxobnaw (umumayuanaw): Yuunun donananyBuu (B) doitnananyBum
(b)ra ¢oiinananyBuu (A) HOMHIaH MabIyMOT KYHATa/IH.

Oxopuna cana® VyrTuiaran: moaudukanusuiail, coxXTalamTupuil, (aos
MOAM(pUKALMSIIAIL, HUKOOIAN KaOHU alloKa TU3MMH KOUAAIAPUHUHT OY3UIHILIUHA
OJJIMHU OJUII MaKcaJuaa pakamJid CUTHATypaJaH— pakamJid HMM30 Ba
y3aTUIaJUTraH MabJIyMOTHUHT OUPOp KUCMHHH TyJja ¥3 WYUra OJXYBUM paKamiiv
mudpmaTHAaH UOOpaT OYIraH MabIyMOTAaH (PoramaHIa Iu.

Taxpopraw: @onpananyBuun (B) QoiinananyBun (A) TOMOHHUIAH
¢doitnananyBun (b)ra kyHatwiran MablyMmMOoTHM Takpopad (b)ra »xyHaramgu.
byHnaii HOKOHYHUH XaTTH—XapakaT ajloka yCyJuJaH OaHKJap TapMOKJIapujia
DNEeKTUPOH XUCOO—KHUTOO THU3MMUAaH (oHanaHuIlga HOKOHYHUHIMK OujiaH
y3ramap nyJUIApUHU TATOH-Tapok Kuiuiaa ¢doigananunaan. AHa UIyHIan
HOKOHYHHMI ycymiapfaH MyxodaszalaHuill y4yH KyHujaru 4dopa - TaaOupiapu
KypWIaau.

- IMHUTAIMsIIAmTra 6apJONITHINK — IMUTA0aPAONIIHIIHK;
- KPUTITOTH3UMTIa KHUpaéTraH MabIyMOTJIapHH Myxodasza MakcaiapuaaH
KeJu0 yuKuO TapTUdIaIl.

DJEeKTpOH pakaMid HMM30 ajoKa TH3UMIapuaa OWp Heya Typ Koujaa
Oy3munuiapuiad Myxodasza KUITUHUIITHA TABMUHIIAWTU, THHU:

- Max¢uit kanut ¢akar doinananyBuu (A)HUHT y3uraruHa MabiyM Oyica, y
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xonaa doigananysun (b) Tomonmaan kaOyn KUIUO OJIMHTaH MabyMOTHHU (hakat
(A) TOMOHMIAH XYHATWITAHJIUTUHU paja 3TUO Oyimaiau;

-KOHyH Oy3ap (paku0® ToMOH) wMaxduil KaJIUTHM OuiaMaraH XoJjjaa
MauuUKausIan, coxrajamTupuil, (aon Moaudukanusanan, HUKOOJIAll Ba
Oomka mry KaOu aloka TU3UMU KOWJAJIAPUHUHT OY3WJIUIINTAa WMKOHHST
TYFAUPMANIHN;

-ajoka TH3UMHUAAH (oiaNaHyBUMIAPHUHT ¥3apo OOFIMK XOJjga Ul
IOPUTHILIN MyHOca0aTHAard Kyriad KeIWIIMOBYMIUKIApHU Oaptapad eragu Ba
OyHIall KEeTUIIMOBUMIIMKIIAD KEIMO YMKKaHAA BOCUTAYUCU3 AHUKJIMK KUPUTHUII
UMKOHUSTH TYFUJIA]H.

Kyn xommapnaa y3tuinaérraH MablIiyMOT/IapHHU ImHdpamra xoxar OyiaMai,
YHU OJEKTPOH pakaMIM HMM30 OWIaH TacOukiam Kepak Oymanu. byHnai
XoJlaTiaapJa OYMK MAaTH J>KYHaTYBUMHHMHI €MUK KaduTH Owinad mugpiaaHuo,
OJIMHTaH WU(pMaTH OYMK MaTH OuiaH Oupra >xyHatuiaaau. MabliyMOTHH KaOyin
KWINO OJTaH TOMOH JKYHATYBUYMHUHT OYHMK KaJdUTH Epaamuaa MmudpMaTHHU
nemudpiiad, OYMK MaTH OMJIaH COJTUIITUPUIITT MYMKHH.

1991 #imnga AKII nmarm Crampapriaap Ba TexHosorusuap Muuimid
HNuctutytn DSA (Digital Signature Algorithm) pakamiaum uM30 aJIrOpUTMUHUHT
cranaaptunu DSS (Digital Signature Standart) 6u3 rokopuaa kenruprad a-1"aman
Ba RSA anroputmnapu acocuaa sipatud, QoinaianyBuniapra Takjindg eTraH.

JlacTma® TabKUIJAHTAHWACK, HM30 XYXKATHUHT IOPUIANK MaKOMHHH
kadonatnaian. Xo3Upru pPUBOXKIAHTAH >KaMHUATAAa axOopoT KOMMYHHUKAIIUS
TapMOKJIapujaa OJEKTPOH MABIyMOT aJMAlIMHYBUHUHT KEHraub® Oopwuiu
MabIYMOTJIAPHUHT MaX(UNUIUTUHA, XaKUKUIJIUTUHU Ba MYaJUTUGIMKHA YPHATHIIL
MacajajapuHyd euuIIHu Tajnab ertaau. MacanaH, anmamwira —JIEKTPOH
MabBIyMOTJIap acocuaa y €ku Oy XOJAaTHUHT Y3rapuiiu, Oy MablymMOTiap
myamumdu maHdaTiapura 3ua Kenaud, y dJIEKTPOH MabIyMOT MyauM(IuTHIaH
O6om TopTumM MyMKuH. [llyHmail XomaTJapHUHT OJIMHU OJIMII MEXaHU3MHU
MabJIyMOT MyaTUUHU Y3UTaruHa MabiyM OYnaraH OWUpOp COHIM TapaMmeTp
(Maxduit kanuT) OWilaH OOFIMK XOJJa XOCHJI KWIMHAIWUTaH COHJIAp KeTMa-
KeTnuruaa udopar 6ynran IiexkTpoH pakamiii um3o (OPU) xucobnanaau.

OPU ax00poT KOMMYHUKAIIMS TAPMOFUJIA DJIEKTPOH XYXOKAT ajIMallnHYBH
)apa¢HuIa KyWniaru yura MacajaaHy €uuill MMKOHUHU Oepajiu:

— DJIEKTPOH XYKaT MaHOAaWHWHT XaKUKUIJIUTHHA aHUKJIAIIL,
— 3JIEKTPOH XYXOKAT SXJTUTIMTUHU (Y3rapMaraHIuTHHA ) TEKIITAPHIII,
— DJJIEKTPOH XYXOKaTra pakamiii UM30 KYHTaH CyOBEeKTHH MyalmUQIHKIaH
001 TOPTMACIUTUHA TAbMUHIIANIH.
Xap xkangait OPU anroputMu MKKWTa KUCMIaH nOopat Oyaau.
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— WM30 KyWuu;
— MM30HM TEKIIUPULI.

Paxkamnu um3onu wakainanmupuwi myonaxcacu. YOy MyoJlakaHd
tTaiiépnam  Oockuumaa xabap JkYHATyBUM aOOHEHT A HWKKWATAa KaJIUTHU
redepanysuiaian: Maxguid kamt K, Ba ounmk kamut K. O4uk kaiut K, yHUHT
Kyt Oynran maxduii kamutu K, 1aH XucoOuamn opKaiu OJMWHA/IH.

Ounk kamuT K, TapMOKHUHT OOIKa aOOHEHTIapura WM30HHU TEKIIAPHUIIIA
doiiganaHuIl yuyH TapKaTHIIA U,

Pakamiii MM30HM MIAKJUIAHTUPHIN YYyH KYHaTyBUM A aBBajo HUM30
yeKuTyBYd MatH M wuHr xem ¢yHkiusacd h(M) kuiimatuau xucoOmaian (16-
pacm).

Xem-(hyHKIHS ©M30 YEKITYBYH JacTia0ku MaTtH “M ™ HuU maipkect “m’ra
3uujamTupumra xusMar kKuiaam. [aiimxkecr M - OyryH MatH ‘M7 Hu
XapaKTepJIOBYM OWTJIAPHUHT OENTWIaHraH Karra OyiamaraH COHUJAH uOopar
HUcOaTaH KucKa conaup. CYHIrpa xyHaTyBYM A Y3UHUHT Maxduii kanutu K,Ouman
naumkect “‘m” Hu mmdpnaiind. Hatwkana onuHran connap xkypTtu Oepuirax
“M”MaTH y4yH pakamyii UM30 xucoOnaHaau. Xabap “M” pakamiu um30 OuWiiaH
Oupranukaa KaOys KHIyBYMHHMHT aapecura rooopuiaan (1.21-pacm).

Xadap M Kadya kuiryBunra
™ XaGap M
v m - xabap A >
Xem o CCHMETPHK | Paxa
. mudpaan
byHKIIHA KHHMAaTH HM30

TK - HM30JIOBYH KaJlIHT
1.21-pacm. DNEeKTpOH paKaMiIl UM30HU IIAKUTAHTUPHUII CXEMACH

Pakamnu um3onu mekwupuwt myonaxycacu. TapMOK aOOHEHTIApU
OJIMHTaH Xxabap “M’HMHT pakaMjM HM30CHUHHU YOy XaOapHU KYHATYBUYUHUHT
ounk kanut K, épaamuaa tekmumpunuiapu MyMmkuH (1.22-pacm).

DNEeKTpOH pakamyid MM30HW TeKupuiaa xadap “M"Hu KaOyln KUITyBYH
“B” kaOyJ KWJMHTaH Jai)KeCTHU KYHATYBUYMHUHT OUMK Kanutu “Ky " épmamuna
pacimdpoBKa KWIaaW. YHIAH TaIlKapH, KaOyJdl KWIYBUMHH Y3U XEHIPYHKITHS
h(M) épnamuna kaOyn KwiiMHraH xabap “M “HUHT qailjpkecTd “m HU XUCOOJanau
Ba YHU pacmm(poBKa KWJIMHTAHU OWJIAH TaKKOCTAiaW. Arap WKKamga JalJKeCT
“m” Ba“m'” MOC KeJlca pakamJIM UM30 XaKUKHA XUCOOIaHaIH.

Akc Xonma WM30 KamOakuWJalITHpWITaH, €Ku axO0opoT Ma3MyHH

Yy3rapTupuiarad Oyiaaau.
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Xabap M b Xom Xomr kuiiMar, h _
YHKIHA yx
e
Paxamm | AccHMeTpHK Jemmudprauran
HM30 nenrud pIIant XoII KHitMart, h'
T K - mm30HH TEKIMHPYEYH KAIIHT
Xa, Umzo TVrpu

1.22 - pacMm. DEeKTPOH paKkaMJIM UM30HHU TEKIITHPHUII CXEMACH

Nm3zo xyitnm myammd ToMOHUIaH, (pakar yHra mMabiym Oynran maxduit
KaauT OWiaH amanra omupuiagu. VIM30oHMHT XaKMKMAJIUTUHU TEKIIUPHII eca
UCTAJITaH 1IaXC TOMOHHUJAH, UM30 MYAJUIMPUHUHT OYUK KaJUTH OWiIaH amaira
OLIMPWINIIY MyMKHH.

DNEKTPOH KOMMYHHMKALHJIAP Ba DIJIEKTPOH XyXOKaT AJIMAIMHYBU XO3UPIU
KyHJa MHII (o3acujaH Oynagurad MyHOca0aTJapHUHI —aXpajaMmac KUCMHU
XUCO0MaHnO, Xap KaHJald 3aMOHABUM TAlIKWIOTHU OJEKTPOH XyxoKaTiaap
alMallMHyBU Ba IHTEpHETCHU3 TacaBBYp KWIHILI KHUHH.

NHTepHeT TapMOfHIaH ONEKTPOH XYyXOKATJIap aJMAllMHYBH acOCHJA
MOJIUSIBUHM (DaonuAT 0aud OOpHIIa MAabIyMOTJIAp aIMAIllMHYBUHH XUMOS KHJIMALI
Ba DJEKTPOH XYXOKaTHUHT IOPUIMK MaKOMHHHM TabMUHIJIAI OMPUHYM Aapa)kaliu
axaMusT KacO eTaju.

DNEKTPOH XyXOKaTJIM MabllyMOT aJIMAIIMHYBHU kapaéHuaa DPWHu Kysuiam
Xap Xuj TypAaru TYJI0B THU3UMJIApH (IUIACTUK KapToukajiap), OaHK THU3UMJIapHU Ba
CaBJ0 COXAJAPUHUHT MOJUSBHUNA (DAOTUATHHU OOlIKapuuaa DIEKTPOH XyXoKaT
QIMAllMHYBA TU3UMJIADUHUHT PHUBOXJIAHUO OopulIM OWJIaH KEeHI TapKaja
oonuIaan.

Xozupaa DPU Tu3uMuHM SpaTUIIHUHT OUp HEuTa WYHAIMIUIApU MaBXKY/I.
by iiynanumnapau yura rypyxra OYJIuin MyMKUH:

1. oYWK KaIUTIU MHQpIAIT aTOPUTMIIAPUTa aCOCIIaHTaH;

2. CHUMMETPHK IHU(pIall aJropuTMiapura acocjiaHTaH,

3. WM30HHM XHCOOJaml Ba YHH TEKIIMPUIIHUHT Maxcyc alrOpUTMIIapHra
acoCJIaHTaH paKaMJIM UM30 TU3UMIIApUIUP.

Kaautnapau 6omkapuin
Kamutnap Xakugarm  MabIyMOT  J9raHaa  axO00poT-KOMMYHUKAITUS
KPUINITOTU3MMHUJIa MaBxXKys Oyiran Oapua KanwTiap TYIUIaMAd Ba YJIapHUHT
Myxodazacu OunaH OOFIMK MabIyMOTIap TYHIYHWIaAW. Arapaa KaauTiap
XaKUJard  MabJIyMOTJIADHU  €Tapiid  Japakajarn HWIIOHWIM  Myxodaszaim
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OOIIKapyBU TabMHUHJIAHMAaca, TAOMMIKHU, paKuO TOMOHra ax00pOT-KOMMYHHUKAIUS
TU3UMHUJIATA  ACSAPIM UXTUEPUNA MABIyMOTHU OJIMII YYyH TyJia WMKOHUSAT
TYFWIAIN.

Kanutnapau Oomkapuiil xapaéHu KyHuaara yura MyXum OYIIraH:

Oapya KaJUTIApHUHT ¥3apo OOFIHMK Xoyja, SbHU Oup OyTyH XOjjaa HIUIamI
JKapa€HUHU TabMUHJIAI (KaJuTiIap TreHepalusCh);

KaTuTiap TYIMJIAMUHUHT  MakKcaJil  KEHran® OOpWIIMHM  TabMHUHJIAII
(KanUTIIapIapHUHT TYTUIAHUIIN);

KaJuTiaapiapHu  QoiilaJaHyBUmiIap Joupacuaa Takcumilaml (KaauTiapiIapHUHT
TaKCUMJIAHMIIIN ) )KapaéHiapura axaMusiT OepuIliHu Tanad STaau.

Judpdpun — XeaMaH KaAIMTIAPHM OYMK TAKCHUMJIAII NPOTOKOJIH. VY.
Jubdu Ba M.E. XemMaHHUHAT KaNMWTIApHU OYMK TaKCUMJIAI CHUCTEMACH OYHK
KAJIUTIM OOLIKA KPUNTOTU3UMIIAp KaOu Max(uil KaauTHU Max(puil KaHaJl OpKajIu
Y3aTWIMIIMHUHT  X0XKaTH MYKIWUTMHA TabMUHJIAWAM, aMMO ayTeHTU(]HKanus
MacalaCHHM e4Maiiii Ba YpTagaryu ogaM XyXKymura 6apaonrcus.t

Mucou:

ALICE EVIL EVE BOB
Alice Ba Bob wukkurta g, p | bysrynunra xam p=11, g=7 | Alice Ba Bob wukkurta g, p
(p>g) COHHU XOCWJ KHJIAIH. | MABIYM. (p>g) COHHM XOCWJI KHJIQJH.
p=11, g=7 p=11, g=7
Alice  y3unuHr  Maxdui Bob Y3UHUHT MaxQuii
KQJIUTUHU ~ XOCHJ  KWJIAJIH. KaJIUTUHU  XOCHJ  KWJIAJIH.
Xa=6 Xp=9
YA:gX(A)(mOdp) _——— | YB:gX(B)(mOdp)
Y a=7mod11=4 —— A= 7°mod11=8
Alice Ya=8 Hu «kabOyn | Bysrynuura xam Yg =4, Ya = | Bob Yg=4 uu kaOyn Kumaju.
KHJIaIN. 8 MabIyMm.
Maxduii kanur = Maxduii kanut =
Yy *4modp Y, *Bmodp
Maxdwuit kamuT = 8°mod11 = Maxduit xanut = 4°mod11 =
3 3

Kyiinga 1.1-xanBanga kpuntorpaguk XuMOsS YCyJUlapd Ba YJapHUHT
ax00poT xaB(CU3IUTUHY TABMHUHJIANIIA TYTTaH YPHU KeITHPUIITaH.
1.1-xaaBan
Kpunrorpaduk Xxumos ycysiapu Ba ylIapHUHT ax00poT XaB()CH3IUTUHA
TabMUHJIAIIA TyTTaH YPHU

AJaropurmiap ‘Maxq)m‘inmc ‘ AyTeHTI/I(l)I/IKaI[I/Iﬂ‘ SAximTauk ‘ KamuTnap ‘

1 Stamp Mark. Information security: principles and practice. 100 — 102 — c.
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O0olIKapyBH
CHUMMETpUK aJIrapuT™M Xa UK Uk Xa
Hocummerpuk Xa Uik Uik Xa
AITOPUTM
DJIEKTPOH paKamIIU Uyx Xa Xa Uyk
MM30 aJITOPUTMHU
Kanut Tapkaruim Xa UyK Uyx Xa
JITOPUTMHU
bup Tomonnama xa3m Uik Uik Xa Uk
dbyHKUMSIIAp
Xabap Xa Xa Xa Uyk
ayTeHTU(UKALNS KOJIU

Ha3sopar caBoJuiapu

AXO0pOT XaBPCU3IUTUHH TAIIKWII ATYBUMIIAPH.

AX00poT xaBPCU3IUTKIA MaBXKY]l MyaMMOJiap Ba ylapHH cababiapu.
Ax00poT xaBcuznuruia 3audavuK TyIIyHYacH.

AX00poT XxaBPCU3IUTH/IA TaX U TYITYHYACH.

AX060pOoT xaBPCU3TUTHIA XY)KYM TYIITYHUYACH.

AXO0pOT XaBPCUBTUTH CUECATH.

AXOOpOTHH XUMOSIJIAII YCYJUTapH.

8. AXOOPOTHUHT KpUNTOTPaPUK XUMOSICH.

9. Kpunrorpadus Ba kpuntoraxmi GpaHIapy MaKCa/Iu.
10.KpunrorpadusHuHT OymumiIapu.

11.CummeTpuk mudpiam TU3UMIApHU Bazudanapu.

12. AcummeTtpuk mudpant Tu3uMIapy Ba yiapaaH GoiiaHuIIL.
13.9PU anroputmiapu Bazudacu.

No ok~ E
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HUCXOJHBIE TEKCTHl Ha s13bIke Cu. — M.: u3nmarensctBo TPUYM®, 2003 -
816 ctp.

5. Ax0Oapos [I.E. AxOopoT XxaBPCU3TUTHMHHN TAbMUHJIAIIHUHT KPUNITOTpaduK
ycyJutapu Ba ynapHuHT Kyutanumumni. 2008.
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2-MaB3y. AyTeHTH(puKkauusa Ba uaeHTuukanus ycyaiapu. Pyxcaraapuu
Hazopatiaam. Tapmokiaapapo 3kpan. XyKyMJIapHH aHUKJIAam TH3UMIapH (2
€0ar)

Pexa:
2.1. AyteHtudukanus Ba HACHTU(DUKALNS YCYIUIapH.
2.2. PyxcarnapHu Hazopatjarl.
2.3. Tapmoxkiapapo sKpaH.
2.4. XyXyMJIapHU aHUKJIAIl THU3UMIIapH.

Tasinu ubopanaap: uodenmuchuxayus, aymenmughuxayus, asmopuzayusi,
napo, OuoOMempux Xycycusim, pyxcamiapHu HA30pamiail, MaLoameaa acociamean
Mooel, OUCKpeyuor mooei, ponea acocianean mooen, benna-Jla-Ilyoyra mooenu,
MApMOKIAPapo  3KPAaH,  XYICYCIAPHU — AHUKAQUWL — MUSUMIAPU,  PYXCAmap
mMampuyacu.

2.1. Ayrentudukanus Ba uaeHTHGUKAIUA yCyIapH

Hoeumugpuxayus - xxapaéuu GoifalaHyBYNHU TU3UMIa TaHUTHUII >Kapa&Hu
o6ynu6, yHaa ogataa ¢oiinananyBuu y3 UCMUAAH (JIOTWH), CMapT KapTajiapiaH Ba
OMOMETPUK XyCcycuaTiapuaan QoiiaJaHuII MyMKUH.

Aymenmugpukayus sxcapaénu - GongananyBun €K MabIyMOTHU XaKUKaTAa
TYFpPH SKaHJIUTMHY TEKIIUPHIN XKapaéuu 0yam0, ogataa 3 Typra OyamHam: !

- bupop Hapcanu ounmm acocuna. Macanan:napod, PIN, caBon-xaBo0O Ba X.K.

- bupop Hapcara sranuk Kwiuin acocuna. Macanan: ID kapta, xaBhcuznux
TOKEHJIApH Ba X.K.

- Masxyn ¥y3ura xoc Qakropiap acocuma. MacanaH: 0apMOK H3U, 103
ty3unuil, JIHK, oBo3, xapakar Ba X.K.

MMapoasiap acocuaa  ayreHTHQUKANMSJIALL ITapon  acocuna
ayTeHTU(UKaIMIIAl  YCYJIM KEHI TapKajiraH ycyjjapAaaH Oupu caHaiuo
KoJiMacnaH, SHr 3aud ycynaup. Ilapon acocunma ayreHTUUKAIUSATIAIT YCYIUHU
3an(auKKa 010 KeTyBYM OMUILIAP:

- Mypakka0 TMapoJUlapHM 3Cra KOJHWIIM KHHUMH Oynraniuru cababnm
dolinananyBYu TOMOHHUAAH COJIJIA MaposuIapaaH (o TaiaHmIIr,

- TMapOJIHU YHYTHO KYHUII MyaMMOCH;

- kyn TuzuMmiapaa ¢oijaliaHyBYd TOMOHHUJAH aillHaH OWp XWi MapoJiaH
b ol TanaHuIUIIN;

- TapoJj YKUO OJyBUYHM Xap XU JAacTypiap MaBXKyUIUTH Ba X.K.

L Stamp Mark. Information security: principles and practice. 230 - 233 —c.
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Ilapon — ayreHtudukanusianaa KeHr (ohgaraHuIaéIral KaTTaIuK OYiuo,

dbolnananuIga KarTa KyJalIuK TyFIUpaad. AMMo, OapAOILIUTH Ky la MMacT.

Kpunmoepagux  xamum  —

ayTeHTU(UKALIMIIAIIIA

OapIONUTUTH KUXATHJIaH MapoJjra Kaparasiaa 6ap 1oy,

ol nananuIuo,

Kpunrorpadguk kaaur

IMapoa

Kamut ymuamu 64 — 6ut

Kanutnap conn 2%

Kamut taconuduii Tanmanam

Taxaumuu 2%4/2=2% ta kamuten xwucoGmamm
Kepax.

- [Taponr ymuamu 8 Ta Genrmman mbopat Ba 256

Ta 6enrunapaaH QoiiaTaHuil MyMKHH;

- Kamu maponnap conn 2568=254
- [Maponnap Taconudwuii TaHTaHMANTH;
L Taxaumun 2% gam  kam ypUHUII  OWIaH

MapOJIHU TOMA OJIafu (JIyFaT Oyirda XyKyM).

Emon mapon

SIxmm napoin

—frank —Pikachu
—Fido —-102560
—password —AustinStamp

—jflej,43]-EmmL+y
—09864376537263
—POkemON

—FSa7Yago
—OnceuPOnAt1lm8
—PokeGCTall150

[Taponnapra acocinanran ayTeHTU(UKAIMSIIANT TU3UMIIapU/a apodi 3 mapTta
HOTYFpU KUPUTWITAH Takaupaa Tu3uM Kylduanumum mapt. [lapommap onatna
daiinapaa xenulaHrad XoJijia cakjiaHaau. AyTeHTuguKaius xapaCHu XsUUIaHTaH
napoJi OpKaJid amaira omupwiaan. by xonga Oy3ryHuu (aiiaHu Kyjara KUpUTIaH
TaKAUp/a XaM MmapoJjra sMac OaJIKu YHUHT XdII KUiiMaTura sra 0ynaiau.

Jlyeamea acocnanean maxouod. by Taxaua Typu napoira acociaHra
ayTeHTU(PUKaLUSIIAl TU3UMIIApU Y4yH Moc Oynu0O, 3amd mnaposuiapiaH EKu
yMyMHI OYnraH maposuiapiaH QoiiamaHWwiIral Takaupjaa katra doiga Gepanu.
ByHUHT yuyH Oy3fyHUM HMHTEpPHET TapMOFUJAH KEHI (oinamaHWIraH naposuiap
pyiixatuHu (JIyFaTMHHM) KY4upHuO OJaaM Ba yJIapHHU TU3UMIa OMPUH-KETHH KYWHII
OpKaJIu TEKIUPUO Kypasu.

[Taposmap X31UIaHTaH TaKAMpAA XaM JyFaTra acoCJlaHraH TaxXJuJ YPUHIH
o0ynuo6, 3and napon doinanaHuIraH BaKTAa KaTTa camapa Oepajiu.

[Taponnmapau caknamga ogarna “ry3 (solt), s”’maH keHr oiinanaHamm.
bynunr yuyn QoiinananyBun Taconuduii KaTTanuk “Ty3 HU TaHJIAWaM Ba mapoJra
Ky1n0, yHuHT y=h(p,s) Xo11 KuiMaThUHU XucoOmaiau Ba naposap aitura (y, s)
makauaa €3uo kysau. by epaa “ty3” maxduil caHanMaiian aMmo, Oy3FyHYH Xap
oup (olimanaHyBuy y9yH YHH aJOXUaa XMCoOamy tanab stunanu.t

Haponnapuu anuknaw: mamemamuk xucooaaw. Oapa3 KUIAWIUK Mapos
8 Ta Oenrmman wubopat OYynub, y 128 Oenrmman umbopar Oynran anudOoman
omuurad. Bynma masxyn mapomnap coru 1283=2%. Tlapommap ¢aiinura xamu
6ymu6, 21° Ta maponnan uGopar 66, Taxaumun 2%° Ta KeHr TapKalraH IapoJigaH

12 Stamp Mark. Information security: principles and practice. 237 — c.
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ubopar Oynran nyraTaaH (Qoigananagu. Arap MOapojHU JIyFaTaa Oymuin
SXTUMOJUINTH Y4 Ta Tedr el onunca:’

- nyraTaad QoljanaHMIMaraH Xoija, kamppa 2°%/2=2% ypunumman amanra
OIITUPHIIH IIAPT;

- “ry3”nman Qolinananunras xonaa sca s (21%)+3/4 (2%°) =254% ra Tenr 6ynanu;

- “ry3”man Qolimananmwivaran xonzaa, 22° ra Tenr 6yaanu.

Awmanna naposutapuu O0y3ummra Password Cracker, Password Portal, LOphtCrack
and LC4(Windows), John the Ripper(Unix) Bocutamapaan ¢hoiigaiaHuIMOKIA.

ID kapramap acocuaa ayTeHTHQHKAIMIANI YCyId Tapojuiap acocwia
ayTeHTUUKANMATIAIl yCyJUra Kaparanjga Oapionum caHaimuO, QoigamaHyBUH
TOMOHHUJIAH WYKOTWIMO KYHUII MyaMMOocH MaBxkyld. by ycynga acocan
MAaIllMHAHWHT ITYJITUHH, TAPOJI TEHEPAaTOPH, CMApT KapTa Ba Xak.

Kanut reneparopmapura acociaHraH ayTeHTHU(UKAUUSUIAl  THU3UMU
Kyﬁm[arnqa:z

1. "Men Annca"

3.PINNR A& > Y
— A 2.R P
4. h(K,R) | - ML‘
K — : B
ret]el;;;'ropn,K < 5. h(K,R) ,
Anmca > Bo6, K

2.1 — pacm. Kanut renepaTopu opKaiu ayTeHTUDUKAIUSIIAIT

Magxyn y3ura xoc xycycusitiiap €k OMOMETpPHUK IapaMeTpiiap acocuja
ayTeHTU(UKaLUsIall ycyiau 0apIollId caHaauO, IOKOpUAAru ycyapia MaBxy/l
Kamuuiukiaap Oaprapad ostwirad. Kamuunuk cudatumaa sca  QoiiganaHuiran
KypuiiMa HapX# €KH Kapa€H BaKTHHH Y30KIUTHHU KEITHPHUII MyMKHH.

AHaHaBuil ayTeHTU(UKaUsIA yCyJuiapy (Mapoib acocHia Ba HUMaraaup
STAIMK KWW acocuja) Qoiimananuiiga Kynail Oynuimmra kKapamaciaH KaTop
KaMYWJINKJIapra Jra:

— (QoligananyBur mnapoiaM ojatAa coana Ba (oilgamaHyBUM XOTHpacuaa
CaKJIAaHUIIM OCOH OYnuIn y4yH KucKa ¢dpasanapiaan doiganananu, Oy sca ymoy
TU3UMHUHT 3aU(JIMTUHU aHTJIaTau;

— MapoJUIapHU 3CAAH YUKAPUO KYHUIIT MyaMMOCH;

— ayTeHTU(UKauusIal TOKEHIApUHU (CMapT KapTaiap Ba X.) HYKOTHO KyHHII
MyaMMOCH Ba X.

Ymby myammonapuu 6aprapad 3TUII yUyyH YYUHYM UYHAIUII, OUOMEmpUK
napaMeTpliapra acocliaHraH ayTeHTH(UKaluusIam ycyuiapuaad GoiganaHuaim.
buomeTpurk mapameTpiapra acociaHraH ayTeHTH(UKaUUsIall yCyulapy Y3UHUHT
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UIIOHWIMINK, YFupnad Oyamacnuk, kyuupud Oynmaciuk, Qoigananumniia
KyJalIuK Ba X. XyCyCHUSATIapu OmIad axxpanud Typaau (2.2-pacm).

DoiiianaHyBUMHU
ayTeHTH(UKanusIIaI
bunuira Oranuk Askpanmac
acocJIaHnra”n KyJaira Xycycudarra
acoCJIaHTaH KVna

2.2-pacM. AyTeHTUPUKaIUsIaANI YCYUIapH
buomeTrpuk mapamerpiapaa YHYTHIN, HYKOTHO KYWHUII, HycXa KYUHPHILL,
COXTaJallITUpUII Ba Oomika (olganaHyBud TOMOHHUJAH HILIATHO OYIMaciuru
KaOW MyaMMOJIAPHUHT UYKJIUTY OMIIaH aXXpayiud Typaju.

. . ITapoJa, MaxpuiJIuK buomerpuk
YMyMuii KYpHHHIINA: PO, ¢ TokeHn p
napamMerpJap
AyTeHTHGHKATMAIALI SmupuHInK éxn Aronanuk Ba
Oraiauk KWINII aCOCUIA .
acocu: HOAHHKJIUK acocua LIaXCUIIHK
Maxxkam €n/1a cakmant Houm €nma onmu6 ropumm | Kambaxwmam-rupuin
XaBdcuszauk XuMosicu
Mypakkab
AHaHaBUii KomOunanuon Kymd Mertann Kyid XaiJ0BUMIIAK
Mucoa T'YBOXHOMAcH
Pakamun K mapomnu MamuHa nyabTH Bbapmok nsu
Qoitnananum  gaspuna | TokeH Wykotwiran | [ID  anmamTupuniHu
XaB(cu3auK TOMOHHUIAH .
Max UK Kamas | xojartaa KaTra XaBQ | MypakkaOIuru
KaMYMJIMTH
Oopaau 0JINO KEJIUIIH MyMKUH
Pviixatra osuur:
buomerpuk _ Tytu6 . Kapaén > pf
» e AWK TTATIT
XYCYCHUAT OJIMIII (xucobmnarinap) Tenr
\ 4
Texkmmpu: Yy
buomerpuk _ Tytun6 Kapaén Tenr
XYCYCHSAT OJIUIIT (xucobmnamiap) IMac

2.3-pacM. bruoMeTpuk ayTeHTUUKAIMSIAI TUZUMIAPUHUHT YMYMUN WIILTAL
TEXHOJIOTUSACH
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buomempux napamempnap mypaapu. BuoMeTpuk napaMmeTpiaapHy Typiapra
aXparraHgaH Kypa, OHMOMETpPUK TMapameTpiiap OpKajdu Kalylnl KUJIMHAETraH
CUTHaJIIap Typura Kapa6 axparum ad3ai Ba ynap Kyhiugarunap:!

— TypFyH OMOMETpUK curHauiap (0apMOK W3H, 103 TY3WIHII, KYJ IIAaKIH, KY3
KOpauyufH Ba X.K);

— y3rapyB4aH OMOMETPUK cHUTHA/UIap (0OBO3, Xapakar, KjaBuUaTypaja E3uIi
TE3JIUTH).

bynnan Tamkapu OMOMETpUK TMapamMeTpiiap Iaxcra OOFIMK X012
dbuznonoruk (6apMOK HW3H, 103 TY3WIHIN, KYJ IIaKId, KY3 KOpauufd Ba X.) Ba
XaTTH-XapakaTura (xapakaT, KilaBuaTypajga ¢E3UIl TEe3JIUIM) acocliaHraH Ba
KOMOMHAIMOH (0BO3) mapameTpiapra Oy JIUHAIN.

buomerpuk  ayTeHTHQHUKanusaml — ycyJUlapu  KaHAal ~— OMOMETpHK
XyCycHsITIapra acoClaHTaHJIUTUra Kypa Kyiugaru Typiaapra OyiiuHaau:

— 0apMoOK u3ura;

— [O3HH TaHHO OJIMIITA;

— KY3 KOpauurura;

—  IIaXC UM30CHTa;

— OBO3ra;

—  KYJ T€OMETPHSICUTA;

— JIHK Taxjmnura;

— KYJI KOH TOMHPJIAPUTa;

—  KYJIOK LIAKJINTa;

— KOMIIBIOTEp KJIaBUATypacujia E3UIll XyCYCUSTUTA,;
— Xapakarra acocJlaHTaH Ba X.

Buomempux xamonuxnap. Enzon mavaymomunu xabyn xunumumi oapaxcacu
sa éneonnu moc keauws oapadycacu (False Accept Rate (FAR) and False Match
Rate (MAR)): ym0y KaTTalWK, KHPUTHIIFAaH MabJIyMOT OWJIaH MabJIyMOTJIap
0azacujarn MabJIyMOTJIap MOC KeJlMaraH Xojja TU3UMHH MyBapdakusTiIu
TEKIIMPYBHU amajra OIIMPUII JapaxacuHu Kypcaraaud. bomika cy3 Owuian
aliTranyia, HOTYFpU ypUHHUILIAD (DOM3HHM KypcaTaau. YOy XaTOJUK MHUKIOPH
Karta Oyiran TU3MMIapAa oJaTAa, pyxcaT HTHiIMaraH QoianaHyBUMIapHU
TU3UM/IaH (poiTalaHuIIIHITa YT K}"II‘/’IHJIMaI?Iz[H.Z

Tyepu mavaymomuu uHKOp Omuauui oapadxcacu €EKu €E120H0aH MocC
keamacauk oapadcacu(False Reject Rate (FRR) or False Non-Match Rate
(FNMR)): ym0y kaTTaJiuKk TYFpH KUPUTHITAH MAabIyYMOTHH TH3UM CIIFOH
MabBIyMOT ne0 Kal0yn KWiIMIIM Ba OYHHMHr HaTwkacuaa wmyBaddakusarcus

! Stamp Mark. Information security: principles and practice. 242 — 243 —c.
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TEKIIyPYBHH amajira OLIMpWIMIIWIra aWTwiaav. bomika cy3 OwiaH aiTrasna,
yOy KaTTaIuK TYFPU MabIyMOTJIapPHH paj STUIIMII JapaXkacMHH Kypcaraam.

Ymby 1okopuga HOMJIAPU KEATHUPUITAH yCyJjlap KaHYaJMK OapAoluIu
caHaJIMacuH, ymoy ycyJiap acocuja WIuiad YUKWITaH TU3UM OapAOUUTHIUTH
dakar Oymapra Oofnuk Oynmaiinu. Opatma ymOy mapaMeTpiap XaKAKHMA
doiinaraHyBYl TOMOHHUAAH 5Mac, Oy3FyHYM TOMOHHJAH XaM KHPUTHIIHILIN
MYMKHUH. YOy Xojiarjia aHaHaBUM ayTeHTH(QHUKAIUSIIAII yCylIHuJa y3ura spaiia
MyaMMO KenuO 4yuKagu. Yy MyaMMMOHHU OJITUHHU OJHUII Makcaauaa XO3upja
KeHI  TapKajraH  ukKku  ¢akmopiu  aymeHmugukayusiaul  YCyJIHUJiaH
doiinananunanu. 2

Ymby ycynga  omatuid  ayTeHTH(UKAIUsUIall — YCyJIWJaH  YTrad
doiinamanyBun IOKOpUIArd ycyiapaaH Oupu acocuaa HMKKMHYM —MapTa
ayTeHTU(DUKausgaH YTKa3unaau. Yoy yeyn apoJ acocua
ayTeHTH(UKaIUAIAl yCyquaa UINTHPOK 3TaéTraH Xakukui (oiimamaHyBuu EKu
KOMITBIOTEP APKAHJIUTMHHU aHUKJIAaca, XaB(CU3IIMK TOKEHJIApUra acoCliaHraH ycyJjia
7ca TOKEH 3racu XaKUKUWINTUHU TEKIIUpaau. bUOMETpUK ayTeHTH(UKAIMIIAIT
ycyiutapusia 3ca (oigalaHyBUMHU XAKUKUIUINTA Ba TUPUKIWTUHU TEKIITUPUIIIA
dbolnananuIaIm.

YMymuil Xonma MKKM (QaKkTOpiau ayTeHTU(UKAUUWSIAIl yCYJId OJIHM
ayTeHTU(UKAIUATIAl yCylIura KyImmMya XaBQCH3IHK MapaMeTpUHU KYIIau.
HUkkn Qakropan ayreHTU(UKAUAIAl YCylId YHIAA QoijaiaHWiIral Kypuima
Typura Kapad HWKKW Typra: ynaHrad(connected) Ba ymanmaran (unconnected)
OYIMHAaIH.

VYrnanran KypuiManapra acociiaHTaH MKKU (aKTOpid ayTeHTU(DHUKAIMIAII
ycynuaa TYFpUAaH-TYFpu OOFJIaHTaH KypuiMa OpKaJIM MablIyMOT KaOyl
kunrHaau. Macanan, USB €ku Bluetooth acocuna ynanran KypuimManap.

VYnanmaran KypuJManapra aCOCJIaHTaH WKKH dakTopau
ayTeHTUUKaUUAIam ycynuaa ¢oiJananyBul KypuiaMma Ba ayTeHTU(UKAIus
TU3UMU OpacU/Ia KOWJIAIIA/IN.

Ky#inna ukku dhaktopiu ayTeHTUDUKAIUSIAI YCyTapy KeITUPUIITaH:

— Oup MapTaiv mapoi XOCuJ KWiInb OepyBuM KypuiMaiapra acoclaHTaH;

— Oup MapTaiu napoi XOCuJ Kuinb OepyBuM JacTypuid BOCUTAara acocjaaHTaH;
— TepMHHAJ (KOMITbIOTEp, MOOMII TeIe(OH Ba X.K.) XyCyCUSATUTa aCOCIIaHTaH;
— TAN (Transaction Authentication Number) pyiixaTura acocjaaHraH;

— SMS TokeHsapra acocjlaHraH;

— cMapTKapTajap Ba YMIl YKyBUYM KypHJIMaJlapra acoCIaHIaH;

3 Stamp Mark. Information security: principles and practice. 252 — c.
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— wMaxcyc xotupara sra USB acocnanras;
— OHOMETPUK XyCycHusiTIapra acocjlaHTaH Ba X.K.

2.2. PyxcaT/jiapHu Ha3opatJjaml

ABTopuzanus xapaéuu Oy — QoiifananyBuiura TH3UM TOMOHUJAH OepuUiIraH
doiiananuI Japaxacu.

Tyk capuk kut06. KommbioTep TH3uMIapu XaBGCU3IUTMHUA aHUKJIAII
kputepusinapu (Trusted Computer System Evaluation Criteria éku Orange book)
1983 #mnna von sTwiran O0ynuo, xo3upru kyHru, 2005 imnaa KaOysn KUJIMHTaH
ISO/IEC 15408 wnunr ananoruaup. YmlOy Kputepus 3apyp €xku  Maxduii
axOopoTiapHU  cakjall, KUJUPHIL, KOMIBIOTEp THU3UMIIAPUHM  TaHJIAI,
KJaccu(ukanusaaam yayH (ponaaaHuiaim.

Acocuti makcaou ea eocumacu. XaBQCU3IUK CUECATH KOMIIBIOTEP TU3UMHU
yayH Oatadcuit OYIuIM, FOKOPH Japa)kaja aHUKJIAHTAHJIWIY Ba TETUIUTA OYIHIIN
mapt. Mkku acocuid XaBPCU3NMK cHECAaTH MaBXy[: MaHAaTra acocjaHraH
XaB(QCU3IUK cUEcaTH Ba AUCKPELMOH XaB(pcu3nuk cuécaru. Manaarra acocjiaHral
xaBQCcU3IMK cuécatuga Maxpuil MabiaymoTiapliaH QoiJanaHulAa HAUBUAYyal
énmommiura acociuaHaad. Xap Oup (¢oilnananyBuura OepwiraH pyxcatiiap
TAIIKWIOTAaHN XaB(CU3IUK cuécaTuaan Kenud unkaan. JIucKkepinoH XaBpCH3InK
cuécarua dca pyxcaTHH YeKIama Ba OOMIKapHIga Koujaajgap TYIUIaMUIaH
dboiinananunaau. by koupamap d¢akat Oupop kepakid OYiaraH MablyMOTHHU
OJIMIITA KapaTwiral 0ynaau. boiika cy3 Ounan aiftranga xap Oup MabIyMOT YYyH
doinalaHyBYUMHUHT pyXcaTiapy Typiinda OYIUIIT MyMKHUH.

XaBdcuznuk cuécatunan Oyinaxk, MHANBUIYA KaBOOTAPIUK MaBxKy 0YIuo,
yJiap acocaH y4Ta TajabaaH ubopar:

— ayTeHTU(UKAIUS;

—  aBTOpHU3AIINS,

—  ayJIuT.

TyK capuk KuTOO XaB()CHU3 TU3UM, WILOHYIM THU3UM, XaBPCHU3IUK CHECATH,
kadoNaTIIaHTaHJIMK Japakach, XHCOOJOPJIMK, HITHOWIM XucoOam Oasaiapu,
MYJIOKOT MOHUTOPUHTH, XaB()CHU3NMHK SIPOCH, XaBPCUBIUK TEpEeMETpU KadH
TepMUHJIapIaH uoopar.

Ymby kputepus 4 ta: D, C, B Ba A 6ynumnapaan udopat 6o, xaBpcusiuk
napaxacu A na sHr rokopu. C, B Ba A 0yumnap KkucMm Oyaumiiapaad noopar.

D — OHr kuuuk xaBcu3nuk tagabura sra Oyimum.

C — Huckpenuon xumosi. C1 — Max(puHIMKHA AUCKPEIUOH TAabMUHOTHU OYIHO,
doiinananyBul, MabIyMOTJIApHU OYITUMIa a>KpaTHILl Ba TUCKEPLUOH pyXcaTIapHU
oomkapuman ubopar Oymamu. C2 — pyxcarnmapHu Oomikapuii. J{uckpennon
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pyxcaTiapHu OOIIKAPUIITHUHT FOKOPH aHWK OVIHINM, WHANBUIYaN GoigailaHyBIN
Kaiin €3yBHM, THU3UMIa pyXcaTjapHU OOIIKapHUIl >KypHalld, pecypcliapHU
U30IMsIIAII.

B — Manpnatra acocnanran xumosi. Bl — metaxaBdcusnuknan ¢oigananuiran
xonaa xumost. B2 — Tusumnamran xumos. B3 — XaBdcuznuk qomenu.

A — cuHanran xumos. Al — cuHanrad au3aiiH Ba OKopu Al Kucmiapuaas
noopar.

Ymymnuii kputepusuiap (Common Criteria for Information Technology
Security Evaluation, Common Criteria). Kommneiorep xaBdcusnuru Oyitrua
XaJIKapo CTaHAapT. Ym0y cTaHIapT acoCUi MKKH TanabaaH nbopar: QyHKIIMOHAT
Ba MIIIOHY Tajabyiapuian ubopar.

OyHKIMOHAN Tajmabmap XaB(CHU3IMK MakKcaaWra Kypa TypyXJIaHaH.
Ymmymuii xonga 11 ta @ynkunmonan cund (3 rypyxna), 66 omna Ba 135 Ta
KOMIIOHEHTAaH nOopar.

1. bupuaun TYypyx XaB()CHU3IMKHUHT 3JIEMEHTAp XU3MaTIApUHN aHUKJIAHTH.

. FAU — aynurt, xaBhcU3uK.

. FIA — unentudukanus, ayreHTUPUKALIHS.

. FRU — pecypcnapnan u6opar.

. DIeMeHTap XaB(CU3IIMK XU3MATIApUIaH XU3MATIAPHU NIUTA0 YMKHULL.
. FCO — anoka (;kyHaTyBYH-KaOyJ1 KHITyBYH Opacuaaru xaB(hcus aioka).
. FRP — raiiupunuxk.

. FDP — ¢oiigananyBun MabIyMOTIApUHA XUMOSUIALLL

. FPT — o6bexTHH xaBdcuznuruau 6axomnant QyHKITUSICH XUMOSICH.

. YuuH4M rypyXx 00beKTHU Oaxosail nHdpaTy3uiIManapy OWIaH aaokaaop.
. FCS — kpunrorpaduk xumos.

. FMT — xaBpcu3nukHu OOIIKAPHIIL.

. FTA — 00bexTHH 6axomnanira pyxcar.

A WO DNEPE WS WDNEDNDWDNBE,

. FTP — nmonunu kanan.

XaBdcuznuk kadonatu Tanabimapu 10 Ta cund, 44 ta ouna Ba 93 Ta
KOMITOHEHT/aH ubopar.

1. bupunuu rypyx Tanabiaap/aH TallKWJ TOITaH.

1. APE — xumos ipodrsinan 6axomarn.

2. AES — xaBdcusnuk BazudanapuHu Oaxosari.

2. UkxkuHuM TypyX OOBEKTHHM aTTECTAUUSJIAIIHUHT Xa€THH IUKIUAaH
ubopar.

1. ADV — 00bekTHM JIOHHXajaml Ba KypHIIl.

2. ALC — xaétuii nuKIHYU Ky11a0 KyBBaTjalll.

3. ACM — koH(ryparussau OOIIKapuIIL.
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4. AGD — ¢doiigananyBuu Ba aAMUHHCTpATOPTA.
5. ATE — rectnar.
6. AVA — 3auduuknapau 6axosari.
7. ADO — skcrimytarus Ba 3TKa3u6 Oepuiira Tajzadsap.
8. AMA — umoH4-TaiabaapuHu Ky1ad KyBBaTIIAILL.
ABTOpHM3alMAJIAIL  TEXHOJOTHSIAPU.  ABTopH3alMsUIamiga  KaTop
TEeXHOJIOTHsIIapAaH GoinanaHuind, yIapHUHT acOCUIapy Kylnaaruiap.
Mannatra acociaanran pyxcaraapau Oomkapum (Mandatory Access
Control (MAC)). by TexHoorusira acocan 00beKT €Ki CyObEeKTHUHT XaB()CHU3IINK
Oaliporura acocaH OomKapuiaagud. XaBPCHU3IMK OalpoFu xaB(CU3IIK
napaxacuau Oenrwraiian. Kyiunaru 2.1 (a,0)-xkanBanga xaBOCU3IUKHU XapOuid
Ba CaBJ0 COXACHAa JapaKaJTaHUIIN KEITUPHUITaH.
2.1 (a)-xamBan
Xap0uii coxana

Knaccupurxauus H3ox
Knaccudukaiiusinanmaras. Ax06opot Maxuii €k Ki1accucu(UKaIUsIIaHTaH IMAC.
Maxduit amMMo | AXGopoT o4HK O¥iica, yHTra 3U€H dTUIIH MyMKHH.
KJaccu(puKalysilaHMaraH.

Kondunennuan dakart nuku (oiianaHuIl yu4yH OUHK.

Maxduii AXO0poT MWIIMH XaB(CHU3IMKKA JKUUIMA TabCUP OSTHUILIU
MYMKHH.

Ton maxdwuii. Ax0OopoT MIWUIHHA XaB(OCU3IHMKTa YTa XKUIIUA TabCUP ATHUIIH
MYMKHH.

2.1 (6)-xanmBan
CaBo coxacuga

Knaccupuxanus H3ox
Ouuk XaMMa y4yH O9MK MabIyMOT
Maxuit MasbiayMoT 6U3HEcTa TabCUP STUILN MYMKHH.
[Taxcnii bup maxcra Teruium MabiayMmoTiaap.
Kondunennman by typmaru MabiaymoTiaap OYMiICAa TALIKWIOTra KUILAUN
TabCUP ITAJIH.

By TexHonmorusra acocinaHraH XaB(CHU3IUKHH OOIIKApUII MOJETH Oy —
Bemna-Jla-Tlaxyna mogemaup.t

JIucKpenuoOH  pyxcaTJiapHu  Oomkapuil. Masgatra — acoclaHTaH
pyxcaTiapHu OOIIKapWill THU3UMU XapOui coxaga KeHr (QoinanaHuicaa,
JUCKEPIIMOH pyXcaTiapHU OOIIKAPHII TH3UMHU Y3UHHHT cojia (oWTarmaHUIIHIIN
Ounan axpanub Typagu. byHra kypa oObeKT sracu Kaiicu CyObEKTHHM HMMa HII

12 Stamp Mark. Information security: principles and practice. 271, 276 —c.
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KiWIimuHu Oenrwiap 6epanu. by ycynm mMaHmatra acociaHraH ycyjira KaparaHia
Kyaa xaBdCcHU3W caHajaMacaja, OmepalMoH TH3UMIIapJa KeHr (oiiianaHuiiaiy.
Bynna acocan Gomkapum Matpunacuaad Qoigananunammy.

2.2-xanBan
Pyxcatnap maTpunacu
File 1 File 2 File 3 Program 1
Ann Own, read, write Read, write Execute
Bob Read Read, write
Karl Read Execute, read

Posiiapra acocjianradn pyxcarjapuu Oomkapum. by ycynara xypa
pyxcatiap CyObeKTIapHUHT poJUIapura acocaanuo oepunaau. by oup xypunmiga
rypyxJiapra akpaTHllra yXIIalm MyMKAH aMMO YHJIaH (GapkKid paBuIlga Oup
doiinananyBuu OMp HeuTa TypyXJjapra TErHILIN OYVIHITH MyMKAH. AMMO YMyMHI
XoJ11a, GoiIaTaHyBUH SITOHA POJITa Ara OYIaam.

Kanua. Kanua (unrmuzga: CAPTCHA — Completely Automated Public
Turing test to tell Computers and Humans Apart) - koMmmbpoTep €KH WHCOH
CKAHJUTUHN aHWKJIANTHWHT OYMK aBToMaTiamraH TypuHT Tecth Ae0 arammo,
Macodanaru GoigaTlaHyBYNHA WHCOH EKM KOMIBIOTED SKAHJIWTHHU aHHKJIAIIIa
¢doitnananunaau. by repmun 2000 iiunaa naitno 6ynran 6ynu6, 2013 linnra xeaud
KyHura yprada 320 MJIH. Karmya KUpuTUIras (2.4-pacm).2

RLEZ7T G

RLA7TG SIlcee i)

a) coaaa Kamga 0) Mypakkab kam4a

2.4-pacm. Kamua

Yuiby TU3MMHHMHT acoCMi KaM4yWwiIuru Oy Xap JOUM XaM Kamda EpKUH
udonananmaiiam. 'oxuna yHu XaTTOKU MHCOH XaM aHUKJIaid OJIMaiIu.

2.3. Tapmoxkjapapo 3KpaH
Tapmoxnapapo sxkpan (T3) - 6panomaysp éxu firewall cucmemacu ned xam
aTalyBUd  TapMOKJIapapo XUMOSHHUHI  MXTHCOCJIAIUTUPWUITAH  KOMILIEKCH.
TapMoknapapo HSKpaH yMyMHM TapMOKHHU HMKKHM €KUM YHIAH KyII KuUcmiapra
aXpaTUIl Ba MAabJIyMOT MaKETJIapUHHU 4Ydrapa OpKajld YMYMUM TapMOKHUHI OuUp
KUCMHUJIaH MKKWHYMCHUTA YTHUII MIAPTIApUHU OCNTHIOBYM KOWJAJap TYIUIAMUHU
amajra OmMpUIl WMKOHMHU Oepamu. Oparma, Oy udsrapa KOPXOHAHWUHT

3 Stamp Mark. Information security: principles and practice. 285-286 — c.
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KOpIopaTuB (JIokajl) TapMoru Ba Internet riiobGan TapMOK opacujia YTKa3HIIAJIU.
Tapmokyapapo sKpaHiap rapyd KOPXOHA JIOKald TapMOTH YyJaHTaH KOpIIOPATHUB
WHTPATapMOTHIAaH KUJIMHYBYM XY>KyMJIapJlaH XUMOsSJAIla WIUIATUIUILIAPH
MyMKUH OVicana, ojaria ylap KOpXOHa HWYKA TapmMoruHu Internet rioGan
TApMOKJIaH CYKHJINO KUPHIIAAH XUMOSIIAHAN. AKCapusIT TIXKOPAT TAIKUIOTIApU
YUyH TapMOKJIApapo SKpaHJIAPHUHT YPHATHIWIIM HYKH TapMOK XaB(CHU3IUTHHU
TabMMHJIAIIHUHT 3apypHil INapTH XKCOoOIanam. !

Pyxcat satunmMaran tapmokiiapapo ¢oigaiaHuira Kapi TabCup KypCaTHiil
y4yH TapMOKJapapo OJKpaH HWYKA TApMOK XHUCOOJIAHYBYM TalIKUJIOTHUHT
XUMOSUTAaHYBYM TapMOFU Ba TallKW FAaHUM TAapMOK Opacuja >KOWJIAHUIIU JIO3UM
(2.5-pacm). Bynga Oy Tapmoxiap opacuaard Oapua ajoka (hakaT TapMOKJIapapo
DKpaH OPKAJIM aMalra OLIMPWIHMIIKA JIO3UM. TallKWIuMMd HyKTaW Ha3apulaaH
TapMOKJIapapo SKpaH XMMOSUIAHYBYH TAPMOK TapKUOHUTa KUPa/IH.

Nykn TapMOKHUHT KYNTWHA y3CJUIADUHH OWPJAHWTa XUMOSUIOBYH
TapMOKJIapapo 3KpaH KyWHJIard UKKUTa Bazu(aHu OakapHuIlH Kepak:

— TalmKy (XMMOSsJIaHYBYM TapMOKKa HHUcOaTtaH) QoiiianaHyBYMIapHUHT
KOpPIOpaTUB TapMOKHUHT WYKH pecypciapusiad (OoNgaTaHUIIMHA Y3Tapaalil.
bynnait  QoiinananyBumiiap KaTopura TapMOKJIapapo dSKpaH XUMOSUIOBYH
MabJIyMOTIap Oa3aCHHMHT cepBepuaaH (QoiJalaHUITra ypUHYBUM IIEPUKIIAp,
Macodamaru QoiimananyBumMiap, Xakepiaap, XaTTO KOMIIAHUSHUHT XOJUMJIIapy
KAUPUTHIUIIA MyMKHH;

— XUMOSJIaHYBYM TapMOKJaH ¢olJalaHyBUMIAPHUHT TaIIKH pecypciapiaH
doinanaHuIUIApUHA YdTrapaiamni. by MacamaHUHT €4WJIUIIK, MacallaH, cepBepaaH
Xu3Mar Bazudanapu tanad sTMaiauran GporgataHUIIHA TApTUOTA COIUIITA UMKOH
oepanu.

Owux ramxe XuMoATaHATHTAH HUKH TAPMOK
TAPMOK (oo

) Ceprepaap

Cepeepnap (€

Muzosaap L

4

2.5 — pacm. TapMokiapapo sKpaHHU yJaIll CXeMacH

Tapmoxmapapo SKpaHHH KiIaccUPUKaNUsIIANIAa CTaHIAPT MaBXKyJ SMac.
[ynra kapamacnan, ynapau OS] MOIETMHUHT Kaiick caTXWra HIianmra Kapao
KyWHJAary Typiapra axxpaTuil MyMKHH:2

— TakeT puaTepiIapu — TAPMOK CcaTXu/a UILIaiIu;

! Stamp Mark. Information security: principles and practice. 288 — c.
2 Stamp Mark. Information security: principles and practice. 288 — c.
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— JKCIEpT MakeTu punrepiaapu — TPAHCIOPT Caxyia UIUIAHIN;
— WJIOBA MPOKCHIJIAPU — UIJIOBA CATXM]IA.

Maker ¢uarepyaapu. by Typaaru tapmokiapapo 3KpaH TapMOK caTXuia
NakeTJapHu TaxjWUlalira acocjaHral Oynu0, OyHJa KaluT MablyMOTiap
cubparuna: wmanba I[P wmamsumm, wmacodaaurm [P maw3un, wmanba moptw,
macodanaru nopt, TCP 6Gaitpok outnapu (SYN, ACK, RST Ba xak.) mapamerpap
acocHa amaira omupuiaau. by Typaarm TapMoKiIapapo SKpaH —acocaH
IOKOpHU/Iary mapameTpiap acocu1a KUPYBUYM Ba YUKYBYHU TpaQUKHH TaXJIMIUIANHIH.

By Typnaru tapmoxiapapo 3kpaH camapaiu O0Yyiu0, dakaT TapMOK caTXHaa
WAl Ba capilaBXa MabIyMOTJIapHH TaxXJWUIallga KaTrra TE3JHMK Oepajiu.
AMMO, Oy TypJiaru TapMOKJIapapo 3KpaH KaTop KaM4MJIMKIIapra sra:

— XOJIATHMHT TYPFYHJIMTH MAaBXyJ dMac, SIbHH Xap Oup TMakeT Typiauda
oynanu;

— Oy Typaaru TapMmokiapapo skpad TCP amokanu TeKmmpmainau;

— WJIOBA CaTXHM MabIyMOTJIAPHH, 3apapiIu JaCTypJapHU Ba XaK. TEKIITUPMAIH.

By Typmarm tapmoxnapapo skpaH ‘‘PyxcaTiapHu Ha3opatriam pyHxaTu
(ACL)” épnamuna coznanaau (2.6,2.7 - pacm).

HUnosa catxu

Tpancnopr carxu

2.6-pacm. [laket ¢punrepu

Xapakar | Manba | Macodaauru Manb6a Macodanmaru | IIpoTokon Baiipox
IP IP OpT opT
Pyxcar Nukn Tamku NxTtuépuit 80 HTTP NxTtuépuit
Pyxcar | Tamxu WNukn 80 >1023 HTTP ACK
Takuk bapua bapua bapua bapua bapua bapua

2.7-pacm. PyxcatnapHu Ha3zopatiai pyixaTura MUCOJ
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HOxopunarun xommara acocan dakar Web ydyH Kupuill Ba YUKHUIIT MaBXKY.I
O0ynn0, KoaraH XoJuiap/ia xapakarjiap YeKJIaHTaH.

by coznanmManan Oy3ryHuM KaHnai Kuiaub Qoiinananumy MyMKUH ? ByHUHT
y4yH Jactiaad Oy3FyHUYM TapMOKJIapapo 3KPaHHUHT KalCHU MOPTH OYMK SKAHJIUTU
aHuKIam kepak. bomika cy3 OwiaH alTranjga MOpTIapHU CKAaHEPJAIIHU amalra
OIIUPHIITHN KEpaK.

O4nK TOPT aHWUKJIAHTAHIAH CYHT, y TOPT OpKAJIMW 3apapid MablyMOT
I000PWIIMIITM MYMKHH. ByHW OJITMHW OJMINI YYyH OJaTna, TapMOKJIapapo JKpaH
maBxyn TCP GormaHuNUIapHA XOTHUpAcHIa CaKJIalll KepaK Ba HATHXKalaa KaOyd
KWJIMHTaH OOFJIAaHUII OJITUHTH OOFJIaHUII OMIaH OMp XUJ1 €KaHJIUTUHUA aHUKJIAWIH.

IKcnepT nakeTu puiarpaapu. by Typaaru TapMokiIapapo dKpaH MaKeTHH
¢unrepnam  BazudacuHu  OakapyBUM  TapMOKJIAapapo  JKpaHra  MaBXKyJ
KaMYMJIUKIapHu OapTtapad »dtagum. by Typra acocan TeKmmpyB TapMOK Ba
TPAHCHOPT CaTXHJa amajira omupuiaan. KaMuuiawuru sca, TeKIIUPUIIT BAKTUHUHT

KYTIJIATH Ba UJI0BA CATXH MabIyMOTIAPUHU TEKIIUPUII UMKOHH HYKIUTHAUP
(2.8-pacm.).!

Hnosa catxu

2.8-pacm. DkcrepT naketu GuiITpu

HNuoBa mpokcwiaapu. by Typmarun TapMmoKJIapapo 3KpaH OJIWHTH HKKHU
Typra MaBXKyJ KaMUWIHKJIApHU Yy3uga Oaprapad osTagm Ba wWjoBa caTxujaa
nnaiiay (2.9 - pacm).?

2.9-pacm. UnoBa npokcuniapu

By Toukamarm TapMokjapapo SKpaHJa IMakeTiap TapMOK, TPaHCIOPT Ba
WJIOBa caTxjiapuaa Tekmupuiaaau. Mnosa catxu yuyH nakeT “Oy3ynu0” kaiTagaH
“Kypwiaan’”.

12 Stamp Mark. Information security: principles and practice. 290 - 293 —c.
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HIaxcuii TapMoKIapapo 3kpaH. by nactypuil BocuTanap HOKOpUIArd y4
TypaaH Oupura Terunuii Oynu0, ojatna OWp XOCTHH XHUMOsUIAll y4yH
dbornananunaau. by gactypuii BocuTanap cojna uHtepdeiicra sra 6yimubd, ocoH
co3aHaIn. !

2.4 Xy:KyMJIapHU aHUKJIAI TH3UMJIAPHU

Tamkunornapaa xumosiam OunaH OOFIMK OYiAraH MyamMMOJIApHHU €YUl
yUyH akcapusaT XoiUapjaa KuCMaH EHjpammnuiapiad doiinananumann. by
¢HmammMIap, ojaTaa, aBBalo (QolgaliaHa OJYBYM PECYpPCIapHUHT KOPHM
Japakac OpKaJId aHUKJIaHaAW. YHIAH Tallkapu, XaB()CH3IMK MabMypiapu
KYIIMHYa Yy37apura TyUIyHapiu OYiaraH XaB(CHU3IMK XaB(-Xarapijapura peaxius
Kypcatuiiaad. Acnuaa xaBg-xaTapiap kyga kyn Oymumu mymkuH. Kopnopatus
ax0opoT TU3UMHHHM (PaKaT KaTbUi XKOpPUN HA30paTH Ba XaBPCUBIMKHUHI YMYMH
CUECATUHU TAabMUHJIOBYM KOMIUIEKC EHAAIIMII XaB(CHU3IMK XaB(-XaTapiiapuHu
aH4YarvHa KaMauTHUPUIIU MYMKUH.

Oxupru BakTAa TYypiaud KOMIIAHMSUIAP TOMOHMIAH KaTop EHAAIIMIUIAP
UIUIa0 YMKWIANKY, Oy €Hammiriap HadgakaT MaBxy/1 3auIuKIapHu aHUKJIAITa,
Oanku Yy3rapraH 5CKM €KM Taiao OynraH sHru 3au(UKIapHU aHMKJIAIra Ba
yJlapra Moc XMUMOsJIalll BOCUTAJIApUHU KApIIM KyHUIIra UMKOH Oepanu. XycycaH,
ISS(Internet Security Systems) koMmaHusicu TOMOHUJAH XaB()CU3JIUKHU aJalTUB
oomkapum monenu ANS (Adaptive Network Security) uinnad ynkuiay.

XaBpCcu3NMKKa aJanTuB CEHAAIMII, TYFPU JIOWMXAJaHraH Ba SXIIH
OOLIKAapUIIyBUHM KapacH Ba BocHUTanap €paaMuia xaB(CHU3NIHMK XaB(-XaTapiiapuHu
pean BaKT PEeXMMHJIA Ha3opaTialll, aHWKJIAll Ba yJapra peakius KypcaTuiira
UMKOH Oepaiy.

TapMOKHUHT afanTuB XaB(PCU3IUTHU KyWHIard aCOCUI y4Ta dJIEMEHT OpKaJIn
TabMUHJIAHAIH:

— XxaB(-xarapiapHu Oaxoman;
—  XUMOSUJIAHUIIHM TaxXJIWJLJIal;
—  XY)XKyMJIapHHU aHHMKJIAILL.

Xasgh-xamaprapnu 6axonaw. XaBd-xaTtapaapHu (KEATUPAIUTaH 3apapHUHT
KUITUNAIUK  Japaxkacu Oyiimda), TapMOK KHCM TH3UMJIAPUHU  (KUITUIIHK
napaxkacu Oyitnua), TaxauiapHu (YJIapHUHT aMajra OIMUPUIMIIA SXTHUMOJUTUTY
Oyiinua) aHWKJAI Ba pyTOanamaan noopat. TapMOK KOHGUTYpAIUACH MYTTaCHI
V3rapuiu cababnu, xaBd-xaTapiiapHu Oaxonamr skapaéHu XaM  Y3JIYKCHU3
VTKazwmmuy J1o3uM. KoprnopaTuB axO0opOoT THU3UMHUHUHT XUMOSUIAIl TU3UMHUHU
Kypull XaB(-xatapiaapHu 6axosamnigaH OONITaHUIIN JTO3UM.

1 Stamp Mark. Information security: principles and practice. 290 - 293 — c.
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Xumosnanuwinu maxauniawi - TAPMOKHUHT 3au( >KOWIapUHU KUAUPHIILL
TapMoK ynaHuIIIapaH, y3elapiaH, XOCTJapJaH, HWINYM CTaHIMsUIap/aH,
WIOBajapJaH Ba MablyMOT Oa3anapuaaH TapkuO tonraH. bymapHuHr Oapuacu
XMMOSJIAaHUIIIAp CaMapaJOpJIMTUHUHT  XaMJa HOBMAIyM 3au(IMKIapUHUHT
AHUKJAHUIIUTA MYXTOX. XUMOSUIAHUIIHU TaxXJWJUIAIl TEXHOJOTHSICH TapMOKHH
TaAKHUKJIAIL, HO3UK KOWJIApUHU TOMHII, Oy MabIyMOTJIADHU YMYyMJIAIITHPHII Ba
yimap Oyinda XxucoOoT OepuIll UMKOHUATHATA dra. Arap Oy TEXHOJOTHUSHH amajra
OLIMPYBYM THU3UM aJalTHUB KOMIIOHEHTTra XaM »dra Oyica, aHHMKJIAaHTaH
3au(IUKIapHU aBTOMATHK Tap3da Oaprapad >3TUII MYMKHH. XHUMOSJIAHHUILHU
TaxXJWUIAIl TEXHOJOTUSACH TapMOK XaB(QCUBIUTU CUECATUHHM, YHH TAaIIKUJIOT
TallKapucugaH €KUM HMYKapucuaaH Oy3ullira ypUHHUILIApAAH OJAMH, amaira
OLLIMPUIITra UMKOH O€pyBYM TabCUPUYAH yCYJ XUCOOIAHAIN.

XUMOSAJITAHUITHU TaxJIWJUIAII TEXHOJIOTUSCH TOMOHH/IaH
UACHTU(UKALMSIIAaHYBYM MyaMMOJIAPHUHT O0ab3WiIapy KyWuaruiap:

— tuzumiapaaru "remmukiap” (back door) Ba TposiH OTH XWUIIMAATY AACTYD;

— Ky4CH3 IapoJjuiap;

— XHUMOSUIaHMaral THU3MMJIaH CYKWINO KupuIIra Ba "Xu3MmaT KWIMIIJIAH BO3
KEeUHuIl'" XUIUAard XyKxymiapra TabCUpUYaHIIvK;

— ONEepanyoH TU3MMIIAPJATY 3apYPUH SHIMJIAHULIIAPHUHT NYKIIUTH;

— TapMOKJIapapo 3KpaHjapHUHI, Web-cepBepnapHUHr Ba MabiaymotTiap Oa-
3aCHHHMHT HOTYTPH CO3JIAHUIIU Ba X.

Xyorcymnapnu anukaaui - KOpnopaTUB TapMOKAAru myOxanu XapakaTiapHH
Oaxoyam >kapa€Hu. XyKyMJIapHH aHUKJIAIl ONEpallMoOH TU3UM Ba WJIOBAJApHU
Kaiuial >KypHa/UlapuHM €KW peajl BaKTAard TpapUKHU TaxJIMJUIALl OpKaJld
amanra omupwiagd. TapMOK y3eiuiapu €KM CerMEHTIAapUAa >KOWJIAITHUPUIITaH
XYXKyMJIapHM aHUKJIall KOMIOHEHTJIapU TYpJM XOAMCAJapHHU, XYCyCaH, MabiIyM
3andaukiapjan poiiiaraHyBuM XapakaTJIapHU XaM OaxoJiaiam.

Tapmok ax0opormHM Taxauuiam ycyanapu. Moxusaru Oyiinya,
XY’)KyYMJIQpHH aHUKJIall kapa€HU KOPHNOpAaTUB TapMOKAa Oynaérran uryoxaiu
XapakatiapHu Oaxodam kapaéHuaup. boirkaya aifTrania Xy KyMJIapHU aHUKJIAII-
xucoOmam €Ky TapMOK pecypciapura MyHanTUpwiIraH mryOxajld XapakaTiapHu
uiAeHTUUKAIMSUTAIl  Ba yjlapra peakuus KypcaTtuin xkapa€Hu. Xo3upja
XYXyMJIapHH aHUKJIAIl TU3UMUJIA KyHHIaru yCysulap UIIaTHIIaau:

— CTaTHUCTHK YCYII,
—  JKCHEePT TU3UMIIAPH;
— HEWPOH TapMOKJIApH.

Cmamucmux  ycyn. CTaTuCTUK EHIANIMIIHUHT acOCHM ad3ajuturu —

alJlakayoH MIUIad YMKWIraH Ba Y3UHM TaHUTIaH MaTeMaTHK CTaTHUCTHKa
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anmnapaTUHU UIUIATUII Ba CYOBEKT XapaKTepura MocCanml.

ABBan TaxJIMJUIAHYBYM TU3UMHUHI Oapua CyObEeKTJIapy yuyH Ipodusuiap
aHuKnaHagu. Mnuatunaguran  OpoQWIUIApHUHT  STAlOHAAH — Xap  KaHJal
YeTJaHUIIN pyXxcaT dTHiIMarad (oigananuim xucobnanagu. CTaTUCTUK ycCyJuiap
YHUBEpCal XHCOOJIAHAIW, YYyHKM MYMKUH OyJraH XyXyMJIapHA Ba yIiap
doinananagurad 3anIUKIapHA OUIUI Tasad dTuiaMaian. AMmMo Oy ycyiuiapaan
doitnananumga Oup KaH4Ya MyamMMoJiap naiao oymaau:

1. CratucTUK TH3UMIIAP XOAHWCANAp KEJIWIW TapTHOWra ce3yBUYaHMaclap;
0ap3u Xoyiapaa OWp XOJUCAHUHI Y3W, KEIUIIM TapTHOWUra Kypa aHoMasl EKH
HOpMaJ (paoMITHU XapaKTepJialll MyMKHH.

2. AHOMan QaoiusATHU aJeKBaT UACHTU(PUKAUIAL MaKCaAUIa XyKyMIIapHU
aHUKJAll TU3MMH TOMOHHJAH Ky3aTHJIYBUM XapaKTEPUCTUKAJIAP YUyH YATapaBHid
(OycaraBuil) KuiMatTaapHu OEpUI KyAa KUHUH.

3. CtaTucTUK yCysuiap BaKT YTUIM OwWiaH Oy3FyHUMJIap TOMOHMIAH LIyHJAi
"VpHaTHIMIIK" MYMKUHKH, XY’KyM Xapakarjiapyu HopMaj KaOu KaOyJsl KMJIMHAIH.

Oxcnepm  muzumaapu. DKCHEPT TU3UMU OJaM-3KCHEpPT OWIMMIIApUHU
KaMpa® oOJIyBUM KoMJajap TYIUIAMMJAH TAIIKWI TONraH. DKCHEpPT TU3UMMIAH
doifnanaHuil Xy>KyMJIAapHM aHHUKJIAIIHUHT KEHI TapKajiraH ycyiu Oynuo,
Xy)KymiIap XycycuIaru axOopoT Koujaajgap KypuHuinuga udopananagud. by
KOHUJIAJIap XapakaTiap KETMa-KETJIIMTH €KW CUTHATypajlap KypUHUINMAA E3WINALIN
MyMKHH. By KompalapHUHT Xap OMpHHHMHI Oakapwivluuaa pyxcarcu3 (paoaust
MaBXXyMJIUTH XyCycuaa Kapop KaOyn KwinHaau. byHnall €HIAIMIIHUHT MYyXUM
a(3ayuIUra — EIFOH TPEBOTAaHUHT YMyMaH OYJIMacCIIUry.

DKcnepT TU3UMUHUHT MabJIyMOTiapu Oa3acuja Xo3upja MabiyM OYyiraH
aKcapusT XyXymyap CLeHapuscu OVIuIIM JO3UM. OKCIEpT TU3UMIIAPH,
J0J13apOJIMKHYU CaKJIall MaKcaauaa, MabIyMoTiIap 0a3aCMHU MyTTaCcHUJI SSHIUJIAIIHA
tanad a3ragu. [apum  sKkcmepr TU3UMIApU  Kalylalm  KypHajulapuiaru
MabIYMOTJIAPHUA KYy3[aH KEUUMpHINra SAXIIM WMKOHUATHU TaBCUS KHIICA[a,
CypajraH sSHrUJaHUIl >bTUOOPCHU3 KONIUPWIMIIKA €KM MabMyp TOMOHMJIAH KyJaa
amajra OWIMPWIMIIA MYMKHH. by O9Hr KaMuJa, DJKCHEPT  TU3UMH
UMKOHUSITIIADUHUHT OYIIammra ojimd Kejaaau.

OKCnepT TU3UMIIAPUHUHT KaMUYMJIMKIApU UUUJA 3HT aCOCUHCH - HOMABIyM
XY’)KYMJIAPHH aKCIAHTHUpPA OJMACIUId. ByHIa OJauHAaH MabIyM XyKYMHHHT
XaTTO O3TMHA Y3rapuIIM XY>KyMJIapHU aHMKJIAIl TU3UMUHUHT WIUTAIINATA XKUITUN
TYCUK OYJIMIIN MYMKHH.

Heiipon mapmoxnapu. XyXyMIapHU aHUKJIAIl YCYJUITAPUHUHT aKCapUsTH
Koujanap €KMW CTaTHCTHK €EHJAIIMII acoCHJa Ha30paTIAHYyBYM MYXUTHU
TaxJWwulam makimapugad  Goinananaau. HaszopatnanyBum MyxuT cudatuna
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Kaluiam OKypHaJulapu €KW TapMOK Tpaduru Kypuiauimd MyMKuH. bByHnai
TaxJWJUIall MabMyp €KH XYKyMJIApHU SHUKJIAII TU3UMU TOMOHHWJAAH SIPATHIITaH,
OJIIMH]IaH aHWKJIAHTaH KOMJAJIap TyIlaMura TasHa/Iu.

XyKyMHHU BakT Oyinda €k Oup Heua HUATH Oy3yK ojlamiiap ypracuaa xap
KaHIail OYIMHUIIM OSKCHepT TH3UMJAp €EplaMHlia aHUKJIAlra KAWAHYUINK
Tyraupagu. XyXymiaap Ba ylap YCY/UIAPUHHHT TYpJIU-TYMaHJIUTH Tyhaniu,
AKCIIEPT TU3MMIIAPU KOMJATAPWHUHT MabIyMoTiap Oa3aCHHUHI XaTTO JIOUMUMN
SHTUJIAHUIIN ~XaM  XY)XyMmjiap Juana3oHWHU aHUK —UACHTU(UKAIMSIIANIHA
kadonaTiiamaiam.

Helipon TapMokiapuaan QoiagaHuil 3KCIEpPT TU3UMIIAPUHUHT FOKOPHIA
KEeJITUPWITaH MyaMMoOJapHu Oaprtapad STUIIHUHT OUp YCyIu XuCOOJIaHAH.
Okcnept  TU3UMIapu  (oijganaHyBuMra Kypuia€TraH  XapaKTepUCTUKaIap
KouJanap MabIyMOTiapu Oa3acuparura MOC KEJIUIIM €KH MOC KEeJIMAaclHuru
XyCcycHujJa aHWUK >KaBoO Oepaosica, HEHpPOTApMOK axOOpPOTHM TaxJIWJUIAlId Ba
MabIyMOTJIApPHA AHUKJIAIIra YpraHraH XapaKTepUCTUKAIapura MOC KEJIWIIUHU
OaxoJail UMKOHUSTHHU TakIuM 3Taau. HeliporapMokiau udogalalliHuHT MOCIIHUK
napaxacu 100%ra eTummm MyMKHWH, aMMO TaHJAll XaKUKUWIWTA TaMOMaH
KYHUJITaH Macalla MUCOJUIAPUHY TaxXJIuuiai cudartura OOTIHK.

ABBan mnpeaMeT COXACHUHUHI OJIMHJAAH TaHJa0d OJIMHIaH MHUCOJIHIA
HEHPOTapMOKHU TYTpu uAeHTU(UKanusamra "yprarumwaan". Hedporapmok
peakUMsICH TaxJIWJUIaHaAW, KOHUKApJIW HaTHKallapra SpUILIHII MaKcaauaa TH3UM
co3naHaau. HelipoTapMok XxaMm BakT YTUIlIM OWUJIaH, MPEIMET COXacu OuiaH OOTIIMK
MabIYMOTJIAPHU TaXJIMJUTAIIHYA YTKAa3UIIKra Kapad "taxxpubda oprrupaau’.

HeiipoTapMOKJIapHUHT CYMHUCTEHMOJI KWJIWHHUILIHA aHUKJIAIIJArd MYyXUM
ad3aJTUTy, yIapHUHT aTaluH KUJIMHAJAUTaH XYXyMIIap XapaKTepUCTHUKAJTIApUHU
"Yprauum" Ba TapMOKIa OJAWH Ky3aTWITaHUTra yXIIamaraH 3JIEMEHTJIapHU
UJeHTUPUKAUSIIAIT KOOUIUATUIUD.

FOxopuna TaBcuiaHran XyXKymJIapHU aHUKJIAIl YCYJJITApUHUHT Xap Oupu
adzauMkiaapra Ba kKamuwmimkiapra sra. lly ca®abnu, xo3upna TaBcudaHTaH
ycyJulapHUHT (akat OutracujaH QolganaHyBUd THU3UMHU YYpaTHII KUWHKH.
Opnatna, Oy ycyiiap Oupraiukia uiutaThiIaIu.

Xyoricymnapuu  anukiaw musuUMAGPUHUHS MYPKYMAAHUWU. XYyKYMIIApHU
anukiam  tm3umiapu  IDS  (Intrusion Detection System)ma unuiatuiyBuu
XY>KyMJIApHU aHUKJIOBYM MEXaHU3MJIap OMp Heua yMyMHUH yCyJuiapra acociaHraH.
Tabkugnam J03UMKH, Oy ycyuiap Oup-OMpUHM HWHKOp HTMalau. AKcapusT
TU3UMIIapJa OUp Heva yCyJTapHUHT KOMOMHALMsICUAAH Qoii1anaHuIaan.

XyXyMIIapHU ~aHUKJAIl TU3UMJIApU KyWuaard ajoMariapu Oyiinua

TYPKYMJIAHUIIA MYMKHH:
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— peakuus Kypcatuul ycyau Oyitnua;

—  XyXymjapHu (oul ATUI YCyiau Oyinya;

—  XYXYM XyCYCHJIard axOOpOTHU WHUTHUII yCyJIn OYinya.

Peakust xypcarum ycynu OVitmda maccuB Ba aktuB IDSnmap dapkinanamu.
[Taccu IDS nap xyxyM (QakTIapuHu KaWaiailav, MabIyMOTJIapHH KXypHaj
daimura €3agum Ba oroxyaHtupunuiap Oepamu. AxtuB IDSmap, wmacanan,
TapMOKJIapapo »SKpaHHM KaiiTa KoHpurypamusuiam €Kd MapHpyTU3aTOpAaH
doiinasanun pydxaTUHU TEHepauusUianl OwiaH Xy)XymMra Kapiom Xapakar
KWINILTa YpUHAIH.

Xyxymnapau Qo stum ycynu Oyitmua IDSnapau KyWugard HMKKATA
KaTEropyusara aykpaTuil KaOy/1 KAIuHraH: !

— aHOMaJI XaTTH-XapaKaTHU aHuKJjIam (anomaly-based);

— CYMHCTEHhMOJUTUKIAPHY aHUKIam (misuse detection €ku signature- based).

AHOMaJI XaTTU-XapaKaTHU aHUKJIAIl HyIu OujlaH XY)KyMJIApHHM aHUKJIAIl
TEXHOJIOTUSACU KyHHWJaru TuIoTe3ara acociaaHrad. @ouJalaHyBUMHUHT aHOMAJ
XaTTH-XapakaTu (SbHU XY)KyMU €KW KaHJaWaAup Fapasziid XapakaTh) — HOpMall
XaTTU-XAPAKATAaH YEeTJIAIIMIL. AHOMAI XaTTU-Xapakarra MHUCOJ TapHKacHaa
KHCKA BaKT OpaJIUfHUIa yJIAHUIUIAPHUHT KaTTa COHUHU, MapKa3uil MpOLECCOPHUHT
IOKOPH IOKJIAaHUIIIMHY Ba X. KYpPCaTUIIl MyMKHH.

Arap (QolimanaHyBUMHUHI HOpMaj XaTTU-XApakaTH MNOpPOPUIMHU Oup
MabHO/A TaBCH(UIAll MyMKHUH OyJiraHuaa, xap KaHAall yHIaH 4YeTJaHUIUIapHU
aHOMaJI XaTTH-Xapakar cudaruia uAeHTUPKALMIIAl MyMKUH Oynap 31u. AMMO,
aHOMaJ XaTTHU-XapakaT Xap JOMM XaM Xy)XyM OymaBepMmaiinu. MacajaH, TapMOK
MabMypU TOMOHHJIaH F00OPHIITaH KYT COHJIM CYPOBJIAPHU XYXKYMJIAPHU aHUKJIAII
TU3UMH "XU3MAT KYpCaTUIIaH BO3 KEYMII' XWIMJArd XyxXyM cudaruga
uaeHTUUKAIUSIIANIA MyMKHH.

Ymby TeXHOJI0Tusl acocuaaru TU3MMJIaH (oilialaHnuTaH/1a UKKUTa KECKUH
X0J1aT 103 OEpUIIN MYMKHH:

— XYXXyM O¥yimaraH aHoMaJsl XaTTH-apakaTHU aHUKJIAII Ba YHU XYy>KyMJiap

— cuH(Ura KUPUTHUII,

— aHOMaJI XaTTU-XapakaT Tabpudura Moc KeJIMaauran XyKymJIapHH YTKazuo
o0opuil. by xomat XxyxyMm OynMaraH aHoMaj XaTTH XapakaTHU XyXKymiiap
cuH(UTra KUPUTHUIITA HUCOATaH XaBhIUPOK XUCOOIaHA Y.

By xareropusi TH3MMJIApUHM CcO3Jlallla Ba SKCIUTyaTalUACHIa MabMyp
KyWUUJIaru KUMUHYWIIMKIIApra 1y4 KeJlaau:

— (¢olimananyBud NpoPUIMHU KypHIIl cepMexHAT macaja Oyiamb, MabMypJlaH
KaTTa JacTIa0KU UIUTApHM Tarad dTaju.

! Stamp Mark. Information security: principles and practice. 295 — c.
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— IOKOpHJa KEATUPWITaH HMKKUTAa KECKWH XapakarjapJaH OWPUHUHT a0
OYIUIIM SXTUMOJUTUTMHY MAacalTUPUII YUyH (hOHJanaHyBUM XaTTH-XapaKaTUHUHT
ysrapaBuil KUMMaTIapUHU aHUKJIAI 3apyp.

AHoOMaJ XaTTu-xapakaTIapHUA aHUKJIAIll TEXHOJIOTHICH XYKYMIIAPHUHT STHTH
XWIMHA aHUKJIAIra MyJDKAJUIAaHTaH. YHHHIT KUMYWIATH - JOMMO 'ypraHum"
3apypusTH. CYMUCTEbMOJUTMKIAPHU aHUKJIANI HYJIH OWIIaH Xy>KyMJIapHH aHUKJIAII
TEXHOJIOTUSICHHUHT MOXHUATH XYKYMJIAPHU CHUTHATypa KYPWHHINKIA TaBCHIaml
Ba ymly CcHUTHaTypaHH Ha30paTiaHyBUYM MakoHJa (TapMOK Tpaduruga &Exu
Kalanam oKypHajauaa) Kugupuiijgad ubopar. XyxkyM curHarypacu cudaruia
aHoMaJl (paoJIMATHU XapaKTEPJIOBUM Xapakariap IIabloHU €KU CUMBOJUIAP CaTpH
UIUIATUIUMIIN ~ MyMKHH. DBy curHaTypajgap Bupycra Kapiid TU3uMmiapia
UIUIATHIYBYH MabIyMOT/Iap 06a3acura yximai MablIyMoTiaap 6a3acuaa cakjiaHa/Iu.
Tabkuanam JO3MMKH, BHUpPYCra Kaplid pe3UJACHT MOHHUTOpIAp XYXyMJIapHU
aHUKJAll TU3UMIIADUHUHT XYCYCHI X0au XucoOnaHaau. AMmo Oy HyHamuuuiap
OollMIaH mapajyie]l PUBOXKIAHTAHJIApU cababiy, ylapHM axpaTuIl KaOyin
KWIMHTaH. YOy Xwi1 TU3umiiap 6apya MabiyM XyKyMJIApHU aHUKJacajia, sHTH,
XaJId MabJIyM OyJIMara Xy>KyMJIApHU aHUKJIai OJIMaiiIn.

By TusumiiapHu sKkcmyatanusacuaa XaM MabMypiiapra MyaMMOJapHH JIy4
KeJIaau. bupuHun MyaMmo - CUTHaTypaJlapHH TaBcudiall MeXaHU3MJIapUHH, SbHU
Xy)KYMJIApHH TaBCU(IOBUM TWUTAPHU spaTuil. WKKWHHYH MyamMmo, OWUpHHYA
MyamMMO OuJiaH OOrauK OYiu0, XyKyMIIapHU IIyH1aid TaBCU(IIAL JJO3UMKH, YHUHT
Oapua MoaupUKaAIMATIAPUHU Kal1all UMKOHH TYFUJICHH.

XyXyM Xycycugaru axOOpOTHM HWUFHIN yCynu Oyinya TypKymulaml SHT
OMMAaBHUU XUCOOIaHAIN:

— TapMOK caTXuja Xy)Kymiapau anukiam (network-based);

— XOCT carxuja xyxxymiaapuu anukiani (host-based);

— WJIOBA caTXHaa XyXXKyMJapHu aHukJjanr (application-based).

TapMmok caTxuaa XyKyMJIapHU aHUKJIAIl TU3UMHUAA TapMOKIaru TpapuKHU
SIIMTHIN OpKadud HUATH Oy3yK OJaMJIapHUHI MYMKHH OyJraH xapakaTiapu
aHWKTaHaau. XYKYMHH KHJIUPHUII "XOCTIaH-X0CTrava" mpuHIUMIIN OYiirda aMmaira
omvpwiaad. Ymly Xwira TaaulyKJId TH3UMIAp, OJaTaa  XyXKymJap
CUTHaTypacuaad Ba "Oup 3ymaa" taxmwiianiiad Gorgananud, TapMOK TpapUTHHA
Taxyiaian. "bup 3ymma" Taximitam ycyiaura OMHOaH TapMoK Tpadwuru pea
€KU yHTa SIKWHPOK BaKT/la MOHUTOPUHIJIAHA/IA Ba MOC aHUKJIAIIl alrOpUTMIIapUAaH
dornananunaau. Kynuaua pyxcarcus doigananuin QaoJusaTUHU XapaKTePIOBUYH
TpaduKIaru MabJIyM caTpJIapHU KUJIUPUIIL MeXaHU3MIIapuaaH GpoiinanaHuiaam.

XoCT carxuia Xy)KyMJIApHUA aHUKJIAI TU3UMH MabJIyM XOCTAa HUATUH Oy3yK
oJlaMJIapHM ~ MOHHTOPHHTJIAI, JETEKTHUpPJIAlll Ba Xapakarjapura peakius
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KypcaTuiira arairad. THU3UM XUMOsUIaHTaH XOCTJAa J>KOilamub, yHra Kapiiu
NYHAITHUPWITaH XapakaTilapHU TEKIIMpaAud Ba OLIKOp Kwiaaud. by Tuszmmiiap
ONEpallMOH THU3UM €KUM WJIOBAJIAPHUHI Kalulall >XypHAJUIAPUHU TaXJIWIUIANIH.
Kaiignam xypHayuiapuHy TaxJIMiUIall yCYJIMHU aMaira OLIMpUII OCOH Oyicana, y
KyWUJaru KaMuuIdKiapra ara:

— KypHaJIJa Kala OJTWIYBYM  MAabIyMOTNIAD  XAKMUHUHI  KaTTaJWUTH
HA30paTJIaHyBYM TU3UM HIIUJIAIINA TE€3JIUTUTa CAIONN TabCUP KypcaTau;

— KauJjaml >KypHaJIVMHU TaxJIWUIAIIHA MyTaxaccuciap €pJaMucHh3 amalra
omupud OYyImaiau;

— XO03Upraya KypHaJUIapHH CAKJIAIIHUHT YHU(PHUKAIUsIaHTaH (OpMaTH MaBxKyJ
aMac;

— Kaljuiam  OKypHaJUIapuJard €3yBHM TaxJIWUIAl pean  BakTaa aMaira
OLLIMPUIIMANIH.

[DSHUHT y4YMHYM XWIM MabJIyM HJIOBaJardk MYaMMOJIADHH KHWIWPHILTa

aCOCJIQHTaH.

Ha3zopar caBoJsiapu

WNnentudukamms.

AytenTudukamms.

ABTOpHsI3aLHsL.

AyTteHTu(UKaIUs yCyJUIapHu.

[Taponnap acocuna ayTeHTU(UKALINS.

CMmapT kapranap acocujia ayTeHTHPHUKAIUS.
BbuomeTpuk xycycustiap acocuaa ayTeHTHPHUKAIUS.
Pyxcartmapau HazopatTiamnl.

©ooNO A WD R

bouikapuin moaemiapu.
10 TapmoKmapapo dKpaH Ba YIApHUHT TypJIapH.
11. Xy>KyMJIapHU aHUKJIall TU3UMIIAPH.
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4. https://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation

5. https://en.wikipedia.org/wiki/Common_Criteria
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3-maB3y. Copjia ayTeHTH(IMKANMSIAI TPOTOKOIapu. CUMMETPHUK Ba
accuMeTpuK mu@pJamra acocJaHran nporokosuiap. SSH nporoxkosiu
(2 coar)

Pewxa:
3.4. Copana ayreHTHUUKAMSIIAII TPOTOKOJUIAPH.
3.5. CumMeTpuK Ba aCCUMETPUK MU pIialira acociaHran
IPOTOKOJLIAP.
3.6. Secure Shell mporoxomu.

Tasitnu ubopasiap: npomokosn, camapadopiux, MOOULIUK, aymeHupuKkayus,
Ceanc Kanumu, Kaaum makCumaaul, Kpunmozpagux aieopumm, aymeHmuduxkayus
cyposu, ¢hovoanranysuu, wu@prawl, MaviymMom OYmyHIUcU, macoouguii coH,
napon, cepmuguxam, apoump, umM30 Kyuuul, UM3OHU MEKWUPULL, MAKpOpIaul
maxouo, napanien ceanc maxouou.

3.1. Coana ayreHTH(PUKANUAIANI POTOKOIJIAPH
WNkku €ku yHIAH OpPTUK TOMOHIap Oaxapaaurad, Oupop-Oup MacanaHu
€UMII YYyH JIOMMXaJalITUPWIraH Xapakarjap KETMa-KeTJIUTH IPOTOKOI
XMCco0sIaHu0, “Xapakariap KeTMa-KETIUTW CY3U MPOTOKOJ OOIIMIAH TO OXHUpHUra
KaJlap KeTMa-KeT OaXapuiIuIINHA Ormiiaupann. Xap Oup xapakaT HaBOaTMa-HaBOatr
Oaxapuiaau, IMIYHUHTIEK KeMMHIU Xapakarjap OJAUHIU Xapakarjap TyraraHaaH
KeMMHIMHa OaxkapwiMinHA Oouutaian. “VIkku €Ku yHJAH OpPTHUK TOMOHJIAP
Oaxkapaguran” cy3d MPOTOKOJ OakapWiMIIKM Y4yH KaMuJa MKKHM TOMOHHMHL
UIITUPOKH KepakiauruHu Owngupanu. [IpoTokonnu sxkka Ttaptubpa Oaxapu6d
oynmaiian. Huxost “Oupop-Ovp MacaiaHu euuil y4yH JOMUXaTaTHPUWITaH CY3H
IPOTOKOJI KaHAAMIMp HaTHkKara o0 OOpUIIN KEPAKIUTHHU aHTJIaTau.
[Iporokonra yxmam, ammMo Oupop-OMp HaTwkara oiaud OopMaliguran
XapakaTiap KeTMa-KeTIuru — Oy MPOTOKOJ 3Mac, akCMHYa OeKkopra KeTKa3wiraH
BaKT XMCOOJIaHAIH.
[TpoTokomiap Kylnaaru xycycusitiapra sra OYJIuIg Kepak:
— amajuiap OoIIWJaH OXHUpUTada TapTUOra sra, SHHU Xe4 Oup aman yHAaH
OJIIMHTUCH TyramMaryHua OOIUIaHMaCIIUTU Kepak;
— MPOTOKOJHMHT Xap OUp UIITUPOKYUCH NMPOTOKOIITa OVICYHUIIH 1APT;
— Xap Oup aman aifHaH aHMWKJAHTaH OYIMO, MKKH XWUJI MabHO KacO ITMaCIUTH
Kepak, xap Oup Ba3UsTIaH aHUK YMKUII WY OYIHILIN Kepak;
— TIPOTOKOJI Y4yH OUTTa MINTHUPOKYMHUHT OVIMIIKA eTapiu 3Mac (MKKH EKU
YH/IaH OPTUK OYJIMIIN KepakK);
— MPOTOKOJHMHT Oapya HMINTUPOKYWIAPH aBBaJJaH OakapwiiaJuraH amasiap
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KETMa-KETJINTH OWJIaH TAaHUII Ba YHHU Oa)KapwHIITa PO3H OYJIHUIIIAPHA KEPaK;

— ToMOHIap Oupop O6up aHuK BazudbaHu Oaxxkapaauiap — Oy MakcaJCu3 amasiap
OyIMacIuru Kepax.

— MPOTOKOJ TYIWK OYIUIIM JO3MM — YHAAQ aHWUK Xapakarjap KeITHPWIIHUIIN
Kepax.

Xap kyHnauk xaértumuzaa ¢gopman OyamMarad MpOTOKOJIIAP ACAPIN XaMma
KO NIITATUIIAIU: MacaiaH, TeleOH OpKalu TOPT OYIOpHIII, CailyIoBIapaa OBO3
Oepui Ba x.3. Omamiiap Oy MPOTOKOJUIAp XaKWAa yHYA YiammMaan. Yiap y30K
BaKT MOOaifHWIa SBONIOIMUIAINTAH, ylapAaH KaHaal QoigalaHuIIHE XaMMa
Ounaau Ba yJap WIMOHYIH UITUTAKIH.

[IpoTokommap  WNUIAIIMHA ~ HAMOWMIN  KWJIWII ~ Y4yH  OWp-HedTa
uimTupokunnap Epramuaad gongananamus (3.1-xaaBan).

3.1-xanBan
[IpoToxon HIITHPOKYKUIIApU
Nurrupoxuniap DaouATH bearnnanummu

Anuca bapua nmpoToKoJUTapHUHT OMPUHYH A
UIITUPOKYNCH

bo6 bapua npoTOKOJUTApHUHT UKKHHYH B
UIITUPOKYUCH

Kspon VY4 Ba TYpT TOMOHJIM TPOTOKOJLIAP K
UIITUPOKYNCH

[eiiB TypT TOMOHIM IPOTOKOJLIIAP D
UIITUPOKYNCH

Tpent Nmonunu BocuTaun T

EBa [TaccuB Oy3ryHuUHn E

Mbtopu EMOH HUAT/IN aKTUB Oy3FyHUM M

Kpunrorpagpuk  mpoTokos  KpUNTOAITOPUTMIAH  Ba  wmudpram
KaJIUTIIapuaad QoigaianuiHy oenruiad oepaaurad Koujaaap Ba mpoleaypaiap
Tymamuaup. Tomonnap Oup-Oupura WIOHUO AYCT OYIMIIA MYMKHH EKU
aKkCMH4Ya OuWp-OMpHra WIIOHMACIWTH, SbHM Oy3FyHYM OYJIUIIM MYMKHH.
Kpunirorpadgux mnporokon TtapkuOura MabiyMm Oup Kpunrtorpaduk alroputM
KUpaaAu, aMMO TPOTOKoJu1ap ¢akaTruHa Max(QUAINKHU TabMHUHJIAII Y4yH
mymxannanmarad. lIpoTokomnapna KpunTorpausHM —HOUIATUIINAH — Makcas
(bupuOrapiarK Ba HOKOHYHHMI SIIMTULTHU aHUKJIAII €KU YHTa WY KYHMAaCIuK.

YMyMu# Kouia myHaam:

[IpoTokonaa KenTUpWITaHIAH TallKapy KYNpoK Hapca Owium Exku
Y3rapTUpuil MyMKHH 3Mac.
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bav3u mpoTokouiapAa MINTUPOKYMIIApAAaH OUpHU MKKMHYUCHHH aJlallu
MyMKHH. bollika npoTokoiapia 3ca O0y3ryHYM MPOTOKOIHM Oy3UIlU €KH YHIArH
Max(uit MabIYMOTHH OMJIMO OJTUIIN MyMKHH.
Kpunrorpadux npotoxosuap (KII) kyliumaru Oup Heya HIITHPOKYUIIAPIaH
TapKUO TOMraH TAKCUMIIAHTaH alTOPUTMIUD:
— ojamap;
— KOMIIBIOTEP JIacTypiapHu;
— KOMIIBIOTEpJIAap Ba XHUCOOIaIl KOMIUIEKCIIApH;
— MabiymoTiap 6azacu;
—  aJloKa TapMOKJapHu;
— ayTeHTU(dUKAIUS BOCUTATIAPH;
— Ba Oomkanap.
KITauar xap Oup HIITHPOKYMCH MAbIyM alTOPUTMIIAP KETMa-KETIWTHra
MOC paBHILJa UII Oaxapaau. Xap Oup HMIITUPOKYM TOMOHUAAH OakapuiiaJurat
aman Kyiuaaruga OYJIHIIN MyMKHH:
— OomIKa UIITHPOKYHUTA (EKU UIITUPOKYMIIAP TYPYXUTA) XaOapHu 1000puLL;
— OollIKa UIITUPOKIUAAH Xaoap Kabyn KuiuuL,
—  UYKu amaj, S’bHU MINTUPOKYWIIAp amaira ommMpagurad 0ab3u XucoOuiarn
UILIapPH.
KII nrtupoxuninapu 3 cundra 0ynvHaau:
1. Ooamoacu (komynuit) wwmupoxuurap (A, B Ba xako3o Oenruiaap
KypuHUIIKIA uoganaHaau, MHAEKCIap OUIaH XaM KEeJIHUIIA MyMKHH).
2. HMwonunu eocumauu (T Oenrucu kypunuinuaa udojanaHaad, HHICKC
OWJIaH XaM KEJTUIIH MyMKHH).
3. Kyi#tunaru ukku cuadra OYIuHYyBYU 6)32YHUUNIAD:
a) [Iaccus 6yzeynuunap (E Oenrucu kypuHummna wudomanaHaau, WHACKC
OWJIaH XaMm KEJIUIIH MyMKHH).
[TaccuB Oy3ryHuYM OOIIKA MIITUPOKYMIIApra F0O0OpraH xabapHu ynuiad OJIMILH,
YFUpPIIAIIN Ba TaX M KAIHIITA MYMKHH.
b) Axmus 6yzeynuunap (M Oenrucu KypuHHIIuaa udoIaNTaHaId, HUHICKC
OWJIaH XaM KEJTUIIH MyMKHH).
Axmue 6y32yHyu Kyiuaara aMajuiapHu Oakapuiim MyMKHUH:
— OomKa MIITHPOKYWIApra OOpwiIraH xabapHu ymuiad ONHINIMA Ba TaXJIWJ
KHJTATITH;
— 1o0opwiIran xabapHu y3rapTUpUIIN €K YUUPHULIH;
—  SIHTU XabapHU XOCHJI KMJIMO, OOIIKA MINTUPOKYKIIaApra I000pHUILIN;
— V3uHM  OOIKa WINTHPOKYM KwiMO kypcatumu (OyHIald  aKkTHB

Oy3FyHUIIIapHU Qupudeap ned HOMIAIIAN ).
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by Oynumpa comma ayteHTHUKANWs MTPOTOKOJUIAPUHHA KYPHUIN XaKuia
TyxTanub VYrtunangu. byHna conmga ayreHTHUUKAMS TU3UMIIAPUIAH TOPTHO
xaB(cu3 MPOTOKOJLIapra Kapad oopunann.t

MeH Alice /
- -
Tacoukna
-
MeHHHT mapoaam "frank”
~ -
Anmca boo

3.1-pacm. Conia ayreHTUPUKALUSIIALT YCYIIH

By ycyn srona xommbloTepaa QoiinanaHuiraiaa Kyjgad OYiaud, TapMokia
¢doitnanannmga xaBpau. byHpman Ttamkapu bobna Xam  ANHMCaHMHT TapoOJU
oymumun kepak. by ayreHTHuUKanusnam ycyiauaa Kydugard Taxiauj OYiauiim
MYMKUH.

Men Alice

Tacourma Pog

MenuHT naponuM "frank"

!
o

Tpuou
3.2 — pacm.

Men Alice

I.I
Tacoukna g A
A %)

Tp HIH Menusr napomuM "frank"

3.3-pacm. Kaiita ro6opui xyxymu

FOxopuarn npoTOKOIHU sSHajIa caMapaaupok Tap3fa udojanann MyMKHH.
Ammo OyHaa XaMm roKopuaaru taxaua maBxkya (3.4, 3.5 - pacmiap). 3.5-pacmaa
napoJ XeIUIaHTaH Xonaa 6yica XaM, KaiTa 1000puI Taxuaura 6apaoucus. 2

L Stamp Mark. Information security: principles and practice. 318 —c.
2 Stamp Mark. Information security: principles and practice. 319 —c.
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Men Alice, meHHMHT maponum "frank"” G &
>
bod
4.4 — pacwm.
Men Alice
>

.r’
i’l
Tacouxna g A
L!\';_-I_i

h{AliceHHHT Mapon)

> ~
bood
3.5 — pacm.
AyTteHTuUKaUsIamga — oJaraa  ‘caBoii-kaBoO”’  YCYNHMIAH ~ KEHT
doitnananunaam (3.6 — pacm).
Men Amnca /
P Nonce L -
< &9
| h(Anucamguur napom., Nonce) R -
Anuca ~  bBob

3.6 — pacm.

AyTteHTuuKaIamga CAMMETPUK H(paan ycyapuaad (GponaaatmHu
KEHT TapKairaH. by Xomma Xap UKKA TOMOH OMp XWJI KaJIHMT/AA 3ra OYJIHIIHA Tajad
THIAIN. *

Meu Amnmnca

R

E(R, K)

> Bo6,K

1 4]
Amnca, K

3.7 — pacm. CummeTpuk mudpiain acocuaa ayTeHTUGUKaims

by epna O6up ToMoHNIama ayTeHTUPHUKaLKA amaira OMMpUirad. Anuca 3ca
boOHM XaKuUKMIUIMTUHM aHUWKJIal onMmaiau. by Myammo Kyhupgarm pacmia
O6aprapad stwiran (3.8 - pacm). AMMo Oy ayTeHTHUKAIMSA TPOTOKOIMIa Auca
Fapa3 HUATIM QoianaHyBuM Xam OYIJIMIIN MyMKHH.

! Stamp Mark. Information security: principles and practice. 321 —c.
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.‘ "

Ei 1

.‘Y/I
-~

. ﬁ Mewn Amnica . v
CL
—TE—
' E(R, K) L
Amuca, K » Dbob. K

3.8 — pacm. Mkku TomoHIamMa ayTeHTH(PUKAITISA

3.8 — pacmma KenTUpWITaH ayTeHTU(UKAIUS YCYIHMHH KyWHaarn TapTadaa
Oaprapad 3tca 6ynamau (4.9 - pacm).

Men Annca, Ra

W
> &
Rb, ERa, K 5
‘ 3 G{aa ) l\_“q j
' E(Rb, K) .
Annca, K » DooK

3.9 — pacMm. lkku ToMOHNIamMa ayTeHTUPHUKAIIS

Oxopunarn ayrentuduxanusiiam ycyau Oup Kaparanjga xaBdcus
KYpUIICaza, aMalia apaiel ceanc XyKymura 6apaomcus (3.10 - pacwm). !

1.MeH Annca, R,

»
L

-;‘.f

&

2. Ry, E(R,, K Gy
s P s

5. E(Rg, K i
Tpnay s . B06, K
3. MeH Anuca,Rg _'f:Jr
>.?;?_,.ﬁ v
4. Re, E(R. K) \,a
< ,
Tpuau 506, K

3.10 — pacwm. Ilapennen ceanc acocuaa Taxaua

Oxopuparn Ttaxaugnan keiau® YMKUO IIYHH aMTUII MYMKHUHKH, OuUp
TOMOHJIaMa ayTeHTU(UKAIHASIIAII yCyJulapuaaH UKKH TOMOHJIaMa
ayreHTUQUKauusuamaa ¢oinananum xaBpau 3kaH. by Kyhuparmda Oaptapad
stuil MyMkuH (3.11 - pacm).
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MeH Anuca, Ra
¢
\ Rb, E("B0o6", Ra, K)
<
3 E("Anuca", Rb, K)
c > "
Anvca, K Bob, K

3.11- pacm. Mkku ToMOHIaMa ayTeHTH(DUKAIUSIIAIIT

3.2. CuMMeTpPHK Ba aCCHUMETPHUK IM(ppaamra
aCOCJIaHTaH MPOTOKOJLIAP

Ounk  KaMTam  mWH@piam  alropuTMiapuaad  QoiianaHuiran
NpoTOKoJIapAa, KyWuaaruda Oeinruianuiap KApUTUO oJuHAIU: {M} Amca
AnucaHuHr OYMK KaymTtuaaH ¢organanuO® mmdpaant, [M]amea — AJHMCAHUHT
Max(uil KanuTy OuiaH uM3omant.

Ouuk xanutian mudpaam tuzuMu Ba IPU anroputmiapunan ¢oiinananuo,
OCOHJIMK OMJIaH ayTeHTU(UKAIMUIAIHU aMajra OINUPHUILI MyMKHUH.

& Men Anuca /
P, > -
X
M {R}Armca _r’;?
s > Bo6
Anuca
c. MeH Anuca
-: b -‘j
v ( ael
-2 \ R G
| - S <
1 [R]Anuca )
< >~ '
Anvca Bo6

3.12 — pacm. OuuK KanuTiIM mudpiamn acocuaa ayTeHTUGUKaIUsIan

AyTeHTUdUKaIUsIaga oJaT/aa CeaHC KaJuTH J1e0 aTajiraH KaJauT MaBXy/l
o0y, y ayreHTudUKaIus *Kapa€HUJlaH CYHT OJIMHAIW Ba OWp CEaHC J1aBOMUA
doitnananunaan. Kyinna accumeruk mudprnam ycynuaad ¢Goigananuiarad xoaaa
CEaHC KAJMTUHM y3aTHII MPOTOKOJIU Kentupwirad. Camapanu caHaincaaa, UKKU

! Stamp Mark. Information security: principles and practice. 323 —c.
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TOMOHJIaMa aYTeHTI/I(l)I/IKaHI/IHHI/I aMaJira omurpHrJIMaraH.

'L MeHn Anuca, R
v >
‘\"-. {R, K} Anuca
' <
.
| {R+1, K}&o6
» 506
Anuca

3.13 — pacm. CeaHc KaTUTHUHU y3aTUII

Kylingarn npoTokosija UKKA TOMOHJIAMa ayTEeHTU(HKalUsAIanl Ba CEaHC
KaIuTH Max(puil KamuTh XaB(QCcu3 Tap3a y3aTHirad. !

&! | MeH Anuca, R

\\"-. [[R, K]Anuc:a}EmE

<
.
L {[R+'1 ,K]EDE}Aana
»  Bob
Anuca
3.14 — pacm. CeaHC KaJIUTUHU Y3aTHUIIT
Men Anuca, R
>
R,K Anuca|Bob
< [{R,K}anuca]
L [{R+1,K}506]anuca
> Bo6

Anuvca

3.15 — pacm. CeaHc KaTUTUHU y3aTHII

Huaxem-1lpénep nporoxkosun

Poxxep Huaxem Ba Muxasn Illpénepnap ToMoHuIaH spatuiraH Oy
IPOTOKOJIIa ApOUTP Ba CHMMETPHK KPHITOTH3MMIAH (Ol JalaHuIanu:?

1. A - ¢doiigananyBun umoHuad ToMoHra (W) ¥y3uHUHT ucMuHM, B-
doiifalaHyBYNHUHT HICMUHY Ba Y3WHUHT Tacoau(uil COHUHU y3aTau.
A—>W: ABR,

! Stamp Mark. Information security: principles and practice. 325 —c.
2 Ax6apop JI. E. “Ax00poT XaB()CUZJIMIMHM TabMMHJIAIIHUHT KPUOTOTpaQUK YCyJIapd Ba yJIapHUHT
Ky tanwanm”. 362 — c.
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2. 3 - WIIOHYIM TOMOH CEaHC KaJMTHU TeHepamus Kuiaau. by ceaHc
KUIUTHU Ba A - (oiijlalaHyBUMHUHT UCMUHU B - doligananyBuu OuinaH ymyMui
Oynran kanmut opkanu mmdpaadgu. Cynrpa A -QoiinanaHyBuM Ba ¥y3u y4dyH
yMyMUH Oynran kanut épaamuiaa A - doiganaHyBUYMHUHT Tacoauduil conu, B-
doiinaTaHyBUMHUHT HCMH, KamuT Ba MmHPpMatHHU mmdpraiiau. Huxoar y
mu@praaHrad MabIyMOTHH A -(poiigananyBunra y3ataiu:

W — B: E,(R,,Bk,Ez(k,A)) .

3. A - doiigananyBuu MabIyMOTHU Aemndpnad, k -KanuTHU onagu. Y R,
Ba 1 - Oockuyzaa y3atwiran R, Hu comumtupanud. Cynrpa A - doligananyBuu
UIIOHYIM TOMOH mugpiarad MabIyMoTHH B -oiigananyBunra yzaraau:

A—->B: E; KA.

4. B - ¢olinananyBun Oy MabIyMOTHHU Jemudpiadau Ba k - KaJIUTHH
onanu. CyHrpa y tacomuduii R, - COHMHHM TeHepauus Kuiaau. by tacomuduii
COHHHU Kk -KanuT épaamua mudpnaiau Ba A -goiinanianyBunra y3ataau:
B—>A:E(R;) .

5. A - oiinananyBuu k - KT €plaMujia MabJIyMOTHH Aemudppiaanu. A-
¢oiinananyBuu Tacogupuii R, —1 - COHMHU reHepanus Kuiaaau. by COHHu k -Kanut
épnamuaa mudpnad kara B -doligananysuura y3aTaau:

A—>B:E(R,-1) .

6. B - doiinananyBun MabiymoTHH Jemmdpnad, R, -1 - COHUHHU
TEKIIUPaI Ba XaKUKaTtnaH A - doiijjaraHyBYM OWIaH ajloKa YpHaTa&éTraHura
WIIOHY XOCUJT KUJIadH.

3 YM ULLIOHYNM TOMOH
(ap6wuTp)

B - chonpgananyBumn

3.16 — pacm. Yu TomMOoHNIaMa ayTeHTUPUKAIIUAS
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by mporokonga R,, R; Ba R, —1 - COHJIIapuAaH TaKpopaH (pouganaHuIaiu.
Arap KpUINTOaHAIUTUK aBBad (oHAallaHUNTaH k -KaJIWTHU KYyJIra Kupurca, 3 -
Ooockuuna A -doiigananyBun HomuaaH B -(dolinananyBunra MabiymMoT y3aTUIIN
MYMKHH.
Kep0epoc nporokosn

Kerberos mnporoxomu Huaxem-llIpénep mnpOTOKOIMHUHT MOIUPHUKAIIMOH
BapUaHTH XucoOmaHaau. A - ¢oigananyBuu B - doiinananyBuu OuinaH MabIyMOT
aJIMALIMIIK YU9yH yJIapra CEaHC KaluTH KyWuaaruda amajira omMpunamy: *

1. A - dolinananyBun apOutpra Y3MHUHT UCMU Ba B - (olimamanyBunHUHT
MCMUJIaH TAIIKWI TOTITaH MabIyMOTHH y3aTau:

A->W: AB

2. ApOuTp HMKKHATa MabIyMOTHHU XOCHJ KHWJIaqu, OMPUHYMCH BaKT OEJTHCH,
xaétuil BakT L, Tacoguduit ceanc kamuT Ba A - (oHgaNTaHYBYMHUHT HCMHJIAH
TaIIKWJI Tonrad. Apoutp 6y MabIyMOTHH Y34 Ba B - doitnananyBun yuyH yMmyMui
Oynran KanuT OwiaH MmUQpIaiad, UKKUHYUCH BaKT OCNTrUcH, XaéTUW BaKT,
Taconuduil ceaHc Kanut Ba B - (oligasaHyBUMHUHT MCMUJAH TAUIKWAJ TOMIaH.
ApOutp Oy MabIyMOTHHU y3U Ba A -(QoiifalaHyBUM y4yH YMyMUH OYJIraH KaJuT
Owitan mmdpnaiau. Y ukkaia muppMaTHHE A -doiiialanyBUUTa y3aTau:

W - A: E,(t,LKk,B)E;(tLKk,A) .

3. A - ¢oiigasiaHyBYM Y3UHUHT KaJUTH OusaH OWpUHYM MHU(PMAaTHHU
nemmdpiaaiad. Y Y3MHUHT MCMHM Ba BaKT METKacHHM OupramTupub, K - ceaHc
KanuT Owian mudpraiiau. by mmdbpmaTaau Ba apoutpan KaOyJ KWIraH UKKUHYH
mudpmatHHU B - doiinananyBumnra yzaraau:

A — B: E (At),Ex(t, LKk, A

4. B - ¢oiijnananyBuM Y3UHUHT KaluTu €EpAaMuja MKKHUHYM IHPPMaTHHU
nemmdpiaiai Ba ceaHC KanuThra ira Oymamu. by ceanc kamut Epmammna
OupuHun 1mmwmppmatHHE nemmdpraian. Hatwxkaga xocun Oynran A -
dolinantaHyBYMHUHT MCMH Ba BakKT OCNTHCH aBBairucu OujaH moc Oyica, B -
doiinananyBun A - QoigaaHyBUMHN HWJICHTH(UKAIUA KuJlaad. OHau A -
doiinaraHyBYn YHU WASHTU(GUKAINSA KAJTUIIN YIyYH BakT Oenrucura | pakaMuHH
KymuoO ceaHc KanuT OwnaH mmdpruaian. Xocun OynraH mudpMatHHu A -
dbolinananyBuura y3aTaiu:

Bo>A: E (t+1).

Arap xap Oup (oliganaHyBUMHHUHT coaTiapu apOUTPHUHT COATH OWJIaH CHHXPOH

! Ax6apos 1. E. “Ax60poT XaB(CU3IUIHHI TAbMHMHJIAIIHUHT KpUITOrpadyK yCyIapy Ba yIapHUHT
Ky tanmanm”. 366 — c.
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paBuIia uiiaca by mpoTokos sAxmm HaTwkKa Oepaiu.

SKEY nacrypm

MasbiaymoTHuHT xaBhcuznuruau Tabmuniaam yadyH SKEY (MabiyMOTHUHT
XaKUKUIINTUHY TEKIIUPYBUM) AacTypuaan QodganaHuim MyMKuH. By mactyp
KyWUJarnya amajira OmnpHIaIf.

A — ¢dolimananyBun ayTeHTH(HUKAMUS MacajJaCHHU Xajl KWIHII YIyH
tacomupuiiR conmam kupuramu. Kommerotep  f(R), f(f(R)), f(f(f(R))),...
KUWMaTiIapuHu xXucoOnaiinu. By KuiMaTiapHH MOC XOJAA X, X,, X - Xy €O

oenrunaiimu3. A dorinananyBun Oy pyHxaTHU KOro3ra €3ub oyiaau Ba OCpKUTAIIH.
ByHIaH TaIkapu, KOMIIBIOTEP X, KHAMAaTHU MIU(pIaHMarad Xoj1a caKIanim.

A — dolinananyBuu cucremara OUPUHYM MapTa KUPUIIUA YUYH Y3 UICMUHU Ba
X, KuiiMaTuHu kuputaan. Kommeiotep f(X,,,) HUHT KHMMAaTHHUA XHCOOMaiian Ba

X, OWJIaH coyMmTupanud. Arap KuidMariaap TeHr Oyiica, XakuKaTgaH Xam A —

dbolianaHyBUM DJKaHJIWTUHUA Tacaukiaan. CYHTrpa KOMIIOTEp MabIyMOTIap
0azacugaru x,,, KHHMaTHU X,,, OMJIaH anMamTupuo Kysau. A — doigananyByu sca

X;00 HUHT KMMMATUHU Y3 pyUXaTUAaH yYUPaIH.
Keitnnuanuk A — ¢oitnananyBun xap cadap cucremara KUpHILINAIA OXUPTH
YuupwiMaraH COHHM KUpUTagw, MacamaH 1. Kowmmrorep f(x;) KuiiMaTHH

XyucoOmaiim Ba MabaymMoTNIap 0Oa3zacuja cakjaHa€TraH X, COH OwiaH

i+1

comumrupanu. SKEY nactypuna xap Oup coH Oup Mapra MIITUPOK 3Taau. byHaaii
XoJaTaa 3ca KPUNTOAHAIMTUK Xed KaHJaal Qoiganu Mabiymorra sra Oyna
OJIMaMIIH.

3.3. Secure Shell nporoxkosnu

SSH npoTokonu anoka Tapmoruaa, Macodamad Typud aman Oakapuill, UKKA
TapMOK ¢olganaHyBUYUCH opacuja XaB(Pcu3 KaHall XOCWJI KWJIUII Y4yH
doiinananunagurad KpUnTorpaguk TapMOK HPOTOKOIUAUD. YOy aiaropuTtMm
xaB(cu3 TapMOK OpKaiii Max(duid aJOKaHU TAIIKWJI STUI y4yH (HoigamaHnIagm Ba
oyuna SSH xmuent Ba SSH cepBep opacuma xaBpcu3 kaHaid XOCWJ KWJIMHAIH.
Vm6y nporokonaunr ukku SSH-1 Ba SSH-2 BapuanTIapy MaBxKyI. *

Ymby mporokon Unix é&xyn LINUX cucremanapura pecypciapra
MypO’KaaTHU aMajira oImmpuiga (oigamaHWIaTuraH acoCuil OTWUIIMTANapIaH
canamu0, WINDOWS onepammon Tuzumu GoilalanyBUWIIapd  YUyH Xam
Mocnamtupwirad. Ymoy mnpotokon Telnet €ku Oomka xaBdpcuz Oynmaran
nporokoiap (Bekreley rsh, rexec, rlogin) ypHuHu Oocumn makcaguja HUILIa0
yuKWiITad. Yoy npoTokosa mudpiamaad ¢hoiganaHuil OpKajid MabITyMOTHUHT

! Stamp Mark. Information security: principles and practice. 352 —c.
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OyTyHJIUTH Ba KOH()DHICHIMAIUIMTMHM TabMUHJAII amayra omupwirad (Jlekuw,
Oneapa CHoBnen Tomonuan 6asuaa NSA (National Security Agency) ToMoHuIaH
SSHHu nemmdpiamn opkaid MabIyMOTAAaH AlIMpUHYA (QolganaHmwirad ned xam
aluTUITaH).

SSH npoTokonu Kyiuaara UIMKOHUSTIApHU Oepaan:

— xaB(cu3 JOTUH OWIaH OOFIaHUIIIHH;
— xaB(cu3 MabJIyMOT AJIMAIIUIIHA OYWK (MIIOHYCHU3) KaHAJI OpPKaJId amaira
OIIMPUIITHA TAbMHUHJIANTH.
SSH npoTtokonapu Kyluaaruiaapra acociaHau:
—  OYMK KJIWTIHU MHQpIaml alropuTMiapura EKu
— pakamuu ceptudukatiapra €Ku
— mapoJjuiapra.

YOy NpOTOKOJHUHT UKKH TypJard BapuaHTH, MyJUTMK Ba OYITyJ Typiapu
MaBXKy/I.

SSH Bazudanapu:

— xaBdcus Oyrpyk-oitnacu (command-shell);
— xaBdcwu3 (daiin Tpancdepu;
— Port forwarding.

XaB(pcuz Command-shell. Command shell Tusumu Linux, Unix, Windows
OTIepaIloH TU3UMIIapa MaBxXy/ OYIn0, acocaH TacTypuil BOCHTAIapHHU IOKIAIIIa
Ba Oommka OyWpykiIapHu Oaxkapuiia ¢ornarannmiand. Xasdcens command-shell
uinoBacu Macodaman Typub, OyWpykiapHu Oaxapuuiga, (ailjulapHu Taxpup
KWIKIIAA, KaTaJloT TapKUOWHU KYpHINJa Ba MAbJIyMOT Oa3acHHHU OOIIKAPHIIIA
doinaraHuIUIKM MyMKUH. YOy TU3UMJIaH TApMOK, aJIMUHUCTPATOpU MacodaaaH
TypuO, ¥3 Basudamapunu Oaxkapuiia, Xu3MaTiIapHU OOIIKapuiljga Ba OOIIKa
amayulapHu  Oaxapuimga ¢oimanandimu MyMkuH. byHnma Oapua  Oyiipykiap
xaB(CU3 KaHAJl OpKaIu 1000puIaau.

Port forwarding. SSH auar ymoy nmkonusitu, TCP/IP xuzmaTtu opkanu
amaJira OlUIMpUIyBYH, e-mail, ucCTeMoaun MabIyMOTH 0a3acu Ba XaK. WioBajapiaH
xaB(pcu3 kaHanm opkaid (poWganmaHWIl y4yH 3aMHH spartaad. Ymly Xu3mar
Oab3upa TyHetam kabu xwu3maTHu amanra ommwmpub, TCP/IP wunoBanapunu
xaBpcu3z kaHanm opkanu amanra omwupanud. Port forwarding xusmaru
YpHATWITaHAaH CYHT, XUMOSUTAHTaH KaHaJI OpKaiiu Oup ToMoHaaH (dhoiigaianyBuu
KHCM) UKKUHYM TOMOHTa (CepBEep TOMOHIa) MabJIyMOT JKYHaTUIaaAu. byHaa xocumn
KUJIMHTaH ATOHA XUMOSUIAaHTaH KaHAJI OpKaIM KYIiaad wioBalap MabIyMOTIapu
1000pUIIMIIYM MyMKUH. bab3u unoBanapiu 6omkapumaa Oyipykiap OMHACUHU Y3U
eTapiii caHanMaiau, rpaduk uHTEpdeic opKaimu OOIMIKAPHUII Tablad ITHIIATH.
Ymby xonma SSH ymOy xusmatu opkanu Macodamard uioBa OuiiaH
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Kpunrorpaduk XUMOSJIAaHTAaH KaHaT XOCWJ KuiauHaiau. byHra mwmcon kw0,
Virtual Network Client (VNC) H1 MHCOJT KWJITHO OJTUIIT MyMKHH.

XaB(cu3 mmdpraHral TyHEeT

Tapmoxmapa  SSH Cepsep

WuTepHer
PO 3KpaH

SSH Knuenr

3.17 — pacm. SSH mipoTokom

XaBdcu3 ¢aiin Tpanchepu. Secure File Transfer  Protocol (SFTP)
nporokon SSH mporokonu acocupa wunuwiad uyukwiran Oynu6, Oynma FTP
IPOTOKOJIUAA MaBXKy 1l KYIu1a0 3anaukiap OJIy OJIMHTaH.

bupunungan SFTP @oiinananyBun JIOTMH/TIApOAMHU Ba 00OpHUIIAETIaH
MabIyMOTHHU MHU(PIIad KyHaTaIu.

HNkxknHupaan ymoy npotokoa SSH HuHT noptu (22 mopT) OpKaJld UILLIAiIH.
byngan tamkapu FTP mnporokonuma wmasxyn — Oynran Network Address
Translations (NAT) MmyamMMocH yapamaiiu.

SSH HuHT mpoToKoJI acocu

— @ornnananysun ayrentudukarmsacu (User authentication);

— Xocrtra acocnanrad aytentuduxanuscunam (Host authentication);
— MabaymoTHH mugpran;

— MabiaymoT OyTyHIIUTH.

< AyTeHTH(UKaIII >
@ | “BV MeH >
\ < “By MEH” |
SSH Knuent SSH Cepgsep
Mudpnar
by mermir |akshahdaskah ih34shnskdhfgag| | DY MemHHT
xabapum xabapum

MabaymMoT Oy TyHJIUTH

3.18 — pacm. SSH ayrenTudukanuss UMKOHUTSIIApU
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doiifanaHyBYu ayTeHTH(pUKaAUUACH (User authentication).
dolianaHyBUMHUA XaKUKUWIUTUHY TabMuHamaa SSH tTu3zumMu Kyiuaaru Typjaru
ayTeHTU(UKaLMIIAIT BOCUTaIapyuiaH (oiTalaHIIIaIN:
— TIapoJ acOCUJa;
—  OYHK KaJUTIIN mrdpIrant anropuTMIIapura acoCJaHTaH
ayTeHTHU(UKaLUsIAI yCyIUIapH;
— Kepb6epoc, NTLM Ba Gomikanap.

USERAUTH_REQUEST
doliananyB4Yu HOMU

client server

XU3MaT HOMH

SSH_MSG_USERAUTH_REQUEST MeTox HOMU

55H_MS6_USERAUTH_FAILURE USERAUTH_FAILURE
_ (further authentication needed) doitanannnaéTras

ayTeHTU(UKaIMsIall  METOAJIapu

SSH_M5SG_USERAUTH_REQUEST HOMJIapH
0altpoK XoJaTu
S5H_MSG6_USERAUTH_FAILURE True: mactnabku ayTreHTUPUKALIUS

. (further authentication needed) MYBODAKHSTIH — aMMO  SIXITHPOK

ayTeHTusnkadan 3apyp

False: OJIIUHTU
S55H_MSG&_USERAUTH_REQUEST aYTeHTI/I(i)I/IKaLII/IH TIaIII

Myo(aKkusITCu3
USERAUTH_SUCCESS
AyteHTuduKaIms Tyrajd Ba cepBep

_S5H_MS6_USERAUTH_SUCCE 5ﬁ

XU3MaT CYpPOBUHU KYTHUIITHU
oomuIangn
llapon  acocuoa  aymemmugurxayusraw.  YmoOy  ycyn  Oomika

ayTeHTU(PUKaLUsIIAII yCyJJlapura Kaparaiaa Kyn ydpad, OyHaa maposi Ba JIOTHHH
acocunia (horganaHyBun XaKUKUiMru TabMuHiaanaau. bab3u nporokomnap, FTP,
Telnet mpoTokosUIapy JOTHH Ba MAapOJIHU KaHAJIa OYUK XojaTaa rooopaau. by aca
Oy3FyHUYHIa TapMOKHHU THHTJIAI Ba yJapHU KyJIra KUPUTUII UMKOHUHU Oepaju.
byngan ¢apkau paBumpa SSH npoTokonuga JOTMH Ba Maposl TapMOKIa
mudpaaHraH XoJataa oopuIaam.
SSH_MSG_USERAUTH_REQUEST

— DolaIaHyBYU UCMU

— Xu3MaT HOMHU

— ITapon



I1I. HA3APUI1 MATEPUAJIJIAP

— FALSE (6aiipox xomatu FALSE)
— Ilapon
Ymby cypoBra cepBep Kylujaaruia >kaBod Oepuim MyMKHH:
SSH_MSG_USERAUTH_FAILURE,
SSH MSG_USERAUTH_SUCCESS, éxu
SSH_MSG_USERAUTH_PASSWD_CHANGEREQ
Ouux Kaaumiu wugpraw anzopummaapuza acocnanean
aymenmugurayusniaw  ycyirapu.  Ymoy ycyn SSH  Tu3ummpa  KeHr
doiinananunaguran ayreHTUQUKanusia ycyinapuaad oupunup. byHna kamut
y3ywiurn 1024 Outnan 2048 Out opanuruga  Oynamu. YmlOy ycynna
doiinasianyBYM OUYMK KaJdWTJIapu CepBepla cakjiaHaad. byHaaH Tamkapu
doiinananyBun Maxpuil KaauTra Moc mapoira sra 0ynu6, Oy3ryHYH MaxQwuii
KQIUTHU OWJITaHJla XaM MapoJICU3 TU3MMHH OOlIKapa OJIMan/Iu.
Kyiinna ceprudukatiapra acociianran cogaanamtupuwirad SSH nporokonu
KeJATHpUITan:!

i, Anuca,CP, R,
v CS, R, :
a mod 3
19 : - > “‘ﬂ
g® mod p, certificate, Sg ,

1
Anuca E( Anuca, certificate,, S, K) bob

3.19 — pacm. Comyma SSH npoTtokoau

by epna:

CP="crypto proposed” Ba CS = “crypto selected”.

H=h (Anuca, o6, CP, CS, Ra, Rg, gmodp, g°modp, g®®modp).
Sg= [H]s0s;

Sa= [H, Anuca, certificatea] amca;

K= g®modp.

1 Stamp Mark. Information security: principles and practice. 352 — 353 — c.
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SSH na MIM xy:xymu
< Anuca , R, Anunca . R,
/3 > > 3
.t Rg : Rg T
a d t
g® mod p - g'mod p ™ \.a
A g' mod p, certg, Sg g® mod p, certg, Sg v
< Tovnaun - Bob
Anuca E(Anuca, certa, Sa K) PvA E(Anuca, certa, Sa K)
> >

3.20 — pacm. SSH npoTokoau ¥prara TypraH oJam XyKyMu

AJnca Kyinaaruam xucooJaamam:

H.=h (Amuca, Bo6, CP, CS, Ra, Rg, g?modp, g'modp, g*modp).
Ammo bo0 Kyiiugarura umM30 4eKajau:
Hy=h (Anuca, 506, CP, CS, Ra, Rg, g'modp, g°modp, g®modp).

Xoct acocaanran ayrearupukanusaiaam (Host authentication).

Ymby  ycynna dbolinananyBun  XOCTUra acoCJIaHTaH X0J1/1a
ayTeHTU(UKalMsIIall amaira olmmpuiaad. Arap Oup HeuTa (oiinananyBumniap
Oup MmammHaza Oyrica y XoJja yjiap y4YyH SITOHa XOCT KajJuTH MaBxXyna OYiuo,
ayTeHTU(PUKalUsIIall alHaH [Ty KajJuTra acocliaHraH XOJija amajra OLIUPHIIaJIH.
Ymby xonaa doigananyBud Y3UHUHT MIAXCHM KaJIUTH Ba MIAXCUHU TabMUHIIAII
yuyH ceptudukatuHu o0opaau. CepBep 3ca OUYMK KAJIUTHU allHaH Iy
doinaranyBYUTa TETUIILTN €KW TETHIILTA SMACIUTHHU Ba UM30HU XaKUKUWITUTHHA
TEKIITUPAIU.

SSH_MSG_USERAUTH_REQUEST

—  @oiinaslaHyB4YM1 UCMU;

— XM3MaT HOMU;

—  “hostbased”;

— O4uK KanuTIu aIropuT™M HOMU;

—  Muwuxo3 XocTH yuyH cepTU(hUKAT Ba OYUK KAJIUT;
—  Mmx03 XOCTH HOMH;

—  Mmwuxo3 xoctraa hoiganaHyBuu UCMU;

— HmM3o (ceccust pakamu, Ba XaK).

Mabaymoruu mudpian.

IOGopunaérran mMabayMoT OolKayiap TyIIyHa OJIMAciIWIrd y4yH mudpain
anroputmiiapu  Epnamuna mmdpnanaad. bynma SSH  mportokxonm  Gioxnm
mudpnam anroputmiapu cananrad (DES, 3DES, Blowfish, AES, Ba Twofish)
napaan doiganaHagu. MabiyMOT ajJMalllMHUINIAH OJJWMH MKKH TOMOH Opacuja
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doiinamaHuIaHUIIN Kepak OyiraH Kpunorpaduk alropuTmiiap KeJIuImuo OJMHAIH.
Aytentudukanus xapa€HUIaH CYHT, YMyMUH KaJlUT TaHJIaHUO, ymoly KajauT
acocuja GoigataHyBUIMIAp MabIYMOTHH MKU(PIad roOopHUIIaIn.

MabjayMoT OyTYHJIUIH.

MabiymMOT y3aTuinuml xapaéHuaa Oy3FyHYHM TOMOHHIAH MabIyMOTHH HYK
KUJUHUINTA YPUHHAII €KUM MabIyMOTHH Y3TapTUPHII XOJaTiapu Ky3aTHIau.
Ym0y XonatnapHd OJJIMHU ONWII Ba TeKmupum yuyyH SSH Tusummapuna
MabJIyMOT OyTYHJIMTMHU TabMUHIAIl anroputmiapu Qoigananmnamgu. SSH1
MPOTOKOJIMIA MAabIyMOTHU OyTYHJIMTMHM Tekmupuinga oaauii 32 outiu CRC
MabJIYMOTHHU TEKIIUPHIN TU3UMHUAAH (oinananuiran 0yica, SSH2 tusumuaa sca
MAC (Message Authentication Code) Tuzumiapuaan QoiiagaHuIraH.

SSH  mporokomuma — Kydugaru — Kpuntorpaduk — alropuTMIIapAaH
dbolnananuaraH:

— TCP ypuura SCTP npoTokonm KyJTaHWITaH;

— ECDSA DPU anroputmu;

— ECDH xanut anmamuiHHII TPOTOKOJIH;

— UMAC Tu3umu, mabiyMOoTHH OyTyHiauruau Ttekmupuim yuyyH (HMAC
YpHHTA).

Ha30paT caBoJliIapm

Kpunrorpaduk npotokos Ba ynapra Kyiuinaaurad tainaduap.

Copna ayreHTU(UKALUSIALL YCYIUIApH.

CumMMeTpuK mupaaira acocianrad ayTeHTUQUKaUsIIa IpOTOKOIH.
AccumeTpuk mudpIamnra acocjaaHrad ayTeHTU(UKaLUsIal IPOTOKOJIH.
Kep6epoc npotokomu.

SKEY nactypmu.

SSH nmpoTtokomu.

No ook owh e

DoiigaJaHIITaH agaduéraap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Axmenoa O.I1.,, XacamoB X.II., Hazapoa M.X., Hypuraunos O./l..
Kpunrorpadux nporokosnap. Tomxkent, 2012 — 187 Ger.

3. Ax6apoB /I. E. “Ax00poT XaBPCUBIUTMHN TAbMUHJIAUTHUHT KPUNTOTrpapuK
yCyJuJlapu Ba yJaapHUHT Kyutanwmimu — TorkeHT, 2008 — 394 Ger.
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IV. AMAJIM MAIIFYJIOT MATEPUAJLIAPH

1 — amagmii mamryaot. lludgpaam aaropurmiaapu (2 coar)

Numnnnar maxcaau: ludprnam anropurmiapu acocujga axOOpOTHHU
MaxX(UITUTHHA TAbMHUHIIAI.

MacanaHuHr KYHWIMIIKM. YpraHwirad mudpianm ycyjulapd acocuaa
OepuiraH TONIIUPUKIAP OaKAPUIICUH.

Ninu 6a:kapuin y4yyH HaMyHa

CummeTpuk mumdpnam ycyuiapu (oiganaHWwIral ajiMallTUPUIIl TypUra
Kypa YpHH aJIMalITHPHII Ba YPHUTA KYHHII yCyIapura OyIMHAIM. YPHH
aJIMalIMHUII mU@pliapura O4YuK MaTH Oenrujiapu mMaxpuil xkaauT Ousian Oupop
aNropuT™M OyHHUYa TapTUOU Y3rapTUPUIIAJIN. S"pHHra KYyWHUII yCyJulapuaa 3¢a O4MK
MaTH Oenruiapu Oomika andaBuT Oenruiiapura aIMalTHPUIATH.

Coana ypuH aIMalITHPHII YCYJLJIAPH

VpUH anMamTHpWIIra MECOJN TApUKACHIA NACTIA0KM axOopoT GIOKMHH
MaTpuIara Katop 0yitmua €3uiiHu, YKUIIHU 3ca YCTYH Oyiinya amalira OIHUpUIITHH
KypcaTHIl MYMKHH. Marpuna KaTopjapyHH TYJJUPHUII Ba MWHU(pIaHraH
axO0pOTHU YCTYH OyiMYa YKUII KETMa-KeTJIUTH KaluT €EpaaMmuaa OepuivIIn
MYMKHH.

Vpun anmamrrupuimn mudpr oaauii mmdpram xucobaanub, 6y ycymaa
KaTop Ba ycTyHAaH (oipananwiagu. YyHky mudpiam xkaaBajl acocuaa amainra
omupmwianu. by epna kanut (K) cudaruna sxaiBalHUHT YCTYH Ba KaTOPH XHU3MaT
kuiagu. Mata (To) cumBostapuHUHT yauamura kapad NxM skanBanu Ty3uiagu Ba
ounk MatHHU (To) ycTyH Oyiinya >xoimamTupunu® 4YMKWIAIWd, KaTtop OViimya
Vkunu6 mudpnanrad matara (T1) ara OynuHanu Ba Giokiapra OyianHaIu.

Macanan, «AXO0pOoT XxaB(pCU3IUTH KaqBATN» MAaTHU U PIAHCHH.
To=Ax060poT xaBhCHU3IUTH KaTBAIH,

K = 5x5; B=5;
A 0 @ " il
X T C I B
b X " " A
O A 3 X JI
P B JI A "

T:=AO®UJ] XTCI'B BXUUA OA3KJL PBJIAU
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YCymHUHT KPUNITOTYPFYHJIUTH OJOK Y3yHJIWUTHTa (MaTpuiia YiIdamura)
O0ornuk. Macanan y3yHnauru 64 cumBoira TeHr OVirad OJIOK (MaTpuila Yidamu
8x8) yuyH kanuTHHHT 1,6 10° KoMOMHAIMACKH OYIUIIM MyMKHH. Y3yHIuru 256
CHUMBOJITA TEHT OYaTaH O0JI0K (MaTpuIa yirdamu 16x16) KaIUTHUHT MyMKUH OYJraH
xomOuHanuscy 1,4 e 10%° ra eTuinm MyMKHH.

Uynamuunu ypun arvawmupyw cAEQUAATYA MHGPIAPHART KyIIAHATHIIN
amanga Kyn TapkanraH. bynmail mmumdprnam anropuTmiapu OUpop T€OMETPUK
aKjira acociadran 0ynamu. O4uK MabIyMOT OJIOKIApH TE€OMETPHK IIAKITa OUPOp
TpaekTopus (y3iaykcu3 wu3) OVinua sxkounamrtupuiaau. [ludpmabaymor sca
OoIKa TpaekTopHs Oyitrua XOoCHI KWIMHAIU. ['eoMeTpuk maki cudatuma (N X m)
Yadamid KajaBajl oJiu0, YHUHT OMpUHYM caTpH OomuaaH 00muiad ouuK MabJIyMOT
OeNTuIapyuHy dYamjaH YHITa KEeTMa-KeT >KOUIAIITHpUO, caTp Tyrarad WKKAHYU
caTpra, O4MK MabIyMOT O€NTrMIapyHM YHIJAH Yanra KeTMa-KeT KOUiIamTupuo, oy
caTp TaMOM O¥yniray, KEWWHIM caTpra OJIIMHTUCUTa TEeCKapu HyHaIUIga
KOWJTAIITUPWIIAAN Ba X0Ka30o. Oxupuaa TyaMall KOJITaH caTp sYerKaiapu OYUK
MabIyMOT andaBuTuaan Gapkiau Oyiran oenrwiap owian Tynaupmianu. CyHrpa,
OYMK MabJIyMOTHH >KOWIAIITUPUIN TapTuOuaaH (apkiu O6ynaran Oupop MyHamui
TaHjaad oNMHHMO, NIy WYHAIUII acocuja MUPPMabIyMOT XOCWJ KUJIMHAJIH.
[ndppmabiyMOT XOCHI KWW WYHATUIIN KaIAT BazudacuHu Oaxapaau. Mucon
cudatuaa “UyHaruuiiu ypuHn aimawmupuul wu@dpiaw aieopummuy’ KyMIaCUHU
mdpaamnn (4x10) —ymyamnm kajaBan acocuja KyWugaruda amaira OUIMpPHIL
MYMKHH:

2 3 4

E:NCH

Qi | |8
ST
SEENENES
QE“@‘m'C_J‘

Sl lo
NI s | O

T |3 <
2|88
SRR IR

By xanBan ycTyHnapu KeTMa-KeTJIMKJIAPUHU apajialiTupran xonjaa (OyHmait
apanamTUpUIIapHuHar  ymymuid conu  10!=3628800 Tta Oymamu), MacanaH,
72968411035 TapTud (kamuT) Ownan
“wapoymuuuuanuigparieaaumuup. ypuaHuwmMimuy”’ ma@pMabIyMOTHH XOCHII
kwnHaau. [udpMabayMOTHH XOCH KWIHIN Kapa€HUHU KaJABaJTHUHT caTpilapu
VpuHIapuHu €KW Xap OWp YCTyHJApW caTpiiapuHy aloXujaa ajMallTHpUIILIap
OwiaH sHA XaM MypakkaOmamtupuin MymkuH. Carpriap, yCTyHJIap Ba ajoxuja
OJIMHTAaH CaTp YCTYHJIApUHU €KH aJIOXH]la OJIMHTaH YCTYH caTpJjapwHH mudpan
xkapa€Hu OocKuwiapuja Y3rapTupub® Typull OujiaH siHa XaM Mypakkad Oynrax

g pIiall anropuTMIAPUHU XOCUI KUJIUII MyMKHH.
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Coana ypHura Kyium ycyJuiapu

Hlugpnam  anropuTMiapy OYMK MabiIyMOT aidaBUTH OeNrMIapuHU
MUPPMabIyMOT OeNruiiapura akCIaHTUPHILAAH MOOpaT SKAaHIMIU TaKUIJaHIH.
Axkcnantupunuiap QyHkuusigapu (kanut ae0 aTtaayBud HOMAabJIyM) HapaMmerpra
OOFIIMK XOJIa: KaJBall Ba aHAJTUTHUK M(oa KYpUHHUIILIapyIa OCpUITUIITN MyMKHH.
VpHura Kyimm mmgpiam anropuTMIAPUHHMHET NacTIa0K¥ HaMyHalapd OyiraH
TapUXUN MHUPpIAl aNrTOPUTMIAPUHUHT ACSPIN XaMMAacH >KaJBajl KYpUHUIIHIA
udomanaHaayn. YpHAra KyHum mmdpram  ajdrOpUTMIAPHHHHT  YMYMHMi
XYCYCUATHHU XHucoOra oiaud, Oy cHMH(Iard aaropuTMIIapHU KaJBajl KYpHUHHULIIA
Kyinaaruda ndoaanam MyMKUH:

Ouuk MabayMor ajagaBUTH A b s
(kmpuiuTya Oesruiap)

0,0,0,0,0 1,1,1,1,1 31,,31,,31,,31,,31
IlInppmabiaymor XX XoXa Xy | XoXXoXaXy | o Xo XX X X

andaBuT (MKKWIHK CAHOK
cucTremMacu OeJIruaiapu)

Kupunmua andasut Oenrunapu conu 32 Ta, mry 32 Ta xap Xujl OelrujiapHu
ournap Ounan upomanam ydyH Oem Out kudos, seam 2° = 32. Kenrupunrasn
*kanBanjgad ¢oigananunO, kupwutda andaButaa udopanmaHraH OYMK MaTyMOT
OeNruyiapuHy yjiapra MOC KeIyBUM HUKKWIMK CaHOK CHUCTeMacujaru Oeil OWTIMK
Oenarummapra amaMaimtapu® mHAPMAabIyYMOT XOCHI KHIHHAIU, SbHH X' €{0;1}.

Arapna, KeNTHpPWITaH >KajgBajja OYMK MabIyMOT andaBuTH Oenruinapura
muppMabIyMoT  adpaBUTUHUHI KaHAall Oem OWTIMK  Oedaruimapu  MocC
KYWUITaHJIMTH HOMAabJiyM Oyiica, Oy ’kaaBasl KainuT OYiauO, mudpMabayMOTIaH
OYMK MabJIyMOTHM THKJIALl Macajlacu MypakkaOnamanud. bynpail mmumdpnam
*apa€HuHU U(POIaJIOBUN AITOPUTMHUHT KAIUTIAPUHUHT yMyMUd coHn 32! 0Yiuo0,

yiioy n!z(gj N2m - Crupnunr  dopmynacura  Kypa  Kydugaruda

32 32 32
32!:(%j \2-314-32 > (3742) N2-2-32 > (3742) V2.2.32=2%.2%.252%

xucoOmanaau. byHnmail xosar 3ca KaIUTHU OuiMaraH Xojiga Jemddiiar
XKapa8HUHU amalira OIIMPHUIITHA KUAIUH MypaKkkaOIamTupaim.

Addun tuzumunaru Le3ap ycynuna xap Oup xapdra aJiMamTHpuIIyBYU
xapduap maxcyc dhopmyna OVitnya anukinananu: E(x)=ax+b (modm), Oy epna a, b
- OyTtyH conmap Oynu0, xanutinap xucobmanaau, 0<a, b<m. m — andaBur
Y3YHJIUTH.

Jemmdpnam sxapaéuu Kyiimaaru ¢opmysia acocuja amalira OUIMpPHIIAIN:
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D(E(x)) = a Y(E(x) — b)modm. By epaa a! modm 6¥iinua a ra Teckapu
OyJraH coH.
Jlotun andautu oiiianaHuiranaa y Kyinaarnia paKaMmaaHaIu:

AB|CIDIE|IFIGIHII|J|IK|LIMINIO|P|Q|R|S|T|U|V|W X|Y|Z

0(1(2|13}4|5/6|7|8/9|1 1|1 1|1 1|11 |1|1|2|2|2|2]|2 |2
0(1(2|3|4(5|6(7|8(9]|0(1]|2|3|4]|5

Mudpaam. Ymoly ycynna mabiymomiapau mudpnam yuyH “ATTACK
AT DAWN” ounk MaTHM OJIMHKUO, KanuT cudaruaa a=3 Ba b=4 onunau. AndaBur
y3yHnuru m=26 ra TeHr. by Xxonma mmumdpram GyHKIUGCUHUHT yMyMUR
Kypunuimd  Kydumarumua Oymamnm:y = E(x) = (3x + 4)mod26. Oxopunaru
KaJBajra acociaHuO KyWHuJaruHu OJUI MyMKHH:

Xabap A T T A C K A T D A w N

0 19 19 0 2 10 0 19 3 0 22 13

[HudpramHUHT yMyMUR KYPUHHIIN ca KyHuaaruia 0ynaau:

Xabap AT T A |C K |A|T D A W |IN

0 |19 (19 |0 |2 10 {0 |19 |3 0 |22 |13
X

4 |61 |61 (4 (10 |34 |4 |61 |13 |4 |70 |43

3x+4

4 19 9 4 (10 |8 4 19 13 |4 |18 |17
(3x+4)mod26
[udp matH E |J J E | K | E |J N E |S R

Nemmmdpaam sxapaéun. Jemmdpnam  Qopmynacu D(y) = a 1(y —
b)modm ra tenr 6yau6, a~! = 9, b=4 Ba m=26 ra TeHr 6ynagy.

Mudp matu E (J |J E K I E |J N E |[S R

4 9 |9 |4 10 8 |4 9 |13 4 18 17

JemmdprantHuar yMyMui KYpUHHUIIN dCa :

Mudpmaru E |J J E | K |I E |J N E |S R

4 19 (9 |4 |10 /8 |4 |9 |13 |4 |18 |17

y

O |45 |45 |0 |54 |36 |0 (45 |81 |0 |126 | 117
9(y-4)

0O [19 (19 |0 |2 |10 |O |29 (3 |0 |22 |13
9(y-4)mod26

Xabap AT |[T |[A|C (K [A T D |A|W N

YacroraBui TaXJIMJ1 YCYJIH
YacroTaBuii, S’bHU CTAaTUCTUK XAPAKTEPUCTUKANIAP YCYJIMIa CHUMMETPHUK
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€K HOCHMMMETPUK KPUNTOTH3UM KPHUNTOTAX/IMIYUCH MubpMaTHAAru Oenrwmiap,
xapdaap, CY3JIapHUHT TaKpOpJaHUIIApU COHMHM (YacToTajlapuHu) Xuco0bJial,
OYMK MAaTH Kaicu Twija €3uinraHuHu anukiaiiau. CyHrpa sca, mudpmata mudp
Oenrmwiapyd napaMeTpiapUuHM OYMK  MaTH Kailcu Twiga &3wiraH Oyica, Iy
TUJHUHT TIapaMeTpiiapy OWIaH COMMINTUpanu. MacanaH, nHran3 Trimaa E xaphu
gacTtoTacu 1okKopu, mudpmaraaa L xappu gyacroracu okopu. [ludpmaranarn L
xappuau E xapdm Owmnan ammamTupwiagu, sSbHA MUGpPMaTH Ba OYHUK MAaTH
€3unTad THJI YacTOTaJapWHU KaMaWui TaptuOuga €3mub, TapTuOW TYFpPU KelTraH
Oenrunap y3apo anmamtupuiaay. Keitna mudpmata Ourpamma, tpurpamMma Ba K-
rpaMMaJIapUHUHT TaKpOPJAHUIUIAP COHUHU TOMHUO, OYMK MaTH E3WIraH THII
Ourpamma, TpurpamMma Ba K-rpammanapu OWJIaH MOC XOJia  alMAallTHPAJIH.
burpamma, Ttpurpamma, K-rpamma J3raHia, MaTHIAa HWKKUTa, ydra Ba K-ta
OCNTHHHUHT KeTMAa-KeT KEJIWINW TYyIIyHWIaau. Macanan, mHrm3 timaa th, in, is,
er, he, en, Gurpammanapu, pyc Twimaa €T, HO, eH, TO, Ha OWrpaMManapH, cTo,
€HO, HOB, TOB, 0BAa TpUIpamMMaiapu Kyn yupaiau. Kyhnmaru xanBanga HWHITIA3
TWIM XaphIapUHUHT Taiao0 OYIUIIMHUHT HUCOWM yacTtoTacu kentupuiran (40
000 Ta cy3 nunpa).t

Xapd Conu Xapd YacroTacu
E 21912 E 12.02
T 16587 T 9.10
A 14810 A 8.12
@) 14003 @) 7.68
I 13318 I 7.31
N 12666 N 6.95
S 11450 S 6.28
R 10977 R 6.02
H 10795 H 5.92
D 7874 D 4.32
L 7253 L 3.98
U 5246 U 2.88
C 4943 C 2.71
M 4761 M 2.61
F 4200 F 2.30
Y 3853 Y 2.11
wW 3819 w 2.09
G 3693 G 2.03
P 3316 P 1.82
B 2715 B 1.49
VvV 2019 Vv 1.11
K 1257 K 0.69

L Stamp Mark. Information security: principles and practice. 24 —c.
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X 315 X 0.17
Q 205 Q 0.11
J 188 ] 0.10
Z 128 Z 0.07

HOxopuna ailTu® yTuiaraH NpUHIUIUIAP XO3UPTHM KYHJA KEHI TapKajraH
napoJjulapHU TaHjam Oyinya aactypiapia Kyinanwiaaud. [lapoimapHu Tanmaii
Oyiinya JacTyp aBBajO SXTUMOJUIMTH KaTTa OYiraH MapoJlapHU TaHIJIaWIu.
HXTUMOJUIMTY KMYUK OVJIraH napoJulapHu KeHUHTa 010 KYsIu.

AS/1 okumJIM IM(pPIALI ATTOPUTMHU

AS5/1 mmdpnam anropuTMuaa JACTIA0KH KaJTUTHUHT Y3YHIUTH 64 OUTHH
TAIIKWJI 5THO, y KYHUIUIH ydTa PETUCTOPra KuiiMat Kuamub Gepunam:

X: 19 bit (Xo,X1,X2, ...,X18)
Y: 22 bit (yo,yl,yz, ...,y21)
Z: 23 bit (20,21,22, ...,222)

Xap oup kamamaa: m = maj(Xs, Y10, Z10) XucoOaaHaIU
macaJjan: maj(0,1,0) = 0 Ba maj(1,1,0) =1
arap Xg = M ra TeHr OyJca, y Xxoiga X peructop KuiiMartiapu
t = X13 @ X16 © X17 D@ X1
Xj = Xi fori=18,17,...,1 vaxo =t
arap Yip = M ra TeHr 0yJca, y Xxoiga Y peructop Kuimatiapu
t=Y ®@yn
Yi = Vi1 fori= 21,20,...,1 and Yo = t
arap Zip = M ra TeHr 0yica, y Xoiaa Z peructop Kuiimatiapu
t=2, D20 D701 @ 2
Zi=zinfori=2221,...,1andzp =t

HATHKABUM KAJUT KeTMa-KeTJIUIru Xig D Y1 @D Zp» ra TeHr OVnaau.

By amannap kyhunaru pacmia udo/iananras:
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X Ixale|x2|-¥3|-w X5 Xﬁl lxa|x9[IJa|1H|I1 |m|m Xs;lxw X7 x;s\

Y I}UIH|J |yglv4| |y6|} |V3l¥9|!w|yn|}f |V11l114|}13|}16|}17 113|}19 I—’@_’

-

Z I o | £ I 2| 3 I e s l Zr | Zs | 9 |z.iti‘|ZH l Iz | Li3 l I | i l i | £i7 ZIS Zi9 1

i = g

Macanan Kyiuuaar KypcaTWiIrad XoJj y4yH:

3

X JTilolafol1]ol1lola]ol1lol1]ol1]ol1]0o]1
@
Y 1{1]ofo|1f{1]ofo]|1|1]ofo|1|1]0f0]|1]1]0]0]0O|1}—>B—
1 v
@®

Z J1]1]|1]ofolofof1]1]1]1]ofo]o]of1]1]1]1]0f0]0]1
-

—»

@

m = maj(Xs, Y10, Z10) = Maj(1,0,1) = 1 ra tenr 6ynanu. Hatmwkana X peructop
CWJDKAWIY, Y PErUCTOP CHIDKUMAWIU Ba Z PETUCTOP CUIDKUAWIU. VHr ToMOHArH
outinap XOR aman 6Viinya kymmnaau Ba 0 @ 1 @ 0 = 1 kuliMat onuHaIu.

Yoy ycynaa Oup uukiga Oup OUT KaJIUT XOCUI KUJIMHAIN.

DES mu¢paam anropurmu

DES cranpapt mmdpnam anroputMu Amepuka Kymma IItatnapu (AKIL)
“Munuit Crannaptiap bropocu” Tomonuaan 1977 iiunaa 3bia0oH KuiuHrad. 1980
nunna AKIuauar “Crangaptiap Ba Texuonorusutap Mwmuii Uactutytu” Oy
QITOPUTMHM JIaBJIaT Ba CaBJIO-COTUK MOJIMACH coxacuaaru Mmaxduii Oyimara,
aMMO MyXHUM OYJITraH MabJIyMOTJIApHU pyXcaT 3TUJIMAaraH >KUCMOHHMH Ba FOPHJIUK
maxciapaan Myxodasza KuauHUIKMAa mudpiam anroputMu cudaruaa Kysiam
crangapTu 1e6 kabyn kunau. 1

DES anroputmuzaa: pactinabku 56 OWUTIM KalWTIaH payH]l KaluTIapUHU
XOCHJI KWJIMITHAHHT MYPaKKad SMAaciuTH, payHJ acOCHH aKCIaHTHUPUIIAPUHUHT
arrmapar-TeXHUK Ba JAaCTypUM TabMHUHOT KYpPUHHUIUIApUAA KYJUIAHWIMIIUHU
Ta@bMUHJAIIHUAT ~KyJalIuru, Xamjaa, yiap Kpunrorpaduk XoccaJapUHHHT

caMapaJiopJiurd — KPUNTOOAPJONUIMIUTUHUHT FOKOPUIUTH, Oy aJrOpUTMHUHT
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acoCui XyCyCHUSITIIapUHU OeNruiaiam.

Mudpnam xapaéuu 64 OUTIM OYUK MAbIyMOT OJIOKJIAPUHHU alTrOpUTMA
oepwiran |P —xansan Oyitnya YpuH alIMalITHPHUIN, YHUHT HATHKACHHU 1acTIIa0KU
56 OuTIM KaJuTAAH aJIrOpUTMJA KEITHPUITAH >KaJIBajiap OuilaH OWTIIAPHUHT
VpUHJIApUHU aJIMAaIITHPUII, LUKIMK Cypulll Ba 0ab3u OWTIApHH MYKOTHII
aKclaHTupunUiapuaan (Qorganann®d xXocwsa KWiIWHAguTraH 48 OWTIM payH.d
KaJIUTIapu XaMJa acoCHil akKclIaHTupumniapu Owmman 16 wmapra mmdpoar,
mupran HaTWKack Onoku Owtinapunum Oepwiaran |IP1 —kamsan Gyiimua
VpUuHIapUHHU alMaITUpUIIad uoopart (2.1-pacm).

L R key

32 28 28

h 4 v

expand shift shift

3> £48 28 28

1 v v

l ;8 a8 compresf/

S-boxes

28 28
32

v

P box
32

l 32 v

L R key

32

2.1-pacm. DES anroputmununr 1 paynau

DES mmdprnam anroputmMuga (polganaHWwiIraH MyXUM — XaB(CHU3IUK
Xycycustinapuaan ompu Oy S — kaaBanaup. by kajgBanmmga KupyBUM KuWMar 6
OuTHU Tamkmi 9TUO, umkumga 4 Owurtra Yysrapagu. DES anroputvmm comna
Kpunrorpaduk y3raprupunuiapaad uoopar 6yiauob, mmdpramaa Ba nemmdpiania
KaTTa TE3JIUKTa dra.

DES anroputmuna dovigananuirad E keHrauTupuiin sxaaBaim
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o Kupumpa 32 6ur

o 1 2 3 4 5 6 7 8 910 11 12 13 14 15

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
e  Uukumpa 48 Gut

31 01 2 3 4 3 4 5 6 T B8

78 9 10 11 12 11 12 13 14 15 16

15 16 17 18 19 20 19 20 21 22 23 24

23 24 25 26 27 28 27 28 29 30 31 O

DES na doitnananunran S sxaasamiap
Kupysun 6 6ut Mmabaymot, 101011

= -
(0,5) (1.2.3.4)
L | 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
g0 | 1110 0100 1101 ©0QOOQ1 0O10 11711 1011 1000 0O11 1010 0110 1100 0101 1001 O0OOOQ O111
o1 | ©0O00QO 1111 ©O111 @100 1110 OQOOQ10 1101 0001 1010 0110 1100 1011 1001 0101 0OOD11 1000
10 | 0100 0001 1110 1000 1101 0110 0010 1011 1111 1100 1001 0111 0011 1010 0101 0000

11 | 1111 1100 1000 0QO10 O100 1001 OOO01 O111 0101 1011 0011 121210 1010 0000 0110 1101
Yuxumpa, 1001

P xanBan:
o Kupumpma 32 6ur

o 1 2 3 4 5 e 7 8 910 11 12 13 14 15
1le 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

¢ Unkumna 32 6UT
15 o 19 20 28 11 27 16 0 14 22 2 4 17 30 9
1 7 23 13 31 26 2 8 18 12 29 5 21 10 3 24

n

RSA anropurmn

1976 ¥unna [dudbdu Ba Xennman y3napunuHr «Kpunronorusiga sHru
HyHamum» WiIMUA unuapuaa Oup ToMOHIM (yHKUMS cudatuga Yy =g°modn
udona OuiaH aHWKJIAHTAH JUCKPET aapaxara KyTapuil (yHKIUSICUHH TaKJIH(}
kw0, a=log, ymodn upogagaru JMCKpET JOrapu(pMHU XUCOONAIIHUHT aMaIui

KUXATIaH Mypakkabiurura acociianran >aM. 1978 #umnga sca, Maccauycerc
TEXHOJOTUA UHCTUTYTHHUHT onumiapu: P.JL. Pusect, A. lllamup, JI. Annman,
V3MapuHUHT UMUK Makoiacuaa OupuHun 0ynud maxduii yciayOnu Ba XaKHMKaTaH
xaMm Oup ToMoHnM OynraH (yHKuusHU Takaud staunap. by makona «Pakamm
UM3OJIapHU KypHII yCIyOaapy Ba OYMK KaJUTJIM KpUNITOCHCTeMaapy aed atanmo,
KYTIPOK ayTCHTH(UKAIIMS Macaiajlapura KapaTuiiraH. X03upru KyHaa, Oy 1oKopuaa
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HOMJIapU KEJNTHUPWITaH OJUMIIAp Takiu(d 3TraH (QyHKIUSHHU, Iy OJUMIIAPHUHT
mapadura RSA Oup Tomonmu (yHkuuscu nevinnand. by dyHknus mypakkad
OynMaif, yHWHT aHUKJIAHWIIN Y4YyH, JJIEMEHTap COHJIAp HaszapsicuaaH Oab3u
MabJIyMOTIap Kepak Oyaann.!

Mucoa: VYura xappman wubopar Oymran “CAB” wmabamymMoTHHH
mdpraimus.

bu3 kymaiinmuk yuyH KuuMk TyO0 coHiapaaH QoigamaHamu3 Awmanna sca
MYMKHUH KaJap KarTa TyO coHap OuaH Il KYypusaau.

1. Ty0 6ynran p=3 Ba =11 connapuau TaHIad OJaMu3.

2. Ymboy n=pq=3*11=33 cCOHMHU aHUKJTANMU3.

Cyurpa, (33) = (p—-1)(q—-1) =2-10=20 conunu Tomammus, xamaa 0y COH
ounan 1 gan Qgapkiu 6upop ymymuii OymyBunra sra OyamaraH € COHHHHM, MUCOJ
Y4YH €=3 COHUHH, OJIAMU3.

3. IOxopuna kentupuiran (24) maptHu KaHoaTaaHTupyBud d connuun 3d=1
(mod 20) TenrMkaaH Tonamus. by con d=7

4. ludpnanumm kepak Oynran «CAB» MabIyMOTHHU TAalIKWJI 3TYBYH
xapmapuu: A—1, B—2, C—3 mociukiap OuiaH COHJIM KYpUHHUINTA YTKa3HO
0Jin0, Oy MabJIlyMOTHH MycOaT OyTyH COHJIAPHUHT, KETMa-KETIUTUIaH nbopar 1ed
Kapaiimus. Y xonna mabiayMotT (3,1,2)xypununnga 6ynaau Ba yHu {e;n}={3;33}

ounk kamur Owian T, (X) =x*(mod33) 6up Tomomim ¢yHkumMs Ounan

g priaiMus:
x=3 n1a I1IM1=(3%)(mod33)=27,
x=1 na I1IM2=(13) (mod33)=1,
x=2 na I1IM3=(23) (mod33)=8.

5. By omunuran mmdpnanran (27,1,8) masnymoran maxduit {d;n}={7;33}
xamut 6uman T, (Y) =y’ (mod33) nhoa opkanu aemmudpraiMus:

y=9 na OM1=(27") (mod33)=3,
y=1 na OM2=(17) (mod33)=1,
y=29 na OM3=(87) (mod33)=2.

Mynaait kb, kpunrotuzumuiapaa RSA anrOpuTMUHUHT KYJUTaHWIIN
Kyhnaaruua: xap oup ¢oiianaHyBUM UKKUTA €Tapiu Japaxaja KkaTta OyiamaraH p
Ba ( Ty0O COHJIAPHM TaHJIANAMIIAp Ba FOKOPHUIA KEITUPHWITAH alropuT™ Oyiinua d Ba
e TyO coHnapuHu xaMm TaHnald onamu. bynaa n=pq 6ynuO, {€;N} OYMK KAJIUTHU
{d;n}sca maxdwmii kamuTHH TamKKWi dTand. OUYUK KaJUT OYUK MabIyMOTIap
kutoOura kuputuiaaan. Ouuk KauuT Ounad mudpiaanrad mu@pPMaTHHA Ty KajauT
Owian aemudpram UMKOHMUITH WYK OYnuO, aemmdpranHuHT Maxduil KaauTH
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dakat mudp MabIYMOTHUHUHT XaKUKUAN dTacura MabIyM.
Tomuupuk

1. A5/1 mmdpnam anroputMuga KyWuaaru Kuimariaap Owiad 5 OUT KeTMa —
KETJIMK XOCHJI KHJTUHT:

X = (Xo, X1,..., X15) = (1010101010101010101)
Y = (Yo, Y1, y21) = (1100110011001100110011)
Z = {20, 21, ..., 222) = (11100001111000011110000)
2. Le3ap ycynuaa KyWnaIurd IUQGPHA OUYMHT Ba KAJIMTHU aHUKJIAHT:

CSYEVIXIVQMREXIH

3. Kyituaa 6epuiran mmdpMaTHHA YacToTajap ycyinu Oyinuda TaXJIuil KAJIHHT
Ba OYMK MATHHU TOIIUHT:
GBSXUCGSZQGKGSQPKQKGLSKASPCGBGBKGUKGCEUKUZKGG
BSQEICACGKGCEUERWKLKUPKQQGCIICUAEUVSHQKGCEUPCG
BCGQOEVSHUNSUGKUZCGQSNLSHEHIEEDCUOGEPKHZGBSNKC
UGSUKUASERLSKASCUGBSLKACRCACUZSSZEUSBEXHKRGSHW
KLKUSQSKCHQTXKZHEUQBKZAENNSUASZFENFCUOCUEKBXG
BSWKLKUSQSKNFKQQKZEHGEGBSXUCGSZQGKGSQKUZBCQAEI
ISKOXSZSICVSHSZGEGBSQSAHSGKHMERQGKGSKREHNKIHSLI
MGEKHSASUGKNSHCAKUNSQQKOSPBCISGBCQHSLIMQGKGSZG
BKGCGQSSNSZXQSISQQGEAEUGCUXSGBSSICQGCUOZCLIENKG
CAUSOEGCKGCEUQCGAEUGKCUSZUEGBHSKGEHBCUGERPKHE
HKHNSZKGGKAD

Ha3zopar caBosiapu
1. VpUH anMaIITHPHII Ba YPHUTa KYHUIT HpPIapH.
2. Monayn apudpmeTpuKacu.
3. DES mudpnamt anroputMu XyCcyCHUsITIapH.
4. RSA anroputmu.

DoigaJaAHWITAH aga0uéTiap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. AxOapos JI. E. “Ax060poT XaBGCUBIUTHHN TABMUHJIAITHUHT KPUMTOTPAPUK

yCyJIapy Ba yJaapHUHT Kyutanwmimu — TorkeHT, 2008 — 394 Ger.
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2 — amaauii MamryJaoT. TapMokaapapo 3kpas (2 coar)

Numuar makcaau: TapMmoknapapo 5KpaH KypWIMAacHHHM YPHATHII Ba YHU
CO3JIALLL

Macananuar Kyduoammm:  QoWJaNaHyBUM — [MAXCUKM  KOMIIBIOTEPHIA
TapMOKJaH OYIMIIM MYMKMH TaxXJIWUIApDHU OJIIMHU OJMII Y4YyH IIaXCui
TapMOKJIapapo 3KpaH BOCUTACHHHU YPHATHILIYN Ba CO3JIAIIN JIO3UM.

HNunu 0a:kapuiln y4yH HaMyHa
Ymby amanuii mmga maxcuid TapMOKJIApapo 3KpaHiiap Typura KHpPYBUH
COMODO Internet Security Firewall nactypuii Bocutacu onuHUO, yHH YpHATHII
Ba CO3JIAlll amMaJira OLUMPHUIIA]IH.
Ymby nacTypuii BOCUTaHM YPHATHUII YYyH TU3UMJIaH KyWHJIaru pecypciap
Tanaabd dTUIAIN:
— Windows 7 (32-bit Ba 64-bit Bepcusutap) éxku Windows XP (32-bit Ba 64-bit
BepCUsIap);
— Internet Explorer 5.1 €xku yH1aH FOKOpH BEPCHUSACH;
— 128 MB onepaTtus xotupa (RAM);
— 210 MB xaTTuK IuCKIaH JKOH.
Yoy mactypuit  Bocutanu  http://www.personalfirewall.comodo.com)
MaH3WINJIaH OJIUIITUHTU3 MyMKHH.
Hactypuii Bocutanu kyuupub onranunrusynad cynr, COMODO Internet
Security 8.2.0.4508 x32 daiin yctuna ukku mapta 6ocunr. llyHgan cyHr xocui

OyJsraH oifHaJaH Kepaku TaHJIOB TaHJIaHAIH.
i COMODO Internet Security Setup - OB

Welcome to the COMODO Internet Security Setup

Wizard

This wizard will help you configure your product. During this process please do not power
off your computer.

The installation may cause your internet connection to be temporarily dropped.

2.1 — pacMm. YpHATHUIIl TWJIMHA TaHJIAII

Iyngan CyHr, TU3UM TOMOHUZAH Takiau@ OSTWITaH KeNMIIyBra ¥3
pO3UIUTUHIM3HM  Oungupacu3. lllyHaaH CYHr pacTypHU YpHaTuIl >KapaéHu
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OKJIaHaau.

)
Ler

End-User License Agreement
Please read the fi ing license agreement carefully

END USER LICENSE AND SUBSCRIBER AGREEMENT ~

COMODO SECURITY SOFTWARE AND REMOTE PERSONAL
COMPUTER SERVICE

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE
DOWMLOADIMNG, INSTALLING, OR USING COMODO'S ANTIVIRUS,
FIREWALL OR INTERMET SECURITY SOFTWARE AND REMOTE
PERSOMAL COMPUTER SUPPORT SERVICES (THE "PRODUCTS™)
THE PRODLUCTS MEANS ALL OF THE ELECTROMIC FILES

PROVIDED EITHER BY DOWMNLOAD OR OMN PHYSICAL MEDIA (CD-

PR A L P e T I B AR A T A T e el RIS 1A R L T e

[+ I accept the terms in the License Agreement

| Print | | Back || Next | | Cancel |

2.2 — pacm. Jlactyp mapTiapuHu KaOys KUJIHII

Installing COMODO Internet Security

Please wait while the Setup Wizard installs COMODO Internet Security.

Status: Writing system registry values

Badk Mext

2.3 — pacM. JlacTypHu ypHATHII
JacTyp ypHaTWITaHIaH CYHT KyWHJard OifHa XOCHI OYianu Ba Oy oifHamaH
KepakJin OaHIHMW TaHJaHT (MacanaH, | am at Home).
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COMODO network Detected

f’:\\ Join a New Network

? Wired: 172.20.12.67/16

Please select your location:

| am at Home

Choose if you are at home and have just connected your computer to a
local network

| am at Work

Choose if you are at work place and have just connected your computer
to a local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop,
hotel or schoaol etc.

[] Do not detect new networks again

2.4 — pacM. Kepakin TapMOKHH TaHJIall

[lynpan cyHr, AJAaCTypHMHT acoCUM OWHacu xocuia Oymanu. JlacTyp siHTH
YpHaTWITaHAaH CYHI, HWHTEpHEp TapMofujaH y3 Oazacunu sHrwiangu. lynnan
CYHT ¥3 MIIMHM Oouutaiiau. Arap Aactyp y3 6a3acuHM sHTHIIaMaraH Oyica pacMja
KypcaTwiranu kadu “At Risk” kypcarkuun maitno 6ynaam.

cCOMODO

Internet Security Premium

At Risk

x The virus signature

database is NOT up-to-
date Detected Threats Network Intrusions

Realtime Protection: Fixc It
Active DIt (-) Never Updated = 0

Game Mode Last Update Blocked Intrusions

o]

Update Virtua op View Quarantine Get Live Support

2.5 — pacM. JlacTypHUHT acocuii oifHacu
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Hactypuu sarmmam yayH Update OGanam TanimaHagu Ba 0Oa3aHu OKJIa0
OJITYHTA Ka/Iap KyTHII TaBCHUS ITUJIA/IH.
COMODO scn

L1

Threat(s) Found: 0

Task: Download signatures

Virus Database Update Downloading:

Threat Name

[] Turn off this computer if no threats are found at the end of the scan

Send To Background

2.6 — pacm. JlactypHu 0a3acuHU STHTHUJIAIT

TuzuMHM TeKmUpHI y9yH Scan OaHaura YTuUiIaad Ba KEPaKIM TEKITUPHIILI
TypH TaHJIaHAIH.

COMODO scn

Quick Scan Last Scan:
Scans commonly infected areas and memory. Mever

Full Scan Last Scan:
Scans all the files and folders in the computer, Never

Rating Scan

Scans commonly infected areas and memory in the
cloud for file reputation.

Last Scan:
Mever

Custom Scan
Scan files and folders or run custom scan profiles.

2.7 — pacM. TekmmpuII TypuHU TaHJIAI
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JIaCTypHUHI aCOCUM CO3JIAHMIUIAPMHYA aMajra OLINPHUII Y4yH, TACTYPHHUHT

acocuit onacuga ‘‘Tasks” OGanmu TannaHagu. by olfHama Oup kKaHya OaHmIap

MaBxya Oynu0O, ynap ymymuil cosnanunuiap - “General tasks”, Tapmokiapapo

skpaH coznmanmanapu — “Firewall Tasks”, canmbox cozmanmanapu —

“Sandbox

Tasks”, kenraiiTupunrad coznaamanap — “Advanced Tasks”. Xap 6up 6anmmap ¥3
HOMUTA XOC BazupanmapHu 6axapuO, ymoy aMaauid Uimuaa TapMOKJIapapo SKpaHHU

cosJal oOmiIaH AKUHAAH TaHUIITHIO YUKHJIadH.

COMODO

Internet Security Premium

Q

General Tasks

=

==

Scan

Scan your computer for viruses and
spyware.

Update

Run the updater to check for program and
virus database updates.

View Quarantine

View and manage threats quarantined by
virus scanner.

Firewall Tasks

Sandbox Tasks

Advanced Tasks

At Risk

View Logs

View a record of security events, activity
and alerts,

Get Live Support

Get live help from a certified COMODO
technician available round the clock.

View Connections

View applications which are connected to
the Internet.

2.8 — pacm. JlacTypHHUHT acocuil CO3JTaHMIILIAP OWHACH

Tapmokjiapapo sKpaHHU OOIIKAPUIITHUHT OMHACH KyWumaru OaHIjapiaH

nubopar:

cOoOMODO

Internet Security Premium

Q

General Tasks

Firewall Tasks

=1

=S|

Allow Application
Allow an application to connect to the
nternet.

Block Application

Block an application from accessing the
nternet.

Stealth Ports

Manage this PC's network visibility from
other PC's.

Sandbox Tasks

Advanced Tasks

At Risk

Manage Networks

Allow or block connections from other
computers in detected networks.

Stop Network Activity

Block all network activity to and from this
PC.

Open Advanced Settings
Access and configure various firewall
configuration options.

2.9 — pacm. Tapmokapiiapo 3KpaH Baszudamapu
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— Hurepner Tapmorura pyxcat Oepunran mwiosanap (Allow application);

— HurtepHer TapMoru opkKanu Oomikapuil dekjgaHraH wioaap (Block
Application);

— rtapmokuu oomkapuir (Manage Network);

— TapMmokuHu Kyndnad kyimm (Stop Network Activity);

— KOMITIBIOTEpHH TapMOKJa OOIIKa KOMIIbIOTEpJapra Typiau KYpUHHUIIAA
kypcatumr (Steals Ports);

— keHraitupunrad coznanunuiap (Open Advanced Settings).

Ymby caxudana oSHr MyxuM caHairaH OaHjjapnaH Oupu Oy —

KEeHralTupuiran 6aniapanp.

COMODO Advanced Settings

General Settings v
Firewall Settings
Security Settings ~

Antivirus W Enable Traffic Filtering (Recommended) Custom Ruleset

This option enables firewall which filters inbound and outbound traffic.
Defense+ v

Alert Settings
Firewall A
Do NOT show popup alerts Allow Requests ~

Firewall Settings X
Enable Trustconnect alerts Unsecured Wireless Netwaorks Qnly +

Application Rules
i Turn traffic animation effects on

Global Rules Create rules for safe applications

Rulesets [] Set alert frequency level
Network Zones [ Set new on-screen alert timeout ta secs
Portsets Advanced
Website Filtering [ Filter IPv6 traffic
File Rating hd Filter loopback traffic (e.g. 127.xxx 1)
[1 Block fragmented IP traffic
Do Protocol Analysis

[] Enable anti-ARP spoofing

OK Cancel

2.10 — pacm. Tapmoxkapapo 3KpaH oiHACH
Yumby olHana TapMOKJIapapo JKpaHHU CO3JIAUTHUHT KEHTI UMKOHUATIIApU
KeJTupuwiran Oynubd, Oy OaHa OpKaldu SHTM KOWJAJIApHU SpaTHI, Koujajiap
TYPYXHHH SIPATHIN, WIOBajlap YYyH KOWJAQJIap spaTull, BeO cadTiIapHU
buntepnam, daimapH Ha3opaTiIall Kabu OMp KaTop WIUIAPHU aMalira OIIUPHII
MYMKHH.

Tonmupuk
1. IOkopuaa KenTupwiraH MablyMOTIap acocuia TapMOKJIapapo 3KpaHHU
VpHATUHT Ba MabJyMOTJIap 0a3aCUHU SHTUJIAHT.
2. AHTUBUpYC CcO3JaHMaJlapuHUd YpHATHHT Ba aAHUTUBUPYC YYyH OaszaHu
SHTUJIAHT.
3. Typnu wnoBamapHu OJOKJANl OpPKAJXW HWIUIAMAETTaHWTa WIIOHY XOCHII
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KHJTUHT.

4. KeHrallTUpwIIraH CO3JIaHUII OWHAcWAaH (OMTaNaHWIraH XOJaa, TYpJU
KOMJ1aJIap sIpaTHHT Ba YJIAPHU UIIIJIAraHUTa UIOHY XOCHJI KHJTUHT.

5. TapMoxkiapapo SKpaH MIILIAll BaKTHIATH XOIUCAIapHU Kaix stranuHu Jlor
datinmgan QoiimanaHnd aHUKIAHT.

6. bapua HaTmKazapHU XHCOOOT/IA aKC STTUPHHT.

Ha3zopar caBoJuiapu

1. TapMoKkJ1apapo 3kpaHHU Ba3udacu.

2. [llaxcwii TapMOKJIapapo 3kpaH Bazudacu.

3. TapMokapapo sKpaH TypJapHu.

4. TapMokiapapo 3KpaHja sIHTM Koujanap spaTUILl.

dDoiigaiaHuIarad axadouériap

1. Stamp Mark. Information security: principles and practice. USA, 2011.

2. Peter Stavroulakis, Mark Stamp. Handbook of Information and
Communication Security. 2010.

3. l'anmes C.K., Kapumo M.M., TomeB K.A. Ax6opot xaBdcuzmuru. 2008.

3 — amagmii MmamrysaoT. TapmokJiapaa axo6opot xaBpcusauru (2 coar)

Numauar makcaam: SSL Ba [PSec TapMOK MPOTOKOJIIAPUHUHT TaxJIUIU Ba
yiapaaH QoigaiaHuIIl.

Cumcu3 TapMOK IPOTOKOJIIapuaa ax00poT XaBCHU3IUTUHN TabMUHJIALI.

Macananunar Kydmaummm: SSL mporokosutapuga XaB(GCHU3IUK TaXJIWIH
amaJira OIIMPHUIICHH.

Jloxan cumcu3 tapmorapaa (WI-FI poyrep) xaBdcusznuk coznaHMaaapuHu
amaJira OIIMPHUIICHH.

1-kuem
NiHu 6askapui y49yH HaMyHa
SSL  mapmox npomoxonu. Transport Layer Security (TLS) nmactna6
sapatunran Secure Sockets Layer (SSL) mpoTOKOTWHWHT AaBOMYMCH CcaHaHO,
KOMITBIOTEP TapMOFHAa ajoKa XaB()CU3IUTMHHU TabMUHIAII YYyH SpaTUITaH Ba
Oup Heuta KpunTorpaduK MPOTOKOUIAP Ba aNTOPUTMIIApPJAH TAIIKHJI TOITaH.
Yoy nporokonga X.509 ceprudukarunan doitgananuiran 6yand, TOMOHIApHU
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ayTeHTH(PUKAIHSIIAIIIA ACCUMETPHK i dpIrant aNropuTMIIApUIAH
dbolnananuIaIm.

X509 cepmugpuxamu. Kpunrtorpadusga X.509 craHmapTd OUMK KaIUTIA
uHdpary3unmanap (public key infrastructure (PKI)) Ba mmTuésra acocnanrax
oomkapum wuHOpary3uiManapu (Privilege Management Infrastructure (PMI))
Y4YH MYJDKaJUIAaHTaH.

Yoy X.509 v3 cepTupUKaTUHUHT Ty3YyJIUIIN KyHugarnya:

— Certificate;

— Version (Bepcus);

— Serial Number (cepuain pakamn);

— Algorithm ID (anroputm ID cn);

— Issuer (ceptudukar 6epyBUH TAIIKUIOT, IMUTEHT);

— Validity (aman Kuamn MyaiaTh);

— Not Before;

— Not After,

— Subject (cepTudukar oayBYH TAIKWIOT, HCTEMOITYH );

— Subject Public Key Info (ucremonyn ounK KaauT MabIyMOTH);

— Public Key Algorithm (ouuk xajauTt anropuT™n);

— Subject Public Key (ounk xanur);

— lIssuer Unique Identifier (optional) (sMHTEHTHUHT TaKpopJIAHMAC
UIEHTU(DUKATOPH);

— Subject Unique Identifier (optional) (WcTeMONYMHHHT TaKpoOpIaHMAC
UICHTU(DUKATOPH);

— Extensions (optional) (keHraiTupuaran IMKOHUSATIIAPH);

— Certificate Signature Algorithm (ceptuduxarna doitnamanuiran DPU
aJITOPUTMHU);

— Certificate Signature (cepTudukat KyHuIran UM30).

TLS/SSL  mpotokonuaa QoiiianaHuiran pakamiud CepTHPUKATIAPHU
ApaTyB4YM, YYMHYM HWITOHWIM TOMOH cH(}aTHIa KAaTHAINTAH TAIIKWJIOTIAPHUHT
2015 iun 6omuaaru KypcaTkuuu Kyiuaa kypcaruiras (3.1->xansan):

3.1-xanBain
Pakamiu ceptudukatiapHu SpaTyBUd TAIIKUIOTIIAP
Vpun Tamxkumnor DoiitanaHUIUIIN bosopaaru ynymm
1. Comodo 6.6% 33.6%
2. Symantec Group 6.5% 33.2%
3. Go Daddy Group 2.6% 13.2%
4. GlobalSign 2.2% 11.3%
5. DigiCert 0.6% 2.9%
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Xosupaa rokopumaa Hommapu kentupwirad SSL/TLS mpoTtokonBepcusmapu
amanga ¢oigaTaHUIMOKIA Ba KyHUJard kajaBajiaa yiaapHUHT web caxudanapaa
dbolnananuI KypcaTKuwiapy Ba yJIapHUHT XaB()CU3IUK XYCYCHUSTH KEJITUPUIITAH
(3.2-xanBaun).

3.2-xanBai
SSL/TLS mpoTOKOUTapHUHT XaBPCUBIUTH TaXJIHITH
Hpotokon YV eb caxupanapna XaB(cHU3NUK KYypcaTKUIn
BEPCHSICH KyJ1a0 KyBaTJIaHUIIIH
SSL 2.0 14.4% (—0.5%) XaBdcus amac
SSL 3.0 47.3% (—3.1%) XaBdcus amac
TLS 1.0 99.7% (£0.0%) Anroput™ Typura O0FIHNK
TLS 1.1 51.5% (+1.6%) AJNTOpUTM TypHra OOFIHK
TLS 1.2 54.5% (+1.8%) AATOpUTM TypHra OOFIHK

Ky#unarn, 3.1-pacmga SSL/TLS TapMOK MOpPOTOKOJMHHUHT  TapMOK
caTxJIapu/ia )KOWIAITYBU KEITUPHUJIITaH.

AMATHH CaTx, HTTP
..................'
- = Handshake
- |
» | IOKOpH mapaxami mpoToKon
n
SSL/TLS - Change Cipher Spec
|
| |
- TLS Kaiin é3yBH IPOTOKOIH -
n n
‘...........l....-.I
Application data
TpaHCNIOPT caTxH TCP
Awmanuit catx

3.1-pacm. SSL/TLS npoTtokonu

SSL/TLS carxuHuHT Kyiu Tamkwui 3TyBuH mnpotokoiu (TLS kaiin &3yBu
MIPOTOKOJM), AAcCTIA0KM MabIyMOTHH (parMeHT/Iapra aXpaTHIl, CO3JIaHHINITa
Kypa (parMeHT MabIyMOTHH CHUKHILI, CHKWITaH MabiymoTra yHUHr MAC
KUWMaTUHU KYLIUI, XOCHJ OYNraH MabiyMOT XKy(QTHHHM IIHdpram aaropurMu
épnamuna mmdpram Ba yHra TLS kaiin €3yBH capiaBXaCHMHM  KYIIHII
amasuiapuaad Xxocui oynanu (4.2-pacm).

FOxopu oapasicanu npomokon. YOy nporokon TLS kaiin €3yBu MPOTOKOTIN
yCTUJA >KoMamtupuiarad Oynub, y TYpTTa NPOTOKOJaH uoOopar. Xap Oup
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MIPOTOKOJ Y3WHUHT Maxcyc Basudacura sra 6ynuo, yinap aioxuna €Ku Oupraaukia
XaM (porganaHUIUIIT MYMKHH.

Handshake npomoxonu.Ymby npoTOokoJl Xap MKKHM TOMOHAA OUp-OUpUHU
ayTeHTHUKanusIan, QolJalaHuIaurad  KpUINTOTpaduK  aJrOPUTMIIAPHU
KEJIUIITUII Ba OOImIKa OOFJIAHUII MapaMeTIapWHH aJIMalluill WMKOHHHH Oepaju.
Ymly mpoTOKOJI KJIMEHT Ba CEpBEp Opacuaa alMallMHyBUd TYpTTa Xabapiap
MaxmMyacugan ubopar. Xap Oup xabapiap MaXMyacu alloXpaa TakeT OYiauo
1000pHIIa TN,

ChangeCipherSpec Protocol:ym0y mnpotokon acocuaa anoka KaHajH
XUMOSITIaHA/IH.

MabIyMOT > 1. Mabnymot pparmeHT!

2. Cuxum (yMymuit xonaa
doinananMaiiin)

3. Mabmymort mmdpran

[Mudpmata

4. CapnaBxa KYIIHIII

TLS xaiin &3yBu - [TudgpmarH
capIiaBXacH

3.2-pacm. TLS/SSL kaiin €3yBu MpOTOKOIN

Alert Protocol:ym0y xabap Oepuin TpOTOKOJIM, Oapya MPOTOKOJ
HaTIKaJapUHU YBJIOH Kuiuiiia ¢oinaaaHuiagm.
Application Data Protocol:ym0y npoTokosa wioBa caTXyjaaH MabIyMOTHH
0J1i0, yHU Max(duii KaHaJl OpKaIu F0OOPUIIIHU TAbMUHIIANTIH.
TLS xaiio é3yeu gpopmamu. Ymoy popmar yura mMaiijonnad udbopat 0yiauo,
YHUHT acoCHJa IOKOPH Japakaiu MpOoTOKoJ Kypwianu (3.6-xanBai).
— Byte 0:TLS kaiig €3yBu TypHu.
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— Bytes 1-2:TLS nportokoa Bepcusicu (major/minor).
— Bytes 3-4: kaiig &é3yBmmaru MablIyMOT Yy3yHJWUTH (V3HWJaH TaIllKapH).
Maxkcuman kuiimatu 16384 out éxu 16 Kour.

3.3-xaaBan
TLS xaiin €3yBu popMatu
TLS kaiin €3yBu Bepcusicu MabiiyMOT y3yHIUTH FOKOpH
TypH major minor (bits 15..8) (bits 7..0) Japakaiu
IIPOTOKOJI
TLS kaiin €3yBu Typu Kyiunaru 3.4-xaaBaija KEHITUPUITaH
3.4-xanBan
Hex Dec Typu
0x14 20 ChangeCipherSpec
0x15 21 Alert
0x16 22 Handshake
0x17 23 Application
0x18 24 Heartbeat
[TpoTokon Bepcusicu dca 3.5-)kaiBanaa KEITUPWIHO YTUITaH.
3.5-xanBan
Hex Dec IIporokon
BEpPCHACH
0x0300 3,0 SSL 3.0
0x0301 31 TLS 1.0
0x0302 3,2 TLS 1.1
0x0303 3,3 TLS1.2

Handshake npomokon ¢hopmamu.Y1mby nporokon TLSnpoTokonmaa acocuit

poTOoKOJUIapAa Oupu caHanu6O, Oy TPOTOKOI OPKaJIU XaB()CUIIHUK MapameTpliapu
y3aTtuiaaan. Yoy mpoTOKOJI OpKaiu YyHOUp Typaaru xabap y3aTHiIallld MyMKHH

(3.6-xanBan).

Handshake mpoToxon popmaru

3.6-xanBan

Byte +0

Byte +1

Byte +2

Byte +3

Xabap Typu

Handshake mabnymoTn y3yHnuru

(bits 23..16)

| (bits 15..8) |

(bits 7..0)
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Handshake mabmymorn

Handshake maviymomu ysynnueu.YmoOy malon y3yHnuru 3 6ailt 0ynuo,
dakar Handshake MabaymMOoTH y3yHIWTHHH OWITUpaau, capiaBXaHU Y3 HUWTA
onvaran xoiaa. burra TLS é&summacuna 6up Heuta Handshake mabmymoTtun
oymumm mymkuH. Handshake mpoTtokonmpa xabap Typu Kyhujgaruda OYIuiim
MYMKUH (3.7-%aaBan).

3.7-xanBai
Handshake nporokonuaa xabap typu
Xabap Typu

Dec Hex Tacuud
0 0x00 HelloRequest
1 0x01 ClientHello
2 0x02 ServerHello
4 0x04 NewSessionTicke
11 0x0b Certificate
12 0x0c ServerKeyExchange
13 0x0d CertificateRequest
14 0x0e ServerHelloDone
15 OxOf CertificateVerify
16 0x10 ClientKeyExchange
20 0x14 Finished

ChangeCipherSpec npomoxon gpopmamu.Y1uly npoTokoa Outra xabapaaH
nbopar OYynub, makeTHUHT mudpraanranauruau Oowinupaau. TLS mporokomnu
Ooytyn TLS kaiig €3yBu MabIyMOTHHU UHKANCYLUSIIAWIH.

Alert npomoxonu.Handshaking Ba application Typuaaru mnpoTOKOT ¥3
UIIMHA HOpMaJl XoJlaTAa TyrarMaran Xojiga Alert mpotokonu opkaiu xabap
oepunamu. Illynra xkapamacman, ymoOy xabap Xap Owp Typiaru MpOTOKOJ OuiaH
Ooupranmukaa obopwianu. Arap ymoOy xabap mawiaymotu “fatal error” 6ymca, y
XOJ1/1a ceccusl 3yANuK Oumiian énuiaau. Arap xabap MabiIyMoTH “‘warning” 6yica, y
xonga macodanmaru (QoiinamaHyBYM Tajabura Kypa CECCUSHM TYyTaTHIl EKd

TyrarMacJIMK TaHJaHa/Iu.

Hapaxa Tacuud

3.3-pacm. Alert mpotokoau dhopmatu
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Hapaoica. YOy maiinon Alert Hu mapaxacunu kypcaranu. FOkopuma a6
VTunranuaek, ukku typaara Alert maxyn (3.8-xanBain).

3.8-xxanBan
Koan Japa:ka Typu Boraanum xouaTu
1 warning Bbornanum éku xaBcusnuk y3rapyBuaH OYIUIIN MyMKHH.
2 fatal Bornanum €xku xaBPCU3IMK XaB(IM OYIUIIM MYMKHH, TUKIHO
OyMac XaToJHK 103 OepraH.

Arap >xapa€H HOpMaJl XOJaTJa Y3 WIIMHU TyraTraH TakIupja Xam, Oupop
Oup napaxka Typu Katapwianu. XKapaHHUHT KaHJall TyraraHjiurd 3ca TacHUQ
acocuna anuk;Tanaau. Kyitnaa racaud sxkanBanu kentupuiras (3.9-xampai).

3.9-xanBan
Kapaén racaudu
Koan Tacuud Hapaika Koan Tacuud Japa:xa
0 Close notify warning/fatal 49 Access denied fatal
10 Unexpected message fatal 50 Decode error fatal
20 Bad record MAC fatal 51 Decrypt error warning/fatal
21 Decryption failed fatal 60 Export fatal
restriction
22 Record overflow fatal 70 Protc_;col Fatal
version
30 Decorr]pressmn fatal 71 Insufflc;lent Fatal
failure security
40 Handshake failure fatal 80 Internal error Fatal
41 No certificate warning/fatal 90 User canceled fatal
42 Bad certificate warning/fatal 100 NO. . warning
renegotiation
43 Unsu!o ported warning/fatal 110 Unsuppqrted warning
certificate extension
44 Certificate revoked warning/fatal 111 Certlf_lcate warning
unobtainable
45 Certificate expired warning/fatal 112 Unrenc:ng]glzed warning/fatal
46 Certificate unknown | warning/fatal 113 Bad certificate Fatal
status response
47 Illegal parameter fatal 114 Bad certificate Fatal
hash value
Unknown CA ildJennlf[ri]t(;/V\(lSszg I|<n
48 (guirr::)frliiat)e fatal 115 TLS-PSK and Fatal
y TLS-SRP)
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ApplicationData npomoxoau.Ymly MTpOTOKOJI MabIyMOTHH mudpiaad
KYHATYBUM MPOTOKOJ caHaiuO, MabiayMoT Ba YHUHT MAC kuiimatu Oupraiukia
mndpianud dopunaau (3.4-pacm).

Masbaymor MAC kuiimatu

3.4-pacm. ApplicationData npoTokomu

Ha3zopar caBosiapu
X.509 ceprudukaru.
SSL mpoTokoau Tapuxu.
SSL npoTtokonuaa XaBQCU3IUK yCYIUIapH.
SSL mporokonuaa yprara TypraH ojilaM TaxIU/IH.

B whE

2-KHCM
Nau 0askapuil y4yH HaMyHa

CuMcH3 TapMOKJIap oJlamyiapra CHMIIM yJIaHUIICH3 Y3apo OOFIaHUIILIapUTra
UMKOH Oepamu. By CHWIDKWIN SPKUHIMTHHH Ba Yi, IIaxap KACMJIapuaard EKu
OyHEHUHT OJUC Oypdyakiapujard wioBajmapjaH (oijgamaHUIl HMKOHHHU
tapMUHIaH M. CUMCHU3 TapMOKJIap oJamjapra Yy3japura KyJaik Ba XoXJaraH
KoWmapujaa DSJIEKTPOH TMOouTaHW ojunuiapura €ku Web-caxudanapan Ky3maH
KEeUMpHIIIapUra UMKOH Oepaju.

CuMcH3 TapMOKJIApHUHT TYPJIM XWUIAPH MAaBXKYA, aMMO YJIAPHHHT DHT
MYXUM XYCYCHUSTH OOFJAHHWIIHUHT KOMIIBIOTED KypHJIMaJapu opacuja amaira
omupwiumuaap. KommpioTep KypuiaMmalapura MaxcHid pakamid EpaaMyuiap
(Personal digital assistance, PDA), HoyrOykmnap, miaxcuii KoMmbIOTEpIap,
cepBepiap Ba MpUHTEpiap Taautykiau. Omataa ysui TeiedOoHIapHH KOMITBIOTEp
KypuiIMajaapu KaToOpUra KUPHTUIIMAWIN, aMMO SHT SIHTH Tele(OHIap Ba XaTTo
HAYITHUKIIAp MabIyM XHCOOJIAIl MMKOHUSTIIApUTa Ba TAPMOK aJanTepiiapura ora.
SIKuH opaja AMEKTPOH KypUIMATapHUHT aKCapUATH CUMCU3 TapMOKJIapra yJaHHIIl
UMKOHUSTHHHU TAbMUHIIAW TN,

Bornanum tapMUHIAHAIUTaH (UMK XyOyd yiadamiapura OOFJIHMK XOJAa
CHUMCH3 TAPMOKJIAPHUHT KyWHaru KaTeropusuiapy (papKiaHaim:

— cumcus maxcuit Tapmok (Wireless personal-area network, PAN);
— cumMcu3 jJokai TapMok (Wireless local-area network, LAN);
— cuMcu3 pernonain Tapmok (Wireless metropolitan-area network, MAN):




— cumMmcu3 Tito6an Tapmok (Wireless Wide-area network, WAN).
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3.9-xkanBan
Cumcu3 TapMOK ycysuiapu
Tapmok Typu | Tabcup goupacu Amaiaa Masxya Kyanannm
doiinana CTaHJapTJIap coxacu
HHJIU LA
axcuii dolinananyBUHIaH S"pTaqa Bluetooth,IEEE Tawmku
cUMCH3 6eBocHTa 802.15,IRDA KypuimMaiap
TapMoKJIap SIKMHJTHK 1A Ka0eyuapu HUHT
ypHUIA
Jlokana cumcus bunonap €xu Oxopu IEEE 802.11, Cumn
TapMoOKJ1ap oducnap opacuaa Wi-Fi Ba TapMOKJIapHU
HiperLAN MOOHII KEHT'alTH
pHIII
Peruonan [Taxapnap Oxopu IEEE 802.16, Ba bunomnap Ba
CHMCH3 opacuja WIMAX KOpXOHaJIap Ba
TapMOKJIap Internet opacuna
OesruaHran
CHUMCH3
OOFIIaHUIII
I'1o6ana cumcus bytyH nyné ITacT CDPD, 2G, bytyn nyné
TapMoOKJIap oyiinya 2.5G, 3G, 4G Oyiinua
WHTEPHETIaH
doitnananumga

WI-FI Texnosiorusicuaa ¢goigajaHuiran Kpunrorpaguk npoToxosiap

Cumcus

JIOKall

TapMOKJIapia

dholianuaran

Kyinaaru kpunrorpaduk npoTokosuiapaaH GonianaHuiIraH:
— Wired Equivalent Privacy (WEP);

—  Wi-Fi Protected Access (WPA) Ba yHUHT MKKHHYH BapHAHTH.

WI-Fltexnonorusicuna

Wired Equivalent Privacy (WEP) xaBdcusnuk anroputmu I[EEE 802.11
cuMmcu3 Tapmokiapu yuyH (oiigananwm0b, IEEE 802.11 cranmaptu 1999 #iun

CeHTAOp oinmakadya KuiuHraH OYyiamO, cuMcu3 TapMoKJapaa (wireless

LAN)

MabIyMOTHU OYTYHJIUTMHHM, ayTeHTHU(PUKALWS Ba TYIUKIUTHMHU TabMUHIAIIIA

dbolnananunagu.
Yoy nporokonan 10 €ku 26 Ta YH OJTWIMK THU3UMAATH KaJUTIaH

doiinananunaan, Ba Oy KaauT gacT™iad poyTepHH cosnamjga GoigaTuHuITaH

napoJd owsian oup xun Oyianu.

Yoy

MPOTOKOJIIa

dbolnananuaraH:

— AyreHTudukanusian,

KyWuaaru

xaB(hcu3 K

aMauETIIApUIaH
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— MabiymMoTHH OYTYHIUTHHU TabMHUHJIAII,
— Masbaymot MaxduillariHu TabMHUHJIALL.
WEP o0a aymenmugurayusanaw.Yuby TpOTOKONAA HUKKA TypJaru
ayTeHTUPUKanusamaad GpoiianaHuIaam.
— Open System authentication;
— Shared Key authentication.
bupunun ycynna ayTeHTH(UKaAIMsIIAl amaira OIIMPWIMai HXTHEPUN
doiinananyBun cepBepra Oornanumy MymMKkuH. Mabanymor WEP kanutu acocuna
mdpianaau. DoinananyBun cepBepra OOFJaHAIIM yUYyH KIMEHT TYFpU KaJluTra
ara OYJIUIIN Kepak.
Shared Key acocuna ayrentudukanusiiam ycyiu 3.5 - pacMia KeITUPUITaH
6316, 3.5 — pacMza ymoy ayTeHTU(GUKALMSAHA CHHANPHUIIL YCyJIH KENTUpHIran.

C = Nonce

STA ; o

IV, R = RC4(key || IV, C)

A

I
Ll

5.1 — pacm. Shared Key ayrenTuduxanusnanm ycynu

STA g . AN T S

IV1, R1 = RC4(key || IV1, Nonce1)

-
i

Evil STA . . S T

V1, R2 = R1 xor C1 xor C2

|

3.5 — pacMm. Shared Key ayrenTudukaius yCcymMHl CHHANPHUII

R2=R1 XOR C1 XOR C2 = (keystream(key || V1) XOR C1) XOR C1 XOR C2 =
keystream(key || IV1) XOR (C1 XOR C1) XOR C2 = keystream(key || IV1) XOR
C2 = KoOHUKapJIH KaBoO.

Maviymom maxguiinacunu  mavmunnaw. WEP  TIpoTOKOIM  MKKM — XWII
Y3YHJIMKIATu Kanutiaapjaan doigananrannmuru cabadmu, ymnap moc xonaa WEP-40
WEP-104 ne6 aranagun. WEP-40Bapuantuga 40 6utium (10 Ta yH onTriavk 6enrn)

! Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim. Wireless Network Security:Vulnerabilities,
Threats and Countermeasures.
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KanmutaaH doinanann6b, 24 Ooutnu Oonurtanrud Bektopaad (IV) doitnananunanm.
WEP-104Bapuantuna 104 Outom (26 Ta YH ONTUIMK O€lIrv) KaJlWuTIaH
doitnananu0, 24 outnu O6ouutanruy Bekropaan donnananmnanu. udpram RC4
aJICOPUTMH acocuaa amasra omupuiann (3.6-pacm).
WNxxunun ycynga WEP mporokonuna ayreHTHGUKALMAIANI YIyH OJJIHNA
CaBOJI-KaBOO TH3UMUIAH doimananunrad. JKapa€H KkeTMa-KeTJIMTH KyHuaarnya;
1. Knuent ceppepra (OomkapyB HyKTacura) ayTeHTH(UKALUIAIl CYPOBUHU
1000paIy.
2. Cepsep ¢oitnananyBuura tacoguduil coHHu ooopaau(r, 128 ournan karra
oynran) .
3. ®doigananyBYd ym0y COHHM YMYMHUH KaiHUT (OOIIKApyB HYKTACH IMAPOJIH)
omnan mudpirad rooopamn (ex(r)).
4. lludppmaTHHU OYMII HATHKAcUTa Kapad, ayTeHTHU(UKALMUIAIIIAH YTUIaIn
€K UVYK.
Mavaymomnu o6ymynaueunu mavmunuarau. WEP mpoTokosvga MabIiyMOT
oyrynnuruau tTabMuniamaa CRC-32 ¢ynkumsacunan domaanaHuiaim.
WEP npomokon 3augpruxnapu. Yumby mnpotokon amanga ¢oilgarTHuIn
Japakacu macauimra Kyiuaaru 3auimkiapy OpKaiy Keaud YMKKaH XYKymiiap
caba6um Gymran.!

ICV

iV I~ ——D
[Hudpnam

» 1V [MndhomaTa

v R oo ——D
Hemmdpam

ICV
3.56-pacMm. WEP npoTokonuaa mudparn

! Min-kyu Choi, Rosslin John Robles, Chang-hwa Hong, Tai-hoon Kim. Wireless Network Security:Vulnerabilities,
Threats and Countermeasures.
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by epna: IV — 6omnanruy Bektop, ICV — MmabnymoTHuar CRC kuiimaTi.

1. Cepgep (6omkapys HYKTacura) dolananyBUYNHU
ayTeHTUPUKaLMsIIaMai .

2. ludpnamna Ba ayreHTUGUKanUAIANIa OUTTa KaTUTAaH (OoiaTaHUIaIH.
AyTenTuduKaIusiIamn jaBoMuIa CECCUs KaauTuaaH GoiTaaaHuIMaiIn.
[IpoTokon xabapHu Takpopiaml Xy KyMUJaH XUMOsIJIAaHMAaraH.
Oorigananniran [Vkaiita Goiigananunaay Ba KHAMaTH Xyay XaM KHYHUK:

24 out y3yHnuK, 16.777.216 MyMKuH OYJIraH KaJauTiap.
Kapwuitn6 17 munnuon xabapaan cyur |VTakpopianaau.
Aran tuzum 11 Mbps te3nuknan ¢dorigananca, cekynaura 700 Ta maker

O N Oh W

1000panu Ba 6up [V kuitmaTi Kapuitnd 7 coat yqayH eTapiu Oyiaau.

9. Opatna 6apua Kypunmanapaa |Veomgan 6onutanay.

10. bas3u 3amd xamuTmapmaH doumamanum  opkanu RC4  tacommduit
caHaJMaraH KaJIUTJIapHU UILIa0 YuKapaau.

11. FOxkopugaru cababra kypa, amamnma RC4 opkanum Xocuia KWIMHTaH
KUIUTHUHT 1acTiiabku 256 6aittu onmmamaitu. Ammo WEP Oynnaii smac.

KOxopuna kentupuiran cababnapra kypa, amamga WEP mporokonuman
dboianaHuI TaBCUs YTHIIMaNIN.

WPA npomoxoau. 2003 iwmnma Wi-Fi AllianceWEP nportokomun Wi-Fi
Protected Access (WPA) Owian anmamTupiraHud 3b0H Kuiaau. 2004 iiunna
WPA Ba WPA2 nportokonunu y3 wumra osraH 802.111 cranmaptu wumwiad
yuKuaAn. Yoy unuiad yukwiran npotokoiiap WEP mporokonmra xaparanma
xaBpcm3aup. Kypunmanap ymOy mnpoTokoimapaaH ¢oimanaHuIl ydyH yJIapHU
anmapar TOMOH/IaH STHTUJIAII MapT.

WPA npotoxonmu WEP mnportokonuna maBxyn 3audiaukiapHu Oaprapad
TUII y4yH HHUiad uyukwiran Oynuo0, yHaa Temporal Key Integrity Protocol
(TKIP) mpotokonunan doigananunagu. WEP nporokonuna 40 outnu €éku 104
outim xkanutiapaaH ¢oipananunradn 6yinca, WPA nporokonuga xap Oup maker
YU9YH aJOoXyJla XOCHUJI KWJIMHTaH KajauTiaapaad dornananunaad. WEP nporokonu
3aud ned TONMWIraHJaH CYHT, BaKTUHYAJIMK KypWIMAJIApHU SHTUIAIITA Kajap
dbolimananum  y9yH Oapmonui  TmpoTokon  kepak aau.  TKIPmporokomu
WEPnporokonu acocuaa Kypuwiran 6yian6, WEP npoTtokonu Kypuiamanapu yuyyH
MOCAHUD.

Mavaymomuu  OymyHaueunu — TabMHUHIAIL — alropuTMiapu  cudaruia
dorinananunran CRC tusumnapu ypuura nsca “Michael” ne6 HommanyBum
MabIYMOTHU OYTYHJIWTHHU TEKYIIUPYBYH anroputMmaaH (origamanmiran. MAC
TU3UMJIApY FOKOPHJArd WKKA THU3WMJIApra Kaparanjga OapJOoluid caHajicaja,
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KyprwiIMalapaaH IOKOPH UMKOHUSATIapHU Tanad stamu. “Michael” tuzumu MAC
Kaparanga Te3kop Ba CRC maBxy kaMumIMKIIapHu y3uaa 6aprapad »TraH.

Aymenmugpuxayusnaw. WPAmnpotokonuaa 802.1X ayTreHTH(HUKaIUsIAIT
MoieuIaH (o IaTaHIaIH.

2 AyTeHTHOHEAITHA
AYTeHTH)HKATTHANOBYH RADIUS /Diameter  CEPBEPH

LANHHHT KOITaH
TAMIKHT 3TYBYHCH

3.7-pacm. 802.1X ayreHTU(PUKALIMSATIAIT MOJIETH

Mavaymom  maxguiinueu. TKIP  npotokonuaa mmdpiam — alropuTMu
cupatuga RC4 oxumnu mudpnam anroput™muaan  Qoitgananwiradn. TKIP
POTOKONIKAA (POMJANaHIIITaH KaIUTIap MaXXMyacu Kyiuaarumiap.

WPA npokrokonuaa doitgaliaHuIrad KaauTiap

QDolifananyBuu ayTeHTU(PUKAIMSIIaHATH.

Aytentudukanus cepsepu “Masterkey” Hu XOCHIT KUJIAIH.

“Master key” o6unan “Key Encryption Keys”map mmdpaanaim.

“Key Encryption Keys” 6unan “Temporal key’mudpnanamu.

“Temporal key” goligananyBun MabIyMOTHHH UG pIIaIia UILTATHIATH.

“Temporal key” kamutnap TymjaamMu HMKKH Kanutaad, ynap 128-Outiu
mdpiiam kanuty Ba 64-6utiu Michael dbyHkumsicn kanuTuaan nudopar.

Mavaymomnu  wugprawoa RC4 oxkumin mudpram — anropuTMHIaH
doitnananunran 6ynu6, WEP mnpotokonuaan dapkiu paBuiiga xap OuUp Haker
yUyH alloXyja TaKpopiaHMac KanuTiapaad Qongananaim.

WPA2 npomoxonu |EEE 802.11i-2004 éxu 802.111 cranmapTuma acocujia
unuiad yukmwirad Ba WEP, WPA (TKIP) npotokonuman tamoman (apk Kuiaau.
Ymly npoTOKON HIUIAIKM yYyH SHTUJAH M0 YUKWITaH KypuiMa acocuja
unuaiau. Yoy nporokonHudr 1Yk Homu CCMP (Counter Mode with Cipher
Block Chaining Message Authentication Code Protocol) ne6 HomamuuuO, yHma
onoxknu mm@pnam anroputMu caHaiaran AES-128 mmdpnam  anroputmugaH

dbolnananunagm.
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YOy nportokonaudr TKIP nmporokomupman acocuii ¢apku, 48-6utaun PN

(Packet Number) maitnonun ¢oiigananuiran 0Yiaud, YHHHT acOCHM Makcaau Xap

Oup MakeT y4yyH ajoxuja XUcoOIaHuO, MaKeTHU KaiTa 1000pHUIll Xy>KyMuUra Kapiiu

dbolnananuIaIm.

WI-FI cumcu3 anoka TapMoKJIapu ycyJuiapy TaxXJIdiau

Xycycusar Cratux WEP JAuHaMuK WPA WPA 2
WEP
Hnentupuxkanusaam | Goinnananysun | Goiigananysun | OoijnananyBun | QoljanaHyBuu
, KOMITBIOTEp , KOMIIBIOTEP , KOMITBIOTEp , KOMITBIOTEP
AyTeHTHQUKAIMAIA | YMYMUI KaluT EAP EAP éku EAP &xu
1 YMYMHUH KAIUT | YMyYMUH KQJIUAT
Byrynank CRC-32 CRC-32 64-6utiiu MIC | CBC  pexumu
acocuna MIC
Max duiiank Craruk kanmut | Ceccus kamutu | TKIP acocuna | CCMP (AES)
KaJIUT
Kamutaapuu bup Pair-wise PMK PMK
TAKCUMJIAII TOMOHJIaMa Master Key
(PMK)

Bouianfuy BeKTOp 24-6ut 24-6ut 56-0uT 48-6ut (PN)
AJITOPHTM RC4 RC4 RC4 AES
Kajur y3ynauru 64/128 64/128 128 128, 192, 256
Tanad aTunaguran UyK RADIUS RADIUS RADIUS

CTPYKTYpa
Ha3sopar caBoJsiapu
1. Cumcu3s TapMOK TypJiapH.
2. WEP nporokonu Ba yH1a MaBKyJl 3au(QIIMKIIap.
3. WI —FI crannaptuia xaBQCU3IUK co3aHMaIapUHUA YPHATHIIL
4. WEP nporokonuna doigananuirad Kpuntorpaguk aaroputmiap.

DoigaJaHWITAH a1a0uéTiap
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Wireless Network Security:Vulnerabilities, Threats and Countermeasures.
School of Multimedia, Hannam University, Daejeon, Korea. International
Journal of Multimedia and Ubiquitous Engineering Vol. 3, No. 3, July,
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4 — amanuii mamryaot. Jlactypuid maxcyaotraap xaBpceusauru. Jdacrypuii
MaxcyJoTiaapaa MaBxkya 3auduukiaap. (2 coar)

Nmpan makcaa: 3apapkyHaHJa JacTypuil BOCHUTAIAPHUHT TaXJIWJIUHU
amaJira OLIWPHIL.

MacananuHr Kydwimmu: bepwiran 3apapkyHaHaa —JacTypJiapHU
TaxJIMJUIAINI BOCUTAJIAPY aCOCUIA TaXJIWJI STHHT.

Ninu 6akapui y4yyH HaMyHa

3apapkyHaHJa JaCTypuid BOCHUTAJapHHM TaXJIMJI dTraHaa ojaTia CTaTHK Ba
JTUHAMUK TaxXJIMUIAIT YCyJUIapuaad KeHT (oi1aTaHuIa Iu.

Xap Oup TaxjwiUiam y3 HaBOaTHAa cojja Ba Mypakkad Taxjuiialuiapra
OYMHa M.

Comna craruk Taxjamia Bocutajgapu. Amannga 3] CTaTUCTUK TaXJIAI
YyTKa3uiia yaap Oup HeuTa aHTUBUPYC BOCHTAJIApU €pAamMuja TEKIIUPUIaJAA Ba
ylIapJaH OJMHIaH HaTWXanap TaxXJauwi STuiaav. YmolOy Bazudanu Oaxapuiijga
http://www.virustotal.com/ ommaiin 3]1 TaxIMJid BOCUTACH KEHT (hOMaaiaHUIIa Iu.
Ymby onmaiiH Taxjgwuiaimn BocuTacu Hadakat 3] Oup HeuTra aHTUBHPYC
BOCHTalapu ¢EpaaMua TeCcTiaiau, Oajaku yJIapHUHT JacTypud TOMOHJAH
Ty3yJIMIIMHY Ba yIap XaKua KyIIMM4ua MabayMoTiaapau oepamu (4.1 -pacm).?

—

> total

WirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of wiruses, worms, trojans, and all kinds of malware.

[ File @ URL Q Search

Lak0-01 .l Choose File
Maximurn file size: 128MB

By clicking "Scan it you consent to our Terms of Service and allow YirusTotal to
share this file with the security community. See our Privacy Policy for details.

4.1 -pacm. http://www.VirusTotal.com/oitnacu

3/ napoan “kamopnapnu (strings)” anuknaw. Xap Oup gacTypuil BocuTa
SApAaTWIKIIKA MabJIyM KeTMa-KeTMaJIMKIaH uOopaT OYyiraH MaTH IIaKIUAarud
MabiaymMoTiapjaan Qoupananmwiaau. Macaman, “GDI32.DLL”, “99.124.22.17,

! Michael Sikorski, Andrew Honig. Practical malware analysis. 10 — c.
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“Mail system DLL is invalid.!Send Mail failed to send message” Ba xak. Anbarra,
ApaTWIraH JacTypud BocuTajap skyHuaa ymap .exe, .dll ¢aitn maxmiapuna
acceMmOnananu. bomika cy3 Owrad aitranma, Oy keHraWtmamaru Qaituiap yH
ontwink  (hex)canoxk cucremacumaa wudonmananagn (0x42, 0x41, 0x44->
BAD).benrunapan 16 nuk canok tusumura ytkasumiga omarna ASCII (8-Out)sa
Unicode  (16-Out)komam  cTaHmapTiapujaaH  QoWJalaHWiIajan.  YIIOy
CTaHaapTiapaa xap Owp kenran Oenrmiap kerMma-keriauru oxupu 0x00 Owuman
Tyraiuau. byHUHT MaHOCH 3Ca CYy3HUHT TYT'yTaHJINTUHY AHTJIATaIH.

Xo3upja acceMmMpiiaHraH (QaiutapjaH KaTopjapHH Tomuiaa ‘‘strings”
nactypunan  (https://technet.microsoft.com/en-us/sysinternals/bb897439)  kenr
doitnananunaan. Kyiinpa accemprnanran (aiimapiaH  TOMWITaH —KaTopiap
KEJITUPHIITaH.

C:>strings bpé6.ex_
VP3

Vi3

tH@

D$a

99.124.22.1 @

e-@

GetlLayout &
GDIz2z.DLL &
SetLayout &

M}C

Mail system DLL is inwvalid. !Send Mail failed to send message. @&

4.2-pacm. Strings gactypuja TaxjIrinIan

Coana nuHaMuK TaxJmia BocuTajgapu. Process Monitor (PM) nmactypu
Windows OT yuyH MyJDKaJJlaHTaH, KEHTaWTUPWIITaH Ky3aTHII BOCHUTacH OYinoO,
MaBXyJl pErucTtopiapHu, (aill TU3UMIAPUHMU, TAPMOK, >KapaéH Ba XapakaT
oxumuapuri (thread activity)xysartum uMKoHUATHHA Oepagm.’

by nmactypuii BocuTa OpKaJM XOJUCAIAp KETMAa-KETIWTMHHU, BAKTHHU,
*Kapa€Hiap HOMHMHH, >Kapa€H amajira OmMpaéTraH aMajiHu, XOJHuca 103 OepraH
MaH3WJIHU Ba XOAMCa HATWXKAaCUHU OMJIMIII MyMKUH.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 43 —c.
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v 4
Fle Edt Event Fiter Tooks Options Help

FHl ARE A § A5 ZBAaE

ocess Name  Operation Palh Resut Detai -
MRRegOpenkey  HKLMSECURITY\Polcy SUCCESS Desied Access: ReadWite
#RAecOpenkey  HKLMSECURITYAPaicASecD: SUCCESS Desied Access Resd
BRReglueale HKLMSECURITYAPolioASecDe: v\\()dmln BUFFER OVERFLOW Lengih 12
#RRecCosekey  HKLMASECURITY\Paic\SecDes SUCLESS
B arerkey  HKMSECURITAPdioASecDesc SUCCESS Desired Access Read
HKLMASECURIT SUCCESS Type: REG_NONE, Length 180, Datx 01 00 04 805800 00 00 A200 000000 001
#RRecCiosekey  HKLMSECURITYPaicy\SecDesc SUCCESS
#RegCiosekey  HKLM\SECURITYPolcy SUCCESS
#Reglpenkey  HKLM\SECURITYAPoicy SUCCESS Desied Access: Resd/Wite
Reslpenkey  HKIMSECURITYAPocAS SUCCESS Desied Access: Resd
X Recluey/oue mmsccummmms‘xn \meuu BUFFER OVERFLOW Length 12
#RecCosekey  HKLMASECURITY\Palicy\SecDes UCCESS
B perkey  HKUMSECURITPdioASecDen SUCCESS Desited Access
HKLM\SECURITY SUCCESS Type: REG.! et Lensth 160, Dt 01 00048058 00 000045 0000 0000 001
s #RRecClosekey  HKLM\SECURITY\Paiicj\SecDesc SUCCESS
913075064298 = RegCiosekey  HKMSECURITY\Poicy SUCCESS
912075070545 = Reglpenkey  HKIM\SECURITY\Policy SUCCESS Desied Access: ReadAWite
312075070760 = #RecOpenkey  HKIMSECURITYPoicy\SecDesc SUCCESS Desied Access Resd
91307.5070%63 = HKLM\SECURIT BUFFER OVERFLOW Length 12
912075071428 = BRAeoCosekey  HKLMSECURITYAPoicy\SecDesc ICCESS
319075071537 = #RRecDpenkey  HKLMSECURITY\Paicy\SecDese SUCCESS Desited Access Resd
912075071729 = HKLMASECURIT SUCCESS Type: REG_NONE, Length 180, Data: 01 00 04 80 5800 00 00 A2 00 000000 001
919075072222 = #RRecCiocekey  HKLMSECURITPoic\Seces SUCCESS
912075075110 = #RAecCosekey  HKLM\SECURITY\Poicy SUCCESS
912075002563 = Reglpenkey  HKLM\SECURITYAPolcy SUCCESS Desied.
913075062784 | FRegOpenkey  HKLM\SECURITY\Poic\SecDesc UCCESS Desied
913075083167 | #Resluerwale HKMSECURITY\PoicASecDesc\Defoul) BUFFER OVERFLOW Lengitc
91207.5083770 = RegCloseKey  HKLM\SECURITY\Paicy\S: UCCESS
219075083384 =] RegOpenkey  HKLM\SECURITY\Picy\Sy SUCCESS Desited Access Read
912075084077 = ReglueniVae HKLM\SECURITIAPoic\S SUCCESS Type: REG_NONE, Length 180, Dat: 01 00 04 03800 00 00 A2 00 00 0000 00
91207504373 = #RegCiocekey  HKLMSECURITY\Poicy\Sec SUCCESS
91207508783 = #RRegCiosekey  HKLM\SECURITY\Poicy SUCCESS
912075090638 = #Reglpenkey  HKLM\SECURITY\Poicy SUCCESS Duuch«e» ﬂmfwn
913075090908 = ERespenkey  HKMSECURITY\PolcySecDesc SUCCESS 53R
91307.5091089 = Y BUFFER OVERFLOW
313075091402 = SUCCESS
912075091500 = SUCCESS
213075091 B mVabe. HKMSECURITAPdoASecDesc\Delo) SUCCESS
213075082165 = #RegCiosekey  HKLM\SECURITY\Poicy\SecDesc SUCCESS
21907.5230075 Teass eve #RAecCiosekey  HKLM\SECURITYAPaiicy SUCCESS v
) >

Showing 18 561 of 81 782 events (22%) Backed by vrtusl memery

4.3-pacMm. ProcMon gactypu KYypUHHUIITH

Yumby pactypaan Qoiimananran  xosjga Oapua xapa€HIapHU Ky3aTHII
Mypakkab, SBHH XoAucalap XyJda XaM Kym Ba yjap HWYHMIAH KEpaKIHNCHHU
aHUKIam MymKya. Kepakian MabiyMOTIapHH aXpaThO OJHII Y4YyH YIapHH
¢buntepnam amanra omupwiaad. by amanau Process Monitor nactypuna amanra
omupuin yuyHn “Filter DFilter” 6anaura yTHIAIH.

W Process Monitor Filter

Display entries matching these conditions:

farchiecre — JERIA ] ] then [Include (v

Column Relation Value Action > ‘
] O Process .. is Smss.exe Include ‘5
is exe Exclude
i Exclude
is Exclude
3 is Sy Exclude
[[] &3 Operation  begins with IF.F MJ_ Exclude [a

i OK l [ Cancel ]

4.4-pacm. OUIBTp MEHIOCH

Process Explorer époamuoa »yncapaéunapuu Kyzamuwi. YOy nacTypuit
Bocuta Windows TOMOHMJIaH WIIa0 YUKWITaH OYIuO, MMHAMUK Tax IHUIAIIIa
KEHI KyJUITaHWIaau. by gacTypuil BOCMTa OpKaldu akTHUB >KapaCHiap pyuXaTUHH,
xapa€Hnap opkanu roknaHrad DLL  Qaiinnap pyiixatunu, >xapaéHiaapHUHT
XYCYCUATIAPUHN Ba TH3UM XaKHJIa YMYMHH MabJIyMOTJIAPHU OJIUII MYMKHH.
byHnan Tamkapu »xapa€HjapHU TYraTHUIl, FOKJIAll KaOW aMajmapHu Oaskapuiil
MymKkuH. JlacTyp oitHacuaa skapaéunap maxapa makiauaa oepunaau. OitHama 7
ycTyH 0Ynmb, Process yctuma sxapaén Homu, PID yctuna sxapaén unentuduxaius
Homepu, CPU yctuna doiinananum kypcatkuuu, Description, Company name,
Working set, Private bytes ycryHnmapuman wubOopar. Opatuil xoyijga JacTyp
oliHacWaa XW3MaTiap MyIITH paHria, *apa¢Hiiap KyK paHria, sSHTH Kapa¢Hiap
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SIIAJT paHrja, TyraTWIraH jkapaéHiap KU3WJl paHraa TacBUpJiaHaau. S Ba

KU3WI paHrjap BaKTHHUYAIWK caHananu. 3/ taxjaumnaniga Oy 1acTyp OpKajid sSIHTU

JKapaéHHU XOCUII OYIMIIY Y3rapaliy OpKaId OUIHMII MyMKHH.

]
[ svchost.exe
S spoolsv.exe
(&) YMwareService.exe
Falgexe

= 7| ShieSve.exe

[~ SbieSve.exe

= [ SandboxieRpcSs.exe

[~ svchost exe
[lsass.ene
= 13 explorerexe
(&) VMwareTray. exe
(&) VMwarelser.exe
[P ctfmon.exe
= |2 Totalemd.exe
27 procexp.exe
@ firefox exe
4 mspaint.exe
[F7]Lab03-01.exe

=] SandboxieDcomlaunch.exe

10.94 264 572K
7036K
1300K

{ 1084 Generic Host Proces

1148 Generic Host Process for 'Wi.
1508 Spooler SubSystem App
364 YMware Tools Service

1620 Application Layer Gateway S...

816 Sandbosie Service

1592 Sandbosie Service

1832 Sandboxie COM Services (R...

2024 Sandbosie COM Services (D
996 Generic Host Process for Wi..
684 LSA Shell (Export Version)

1672 Mposoatuik

1808 YMware Tools tray application

1820 VMware Tools Service

1852 CTF Loader

1868 Total Commander 32 bit

3408 Sysintemals Process Explorer
384 Firefox

1972 Paint

1144

<1

d @ 5508 &% #e S [ T [ I | L] |
Process CPU  Private Bytes | WorkingSet  PID  Description Company Name |4
) System Idie Process 89.06 0K 16K i
= T System 0K 216K 4
T Interupts <00 0K 0K n/a Hardware Interrupts and DPCs
= [ smss.exe 184K 376K 532 lucneruep ceanca Windo... Kopnopauvs Maiip
[esiss.exe 1680K 4200K 604 Client Server Runtime Process Microsoft Corporatio
= i) winlogon.exe 7564K 5916K 528 Mporpamva exoaa & cucte... Kopropauus Maikg
= [ services. exe 3536K SE00K 6721 g6 ukonT... K Mavikg
[ vmacthip.exe 564 K 2500K 840 VMware Activation Helper  VMware, Inc.
= [ svchost.exe 2916K 4664K 868 Generic Host Process for Wi.. Microsoft Corporatio
= wmiprvse.exe 1828K 4760K 3444 WMI Microsoft Corporatio;
[~ svchost exe 1628K 4104K 940 Generic Host Process for Wi.. Microsoft Corporatio
= ] svchost.exe 15708 K 27160K 1032 Generic Host Process for Wi.. Microsoft Corporatio
[~ wsentfy.exe 380 Windows Security Ce icosoft Corporatio

icro:
Microsoft Corporatio
Microsoft Corporatio
Yhware, Inc
Microsoft Corporatio
Sandbosie Holdings
Sandbosie Holdings
Sandboxie Holdings:
Sandbosie Holdings
Microsoft Corporatio
Microsoft Corporatio
Kopriopauus Marikg|
Yhware. Inc.
Yhware, Inc.
Microsoft Corporatio
C. Ghisler & Co.
Sysinternals - v,
Mozilla Corporation
Kopriopauss Marikg

>

v

CPU Usage: 10.94% Commit Charge: 32.21% Processes: 32 Physical Usage: 80.97%

4.5-pacm. Process Explorer qactypuit BocuTacu KypUHHIIN

Tannanran >kxapa€HHUHT YCTUAA CHYKOHYA TYIMAacMHU MKKH MapTa OOCHII

b jEnlfimifF
Thread: TCP/IP Security Environment t Job Strings.
| tmage | Performance Performance Graph Disk and Network

Image File

Wersion: nia
Build Time! Sun Jan 06 17:51:31 20020
Path:

<i\Documents and SettingsiadminiMon AokyrenTEPractical
Comman d line:

"C\Documents and SettingsiadminiMon AckymenTePractical Makware |
Current directory:

Ci\Program Files\Sandboxiey
Autostart Location:

nia plore
Parent: <Mon-existent Process: =(1604) =
.
User: MT AUTHORITYIAHOHKMHBIA BXO 4,
Started: F:ZO:09 03.10.2015 Bring ko Cront
VirusTatal

Data Execution Prevention (DEP) Status:

4.6-pacm. Process Explorer gactypuit Bocutacu XycycusiTiiap oMHacu

Verify (mexwupuw) mannosu.Process Explorer pgacTypuHUHT MyXuM

XyCyCHUSITIaApUHU Oupu Oy — mexwupuws TaHaoBU OYnIub, Oy opKaiu >kapaéHHU

XaKUKUA €KW alIMaIlITUPWIITAH SKAHJIWTHHU aHHMKJIAl MYMKHH. ByHHHT y4yH
nactypauarimage 6anauman Verify tyrmacuau 6ocum tanab sramaau. 3J1 omatna

Vy3mapuHM OOIIKAa JkapaéH KYpUHHUINUAA KypcaTHINra XapakaT Kuaguiap.

JlacTypHUHT Oy UMKOHUATH dca Oy Y3rapuIllHA aHUKJIalll UMKOHUHU OepaJiu.
Kamopnapnu conuwmupuw. Process Explorer nacTypuHuHT stHU OMp MyXuM
XycycusiTnapuaan Oupu Oy — >kapa€HIapHU V3rapTUPUIUIINHU aHUKJIAIIND.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 47 —c.
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Opnatna xymnabd 3]] map y3uHu Oomika xapaéH opkacura smmpanu. Kapa€HHUHT
JUCK/ara MmakKid Ba YHUHI XOTHpara OKJIaHTaH IIaKid opacunua (apk roszara
kenaau. 3J] AuMckmary MAKIUHU SMac, XOTHpaJard KUWMaTHHH Y3rapTHpau,

SbHU, Y3UHU QYHKIMSUIAPUHU KOUITAIITUPAIH.

Pritable snga found i the aozn:

huthertica orapatikes
mpersonationl_eve

Syatem CurendContral 52t Services

1 5andoailah Comiments
Servizell Compeny Ham=
ServizeDlILnioadOn Sop FieDasciption
EWERC0] FAVORITES
nE30_np Figherian
\PIFEY Intemahzms
DefackiRoc StackSze FAWORITESDAT

Er—— JETET | it v oy S FT
Irags | Peifamancs | Pedomence Grph | Theeade nags | Paifamanie | Performanze Graph | Thieade
TR | Secuty | Envimomen Simge PP | Seadty | Envierment Simge

Prettatls smnga found 1 the szn:

StrirgFielnfa |

LegalComyright
Micrantt Corporztion. Al nghts reserved

KutherticationLavel Legal Tracemarks
g CranzlFisname
FAVORITES.DAT
gt PrivateBuld
V3_VERSION_INFO Producihame
SirirgFisief FAVORITES
Compenyhame = ProductVersion
TSR rl SpecizlBuld
L) I L4 LDt ke, 'ﬂ
& rage 7 Memary Save | Fird I (" irage & Memzry Sove | Fird I
v i

4.7-pacm. KaTopnapHu COMUIITUPHUII

Regshot oacmypu opkanu pecucmop xonamu y3zapumiunu anuxiaumi. by
JACTypUil BOCUTA PErMCTOPHUHI MKKW XOJATUHU OUp-OMpu OWJIaH COJIMIITUPHIL
yayH (oiinananuiann.

Hactypnan doiganaHuin y9yH AacTiad perucTOpJapHUHT >KOpUN XOJaTu
omuranm (1% shotryrmacunn Gocuin opkanu). [lyrnan cyur 31 roxnanaau Ba OT
MabJIyM Y3rapuiuiap OYIWIIM Ky3aTWiaaud Ba nactyp Oy y3rapumapHu &€3u0
omumm yayn 2" shotryrmacu Gocunamu. IlyHmaH CYHI ONMHIaH HMKKM XOJaT
compareTyrMacuHyA OOCHII OPKaJIX COJIMUIITHUPUIIA]IH.
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Es Regshot 1L.B.2

—Compars logs save 20t

{* PlainT®T  HTML document

2md shok I

I scan diri[jdir2;dr3;.. . ;dr nn]: cOmpans I

CoIWINDOWS noa
I : - —I Clear I
—Output path: Ciuit I

| cxipocune ~ twseriLocal | sout |

—Add comment into the log:

| _—

4.8-pacm. Regshot mactypu

Kanoaku mapmok. bab3sm 3] napHu TapMOKIa KanWeplaa yIyHUIIWUHU
aHUKIAlla Kaju0akd TapMOKJIapJaH KeHr (oipanaHuwnany, sbHU, 3J] Xakukui
TapMOKJla YJaHWII YpHUTA KajlOaku sIpaTWIraH TapMOKKa yJaHaau. ByHUHr
HaTkacuaa 3JHUHT TapMoKAaru (GaoJusATUHU Ky3aTHIL UMKOHUSTH SIpaTUIIaIu.

ApateDNS oacmypu.Ymlby nactypuii Bocuta opkanu 3] nmap TomMoHUIaH
Gepunran DNScypoBiapHn Ky3aTUII IMKOHH MaBxKyI. *

i
Capture Window | DNS Hex View I

Time | Domain Requested | DNS Retumed |
12:2202 @) evilmaiwarl.com FOUND

[#] Using 127.0.0.1 as retum DNS P!

[+] DNS set to 127.0.0.1 on AMD PCNET Family PCI Ethemet Adapter - Packet Scheduler Miniport.
[#] Sending valid DMS response of first request.

[+] Server started at 13:21:26 successfully.

DMS Reply IP (Defautt: Cument Gatway/DNS): Siart ©
art Server

#of NXDOMAIN's:

Seected Interface: [AMD PCNET Family PO Ethemet Adapter - P v @) %R S=er

4.9-pacm. ApateDNS nactypu kypuHHIIN

by nmactypuii Bocuta ¢oitnananyBun IKuuur IP man3unu Ba 53 nmoptu
OpKajdu Ky3aTyBHM amaira omupu0d, kaOyn kuiuHran DNS cypoBra xaBoO
KaiTapaau Ba KaOyn KWJIMHTAH CYpOBHU (oiaJaHyBUYHra VH OJTHIHUK CAaHOK
tuzumuga Ba ASCII crangapTuaa HaMOMUII ATAJIN.

By pactypuit Bocutajman ¢oiinamaHuml ydyH, pacMia KypcaTtuiraH 2
O6annma, DNS cypoBHM KaOyn KWIyBYM MaH3WIHHM KypcaTtuin, 4 OaHama MocC
TapMOK HMHTEep(EWCHHM TaHJAIl Ba UIYHJIAH CYHI CEPBEPHHU IOKJIAll TYrMacHUHU

! Michael Sikorski, Andrew Honig. Practical malware analysis. 51 — c.
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oocumr Tanad stunaau. lynnan cyur 3/ Tomonunan robopuaran DNS cyposra
#aBoO (oiiianaHyBUMra HAMONUII STUITAH.

Mypakka0d cTaTHK TaxJuwjJ BocuTagdapu. byHu amanra ommpumiga IDA
Pro npactypuman doinananunagu. by nactypuit Bocuta opkanu Portable
Executable (PE), Common Object File Format (COFF),Executable and Linking
Format (ELF) Typunaru ¢aitapau nu3accemMOpiian MyMKHH.

IDA Pro oacmypuoa 3/ napuu roxnaw. YOy macTypuii BOCHTaaa
TaxTWJIJIAHYBYM TACTYPHH IOKJIAI YUyH XKuxo3iap manenuaad “Load a new file or
database” OanauMHW TaHJaHAAM Ba KyWuaarn ouHa Xocwa OViaau. byHna
IDAPromactypu 1okianral JacTypHH (GOpMaTHHU Ba MPOLIECCOP apXUTEKTypacHHU
kypcaraau.’

Load file C:%~00

Intel S0=586 processars - metapc [~ ]

Analysis
Loading segment i
Loading offset Ihdicstor enabled

Opticns

B e et [ K.ernel options1 ]

Rename DLL entries :
[ ranual load [ Kernel options2 ]

kake imports segrment [ Processor o Ehics ]
[ Create FLAT aroup

System DLL directorny (Rl | oy Lr =

I 1o ] [ cance | | Help ]

4.10 — pacm.

Ymly mactypuil BOCMTa UKKH MYXUTTa, Tpaduk Ba TEKCT MyXHTHTa 3ra.
Yy gacTypHUHT Tpaduk MyXHUTHAA Tax/IMJUJIAHYBUM NACTYypuUid BOCUTa OJIOK
cXeMa Ba paHIyiap acocuja TacBUpiaHaau. TeKc MyXUTHIa 5Ca XOTUPa MaH3WIH Ba
yHJ1a )KOWJIaIlrad acceMOep Ko/l TaCBUpJIaHa/IH.

'padpux  myxuTma Komjap OJIAMAA  MAH3WIHU  YHKAPUII  yYyH
“Option—>General>” 6anaura ytuaaau Ba “Line Prefix” Oearnnanamu.

IDA Pro gactypu MyxuTuaa KyWuaaru OMHajiap MaBxy/I:

1. Functions window. ®oiinananwirad QyHKIUsUIAD PYHXaTHHH Y3 W4HATA
onanu. by oinamga (F, L, S, Ba xak) yctyHnap maBxyn OVnau0, L xypcatkuuu
KyTyOXOHa (PyHKUHMSACH SKAHJIUTUHU OWIITUPAIH.

2. Names window. Xap MaH3WJIHH HOMJIAp OwsiaH aTtanaiu, (GyHKIHsIAp,
KaTopJap, KoJ HOMJIapH, MabIyMOT HOMJIApH.

3. Strings window. Bapya katopsapHu Kypcartaiu.

4. Imports window. ®aiin yuyH UMIOPT KHWJIMHTaH KyTyOXOoHaIap pynxaru.

5. Exports window. ®aiin ydyH 3KCHOPT KWJIMHIaH KyTyOXOHalap pyHxaTH.
Yoy oitna DLL @yHKuusnapHu Taxjiui KWIKIIAA KyAa MyXUMIUDP.

! Michael Sikorski, Andrew Honig. Practical malware analysis. 88 — c.
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6. Structures window. bapua MaBxxy MabIyMOT CTPYKTYpaJlApUHU PYHXaTH.
Ymly gactypia MabiyM HMIUIApHU OakapraHjaa Typiu y3rapuiuiap ros3ara
kenaau. JlacTmaOku xomma Kaitum yuyH 3ca “Windows—>Reset Desktop” Ganau
TaHJIaHA]TH.
Ky#ingarn accemOiep komaaa OOFIaHUNILIAD KEATUPHWITAH OYIUO, yIapHUHT
acocHii y4ra Tupu 060p:
— Sub links. Ynap ¢yakmusutap, printf Ba sub 4010A0 ra yxmram, roKiam
YUYH HIUTATHIIAIN;
— Loc links.Cakpam kepak Oynran ¢ynkuusutapau, loc 40107E  Ba
loc 401097 ra yxmarm, roKJIam y9yH GoigaiaHuiaam,
— Offset links. XoTtupara Kyiuanim Kkepak Oyjaran OOFIaHUIILIAP.

00401075 jnz short @loc_40107E
00401077 mov [ebp+var_10], 1
0040107E loc_40107E: ; CODE XREF: @@sub_401040+35]
0040107E cmp [ebp+var (], 0
00401082 jnz short @loc 401097
00401084 mov eax, [ebp+var_ 4]
00401087 mov [esp+18h+var_14], eax
0040108B mov [esp+18h+var_18], offset @aPrintNumberD ; "Print Number= %d\n"
00401092 call @printf
00401097 call ®@sub_4010A0
4.11-pacwm.

KOxopunmaru pacmaa 1 HykTamapaa CHUKOHYA TYyTMAacH HKKH MapTa Oocuiica,
YHJIa KEpaKJId MaHM3WIra yTuiaam. 2 Hykrtamga Cross-references kypcarwmiran
oynuo, ynap kypcatunran0x401075 man3wira YTyl KepaKIUTHHU OWIITUPATIH.

Man3unza caxkpaw. BepTyan XOoTHpa MaH3WIMra cakpam ydyyH ogaui G
TyrMacu Oocunaau Ba Kepakiau Oynran mau3wia €ku sub 401730 é€xu printf
XoJaTaa KAPUTWIaad. ByHIaH Tallkapu KeHraWTUpuiraH xosma Jump-=>Jump to
File Offset 6anau TaHIaHHUIIN MYMKHH.

JlactypHuHr Search olHacu OpKaJii Kepakiu KOIHHW, TEKCTHHU, OaWTiap
KETMa-KETINTUHU KUIUPHUIIT MYMKHH.

Cross-references zapoan ¢doimananum. YmoOy karraaukiaap DA Pro
nactypuaa xref Homm OwinaH TaHuMKIW OYnIuMO, Kaiich kKartop Eku QYHKIHS
dbolinanannnaéTraHIMruHd  Kypcartaau. Arap Kadcuaup (QYHKIUS — Xakdaa
MabIyMOT Kepak Oyica, Cross-references nan oiinananran xoiua OyHH COITATHK
OwJiaH aManra OIIMPHUIIT MyMKHH.

Koo Cross-references.Kyitnnaru koamna Konx Cross-references tacBupiianran
oym6, 1 xucmma sub 401000 ¢ynkums main ¢yakumscuga 0x3 MaH3uIuga
yakupuiIMokaa. 2 xonataaru Cross-referencesga sca KypcaTwiran MaH3WiIra YTUII
AUTHIITAH.
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00401000 sub_401000 proc near ; ©®CODE XREF: _main+3p
00401000 push ebp
00401001 mov ebp, esp|
00401003  loc_401003: ; ®CODE XREF: sub_401000+19j
00401003 mov eax, 1

4.12-pacm

bepunran accembnep koamma Oupop Oup (QyHKIUSHH Heda Maparoda
YaKUPWITAHJIUTHHU aHUKJIAIll Y4yH, QYHKIKS HOMHU ycThia X TyrMacu OOCHIIa/Iu.

Ymby nactypuii BocuTa oOpkKanu (QyHKUMsUIApAAa HUIITUPOK  ATraH
y3rapyBuujap Ba TapamMeTpilapHU aHUKJIAll HMMKOHUATH MaBxynd. Jlokan
y3rapyBumiap var oy Kymmmuaacu ounan Oepwnanu. [Tapamerpmap aca arg  oif
KyImmuMYacy Ousian Oepusiaim.

IDA Pro pactypu accembiiep kojnapaa ¢oitnananwirad 16 oaTUINK CaHOK
TU3UMUJIaTY KaTTAJIUKIAPHU TYPJIM CaHOK TU3MMJIIapua ndoianan UIMKOHUTA 3Tra.
bynunr yuyH accemOiep koimaH 16 TU3uMHIard KUWMaTHA TOIMHI Ba YHUHT
yCTUTa CHUYKOHYAHM YHT TyrMacuHM OocuHr. Xocuj OyiraH oWHajgaH Cu3
KUIMATHU TYpJU CAHOK THU3UMIIAPUJIArd KYpPHUHUIIMHU KYpHUIIMHTU3 MYMKHH. by
UMKOHUST MabllyM KATOpJIAPHU Ba  KATTAIMKIAPHU  aHMUKJIAMIJA  KEeHT
dbolnananunagu.

Ymby gactypuii BocuTaaa Kojajgap Typjivya panriapja udoaaiaHau:

— 04 KYK paHrjaa KyTyOxoHa kKojjiapu udogaiaHaiu;
—  KU3WI paHrja KOMIUISTOP XOCHI KWITaH Koaiap udoaanaHaim;
— TYK KYK panrja ¢oigananyBuu €3ran Koanap udoaanaHaim.

bynnan kenmu6 uymkamaku 3J[ Taxjwur TraHga TYK KYK paHTJard Kojjapra
KYTIPOK ATHOOP KapaTHill Kepak Oyiaau.

Mypakkad nuHaMuk Taxjawi. Mypakkabd auHamuk taxjamin OllDbgv2.01
debugger nactypuna amanra omupuiaan. Yoy gactyp x86 apXuTeKkTypacujaru
debuggernam yuyn doitnananmmumo, 0y nacrypaa 3/ roxnam €ku K xotupacuna
fokmadrad 3/ vu debug kwimm mymkuH. YmoOy nactypuit Bocuta 3/[mapHuHT
JUHAMHUK TaxJuiuaa KeHr doingananuiand. Ymoy gactyp 3/ Ttaxmwiam yqayH
MIIIATHINTA Kajap, JacTypiapHu Oy3um y4ayH (kpek Kuum) (oiigananuirad. !

3/1 wknaw. YOy nactypna 31 UKkd ycymaa KAl MyMKUH. bupuHuncu
31 Hu daingaH rOKJIall Ba UKKUHYMCH KOMITBIOTEpP XOTHUpacuia FOKJIaHraH 3J[
TyTUO oyuill opKaiu debug Kuaau.
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OllyDbg
File “iew Debug Trace Options indows  Help

= 4 %] &>} L »u| LiE|mT|ic|...| B|M| H]|

Manka: I g NoransHei guck [C:]

[CDocuments and Settings ELabUI—Dl
[C3)Program Files ﬁ Lab03-01
OSandmb E skrings
£ Tatal Commander

I WINDOWS

Labn1-m1

Mra parina: OTrpeEME I
Tun safinos: IEHBCulaHE, DLL or link [*.exe,” dlL* Ink] ;I OTtdeHa |
Arguments: I ;I

4.13 — pacm. Suru 3]1 roxmam (File—>Open)

QlvDbg +2.01 [preliminary version - under dewvelopment!]

Uzo0x: arguments 6anou opkanu 3/] kamop opKanu Kupysuu apeymeHmiapHu
KUpUmuuL MyMKuH.

OllyDbg
File Wwiew Debug Trace Options windows Help

| Select process to attach

Mams i Fath

I:System P ESystem Frocess]

Sy Sus

\SystemRoot\SystemSE\smss =HE

UHwareSerui Frogram Flles-UrwWware~UrMware Tools-UrMwareSerwi
[=2-Far=N=1 2 \MIHDOMS\syStEMSZ\cerS eHE

ala WIHDOWS - Swstem2B2~ala.ene

4| win Logon Tz = INDOWS~swstem3Z~win ngDn-EHE

Seruices WIHOOWS~sustemI3Znceruices. e

lsass llJIHDDUJS\systemSE\lsass =He

S| wmacth lp Frogram Files-UMware-UMware Tools-wmacthlp.er
swchost WINDOWS~swstem3Z~swchost . eHe

swchost WIHDOWS sy stemI@2~swohost . e

SbieSuvc ogram Files~Sandbox ie~Sh LeSvC =eHe

swchost DoWS~System3Z2~swchost . exHe

suchost DOWS~sustem32~suchost . exe
DOWS~swstem3EZ~wscntfu.exe

EEZEET

Enplorer Progcam Managss
=poo Lsw
WUMwace Traw
UMwarsUser Program Files-UMware>UMware Toole-UMwarslUser.
s B2t oS lIJIHDDNS\SysteMSE\vMH32t064 EHE

crfman WINHDOWS sy stemIZ~crfMon . ex

SbiseCtel Program F l les\SandboH le\Sb LeCtr‘ L.eme

Totalord tal Commandsr F.58 releas nder-Totalo

@l ol lwdba <Dl LuDbg> SHFIRED FDLDER\OdngBla\Dl lydbg EHE
suchost WIMDOWS ~sustem32~suchost .

MERpaint open — Paint Ce=WIHDOWS sy stem32~Mmspaint. e:—:e

To find process, start tpping itz name Atbach I Cancel

[ [Aeade
4.14 — pacm. XKapaéuna roxmanran 3/ Tyrum (File—> Attach)

OllyDbg +2.01 [preliminany wersion - under development! ]

YOy nactypuil BocuTaHUHT HHTepdelicu Kyiiuaaru oliHaizapaad nuoopar:
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o Hlp
u| mjEMTel] BmH| E

4.15 — pacm. OllyDbg nactypu unrepdeiicu

Disassembler window 1. By oitradebugger macTypuHUHT acceMOep KOAMIaH
ndopat. AccemOiiep KypcaTMaHu €KM MabJIyMOTHH Y3rapTUpPHUII YUyH ylmIOy OiHa
yCTUIA npoben TyrMacuHu OocuIl Tanad dTUau.

Registers window 2. Ym0y oitHaga debugger mactypuaa perucTopiiapHUHT
x)opuil XojaTuHU kypcataau. lactyp debuggernam kuwiuin skapaéHuja ymoy
perucTopnap KuitMaTiapu y3rapué 6opajm. Y3rapuIIHu paHrIard Y3rapuiniapias
Owmmm MyMKUH. Perucrop KMWMaTWHHM Y3rapTUPUIN Y4yH TETHUIUIM PETHCTOP
YCTHIa CHUKOHYAHUHT YHT Tyrmacu oocunaau Ba “Modify” 6anau TaHiaHaau.

Stack window 3. Ym0y oitHaga debug kwinHa€TraH OKMM XOTHpacHia
CTEKHUHT >KOpUH XOJaTHUHU Kypcaraau. by oliHana OepuiiraH OKUMHUHI FOKOPH
CTEKW HAaMOMWHIII dTUJIA]IH.

Memory dump window 4. YmOy oiiHaga XOTUpajard MabayMOTJap
HaMmouum dtunand. YmoOy oiHama CTRL-G Tyrmamapuam OocHII OpKaJd
KEpaKJId XOTUPA MABIYMOTH OJUHAIH.

Xomupa xapumacu. Xotupa xaputacu okHacu (View—=>Memory map)
debuggernanaguran gacTyp TOMOHHIAH  >KOWIAIITHpWITAaH Oapua XOTHpa
OomoknapuHu Kypcataau. Kyiluga OJOKHOT JacTypUHUHT XOTHpa XapUTacH
KEeNTUPHUJIITaH.
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=N
Address |Size Ouner Section |[Contains Type |Access ;l
Bhe1 8008 | AA6E01808 Priv |RW
BBEZ20008 | 90601888 Priv |RW
a812cHa08 | aaE01888 Priv |RW Gua
BB121A08 | ABEA2888 stack of main thrcod|Priv |RW  Gua
081206000 | G0EE2080 Map |R
08140000 | AOE04080 Priwv |RY
88240000 | A0E0c B8 Priw |RY
ABZ506A0 | AAEA2BEA Map |RM
BAAZ26AAAA | ABFE1 6AAAR Map |R
BB280688 | ABE3 DEAA Map |R
BB2CeH0a | BBE41880 Map |R

BH31 0004 | ABEBE BAA Map |R
BA320004 | ABRB4888 Priv |RU
BA33000A | ABEA3AAA Map |R
BE488009 | BIEE1888 | nc FE header Inayg |R

BH481 i8Y | BIEBAYAE | nc -text code Inag |R
BR4AEANA | INPAZAPA | nc -rdata imports Inag |R
AR<4AEARA | AARAZAAA | nc -data data Inayg |R
71inABB008 | 90601888  WSZHELP FE header Inay (R

M Ani6008 | 30604888 | USZHELP | .text code . inports . exports [ Inag (R
LANSA88 | BBEA1888 | WSZHELP | .data data Inag |R

AN B0A8 | ABE01888 | WS2ZHELP | .rsrc PEEOURCEE Inag |R
1AAT70008 | G0601888 | USZHELP | .reloc relocations Inag |R

‘M ABRAAA | AREA1AAA | WS2_32 FE header Inag |R

"M AB1@00A | A0R1 2088 | Us2_12 _text code . imports  exports | Inag |R
MAC4A88 | ABFA1AAA WS2_ 32 -data data Inagy (R
71NC5A0A | ABEA1AAA | WS2 32 .PSPC FESOUPCES Inag (R

"M AC: BP0 | BEA1688 | WS2_32 .reloc relocations Inag |R
77010000 | BBEO1008 | meucrt FE header Inag |R
77011608 | ABE4CA88 | msucrt .text code.imports.exports | Inag |R

TR DE0E | BBEAT7A8E | msvcrt .data data Inag |R
FCh4009 | BAEPH1APY | mevcrt SPSPC YEeSOUrCes Inag |R
F/CH5008 | AIAPAZ AR  msucrt -reloc relocations Inag |R ;'

4.16 — pacM. nc.exenacTypu XOTHUpa XapUTacH

Oxkum ea cmeknapnu kKypuw. 3]| xymnad oxumuap ¢oigaTaHUITHIIH
MyMKuH. TaxJWnIaHyBYM AacTyplia OKUMIIApHH Kypuin ydyH View->Threads
Oanauaad ¢oinananunaay. by oifHa OKMMIJIApHUHT XOTHpa MaH3WJIU Ba YJIapHUHT
MaB)KyJl XOJATUHU KypcaTaau (aKTHB, May3a XOJIATH EKU >KApaéH BaKTUHYAIMK
TYXTaTUiraH). Arap OKUM OUTTaJaH Kyn OYyiraH TakAupja, yjlapra BaKTHUHYAIUK
TYXTaTUO TypH, KEPAKIMCHHM MIUIATAII MYMKHH. Xap OuUp OKUMHHU ¥y3ura
TErWIUIN CTeKU Oynaau. 6.16 — pacMaa main okumu cteku “‘stack of main thread”
EpauFy OMJIaH HOMJIAHTaH.

Koonu mwknawm. OllyDbg nactypuma 3] debug xuium ydyH IOKiald
KyHujaru ycyapaan Gongananuiaim.

DyHkuus Menro Tyrmanap Epauk kypunumm
OmpuKmMacu
Run Debug->Run F9 >
Pause F12 |
Run thread Debug->Run thread F11 >
Single-step/step-into Debug->Step Into F7 b
Step-over Debug->Step Over F8 ﬂ
Run until return Debug->Execute till Ctrl-F9 =
Return
Run until user code Alt-F9 U

Kenr ¢oitnananunaauran Run Ba Pause TaHnoBnapu, NacTypHH HWIIMHU
Oolwutal Ba TYXTATUIL YYyH (oiiganaHuIaam.
Execute till User Code Tannou 3] Taxymnaniga KeHr (Goiananuiaim.
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Tyxmamuw nykmacu. by HyKra TaxJIAJUDIOBYM TOMOHHUIAH YpPHATHIAIH.
JlacTyp 11y HyKTara KeJruHjaa TyXTaiau Ba TaXJWUIOBYMHU OyWpPYFUHU KyTalH.
OllyDbg nactypuna Oup HeuTa, AacTyp TYXTAaTHUII HYKTacH, KypwjiMa TYXTaTHLI
HYKTaCW,lIapTiId TYXTATHII HYKTajJapy Ba XOTHUPA TYXTaTHII HyKTaJlapuJIaH
doiinagaHuIl MyMKHH.

TyxTatuimn HyKTacMHM KyWuin Ba onu0d Ttanutam yuyyH F2 Ttyrmacunan
doiinananunaan. bapua TYXTaTUIN HyKTaJIapUHU KYPUII Y9yH KyWHJIaru pacMmia
KENTUPWITaH TapTUO TaHJaHaaW €KU yJApHUHI KUCKA TyrMmanap B|M|H| 1y
OMpYHU TaHJAIl OPKAJIX amMalira OLIUPHUIIA]IH.

Debug Trace Options wir

Log Alk+L
Executable modules Ale+E
Memory map A+
Threads Ale+T
CPU Ak
Wakches Aty

Search resulks
Fun trace

IMNT3Z breakpoints hlk+6
Memory breakpoints alt+y
Hardware breakpoints  alk+H

Source Files

File. ..

4.17 — pacm.

Hdacmyp myxmamuw Hykmacu. strings aactypu 3J{marm katopiapHu
KYpulll UMKOHUHU Oepaau. 3]1 sspaTyBumiapu 3ca Oy TaxJuira Kapum KaTopjapHu
MabJIyM CTaHJapTjiapra KoOJJall ycylauaaH QoijamaHuIIaan Ba KaTropiap
TymyHuO Oyimac xonra yTkaswmiaau. 31 rokinaHrania KoajlaHraH KaTop XOoTupara
IOKJIaHranjgan cyHr, String Decoder ¢yHkumsuiapu opkainu JIexkojaepiaHaad Ba
Kepakian ouukK Katop onuHaau (6.18 - pacm). Ymly TyXTaTuin HyKTacw yCyld
nexkonypiam (QyHKIUACH MaBxXKyJ XoJuiapaa karta camapa Oepamu. by xoinna
tyxtartui String_Decoder yakupuiaranjian CyHr KyWnuiaaau Ba KEpakiu OYMK KaTop
OJIMHA[IH.

push offset "4NNpTNHLKIXoPm7iBhUAjvRKNaUVBLr"
call String Decoder

push offset "ugKLdN1LTéemldCeZi72mUjieuBqdfz"
call String Decoder

4.18 — pacwm.

Hlapmau myxmamuw HyKmacu. by Xonga JacTyp TYXTaJWIIA MablyM
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mapT Oaxkapwira Xojiga TyxTaau. By ycyn Taxiawiam BaKTUHU TEXKall
Makcaauaa KeHr (¢odnananunand. by Typaarm TyXTaTulmaH —Kydujgaraya
doiiganaHuIll MyMKHH:

— Debuggernam oifHacuia CHYKOHYAHMHT YHI TyrmMacu Oocwiaaud Ba
KylHIara KeTMa-KeTiuK Taninananan: Breakpoint—> Conditional;

— Kepaknu mapt kuputwiaan Ba OKryrmacu Oocunaau, Macamas,
[ESP+8]>100;

— Play tyrmacunu 60cuIn opKany mapT OaKapuInIIy KyTHIIATH.

Kypunma myxmamuw Hykmacu. By ycyljna KypuiaMma peructopiapuiaH
doitnananunaan. by ycyn kyma Xxam Te3 amanra omupwiagud. by ycyn
KaMYWUIUTA OUp BAaKTHHUHT Y3ua TYpTTa TYXTATHUII HYKTACUHU KYHUII MYMKHH.
by ycymma TyxTaTMm HyKTacHMHU Kydum y4dyH Breakpoint->Hardware, on
ExecutionkeTMa-KeTIUTH TaHIaHAIH.

Xomupa myxmamuw Hykmacu. by ycynaa TyXTaTUIUIap XOTHpaJa aMajra
omupunanu. TYXTaTum HyKTacu cudartuga XoTupa aJapecu OJIMHAAU Ba XOTHpa
MaH3WIA KeTMa-KeTiauruaa xapaxkartiantupunaau. OllyDbg nactypu xotupa
TYXTAaTUIl HYKTacH yCyluHu &3uimn (write), Ykum (read) Ba amayira OUIMPHII
(execute) xonarinapu y4yH KyJam UMKOHUHHM Oepaau. by ycynaan ¢oitnananun
y4yH CHYKOHYaHHMHT YHT Tyrmacu Oocuiun0, Breakpoint->Memory, on Access
KETMa — KETJIUTU TaHJIaHaIH.

By ycyn acocan mactypaa DLL ¢aiisl roKJaHUMIIM BAKTUHU aHUKJIANl YUYH
unuiaTuiIaau. ByHUHT yuyH Kylnaru KeTMa-KeTIMK aMalira OIupuIaiu:

— Xorupa xaputacura yTuO, kepakiu DLL ycTuma CHYKOHYAHUHT VHT
TyrmMacu 0ocuianu (.text Oynumuma);

— Set Memory Breakpoint on Access 0aHAWHN TaHJIAHT;

— F9 6ocunanu Ba KalTaiaH FOKJIAI aMalira OIIHPUIIA]IH.

by ycynna .text 6ynmumuga DLL rokaHranaad CYHT TYXTaTHIA/IH.

Xamonuxknap maxaunu. Debuggernam xapa€Hu BaKTHIA TYpJIM UCTHUCHO
xonatnap Oymumm wmyMmkuH. by xomma OllyDbg nactypu debuggernamnum
TYXTaTagd Ba MCTUCHO XoJjlatra Kypcaraau. by Xxonga dolmananyBuu
KyduaaruiapaaH OMpHHU TaHIaIl Taiad dTUIaIu:

—  Shift-F7 6ocuii Ba HICTUCHO X0J1aT HYUTa Y THIIL;
—  Shift-F8 6ocuir Ba HCTHCHO XOJIaTAaH KEHUHTH X0JIaTra Y THIIL,
— Shift-F9 6ocuin Ba HICTUCHOHM TYTHII XOJIATHHHU EKHIIL

OllyDbg nmactypuna 3]/ taxjguinamga ogaTtaa 0apya MUCTHCHO XOJIaTJIapHU
Yuupu0 KyWuin TaBcus 3Twiaaan. by amanra omupum yayn Options—>Exceptions
Oanmura yTunagu:
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Code Ignored exceptions

Mnemorics

Edpj::?f; ¥ |gnore memary access violations in KERNEL3Z

Dump
Strings

Debugging I~ INT3 breaks
Debugging data
Startup

lgnore [pass to debugged program] fallawing exceptions:

[ Single-step breaks
[ Memary access violations

I Integer divizion by 0

Hit trace I Irwald or privileged instructions

Justin-time -
Analysis I AIFPU exceplions
Advanced

\nwalid commands I Ignore also the following custom exceptions or ranges:

Search
CPU
are CRU
Directories
Enars and wamings
Appearance
Defaults

Starup
Fonts
Colours I¥ Report ignored exceptions to log
Code highlighting

Mizcellaneous

I Pass unprocessed exceptions b Linhandled Exception Filker

Ok | Cancel |

4.19 — pacMm. Exception MeHIOCH

Vizapmupuw. OllyDbg nacTypu nacTypia IOKIaHTaH MabIyMOTIApHH,
perucTop KUMMaTIapuHU Yy3rapTUpUIl HMMKOHUHU Oepanu. bByHuUHr yuyH
Disassembler window oitHacunan Edit—>Binary Edit 6anau Tanianamy.

Tonmupuk
1. HOkopuaa kypcarwiran kypcanmanap acocuaa Lab01-02.exe, Lab01-03.exe
Ba Lab01-04.exe 3]] napHHM IOKOpHIa HOMHU KEATHUPWITaH CTATHK TaXJIUJUIALI
Bocutanapu Ba http://www.VirusTotal.com/Bocuracu acocuaa TaxJuiI STHIICHH.

2. Slpartunran 3]] spatunraH KyHu.

3. Kaiicu xyTyOXoHara Terunuid Kaumai ¢aiuiap UMIOpT KWJIMHTAH Ba yiap
Bazudacu.

4. 3]1 TapMOK XycycusiTIapura KaHjaai Tacup Kujaaam.

5. Ymly 3/] MakcaauHu aHUKJIAIITa XapaKkaT KHJIUHT.

6. Lab03-0l.exe 3apapkyHaHJIa JIyCTYpHHH FOKJIAHT Ba KyHHJarwIapHH
Oa)KapuHT:

7. Hactmab procmon, process explorer, regshot, ApadeDNS nactypiapunu
IOKJIQHT;

8. Wlynman cyur 3JI toxianr. MabiyM BakT VYTraHjaH CYHT IOKJIAHTaH
JWHAMHUK TaxJIMJUIAll BOCUTAJapU XOJaTUHU Ky3aTUHT. ByHIaH Tamkapu cTaTHK
Tax)IWJIJIAl  BOCUTANApUAaH (QoiilaJaHraH Xojjla KyliuM4ya MabIyMOTJIApHU
OJIVHT.

9. Onunran Hatwxkanap acocuzaa 3/] ra raBcud O6epuHr.

10. IDA Pro mactrypuma Lab05-01.dll ¢aiinuan Taxaumia KWIMHT Ba KyWHIard
caBoJUIapra *aBoO OepuHT:

11. DlIMain MaH3UJIMHHA aHUKIAHT;

12. Imports oviHacugan ¢oigamanran xonga gethostbyname dyHKuMsICHHN
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UMITOPT KWJIMHTAH MaH3WIMHHA aHUKJIAHT;
13. Gethostbyname HeuTa ¢yHKIIMS TOMOHUAAH YaKUPTUPHUIITAH;

14. 0x10001757 wmanzunga gethostbyname YakupUIATAHJIMIMHU aHUKJIAHT Ba

Kaiicu man3uiara DNS cypoBu 1000puiITraHIMTMHU aHUKJIAHT

15. 0x10001656 manzunga IDA Pro ToMoHMAaH HedTa JIOKal Y3rapyBuuiap

aHWKJTaH]TH.
Ha3zopar caBoJuiapu

Cratuk TaxJauuiall yCyJUIApUHUHT KaMYMIIUKIIApH.
JIMHAMHK Tax THJUTAITHUHT ad3aJTHKIapy.

PE daitmapau rokam ycyiapu.

Teckapu MyXaHIUCITUK WHKXUHEPUSICH.

ok wWwNhE

Karopnap 6yiinua Taxjiuuiail.

DoiigaJaHIITaH agaduérTaap
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4. https://technet.microsoft.com/en-us/library/dd277395.aspx
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V. KEUCJIAP BAHKHA

1 — keiic
1. AxGopor xaBpcuzmuruna QyHAaMeHTIAT MyaMMoiapu Oy: Max(UAIHK,

OyTYHIIIMK Ba QoiJalaHyBYaHIUKHN TAbMHUHIAIITUD.

a. Xap Oup TemuHra: MaxQuilnuk, OyTYHJIMK Ba ¢oiiaraHyBYaHINKKA
AQHUKJIMK KUPUTHHT.

b. Maxdwuitmuk XycycusTi OYTYHJIMIMKra KaparaHia MyXdM CaHajraH
aHUK MHCOJI KEJITUPHUHT.

C. byrynmuk Xxycycustu Max(QUIIMKKa KaparaHja MyXUM CaHaJIraH
aHUK MHUCOJ KEATHPUHT.

d. dolimanaHyBYaHINK XYCYyCHATH KOJTaHJIApra KaparaHga MyXdUM
CaHaJIraH aHUK MHCOJI KEJITUPHHT.

2. baHk HyKram HazapuJaH Kaparaijaa, MIDKO3  MabIyMOTJIApUHUHT
Max(QUIIUrY MyXUMpOKMHU €Eku OyTyHnuru ? baHk Mko3n HyKrau
HazapuaaH4u ?

3. Onnaiin OaHK YpHura, Ajuca OHJIA MIaxMaT YHWUHUHU TakiIud OHTAH.
DyHMHT y4yyH MMXKO371ap Xap OWJIMK TYJIOBHM aMaira OIIMpPAaJWiiap Ba
TU3UMIa KUpHO Y31apura Moc pakMOHU TaHJIalauIap.

a. Kaiicu xoiiia AMMCaHUHT OHJIAWH MIaxMaT YUUHU y4yH Max(UAIUK
Kepak ? Mwxkosnap yuyHuu ?

b. Huma yuyH OyTyHIMINK Kepak ?

c. Huma yuyn dorinannyBuannuk Mmyxum Oy epaa ?

4. OunnaiiH OaHK YpHHra, Anuca OHJAM IIaxMar YAWHUHUA Takiaud STIU.
DyHMHT y4yyH MWIKO3/Iap Xap OHJIMK TYJOBHM amajira OIIMpaJuiiap Ba
TU3UMTIa KUpHO Y31apura Moc pakMOHU TaHJIalauIap.

d. ANMCAaHWUHI  OHJAWH  IIaxMar  VWAWHUHT  KaucH KHUCMUIa
kpunrorpadusian poigananunagm ?

b. Pyxcarnapuu Hazoparnamianuu ?

C. XaB¢CH3IUK NPOTOKOJINYH ?

5. ®apa3 KMIaiimk cusaa 6up cexynaa 2% Ta KamMTHY TeCTIam HMKOHMIA JTa
KOMITBIOTEP MaBXY/I.

a. By xommbrotep épaamuma 2% ta xanmTHM TecTnam ydyH KaH4Ya BaKT
Kepak O0ynanu (Hua xucoOua).

2128

b. By koMmmbroTep épaamua Ta KaJUTHHU TECTJIAll YYyH KaH4ya BaKT

Kepak Oymanu (it xucobuma).
c. By xomnsrotep épmamuma 22°

Kepak O0ynanu (Hun xucoOua).

Ta KAJIUTHU TCCTJIAIl YIYH KaH4Ya BAKT
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2 —Keiic
1. e3ap mmdpnam ycynu épaamuaa mudpiaaHrad KyWujaarura TeHr. YHra
TErunuid OYJIraH OYMK MAaTHHU Ba KaJMUTHU aHUKIAHT ? (Dakar MHTIU3
anudoocunan, /A....Z/ porigananuiran)
a. VSRQIHEREVTXDUHSDQWU
b. CSYEVIXIVQMREXIH
2. DES mumdpnam anroputmMu OujaH TaHUIIMHT Ba Kyluaaruiaapra »xaBoO
OCpHHT:
a. Ouuk MaTH OJJOKUHUHT Y3YHJIUTH;
udpmaTH OJOKHMHUHT Y3YHIIUTH;
Kamut y3ynnunruy;
Paynn kanut y3yHaury,
Paynmiap conu;
S ’kajBaIap COHU;
.S ’ajBajia KUPyBYM Ba YUKYBYU MABIYMOT Y3YHJIUTH;
3. ECB Ba CBC mmmdpnam pexUMIApUHUHT ad3ajuIMKIapu  Ba

Q DO a0 o

KAMUYMJIMKIIAPUHU MUCOJIIap OnjiaH UCOOTIaHT.

4. ®apa3 KuiIMHT OJIOKIM MmM@piam ycylnu Kydujgara kKouja Oyitmda
mmdpaaman amanra ommpaan: Co = IV XOR E(Py, K), C; = Cy XOR
E(P1, K), C; = C; XOR E(P2, K), ...

a. YHra moc Oyiran aemu@pian KOUJIaCUHUA €3UHT;
b. By pexxumuan CBC pexum OuigaH Takkociaranga ad3aiivik Ba
KaMYMJIUKJIAPHUA AUTHHT.

5. DJEKTPOH pakamii UM30 YU4YH KyWuaarujiapHu UCOOTIIaHT:

a. Kanpail kunu0O Ba HUMa Y4YyH 3JEKTPOH pakaMiid MM30 XabapHH
1000puIIAaH TOHMACIUKHU TabMUHIAUIu 7

b. Kannaii kuiu0 Ba HMMa ydyH 3JIEKTPOH pakaMid WUM30 Xabap
OYTYHJIUTMHU TabMUHJIAUH ?

3 — keiic
1. buomerpuk xycycustiapaas poiganaHuirasia:
a. Unenrduxanumsanam Ba ayTeHTU(UKAIUsIALI XKapaCHIIapyu opacuiaru
(bapKkHU alTUHT ?
b. FAR Ba FRR xaronukiapHu aHUK MUCOJLIap OWIaH TYITYHTHPHHT.
2. Qailnga naposiHu OoFam OMIaH MyMKUH OYiIraH Xosja:
a. Huma yuyn naponnu Qaitnga xsmuuiad cakiamnt axmm ?
b. Huma yuyn ¢aitnga maponau mmdpnad cakimaraniaH Kypa Xomuiad
CakJIarad sxmu ?
C. “Ty3” HMMa Ba y HUMA y4YyH HapoJjra Kymuo X31uuiaHam
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. TamkunoTna XoguMIapHA XaKUKUIIMTHHN TEKITUPUIIT y9yH 0apMOK M3HTa
acocjiaHraH OMOMETPUK ayTeHTU(UKAIMAIAI TU3UMUIaH (oraanaHuiagu.
By ukkuta TH3UM MaBxyxa O0ynu6, Oupununcuaa FAR kypcarkuum 1 % ra
FRR «¥ypcarkuum sca 5 % ra tenr. Mkkununcuna sca, FAR 5 % ra, FRR
sca 1 % ra TeHr.
a. Kaiicu TM3uM 3HT XaBCcu3 Ba HUMA YUyH ?
b. Kaiicu tTuzum xonumiiap6o0 Ba HIMa y4yH ?
c. Kaiicu Tu3nMHu TaHnarad 0ynapIuHru3 Ba HUIMa Y4yH ?
. Aynuo Kanuanan doinananuirania:
a. Pean ayamo Kanuanu TacBuUpiaHr Ba KaHIald MIUIALIAHU
TYIIYHTUPHHT.
b. By Typaarm xkamvamaH QolalaHWIraHaa TaxXIUadura KaHJau
MabJIyMOTJIap MablIiyM OYynaau ?
. Anuca Ba bo0 opacuparu MyJaoKOT/Aa MakeTyiap Mu@ppiaHaad Ba OYyTYHIHK
CMMETPHUK TU3UMIIapAaH QoiilaJaHuIral XoJaa aMmaira OlupUIa .
a. IP capmaBxanu Kkaiicu KucMu mMGpPIaHAAAd Ba Kailich KUCMU
mudpaanManam ?
b. IP capmaBxaHu Kaiick KUCMHHHUHT OYTYHJIMTM TabMHUHJIAHAJWA Ba
KalcHu KUCMUJA UVK ?
C. Maspy3ana alTuO YTuiIraH TapMOKJIapapo 3KpaHAaH Kaiicu Oupu Oy
xoJija poitnananunanu ? ’KaBoOMHTU3HU aCOCTAHT ?
d. Mabpy3aga HOMJIApW KEITHUPWITAH TapMOKJIApapo  JKpaHiap
TaxJIWJUIAI YIYH KaHJail MablIyMOTJIap MabJiyM Oynaau ?

4 — keiic
. SSL Ba [PSec mpoTokosutapu TapMoOKAa XaBQCU3IMKHU TabMHHJIAII Y4YH
dbolnananunagy.
a. SSL mpotokonnu |IPSeC mpotokonra Kaparanja ad3auMKIapuHU
KYpCaTHHI.
b. IPsec mporokomHu SSL mnpoTokosira Kaparanga ad3auTdKIapUHH
KYpCaTHUHI.
c. SSL Ba IPSec mporokomiapu opacuaard (papkHd Ba YXIIALUTMKHU
aHWKJIaHT.
. 4 — mabpy3aga kenTupwiran SSH HUHT cogamMIITUPUITaH MPOTOKOJIUTA
KapaHr.
a. Kaepma Ba kammait kwmbO Anmca ayTeHTH(QUKANMSIIAH YTMOKIA.
Huma Takpopiamn Taxauauaad XUMOsJIaMOK/IA.
b. Arap Tpuau maccuB xyxymuu Oynca ((pakar MabIyMOTHH Ky3aTa



onaan), K xanutau xucobmai onmaiian. Huma yuyn ?

C. Arap Tpunu aktuB Xy>Xymuu OVyica (xabap xam ro0opa onaau), y K
KaJIMTHU XucoOnail onaau. Huma yuyn Oy KanuT OWiiaH MPOTOKOJTHU
Oy3a onmaiiau ?

d. Oxupru xabapau K kamut 6unar mudprangan Mmakcan HuMa?

. @apa3z kwmmHr WEP nporokonn Kyiluaarnya y3rapTHpuWiav. Xap Oup
NMakeTHH Iudpramaa K «xamutman  doiimananmnamn. K kamut
ayreHTUUKanusaaa ¢oigataHuIrad KajauT OunaH Oup XuJl.
a. by sxmm dukpmu €k MyK. AcocnaHr.
b. By ycyn WEP na ¢oiinananmwiran K=(IV, K) ycynara kaparanmga
OapIouuIMMu €K MYK.

. Wireshark &€xku wuxtuépuit Ttapmox caudbdepuaan ¢doigananub, SSL
TapMOKHH TYyTHO OJIMHT Ba YHU TaXJIWJI STUHT.

. IPSec mnportoxonmununr AH Ba ESP pexumnapu opacugaru ¢apkHu
TYIIYHTUPUHT.

5 — keiic

. TakuMKJIaHraH KaTTaIUKIAPHU KHUPUTHUIITA aCOCIAHTaH XOTOJUKIIAp Ba yiap
KaHaal xaBdaapHu 01O KETUIITH MyMKHH.

. HJactypuii maxcynoriapaard 3audiaukiap ojaTaa MHManap OuiaH
n30xJ1anaau. Mucoinap OusnaH UCOOTIaHT.

. Karopnmapuu taxmwinampga ojmatna Strings nacTypujziaH (oiinaaaHuIaIu.
Ymly nacTypHu anjuain yuyyH KaHjai ycysuiapaad dhoinananuiaim.

. SandBoxnan d¢oiigananwiran xoiaga cojja AMHAMUK TaxjIwil amalra
OIIMPHUILl MYMKHUH. by ycymHUHr ad3auiuru Ba KaMYWIMKIAPUHU
KEJITUPUHT.

. Bynytnu xucoOnam Tuzumiapua BEpTYJ MalllMHAJAPHU XOCHJI KWJIMIIIA
QKPATUIITHUHT Kaiicu TypuaaH QoiiaTaHuIaau Ba ylaap Xakuja TYJIUKPOK
MabJIyMOT OCpUHT.
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VII. TJIOCCAPUI

VIL TJIOCCAPUI

Ne Tepmun H30x Description
1. — TH3uM/JIa QoiaaHyBYHTa, : -
¢ ) Y - View user specific access
ABTOpM3anMsi | YHHHT HXKOOHH

Authorization

ayTeHTU(PUKALUSICUTa aCOCaH,
MabIyM (horaanaHui
XYKYKJIApUHU TaKIUM STHUII.

rights on the basis of a
positive result in its
authentication system.

2. — BUPYCJIApHU aHUKJIOBYU KU
pyclap oo 5 - a program that detects
AHUKJIOBYHU Ba NYK KHJIYBUU
A oo and detects and removes
acTyp. Arap BUpyc u . . .
AGCTYP P BUpJL MYR viruses. If the virus is not
NIIMHMAaca, 3axapJIaHIalH .- .
5 e Aap oq removed, it is possible, the
aCTypuu u nJInHaaAu. »-1Ha | . .
A ACTYP YRK A infected program is
HTUBHUPYC — BUpYCJIapdaH XUMosdJiallra, .
Py PyClapaar % . destroyed. still - a program
3axapjiaHrad 1acTypuu : i
. designed to protect against
Antivirus MOJTyJU1ap Ba TU3UMIIA . .
viruses, detection of
MAaKOHJIApHHW aHHUKJIAIIra, .
P B infected software modules
XaMJia 3axapJjaHTraH
and system areas, as well
O0OCKTIapHUHT J1acTIa0Ku .. .
as the original, infected
XO0JIaTUHU THUKJIaIIra .
. objects.
MYJDKaJJIaHTaH JacTyp.
3. — KOMITIbIOTEp/1a
Anmapar MabJIyMOTJIapHU XuMostiamaa | - the use of hardware, for
XHMOSI anmapat BOCHTajap/aH, example, registers
MacaJiaH, yarapa boundaries or locks and
Hardware perucTpiapuian EKu keys to protect data in
protection KyJidiapaH Ba KauTiaapaan | COmputers.
ol nananui.
4. | AcuMMeTpUK
wndp — OyHza# mudpaa mmmdpaam | - a cipher in which the
KaJIuTH Jermdpiai kaautura | encryption key does not
Asymmetric MOC KeJIMaiu. match the decryption key.
cipher
5. | AcumMeTpuK | - MaxX(UILIAIITUPHII YCYITH - the method of
mudppaam oynuo, mmdpmam yayn typau | classification, in which
Asymmetric KaJUTJIapaaH different encryption keys
Encryption (olinanaHuIa . are used.
6. | AyrenTtuduka- | — ojaria TU3UM - checking user
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s

Authentication

pecypciapuaan
¢oligananumra pyxcar 3TUII
Xycycuaa Kapop KaOyin yayH
(doitnaraHyBUNHUHT
(XaKUKUAJTUTHHH ),
KypUJIMaHUHT KU TU3UMHUHT
OOIIKa TAIIKUI 3TYBYMCUHUHT
UICHTUPHUKAIMSICUHU
TEKIIMPUILL; CAaKTaHyBYU Ba
y3aTyBYH MabJIyMOTJIAPHUHT
pyxcarcus

Mo U (pUKAIMSITaHT AHTUTUHA
aHUKJIAIl YYyH TeKIITUPHIIL.

authentication, device, or
other component in the
system, usually to make a
decision about granting
access to system
resources; checking the
integrity of stored or
transmitted data to detect
unauthorized
modification.

- TyIIMAaHHUHT axO00poTHra,
ax0opoTra acocjaaHraHn
*apaéHiapura Ba axo0poT
TU3UMIIApUra 3apap eTKa3ul,

- actions taken to achieve
information superiority by
damage information,

Ax6opoTt OMp BaKTHUHT y3WTa TETHIILIH | processes, based on
ypyumu ax0opoTHH, axO0poTTa Ba information and
ax0opOT TH3UMIIAPUTA information systems of the
Information aCoCIIaHTaH >kKapaéHIapHH enemy while protecting
war XUMOSsIIAII WYy Ounan proprietary information,
ax0opOT yCTYHJIUTHUTA processes based on
SPHUIIUII YIYH 3apyp information and
qopajapHU KYpHIII information systems.
XapakatJiapu.
- axOopoT xosatu 0yu0, yHra | - state information , which
OouHoan axbopotra Tacoaudan | prevents accidental or
¢Kku aTaiiuH pyxcarcu3s Tabcup | intentional tampering or
AxGopor STHIITA KU PyXCATCU3 YHUHT unauthf)riz_ed information
OJIMHHINNTA WY Kyhiuiamaiian. | to receive it, also - state -
XaBeHsirn SHa - axOOpOTHH TEXHHUK level data protection
Information BOCHTaNAp épaaMuia during prqcessing
security UILJTAHUTIH]IA YHUHT technologles to _support the
Max (UK preservation of its
(KOH(UACHIIHAIIIHK), qualitative characteristics

SIXJINTIIMK Ba
doiinananyBYaHIMK Kabu

(properties) as privacy
(confidentiality) integrity
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XapaKTepUCTHKAIAPUHU
(XycycusTiapuHu)
CaKJIAaHWIIIUHU TAbMUHJIOBUH
axOOPOTHUHT XUMOSTTAaHHUIIT
caTXy XOJaTH.

and availability.

9. | AxbopoTt - ax00pOT XaBPCUBIUTH o
- constant monitoring of
XaB(l)CI/B.JII/IFH TaJIa6JIapI/IFa MOCJIMTUHHA
5 the process safety
MOHUTOPHUHI'A AdHHUKJIaIl MaKcaauaa axoopoT . . .
P ) Kealna P information in the system
TU3NMHNAaru aX60pOT . . .

: information to determine
Information XaB(CU3IUTMHU TAbMUHJIAIT | . . :
securit ,_ its compliance with safety

KaApaCcHUHU MYTTAaCHUJI . N
. y_ P yt information.
monitoring KY3aTHIIL.
10. - XUMOSIAIITa JIOUH . .
* 5 - Information Security is
axOOpOTHUHT .
to ensure security of
AXOOpPOTHH (MabIIyMOTJIAPHUHT) .
cryptographic methods of
TEXHUK XaB(i)CI/IBJII/IFI/IHI/I Xapakargara | . .
b information (data) to be
HMosJjala KOHVYHJIapra MYBO(UK, . .
X yHIAP 4 . (to be) protection in
TEXHUK, TaCTypHH Ba .
8 accordance with
Hardware TACTypUH - TEXHUK .

. applicable law, the
Information BOCHUTAJIAPHUA WIIUIATHO, . :
Security HOKpUnTorpaduk ycysuia application of technical,

. P P yeyLap software and software and
epadamMuga TabMUHJIaOIAaH
AAMmA A hardware.
nbopat ax00poT XMMOSICH.
11.| Ax6opoTHu
kpuntorpaduk | - ax00poTHU KpUnTorpaduk - information security by
XHMOSIJIAIIT y3rapTupHI EpaamMuaa means of its cryptographic
Cryptographic | xumosurari. transformation.
Protection Of
Information
12.| AXOopoTHH .
P . . — the Information
TAaIIKUAJINN - MABMYPHUHU HOpAJIAPHU . . . .
. ypw patap security which is carried
XMMOSJIALL KYJuam iynu OuiaH amanra
. out by acceptance of
Organizational | omupunyBun ax60poT . :

: administrative measures.
Information XUMOSICH.
security

13.| Ax6opoTHH — aXOOpOTHH XMMOSIJIAII — the information
XYKYKHif Oyinua cyObeKTaap security by legal methods
XHMOSLJIAII MYHOCA0ATHHU POCTIIOBYH including development of
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KOHYHHUM Ba MEBbEPUI

legislative and normative

Legal XyAOKaTIapHU (aKTIapHH ) legal documents (acts),
information UIUIa0 YUKUIITHY, Xam/1a subjects governing the
security YIIAPHUHT OKapUITUIITHHA relations on information
HA30paT KWJIUIIIHA 3 H9uTa security, application of
oiryBur axOopoTHM XyKykuii | these documents (acts),
ycysuiap épaamuia and also supervision and
XUMOSLIAIIL. control of their execution
14, — ax00poT XaB(CUBITUTHHU - includes a complex of
TabMHUHIIAIITA HyHanTupuiaran | the actions aimed at
TaAOUpIap KOMIUIEKCH. providing information
Amaia ax0opoTHH security. In practice it is
AXOGOpoOTHH XUMOSJIAI A3TaHaa understood as
XUMOSLJIAI MabIYMOT/IAPHHA KUPUTHII, maintenance of integrity,
cakJIalll, MIIiai Ba y3aTumrga | availability and if it is
Information YHUHT SXJIATIIATHHH, necessary, confidentiality
protection doiinananyBYaHIUTHHY Ba of information and the
arap, kepak 0yiica, axooport Ba | resources used for input,
pecypCIIapHUHT storage, and processing
KOH(UICHITMAJUTUTTHA and data transmission.
MaJIaJJIal TyIIyHWIaIu.
15. — ayTeHTU(UKALIHS BOCUTACH
0ymm6, dholnaraHyBYMHUHT
0apMOK u3J1apH, Ky - authentication, which are
NaH)KAaCUHUHT TEOMETPUK personal features such as
Buomerpuk [IAKJIH, 103 IIAKJIH, Ba user tone of voice, the
MaBJAYMOTJIAp | YIuamiiapH, OBO3 shape of the hand,
XycycusTiapu, kKy3 it Ba Typ | fingerprints, etc., The
Biometric data | mapmgacHHUHT MAKIH Kabu originals of which are
mraxcuid, papkiau anmomatiapu. | stored digitally in a
AcI Hycxanapu pakam computer memory.
KYPUHHILINIA KOMITBIOTED
XOTHpacHuaa cakJIaHaIH.
16. — MabJIyMOTJIAp CUTHAJIH - deviation of values of

By3unum

Distortion

napamMmeTpiaapu
KUMMATJIaPUHUHT YPHATUITaH
tajabnapaad yeriaHumy. SIHa
- aJIoKa JIMHUsICH OYitnua

parameters of a signal of
data from the established
requirements. Also,

change of contents of the
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y3aTUJIyBUM Xabap
TapKUOWHUHT Y3rapuiiy.

message transferred on the
communication lines.

17. — y3uHM, OOIIKA TacTypJiap
OaxapuiaéTranuia, yiapra - a small program that
KAPUTYBYH YHYAIIUK KaTTa inserts itself into other
Oyamaran macrtyp. SHa - programs when executed.
HyCXaJIapUHU OCUXTHED Also, a program which can
Bupyc spaTUIll Ba KSHWHYAJIMK sIHTH | Spontaneously create their
HYCXaCHHH OOIIKAPHIII Ba copies and modifies other
Virus KalTa SpaTHIITa SPHUIITUIIT programs stored in files or
Makcaauaa (paiyurapaara Ba system areas for
TU3MMJIU coxayiapjaaru 6omka | subsequent management
JTaCTypJIapHH and reproduction of a new
MOAU(UKALTHSIIAIIT copy.
MMKOHHUSITUTA 3Ta JACTYP.
18. - JJaBJIaT TOMOHHIaH - information protected by
Myxodaza KHINHYBYH, QOIIT the state, the disclosure of
KWIMHUIIA TaBIATHUHT which could have a
XapOU-HUKTHCO A negative impact on the
MOTCHIIUATMHUHT cu(aTin qualitative state of
XOJIaTHTa CaJIONH TabCUP military-economic
ITYBYM €KW YHUHT Myzaodaa potential of the country or
JaBaar cupu .
MMKOHMSITH, TaBJIaT cause other serious
XaB(CH3JIUTH, UKTUCOMIA Ba | consequences for its
State secret . . :
cuécuii MaHpaaTIapu yayH defense, national security,
OoIIIKa OFUp OKHOaTIapra economic and political
o0 keI MyMKUH Oynran | interests. To state secret is
mabaymoTiap. JlaBiar cupura | secret information
“xyna myxum” Ba ‘“mytiako | classified "special
Mmaxdwuit” rpudau axoopot importance™ and "top
TaaJLTyKJIH. secret".
19.| demudpaam — a cryptographic
— nemmdprnant QyHKIUICUHA : :
AJITOPUTMH dp by algorithm, the inverse of
: amaJra onMpyBYH Ba : :
Decryption the algorithm encryption
: mudpIiall anropuTMHUra . .
algorithm, and decryption function
. . TEeCKapu ajlropuT™M .
deciphering implements.
20.| Mnentudukan | — Goiigananuin cyobekTiiapu | -assignment to subjects
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us

Identification

Ba 00BEKTIIapUra
UJIEHTU(PUKATOP OCPUII
Ba/€KH TaKJIUM ITHUJITaH

and objects of access of
the identifier and/or
comparison of the shown

UACHTU(UKATOPHU identifier with the list of
Oepwiraniiapu pyiixatu ounan | the appropriated
TaKKOCJIaIl. identifiers.
21. — ¢oMigananyBUYMIIaApHU N
" Potin Y o P - user authentication based
KKHA HKKHUTa TYPJIU (paKTOPJIa .
b P phap on two different factors
AKTOPJIU acocuia
P N A b are usually based on what
ayTeHTU(PHUKA ayTEeHTHU(UKAILHAAIAIL, OJ1aTaa,
y t yTU B AAAS | the user knows, and what
usi ¢doitnasanyBuM OMIIaIUTraH
he owns (eg password-
HapcCa Ba draJivK KMJIaJurad .
based and physical
Two-factor Hapca (MacajiaH, Tapojb Ba . e
identifier).

authentication

bu3uK uaeHTUGUKATOPH )
acocuja.

22, — the member of group
— rypyxra Terunumy ssmupud | Of the people having
ax0opoTAaH (o TaIaHuII access to the classified
XyKyKHUTa 3ra TYpyX ab30CH. information, belonging
Omatna, ax60poT CUPKHO this group. As a rule, is the
YUKUII OvJIaH OOFIIHK key character in the

Mucaiinep MO’KOPO/Ia MyXHUM ITIaxc incident, connected with
xucoonananm. [y Hykran information leakage. From

Insider HazapuaaH, uHcaaepiaapausr | this point of view
KyHUJIard Xuuiapu distinguish the following
dapkanaau: OenapsoJap, types of insiders:
MaHUIY/ISIUSIaHyBYHIIAP, negligent, manipulated,
pamkuranap, Kymumaa nyn | offended, disloyal, earning
UIIUIOBYMJIAp Ba X. additionally, introduced,

etc.

23. K Kannaiiaup ax6opot - the code used for
doiinamaHnI BaKOJIaTHHU confirmation of powers on

Key TaCAUKJIAll YUYYH gccess to. some
UIIIaTUIAUTaH KOJI. information.

24.| Kaautaap - KQJIUT (KPHIITOTH3UM - technical device or

reHepaTropu KaJMTH), K&JTUT KeTMa- program designed to

KETJIUTH, NHUITUJIN3allus

generate arrays of
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Key generator

BEKTOpJIapH Ba X. cudaruia
WIUIATAITYBYH COH
MaccuBiapu €Ky OOIIKa
MabJIyMOTIAPHU UILIA0
YUKAPUILITA MYJDKAJUTAHTaH
TEXHUK KypuiMa €KU JacTyp.

numbers or other data to
be used as keys
(cryptographic) key
sequence, initialization
vectors, and so p.

25. — JIECTPYKTHB XapakaTjiapra - property computer
Komnbiotep Ba &1FOoH ax00poTHU 3ypiad systems to resist attempts
TH3UMH KaOyJ KAJIMHHIINTA OJTHO of unauthorized access to
xaBQCU3JIUIN | KSIyBYM WIIUIAHAUTAH Ba information processed and

CaKJIaHyBYH aXxOOpOTIaH stored, the input of
Security of pyxcarcu3 (oiijaTaHnIITa information, leading to
computer YPUHUIILIAPTa KOMIIBIOTEP destructive actions, and
systems TU3UMUHHHT KapIIy Typa the imposition of false
OJIUIII XYCYCHSITH. information.

26.| Kpuntorpajuk | — Kpunrorpapux - the algorithm that
aAJIrOPUTM GYHKIUSUTApHUHT OMPUHU implements the
Cryptographic | xucobnamau amanra computation of one of the
algorithm OLITUPYBYH AJITOPUTM cryptographic functions.

27.| Kpuntorpauk | - MabIyMOTJIAPHH .

IfMOH P K HnTg a(bI/IIl: Y3rapTUPUII — data security by means
)C(:r tographic ép aMHFI; I/IMO};IJIaIII)I ' of cryptographic
yprograp pAana % ' transformation of data.
protection
28. -field of knowledge which
—ax00poT Ma3MyHHUHH . .
HKOBIALL VD VILIAG unites the principles,
B & Y methods and means of
KOJIMHUIIIH Ba Oy3UIIUIITN .
transformation of data
UMKOHUSATUHU OapTapad :
K orpag ATHIIL, aXOOPOTHU PyXCATCU3 with the purpose to
unrorpadusi .
P P o P pyx disguise contents of
dbolnanaHuIIaH XUMOSIaIT ) .
Crvotoaraph aKca a M4 - information, to prevent
M uja MabJIyMOTIIAPHU I .
PRI ”31“121 TI[H II[/IHI I I/Ii Jia II:IHI/I possibility of its
yc HIJ)]a ];I)/IHI/I B: BOSHTaJII)a I/II;I/I Interception and
gHyHaHII)TH D P information distortion, to
P by protect from unauthorized
COXacH. i .
access to information.

29.| JIyratra — KpUNTOTU3UMTIa OYMK MaTH | - attack on the

aCOCJIAaHIaH BJIEMEHTIIAPU JIyFaTUIaH cryptosystem that uses a

XYXKyM

dholnananuira acocjiaHrad

dictionary of text elements




VIL TJIOCCAPUI

XYXKYM. open.

With a

dictionary

Attack

30. | Maxdmii — information containing
— TapKI/I6I/II[a AaBJIaT CUpUra .
axoopoT O MABIYMOTIAD GYraK data, carried to secret
Confidential Y Py state.
: ax0opoT.
Information
31. - information presented in
— omam umntupoku owmitan €k | @ formalized manner
aBTOMATHK Tap3ja y3arumira, | Suitable for
Masbaymotiaap R ..
M30XJ1allra €Ky MIjaiira communication,

Data SAPOKH, (hopMasUIaITaH interpretation or
KYpHuHHIIIA NoaaTaHTaH processing involving
ax0opoT. human or automated

means.
32. — Oapua maHbaaTI0p — information which

Ouuk ax60poT | MIAXCIAPHUHT doesn't have restrictions
Open dboiinananunIapy OyHuva on access to it all
Information YeKJTam OyiamaraH ax0opor: interested persons:
ymyMboiigananyBuu axoopot. | information public.
33. - ax00pOT TU3UMHIaH
(TapMoOFuIaH) AMMPUHIA - tech (method) secretly to
IMaposaHu 0y3u6 | GoiianaHuIl TEXHUKACH access the system
OYHIII (ycynn) 06ynu6, yama xyxym | (network) information, in
KuiyBun Tapad maposutapau | which the attacker using
Password domr kumyBun EpramMuaa opener tries to guess
cracking TapoJUIapHHA aHUKJIAIITa passwords (pick) or steal
(TaHnamra) Eku YFUpIamra passwords.
ypuHHO KYpaau.
34, — KPUIITOTU3MIA EKH - an attack on a

IMaccuB Xyxym

Passive Attack

Kpunrorpaduk npoToKoJra
Xy)XyM 0ynu6, OyHaa gyiniMan
Ba/€ku Oy3FyHUU y3aTHIIyBUH
mudpiranrad ax60poTHU
Ky3aTaJu Ba UILIATau, aMMO
KOHYHUH (oiinananyBumiIap
XapakaTura TabCUup 3TManIu.

cryptosystem or
cryptographic protocol in
which the offender or the
enemy and observes and
uses the transmitted
encrypted messages, but
does not affect the actions
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of legitimate users.

35. - KypwIMasnap, 1actypiiap,
MabIyMOTIapJapHH UIILIAIT - set of rules, defining
IIpoToxoJ TU3UMIIAPH, KapaéHap EKu algorithm of interaction
doiinananyBumiapauHr y3apo | devices, software, data
Protocol XapakaTy aJrOPUTMHUHH processing systems,
OENTHIIOBYH KOUaIap processes, or users.
MaXMYH.
36. - ayTeHTU(DUKAIUSIHH
TabMHUHJIALI YIyH MaHOa - Additional information
TOMOHUJIaH TaKIuM STHIyBUn | provided by the source to
KyIIIMYa ax0opoT. provide authentication.
Masnaymotiaapuu Ookura éku | Sequence data that is
HUHT KpUITOrpapuK added to the data or the
Pakamiu um3o }U] P rpad . .
y3rapTHpWIMIIK HaTwkacura | result of its cryptographic
Didital KyIaaaurad Mmabaymotiap | transformation of data that
. J KEeTMa-KeTJINTH allows the recipient to
signature :
MabJIyMOTJIAPHU KaOyI verify the source and
KHJTyBUHTa MAaHOAHUHT Ba integrity of the data block,
MabJIyMOTIIap OJIOKUHU as well as protection
SXJIATIUTAHU TCKITHPHUIITA against fraud or forgery.
XamJla COXTaIATHPHUIIIaH
XUMOSIIAIITa IMKOH Oepaiu.
37.| Pyxcarcus . b
y N - XUMOSI O0BEKTHIAH - violation of regulated
donipnannm )
. perJaMeHTIaHTaH access to the object of
Unauthorized . .
dbolnanaHuIIHUAT Oy3uauIm. | protection.
access
38. - muQpIiai Ba pacmu@ppoBKa . .
Pp vp dp - a cipher is used for
CummeTrpuk KWIWII YYyH aifHaH Oup . .
P KATHTIAH 81 GHDH OpKATH encryption and decryption
1110
P 5 PIOP one and the same key or a
OIIIKACH OCOHTMHA aHWKJIAIA | .
) 2 . b different key, such that
Symmetric MYMKHWH OYJIraH TypJiu i
cioher o one of them can be easily
KamuTiIapaaH (oinananyBuu )
P P A 4 obtained by another.
mudp.
39.| Tapmok - ax00pOT TApMOFUHH - measures that protect the
xaB(peusaurn | pyxcarcu3 poimpananuman, | network information from

MEBEPUN UILIJIALINATA

unauthorized access,
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Network taconudan €ku aTaiinH accidental or intentional
Security apaJlalTuIiad éKM TApMOK interference with normal
KOMIIOHEHT/IapuHu Oy3uiira | activities or attempts to
YpUHUIIAAH SXTUET KuimyBuM | destroy its components.
gyopasiap. Ac600- Includes the protection of
YCKYHAJIapHH, TaCTypUl hardware, software, data.
TabMUHOTHH, MabJIyMOTJIAPHU
XUMOSUTAIIHY Y3 UUHUra OJIaJIu.
40. — arrapar-aacTypuit
BOCHTaNap EpaamMuaa
TapMOKJIaH (O 1aaHUIITHN - a method of protecting
MapKa3JIalITUPHIN Ba YHH the network from security
Ha3opaTanl Hymu OuiaH threats from other systems
TApPMOKHH OOIITKa and networks by
TU3UMJIApJIaH Ba centralizing network
Tapmoksapapo
TapMOKJIapJiaH KeJlaJuraH access and control of
dkpan xaBdcuzaukka taxaumiapaan | hardware and software.
Firewall XUMOosIIaI ycyiu. SIlHa - oup Alsq, Isa pr(?te_ctive
Heva KOMITOHCHTIIap 1aH barrier, consisting of
(MacanaH, OpaHIMay3p several components (such
JaCTypUil TABMUHOTH as a router or gateway that
UIIaiauran Mapiipyrtusarop | IS running firewall
EKH TUTI03/1aH) TaIIKHI software).
TOIraH XUMOS TYCUFU
XHCOOJIaHaIH.
41.| Taxm - Taxauuiapau Taconudan Ba | - threats can be classified
TypJjaapu . : :
Tvpes of aTaiiMHIapura, akTHB Ba into random ar_1d deliberate
yp naccuBliapura TacHugIIam and can be active or
Threats .
MYMKMHH. passive.
42, - pecypciapuiaH Ba - the security of the system
S— (bYHKITMOHAITH from unauthorized use of
HMMKOHMATIApUAAH XaMJa its resources and
XaBCHIIHIIL UIILIAIIKIA TYPJIK Oarmopar capabilities, as well as
System KWINHAIATAH EKU possible violations of its
. KUJIHHMAaNIUrad XoJaTiiap functioning caused by
Security

cabab OyiyBuM OYnuIIM
MYMKUH Oyiran

various predictable and
unpredictable
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6y3I/IJ'H/IH_IJ'Iap,Z[aH TU3UMHHUHT

circumstances.

XUMOSUTAHUIIIH.
43. — TapadapHu
ayTeHTU(UKALIHSIIAII
BapHaHTu OYIHO,
tapadIapHUHT Xap OUpH y - authentication Option
OuiiaH ¥3apo xapakaTaaru parties in which each party
TapaGHUHT XaKUKaTaH Y31 verifies that interacting
SKAHJIMTUHU TEKIIHPaIH. with her party - namely
$3apo V3apo ayreHTH(UKALHIHNA that for which he is. A.
amalra omMpyBIn implemented in such a
ayTeHTH(PUKALL . e e
MPOTOKOTHUHT protocol identification, in
i UIITHPOKYMIIAPUHUHT Xap which each participant is
Mutual Oupu OMp BakTaa XaM both prove-down and

Authentication

UCOOTIIOBYH, XaM
TEKIIUPYBYH XUCOOJIaHA Y.
by nportokoun
OaKAPUIIUIIIHUHT OUp
ceaHcujia xap oup
UITUPOKYNHUHT UKKUHIH
WUIITUPOKYMUTa alHaH Y3H
HKAHJIMTUHU UCOOTIAIINUTa
UMKOH Oepaiy.

inspection. This allows a
single session the protocol
of each participant to
another participant to
prove their identity.

44.

®aoa Taxaujg

Active threat

— TU3UM XOJIaTUra aTauuH
pyXcarcu3 y3rapTupuIl
KUPUTHUIL TAXJIUIH.

- the threat of a deliberate
unauthorized system state
changes.

45.

Daos XyxKyM

Attack active

- KpUNTOTU3UMTIA EKU
KpUnTorpaduk mpoToKoJIra
XyXKyMm O0Yu0, yHra OMHOaH
JyIIMaH Ba/€ku Oy3FryHUYH
KOHYHUH (oiiananyBuH
XapakaTura TabCUp JTHUIIIH,
MacajiaH, KOHyHUH
doitnananyBun xabapuHu
AIMAIITUPUIIN EKU UYK
KWIWIIY Ba XabapHu sipaTud
YHUHT HOMUJIAH y3aTHUIIHN Ba
X. MyMKHH.

- attack on a cryptosystem
or cryptographic protocol
in which the offender or
the enemy and can affect
the legitimate user actions,
for example, replace or
remove legitimate posts,
create and send messages
on his behalf, etc.
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46.| ®du3uK — pecypciiapHu aTaiivH
PeeyPEIAD 3 . | — the means used for
XUMOSLJIAIT KWIMHAIUTraH €Ky Tacoauduii . .
ensuring physical
Taxauanapaan Gunk :
Phvsical protection of resources
XUMOSUJTAITHU TabMUHJIAIL .
rg/tection from threat deliberate or
H UIUIaTUIaAUuTrad
P YL 8 casual.
BOCHTAJIAP.
47, - oitganaHyBYMIIAPHUHT,
JACTypJIAPHHUHT Ba - define and limit user
DoigaJaHUIIH | )KapaCHIaPHUHT access, programs, and
1 0OIIKAPHUII MabJIyMOTIapaH, Xucobmam | processes the data,
TEXHUKACHU JTaCTypJiapH Ba programs, and devices of
Access control | kypunManapugan the computer system.
dbolnanaHuuIapuHu
Oesrusail Ba YeKJIalll.
48. - aBTOpHU3alMIaHTaH —_
Dois P - ob . - property of an object in a
oiifajlyBYaHJ | MAaHTUKUAWA OOBEKT CYpOBU :
ARTY . . P state of readiness and
UK Oyiinya MaHTUKHIA
.. usage upon request
OOBEKTHHUHI TaHEPIIMK Ba . :
R . authorized entity.
Availability doiinaTaHyBYaHINK X0JaTHa
OYIUIIN XyCYCHSITH.
49. - HOMyBOGUK Xoaucanap
nan10 OYIuI Xoauaa i
Y - the process of studying
KYTWJIQJIUTaH 3apapHU .
Y bap the characteristics and
aHUKJIalll MaKcaausa,
AR weaknesses of the system,
XTUMOJUIUK _
XaBg- xaTap conducted using a
xucooanuiapaaH . i
TAXJINJIU Y probabilistic calculations
’ in order to determine the
XapaKTepUCTUKAJIAPUHU Ba .
. expected damage in case
: : cayOuii TOMOHJIApUHU
Risk analysis . S, Xas() of adverse events. The
raHuul xapa¢au. Xas@ — . .
P P task of risk analysis is to
XaTapHU TaxJIMJUIaIl Macallacu i -
St G 0 determine the acceptability
€ku Oy xaB( — XaTapHUHT .
Y Y P of a risk to the system.
MaKOYJITUK Tapa’kacuHU
aHUKJIaI1aH ubopar.
50.| XaBdcu3 — MabJIyMOTJIap Ba pecypceiap | - an operating system that
onepamnuoH Ma3MyHHUTa MOC XUMOSLIAII effectively manages the
TH3UM JapayKaCHHU TabMUHIIALI hardware and software to

Makcajua amnmapar Ba

provide the level of
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Secure JACTYpHU BOCHUTAIAPHU protection corresponding
operating camapaiu OOIIKapyBYH to the content data and
system OIlE€palliOH TU3HUM. resources.
ol. - TABCUPU HATUKACUA
HOMAaKOYJI XoJlaTiapra ojuo
KEJYBUYM aTalUH EKU
- property system to
TaCOI[I/I(baH, HWYKH Ba TalllK1 .
Gex o withstand external or
ApOpJIOBUYU (PaKTOpJiapra .
xa Pop PHEp internal factors
I TU3UMHUHI Typa OJIMIII .
P P destabilizing effect of
Xycycusrtu. fHa - : .
Xasd . o pai which may be undesirable
ABPCU3JIUK MabJIyMOTIIa AUJIJIAPUHUHT . .
. az ap P its state or behavior. Also,
Ba AaCTyYpJIapHUHT . . .
: yprap . a state in which data files
Security UIUIATHIALIHN, KYpUO
. and programs may not be
YUKUWIINIIN B . .-
used, viewed and modified
aBTOpHU3aluAJIaHMaral .
by unauthorized persons
maxcinap (GKymiiaJiaH TU3UM . .
. (including staff system)
XOJIMMU ), KOMITBIOTEpIIAp EKU
computers or programs.
JlacTypijaap TOMOHHUIAH
MOI[I/I(l)I/IKaI_[I/IHJ'IaHI/II_HI/I
MYMKHH OYyJIMaraH xoJar.
52. — KOMIIBIOTEP TU3UMU o .
— maintain security
XaB()CU3IUTUTA TABCUP L
) - control by registering
TYBUYU JINIIIN MYMKHWH . . . .
Xandens 6Uy 4 " 4 (fixation in the audit file) a
B HN3JIUK JITaH XaB(PJIN XapaKaTJIapHn .
Z AKTEDIIO P P predetermined set of
aAayIUTHu X KTCPJIOBYH, OJIJUHAAH .
¥ . P ap . AREA events that characterize
HHUKJIAHT'aH XO0JHucajia .
. . . va[ P the potentially dangerous
Security audit | TymamMuHM pyixaTra .
( pai actions in the computer
oMo ayauT (panjinaa . .
. Y " affecting its safety.
Kaiaman) iwynu OunaH
XUMOSJIaHUIITHY HAa30paTJIall.
53. — MyaisH TalllKHJIOTIa - adopted in the

XaB(cusiuk
cuécaru

Security policy

Max(uil axO0pOTHU EKU
YEeKJIAHTaH JIOUpaIaru
dolnananyBuniIapra
MYIDKaJIaHTaH ax00pOTHH
OJIUIII, UIILJIAI, y3aTHILI
Oyinua KaOyJ KUJIMHTaH
OomKapuIln cuécaT.

organization management
policy acquisition,
processing, transmission
of classified information,
or information on their
limits calculated range of
users.




VIL TJIOCCAPUI

54, - TU3MMJIU 1aCTypUi - a user who is trying to
TabMHUHOTIA, KYIIHHYA make changes to system
HOKOHYHUH y3raptupunuiap | Software, often without the
KAPHUTHUIITA YPHHYBYH right to do. Hacker can be
Xakep doiinananysun. Onatna émon | called the programmer,
XyXOoKaTIaHraH Ba 0ab3uja which creates a more or
Hacker HOKOM3 KyInMua Hatkanap | less useful software tools,
TYFAUPYBYH O3MH-KYIIMHU are usually poorly
doitnanu épaamun gactypaap | documented and
SpaTyBYH JACTyPUHH XaKep sometimes cause
ned aTarnr MyMKHH. unwanted side effects.
55. - yeKkiIH andaBUTIATA - a function that displays
3YHJIMTH YeKiu kupui iymu | the input word of finite
Xeum-(pyHKuus yvy P y p. ..
. CY3WHH OepHIITaH, 0J1aT/aa length in a finite alphabet
Hash function . . . :
KaThUH Y3YHJIMKAArH, cy3ra in a given word, usually a
aKCITAHTUPUII (DYHKITUSCH. fixed length.
56. - XMcoOaI TU3UMHJIAH EKU - means for restriction of
YHHUHT KUCMHJIAH access or use of all or part
(o TaTaHAIITHU YeKIIaI of the computing system;
Xumosiiau -
BOCHUTACH; allliaparypaja, legal, organizational and
JacTypJaH Ba technical, including
. MabJIyMOTJIAapAaH pyXcaTCus rogram, measures of
Protection . " bAaH by Prog .
doitnanmanumau 6aprapad prevention of
ITYBYHM TAIIKWJIMK Ba TeXHUK, | Unauthorized access to the
KyMJIaIaH, JacTypHid equipment, programs and
qyopasap. data.
57. — OockuHYMHMHT oreparion | - breach of security of
XyKyMm MYXUTHHHU OOIIKAPHUIIIHATa information system, which
UMKOH OepyBUYH ax0opoT allows the invader to
Attack TU3UMHU XaB(CU3IUTUHUHT manage operating
Oy3WIHIIIH. environment.
58. - mudpram QyHKIUSICHHA - a cryptographic
HIngpaam . .
amaJira ONIMpyBYH algorithm that implements
AJTOPUTMH : :
KpUNTOrpauK arOPUTM. the encryption function. It
. Brokmu mudprusum xomuaa | is created using base block
Encryption - :
. MU PIANTHAHT MyaiisiH algorithm for exact
algorithm

pexuMuAa MUpIanIHUHT

encryption mode in block




0a3aBui OJIOKIIN
aNropuTMUJIaH Qoiigananuo
XOCHJI KHJIMHA/IH.

cipher.

59.

HludppmartH
Ciphertext

- OYMK MaTHHU U pIiain

HaTmKacugaru OJIMHI'aH MaTH.

- the text resulting from
encryption of the
plaintext.
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